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general concept

® Test interface approach:

= data interface between G23 protocol stack and a
PC test system

= usually a standard serial cable, COM-ports on both
ends

System primitives,
keystrokes

Test interface

Traces,
duplicated primitives

{? TEXAS INSTRUMENTS




general concept

® On stack side:
=test interface entity included in the GPF-FRAME

= uses corresponding hardware driver for
communication

® On PC test system side:
=test interface executable using the GPF-FRAME
¢ connects via standard OS drivers

= PCO tools finally provide GUI-stack-access for
testers
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general concept

® xPanel - eXtended Panel:

= capable to display text & graphics output of mobile
MMI

= mutable layout, easy to change

® PCO?2 - Point of Control and Observation:
=filtered watching of traces and duplicated primitives

= Iintuitive configuration (traceclasses, routing) of
protocol stack

= server, controller, extensible set of viewers
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software layers

VCMS

Nucleus, PSOS, ...

Windows, Linux, ...

Target Test system
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software layers

Nucleus, PSOS, ...

Windows, Linux, ...

Target Test system
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data flow

decode
CCD-data interprete ] PCO

viewers

PCO

controller

duplicated
— primitives,
primitives fraces control
Protocol (display,
keyboard
Stack yboard)

primitives system primitives
TST e duplicated primitives JEYSIAVA1S logfile
traces
traces
Target Test system
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usage overview

® “Take off”

= I I R R TR AT
startlng of pco2.bat in the —
bin-directory

Start logging Stopllegaing

(ClearCase: \gpf\BIN) ...

= will per default result in

— Stack control

such a scenario: _ | ¢ St

Add viewer ...

PCO-

/5 main_svc - pco_view s 5
xPanel ¥v1.2.6 !EB File Edit Miew Server Help e ( :O ntro I I e r
File Corfig Display Crd a1 e s = %I L W l” 0 Send
nr Fimne: | sender | bype | MESS308 ("' Send:
' Send

M arne: I

Al vl

Azzignment Failure ﬂ
Audio Mute
A4 Automatic Mode
Call Forwarding
CC Event
SEND HUF  |END/PwWR P‘ O_ 1] | | COMFIG kb1 j
Element o [ Walue | Cleartest | Fefresh lists

1 2 3

Viewers —
gii iEI mao ret ) Send cuNFla-primitivElta |_

ﬂl HestarlEnvl He\p...l

7 8 g
pars e Wz File Edit Yiew Server Help

: ) sla| o= [2]s] Cl#Y @ 2]

o |time [ sender [ tvpe [ message PCO_
xPanel B8 g py OErVer

| | ¥
Ready ’_,_,_ A
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usage overview

® The PCO-Viewer(s):

= watch traces of
selected entities

¢ ordered by time
¢ distinguished by
colors

= watch redirected
primitives/messages

¢ as hexdump
¢ as structure

= filter by sender or
OPC

}-5"main.svc - WA gpfutilypcotitestzessionsitcgen\PRIM_only_pco loaded

FEile  Edit “iew Server Target Tool:

Help

Help

2[5 we| o CleHv 2

Server Target Toolz
o Tices

T| Tine | Px. . | Hand | v Auta scraling v Brirnitives AI
gh 00060075 ms LIC  IDENFITY REQUER |, piiiie Sender v Pure ait messages WG
gy 00060084 ms GMM  IDENWJTY_RESP. ) : 00 o
Mezzage Entity Mare Options. ..
o 00060093 ms LIC  LIGMW TRIGGER. ———————]
Eﬁn LY Pryiew filker optionz PCOYiev filter optionz
o 0006
dn 0006 Primitive senders | Primitives by OPC I & Primitive senders  Primitives by OPC | Air meszages
gy 0006
'Eﬁn 0anG wiatch: Don't watch: 0 Uelinfe 0 Mawrlink
dn 0006 CLCD fa “PAN .
3 ~CVCT T ~PCO Primitives:
L EE’**F' :?g}" WIGMMREG_ATTACH_CNF [0x7300] -
Elemant CCD , W GMMREG_ATTACH_RED (0x3300)
oo Lt |osT V| GMMREG_CIPHERING_IND [0x7308]
RS oL W|GMMREG_DETACH_RED (0x3301)
@ EﬁMDM T [ IGMMREG_PLMN_MODE_REQ (0x3304]
 b@ o ]GMMRR_ASSIGN_REQ [0«1F00]
o mEl L | GMMRR_ATTACH_FINISHED_REQ (0x1FOB)
L LZR E WIGMMRR_ATTACH_STARTED_REQ [0x1F04]
=-gh sy |LED WGMMRR_CELL IND [0xGF00]
----- @ th',lz — JGMMRR CELL RES (0x1FOC)
- @ Ml =] |GMMRR_ENABLE_RED (0x1F01)
- G ” — . W|GMMRR_READY_REQ [0x1F03) =
..... po - -
Ready | A4

= configuration can be stored as a “.svc’-file
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usage overview

® The PCO-Server:

= receives all traces and redirected primitives from the target
+ forwards them to viewers
¢ may store them into logfiles

= for replay it can forward logged data to viewers, too

PCOserver settings E
P S

[~ Ovenarite primitive time with PC time

E> may Insert eXtra tlmeStamp traces W Insert PC time stamps every I'I mrinLtes .
3130 J

= is controlled by the PCO-
COntI’O”eI‘ ontog [ \éettings... | Bezet |
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usage overview

® The PCO-Controller:
= is actually executed by pco2.bat and starts a
configurable set of other applications, like xPanel

= provides access to PCO-Server
¢ to start logging of data
+ toreplay logged data
= allows sending of FRAME system primitives to the
protocol stack (via PCO-Server)
¢ from direct user input

+ out of a pool of predefined system primitives loaded
from a dedicated file (usually cfg/pco_defcfg.xml)

+ by selections in a matrix (stored per default in
cfg/pco_defcfg.xml) which may be ex-/imported

= enables setup of the communication drivers to be
used

= on exit: shuts down all initially started applications
¢ called the “test environment”

-loix]

— Session

EIName:lovemight jJ
Ql !l PL-s'x_/l'-- —— | IoGen,
| phions... i

— Test ernironment

Activate u Add viewer ...
Bestart _ 14 Edit ...

— Stack control Auta
{* Send stack config I 2
" Send: Activate FDP |
= Send: et CGCLASS '
~ Send: [
(" Send: '
" Send: [

General |Traceclasses| F'rimitivesl
0 &8 @ °

tér ‘«{‘\

GMM ¢

MM | ¥ |+

MM ¢

RR. |+

SMS ¢

GRR

GRLC

SM 4 —

CC ¢

SI ¢

LLC

SHD ¢

UART ¢

PPP 4 ;,I

|
Send spstem primitive |tc-|
r— Communication
Configure... Icom'l M Dizconnect I

[ ExIT | JHELP ]

11
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logging and replay

® Logging / Recording: —Ioi x|
— Seszion
= specify name of test session - -]
= start logging process glgli’l - M
= now every trace/primitive received S.Nm — 7. |
via the test interface will be logged @_l!"' T Tmm_‘
+ Independent of any filter setting in a :
PCO-Viewer
= PCO-Server appears green > % E11PM
= after pressing the “STOP” button ... Session

Mame; II:I'-.-'ETr'lII:Iht -~| . ||
save logfile/test session x|

¢ a <session name>.pco file can be found

in the current session dir of PCO-Server ]
+ a copy of (selected parts of) the logged W ellogged dta
session can be stored somewhere else Erides o1 =] e T

(and, e.g., be sent to developers) = i x 5
e ! [ ok | cencel |
= PCO-Server appears red again =
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logging and replay

— Seszion

. EIName:[l jJ
® :
Replay . bestl

= select test session name e — |
= or drag/drop .pco-file to PCO-Controller

overnight. pro

— 5
= press the ,PLAY* button — n'fsif:me [overiah =
@] — | e
= now logged traces/primitives will be S —
replayed in connected PCO-Viewers | E|Mame: Iwemught
¢ depending on the individual filter settings

= pausing and repositioning are possible

= PCO-Server appears yellow

A 4

&
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filter setup

® Trace/primitive filtering is done Iin two stages:

“Hard”-Filter “Soft”-Filter
Wwatch: Don't watch:
o - ~FEN -
Eenerall Traceclazzes Pflmltl"-“ES Eg? :EE\DI -|:g_|—_ vl _L"r%%r?iﬂuyﬁm-—
GI'H'II'H'I
VI

MM :i}
RR
SMS =
GRR

e v 3] ol o S ST S

SM = By i

- iz B

SIM & : g; %:E & i

LLC - HaeiE

— B Logfile __g S g

LUART o+ = —
Protocol PCO-Controller PCO-Viewer  PCO-Viewers

Stack Matrix Filter
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communication setup

PCO-Controller:
Send gpztem primitive Itu:u IMM

— Communication

Configure, e com 1 M 115200 Dizconnect |

ExIT

= selection of mode

= secification of individual
parameters

15

Testinterface settings il

Load predefined config; ([REt R 18

— Cammunication type
™ Socket [Tracebux] Host: I Part: I—
& USART COM-port; |1 Baudrate:lw Flowscontral: IW
" USART Sl
" FILE-MODE File: o
= Manual configuration: Il:l:nm'l M 115200

[~ Useold header W Use Tl mode [~ Use ST [T Use FEOM

Configure I Cancel | Show Testinterface Output

K D

* .
LA
3

»

TST (Testinterface)

A A >A A ;
ks : 5 v = configuration of
g =< E. d test interface
&) O-= L, .
= 3t = |\/|u|t|p|exer = evtl. start of
= 2 extra tools
)] . (ol ]
: <.
v v Yy I
Protocol stack
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communication setup

= for convenience several default configurations exist

Testinterface zettings

Load predefined config: |{|:h|:||:|33 anes j

Commurication type D-Sample on COM 1 [without Trace-Multiplexer)
v Socket [TraceMud O-Sample on COM 2 [without Trace-Multiplexer)
O-5ample with Trace-Multipleser [zet COM port there]

B-Sample an COM 1

O USART 1 B.5 ample on COM 2
Windows Simulation [Shared kemory)
™~ 1ICART Clhd -

= it has to be ensured that a matching ccddata-DLL is selected

,'-5" main_svc - <undefined:

f“uf =L A L ~Decoding / Decompressing ¢ either a DLL which has
P - = v I:;mo e ' o o . i
co- H= S Str2ind Search-Path: been delivered together
Viewer: Sopsom . ' =1 . with the PS-image
¥ rIjlr.ian;:iavnaeil-:er:w:i::er EED D Eltal:lEISE!: / -
— ceddata_dil.dl ¢ or a prebuild DLL from
5 ::z;:om ECOM on duplicated primitives [ ...\ccddatal (e'g'
vgtatusBal CCddata_GZBM_333_S64d”
St2nd > for older B-Sample-Releases)
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communication setup

® Communication via TraceMultiplexer:
= if using the TraceMultiplexer for the first time it has to be

configured: COM1Popetties ——— BEHBpeties . |
1. choose COM Port Setings | L ion)
port
al [COM] port o be connected to:
Bits per second: | {NkNE orinect using: [COM1 =
mmunications settings for the selected serial [COM] port:
2. select baudrate Daests |z e
of 115200 Pait [fione <]
3. disable flow stesis | -
control Flow control: [Hone =
Riestore Defaults |
Applicationz
[ ok | caneel | e | E’DD:':;:TS
Digconnect
= the green tray symbol signals a About TraceMubiplessr
successful connection SFSE 10:46 AM
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usage overview

® Compressed Tracing with Str2ind-Tables:

= for performance and memory reasons traces are compressed at compile time
= each PS build creates a str2ind-table containing [ID]->[Trace string] combinations

}i"main.svc - Live data stream

|:> |n|t|a”y no table for Fil= Edit “iew Server Tamget Toolz Help

Interpretatlon Of nlli'l I_I_El EI D|h|v| il il Str2ind-path:lc:\trace ED str2ind-tahle loaded |

. I "'“._, |J_' .| tontent
Trace_IDS IS Oaded £ SYST <TRACE> PCO STRZIND: ERROR - no table for version 1040145977 found ;-
MMI <TRACE » 'Z0 EREOE: Trace could not be decoded — no STRZ2IND table lo. |

MMI <TRACE: PCO ERROE: Trace could not be decoded — no STRZIND table lo. .

MMI ¢TRACE: PCO ERROE: Trace could not be decoded - no STRZIND table lD }

= after reset or by explicit request | Too- RERE
+ PS sends a version number Check cammurication

+ Viewer searches for matching .tab-file  _
in specified directory structure

Check. ztrind verzion

S~
E = @ e b ,'53 0 %b ! ? Str2ind-path:;3mhtrace
H|= [o]e = 2] DlBwfy 2 |

T" F.. . || Content
= SYST STEZ2IND: table p:gZim~trace~gsmn_sm_gp_fd ed_ tlk_pu nf ct_d= calld5_1ot_cla_34 intd _lj3n=strdind. tak

= after loading of the table all traces will be shown as expected
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usage overview

® Types of traces shown by PCO-Viewer:

= Function traces ...

Lt VLV I [ =t L Y g S SR h= b8

138 goms RR
10m plnn e nhri=] =R o] o ~TH &S - CCRIM CENICT

= Event traces ...
LU UULUGOUD s A e OS] I Lo b ko G 1L ¢ U
20185 g R <TRACE:= For Release 1 DT shall not be supported,
20186 g . <TRACE: M5 may use DT was configured w
201587 ] LR < TRACE = requires DTxu ko set ko 1 (ref annaot, 058,587,
ries ANNNeEERE e ThA ~ATOACF - im add Fharn FaoincHiRcl id—1 Fhae borea—0end

= Primitive traces ...

LA LS LR LI e . R 11 T B e e S ey

151 ——- TN:MMI BACKLIGHT REC
152 NNONNENN ms - RM <TRACF = nei nrimikive’

= State traces ...

Uuulb/2a NS L LlRALE:  Boll KR bBooSd U
oo0le7 25 EE ¢TRACE: CELL SEL:C5 NOLL ACTIVE —: C5 TDLE
00021760 ms PL <TRACE> BSIC REDQ 65534 0

a2 =
{? TEXAS INSTRUMENTS




20

Interpreting/decoding

® \What is a ccddata-DLL used for (e.g. ccddata_dll.dll) ?

= contains information about all primitive and air message
structures used in the corresponding protocol stack

Without: With a matching DLL.:

= MMI <TRACE> PCO ———0UT:##0PC:0=z0E0AKY =| HHI ¢TRACE: PCO ——0OUT:MHI DISPLAY REQ-—{0=x0EQA)
=| MMI <TRACE:> PCO ———0OUT:##0PC: 0=z0EDAKE =| HMI <TRACE: PCO ——0UT:MHI_DISPLAY REQ-{0=0E04)
Eﬁn MM <PRIMITIVE: 0=ZE01 : MM 01 01 FF CA u:ﬁn MM MMGHM NREG REQ MH 01 01 FF Ca
u:ﬁn MM «FRIMITIVE: 0=x50004004: DL FF 00 00 00 u:ﬁn HH MDL_EELEASE REQ DL FF 00 00 00
Element i |Uahe Element i |Vahe | Cleartext|nfa
EIE ¢no cocddata-DLL loaded: EHE@I MMGHH_HEREG_RE CPC: 0xZ2E01

b O0=0000 01 01 FF Cai

@ detach_cause .. 01
E ----- @ detach_done (.. 01
ol cause (MM or .. FF CA

Fower off and c
detach done
Ho error cause

Element il |UaMe
El--L'EﬁJl EE_ESTABLISH REQ OPC: 0x80040. .
.} estos (establ. . 00 04
=gy U_LOC_UPD_REQ 082 00 00 00
@ m=g_type (M. 08
#-@ loc_upd_typ.. 00 02 00 00
Fo@ ~inh kew nun OR OO0 A0 00

|EEEEHHMD

=Ervice reque

. <ATR MESSAGE:

<Sub =tructur
<5uh =trurtur
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configuration file

® cfg\pco defcfg.xml
= Contains all PCO config primitives

<!-- PCO Config Primitives -->
<pco config prims>

<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim
<prim

name="ATA" receiver="MMI" command="CONFIG ATA" macro0="0" macrcl="0" macro2="0" macr¢
name="AT+CMEE=2" receiver="MMI" command="CONFIG AT+CMEE=2" macro0="0" macrol="0" maci
name="AT+CFUN=1" receiver="MMI" command="CONFIG AT+CFUN=1" macro0="0" macrol="0" maci
name="AT+CGATT=1" receiver="MMI" command="CONFIG AT+CGATT=1" macro0="0" macrol="0" m:
name="L1S disable traces" receiver="L1" command="CONFIG L1S TRACE DISABLE" macro(="0'
name="L15 enable traces" recsiver="L1" command="CONFIG L1S TRACE ENABLE" macro0="0" 1
name="MMI CLASS CC" receiver="MMI" command="CONFIG CLASS CC" macro0="(0" macrol="0" m:
name="MMI CLASS CG" receiver="MMI" command="CONFIG CLASS CG" macro0="(0" macrol="0" m:
name="MMI AUTO ATTACH" receiver="MMI" command="CONFIG AUTO ATTACH" macro0="0" macrol:
name="AT+CFUN=0" receiver="MMI" command="CONFIG AT+CFUN=0" macro0="0" macrol="0" maci
name="AT+CGATT=0" receiver="MMI" command="CONFIG AT+CGATT=0" macro0="0" macrol="0" m:
name="AT+COPS=?" receiver="MMI" command="CONFIG AT+COPS=?" macro0="0" macrol="0" maci
name="AT+COPS=0" receiver="MMI" command="CONFIG AT+COPS=0" macro0="0" macrol="0" maci
name="AT+COPS=1,2,\"00101\'" receiver="MMI" command="CONFIG AT+COPS=1,2,\'00101\'" m:
name="AT+C0PS=1,2,\"00102\'" receiver="MMI" command="CONFIG AT+COPS=1,2,\'00102\"" m:
name="AT+COPS=1,2,\"00201\'" receiver="MMI" command="CONFIG AT+COPS=1,2,\'00201\"" m:
name="AT+CGACT=0" receiver="MMI" command="CONFIG AT+CGACT=0" macro0="0" macrol="0" m:
name="ATZ" receiver="MMI" command="CONFIG ATZ" macro0="0" macrcl="0" macro2="0" macr¢
name="AT+CGAUTO=1" receiver="MMI" command="CONFIG AT+CGAUTO=1" macro0="0" macrol="0"
name="AT+CGCIASS=\"'CG\"'" receiver="MMI" command="CONFIG AT+CGCLASS=\'CG\'" macro0="0'
name="AT+CGCLASS=\"'B\"' IMSI Attach" receiver="MMI" commznd="CONFIG AT+CGCLASS=\'B\'"
name="AccumulaCallMeter ACM=0" receiver="MMI" command="CONFIG AT+CACM=\'357%\'" macrc
name="ATD123456;" recelver="MMI" command="CONFIG ATD123456;" macro0="0" macrol="0" m:
name="Activate PDP Context 1,3,10" receiver="MMI" command="CONFIG att+cgdcont=1,\'IBR\'
name="Activate PDP Context 2,5,8,9,14" receiver="MMI" command="CONFIG at+cgdcont=1,\'
name="Activate PDP Context 4" receiver="MMI" command="CONFIG at+cgdcont=1,\"'IP\',\'I}

t
£
€
¢
<
<

b

=

g

Send stack config |

-
¢~ Send:initial stuff
i Send:

i~ Send
-
(®

Send: test2

Send: Richard
MName: IRichard
CIAT+CFUN=1
[WIAT+COPS=0
[CJATD0223762704;
WIAT+COPS=0
[WAT+COPS=1,2"00101"

L NI ]

Hide primitive pool |

Al v

AT+COPS=12"00101"

AT+COPS=12"00101" ﬂ
LAl vl

ICONFIG AT+CFUN=1

Send system primitive |to IBTW

21
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configuration file

= contains all “Matrix”-entries of the PCO-Controller
= may be edited to e.g. change the entry-order

<stack>
{entity name="GHH" traceclass=""00000048"/ duplicates="""/> “mﬁchﬁes Pmﬂwa|
{entity name="HHI" traceclass=""00000840"/ duplicates=""'/> $@ -
{entity name="HMH" traceclass="008000040"/ duplicates=""'/>
{entity name="RR" traceclass="00000048"/ duplicates=""'/>
{entity name="GRR" traceclass="00000040"/ duplicates="""/> GMM

{entity name="SH" traceclass="00000040"/ duplicates=""'/>
<entity name="CC" traceclass="08000040"/ duplicates="""/>
{entity name="SIH" traceclass="00000040"/ duplicates="""/>
{entity name="LLC" traceclass=""00000048"/ duplicates="""/>
{entity name="SHD" traceclass=""00000048"/ duplicates="""/>
{entity name="UART" traceclass="000000840"/ duplicates=’ "f}
{entity name="PPP" traceclass="00000046"/ duplicates=""
{entity name="SHMS" traceclass="'80008040"/ duplu:ates—""f} -
<entity name="355%" traceclass="00000048"/ duplicates=""/>
<entity name="FAD" traceclass="00000840"/ duplicates=""'/>
<entity name="RLP" traceclass="00000840"/ duplicates=""'/>
<entity name="L2R" traceclass=""00000840"/ duplicates=""'/>
{entity name="T36" traceclass="00000040"/ duplicates="""/>
{entity name="L1" traceclass="000008408"/ duplicates="""/>
<{entity name="PL" traceclass="000008408"/ duplicates="""/>
{entity name="DL" traceclass="0080008040"/ duplicates=""'/>
<{fstack’:
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Important files

® \/olatile files:
= have to be build together with the used protocol stack
¢ ccddata_dlIl.dll (database with primitive symbols)
+ str2ind.tab (table with “ID <-> trace text” associations)
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