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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document includes references to features which are not part of the Phase 2+ Release 96 of the GSM
Technical specifications. All subclauses which were changed as a result of these features contain a marker (seetable
below) relevant to the particular feature.

Thefollowing table lists all features that were introduced after GSM Release 96.

Feature Designator
BA Range IE handling $(impr-BA-range-handling)$
Advanced Speech Call Item $(ASCIH$
Call Completion Busy Subscriber $(CCBS)$
Mobile Assisted Frequency Allocation $(MAFA)$
Network Indication of Alerting in MS $(NIAYS
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1 Scope

The present document specifies the procedures used at the radio interface core network protocols within the 3
generation mobile telecommunications system and the digital cellular telecommunications system.

It specifies the procedures used at the radio interface (Reference Point Um or Uu, see 3GPP TS 24.002 or 3GPP TS
23.002) for Call Control (CC), Mobility Management (MM), and Session Management (SM).

When the notations for "further study” or "FS' or "FFS" are present in this TS they mean that the indicated text is not a
normative portion of this standard.

These procedures are defined in terms of messages exchanged over the control channels of the radio interface. The
control channels are described in 3GPP TS 44.003 and 3GPP TS 25.301.

The structured functions and procedures of this protocol and the relationship with other layers and entities are described
in genera termsin 3GPP TS 24.007.

1.1 Scope of the Technical Specification

The procedures currently described in this TS are for the call control of circuit-switched connections, session
management for GPRS services, mobility management and radio resource management for circuit-switched and GPRS
services.

3GPP TS 24.010 contains functional procedures for support of supplementary services.
3GPP TS 24.011 contains functional procedures for support of point-to-point short message services.
3GPP TS 24.012 contains functional description of short message - cell broadcast.

3GPP TS 44.060 [76] contains procedures for radio link control and medium access control (RLC/MAC) of packet data
physical channels.

3GPP TS 24.071 contains functional descriptions and procedures for support of location services.

NOTE: "layer 3" includes the functions and protocols described in this Technical Specification. The terms "data
link layer" and "layer 2" are used interchangeably to refer to the layer immediately below layer 3.

1.2 Application to the interface structures

The procedures defined in this document apply to the interface structures defined in 3GPP TS 44.003 and 3GPP TS
25.301. They use the functions and services provided by lower layers defined in 3GPP TS 44.005 and 3GPP TS 44.006
or 3GPP TS 25.331, 3GPP TS 25.322 and 3GPP TS 25.321. 3GPP TS 24.007 gives the general description of layer 3
(A/Gb mode) and Non Access Stratum (Iu mode) including procedures, messages format and error handling.

1.3 Structure of layer 3 procedures

A building block method is used to describe the layer 3 procedures.

The basic building blocks are "elementary procedures’ provided by the protocol control entities of the three sublayers,
i.e. radio resource management, mobility management and connection management sublayer.

Complete layer 3 transactions consist of specific sequences of elementary procedures. The term "structured procedure”
is used for these sequences.

1.4 Test procedures

Test procedures of the GSM radio interface signalling are described in 3GPP TS 51.010 and 3GPP TS 51.02x series.
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1.5 Use of logical channels in A/Gb mode

Thelogical control channels are defined in 3GPP TS 05.02. In the following those control channels are considered
which carry signalling information or specific types of user packet information:

i) Broadcast Control CHannel (BCCH): downlink only, used to broadcast Cell specific information;

ii) Synchronization CHannel (SCH): downlink only, used to broadcast synchronization and BSS identification
information;

iii) Paging CHannel (PCH): downlink only, used to send page requests to Mobile Stations (M Ss);

iv) Random Access CHannel (RACH): uplink only, used to request a Dedicated Control CHannel;

v) Access Grant CHannel (AGCH): downlink only, used to allocate a Dedicated Control CHannel;

vi) Standalone Dedicated Control CHannel (SDCCH): bi-directional;

vii)Fast Associated Control CHannel (FACCH): bi-directional, associated with a Traffic CHannel;

viii)  Slow Associated Control CHannel (SACCH): bi-directional, associated with a SDCCH or a Traffic CHannel;
iX) Cell Broadcast CHannel (CBCH): downlink only used for general (not point to point) short message information.

X) Notification CHannel (NCH): downlink only, used to notify mobile stations of VBS (Voice Broadcast Service)
calsor VGCS (Voice Group Call Service) calls.

Two service access points are defined on signalling layer 2 which are discriminated by their Service Access Point
Identifiers (SAPI) (see 3GPP TS 44.006):

i) SAPI O: supports the transfer of signalling information including user-user information;
ii) SAPI 3: supports the transfer of user short messages.

Layer 3 selects the service access point, the logical control channel and the mode of operation of layer 2
(acknowledged, unacknowledged or random access, see 3GPP TS 44.005 and 3GPP TS 44.006) as required for each
individual message.

1.6 Overview of control procedures

1.6.1 List of procedures
The following procedures are specified in this Technical Specification;
a) Clause 4 specifies elementary procedures for Mobility Management
- mobility management common procedures (subclause 4.3)
- TMSI reallocation procedure (subclause 4.3.1)
- authentication procedure (subclause 4.3.2)
- identification procedure (subclause 4.3.3)
- IMSI detach procedure (subclause 4.3.4)
- abort procedure (subclause 4.3.5)
- MM information procedure (subclause 4.3.6)
- mobility management specific procedures (subclause 4.4)
- location updating procedure (subclause 4.4.1)

- periodic updating (subclause 4.4.2)
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- IMSI attach procedure (subclause 4.4.3)
- generic location updating procedure (subclause 4.4)
- connection management sublayer service provision
- mobility management connection establishment (subclause 4.5.1)
- mobility management connection information transfer phase (subclause 4.5.2)
- mobility management connection release (subclause 4.5.3)
- GPRS specific mobility management procedures (subclause 4.7)
- GPRS attach procedure (subclause 4.7.3)
- GPRS detach procedure (subclause 4.7.4)
- GPRSrouting area updating procedure (subclause 4.7.5)
- GPRS common mobility management procedures (subclause 4.7)
- GPRSP-TMSI reallocation procedure (subclause 4.7.6)
- GPRS authentication and ciphering procedure (subclause 4.7.7)
- GPRS identification procedure (subclause 4.7.8)
- GPRSinformation procedure (subclause 4.7.12)

b) Clause 5 specifies elementary procedures for circuit switched Call Control comprising the following elementary
procedures:

- mobile originating call establishment (subclause 5.2.1)
- mobile terminating call establishment (subclause 5.2.2)
- dignalling procedures during the active state (subclause 5.3)
- user notification procedure (subclause 5.3.1)
- cal rearrangements (subclause 5.3.2)
- DTMF protocol control procedure (subclause 5.5.7)
- in-call modification (subclause 5.3.4)
- cdl clearing initiated by the mobile station (subclause 5.4.3)
- cdl clearing initiated by the network (subclause 5.4.4)
- miscellaneous procedures
- in-band tones and announcements (subclause 5.5.1)
- statusenquiry procedure (subclause 5.5.3)
- call re-establishment procedure (subclause 5.5.4)
d) Clause 6 specifies elementary procedures for session management
- GPRS session management procedures (subclause 6.1)
- PDP context activation (subclause 6.1.1)
- PDP context modification (subclause 6.1.2)

- PDP context deactivation (subclause 6.1.3)
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The elementary procedures can be combined to form structured procedures. Examples of such structured procedures are
givenin clause 7. This part of the Technical Specification isonly provided for guidance to assist implementations.

Clause 8 specifies actions to be taken on various error conditions and also provides rules to ensure compatibility with
future enhancements of the protocol.

1.7 Applicability of implementations

The applicability of procedures of this technical specification for the mobile station is dependent on the services and
functions which are to be supported by a mobile station.

1.7.1  Voice Group Call Service (VGCS) and Voice Broadcast Service
(VBS)

Voice Group Call Service and Voice Broadcast Service are applicablein GSM only.

For mobile stations supporting the Voice Group Call Service or the VVoice Broadcast Service, it is explicitly mentioned
throughout thistechnical specification if a certain procedure is applicable only for such a service and, if necessary, how
mobile stations not supporting such a service shall behave.

For VGCS and VBS, the following possible mobile station implementations exist:
- support of listening to voice broadcast calls (VBS listening)
- support of originating a voice broadcast call (VBS originating)
- support of listening to voice group calls (VGCS listening)

- support of talking in voice group calls (VGCS talking. This aways includes the implementation for VGCS
listening)

- support of originating a voice group call (VGCS originating. This always includes the implementation for VGCS
talking)

Apart from the explicitly mentioned combinations, all possible combinations are optional and supported by this
technical specification.

The related terms are used in this technical specification, if information on these implementation optionsis required.

1.7.2 General Packet Radio Service (GPRS)

1.7.2.1 Packet services in GSM (GSM only)

For mobile stations supporting the General Packet Radio Service (GPRS), it is explicitly mentioned throughout the
technical specification if a certain procedure is applicable only for such a service and, if necessary, how mobile stations
not supporting such a service shall behave.

A GPRS M S may operate in one of the following M 'S operation modes, see 03.60 [74]:
- MSoperation mode A;

- MSoperation mode B; or

- MSoperation mode C.

The M'S operation mode depends on the services that the MSis attached to, i.e., only GPRS or both GPRS and non-
GPRS services, and upon the M S's capabilities to operate GPRS and other GSM services simultaneously. Mobile
stations that are capable to operate GPRS services are referred to as GPRS M Ss.

NOTE: Other GSM technical specifications may refer to the MS operation modes A, B, and C as GPRS class-A
MS, GPRS class-B MS, and GPRS class-C MS.
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It should be noted that it is possible that for a GPRS M S, the GMM procedures currently described in the ETS do not
support combinations of VGCS, VBS and GPRS. The possible interactions are not studied yet.

1.7.2.2 Packet services in UMTS (UMTS only)

An MS attached to packet switched domain may operate in one of the following M'S operation modes, see 23.060 [74]:
- PS/CS mode of operation; or
- PSmode of operation.

The terms 'PS/CS mode of operation’ and 'PS mode of operation’ are not used in this specification with some exceptions.
Instead the terms 'M S operation mode A’ and 'M S operation mode C’ are used.

In network operation mode | and 11 (see 3GPP TS 23.060 [74]), an MS in PS/CS mode of operation shall use the same
procedures as for a GPRS MS operating in MS operation mode A, unlessit is explicitly stated for GSM only or
UMTSonly.

In network operation mode | and 11, an MS in PS mode of operation shall use the same procedures asfor a GPRSMS
operating in MS operation mode C, unlessit is explicitly stated for GSM only or UMTS only.

NOTE: Network operation mode 11 is not applicable for UMTS, see 3GPP TS 23.060 [74].
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2.1 Definitions and abbreviations

Abbreviations used in this specification are listed in 3GPP TS 01.04.

2.1.1 Random values

In anumber of placesin this Technical Specification, it is mentioned that some value must take a "random” value, in a
given range, or more generally with some statistical distribution. Such cases interest only the Mobile Station.

Itisrequired that thereis alow probability that two M Ssin the same conditions (including the case of two M Ss of the
same type from the same manufacturer) will choose the same value. Moreover, it is required thet, if it happens that two
MSsin similar conditions choose the same value, the probability of their choices being identical at the next occasionis
the same as if their first choices had been different.

The meaning of such a specification isthat any statistical test for these values, done on a series of similar events, will
obtain aresult statistically compatible with the specified distribution. This shall hold even in the cases where the tests
are conducted with a subset of possible events, with some common parameters. Moreover, basic tests of independence
of the values within the series shall pass.

Data against which correlation with the values shall not be found are the protocol state, or the IMSI, or identities or
other unrelated information broadcast by the network, or the current TDMA frame number.

2.2.2  Vocabulary
The following terms are used in this Technical Specification:

- A GSM security context is established and stored in the MS and the network as a result of a successful
execution of a GSM authentication challenge. The GSM security context consists of the GSM ciphering key and
the ciphering key sequence number.

- A UMTSsecurity context is established and stored in the MS and the network as aresult of a successful
execution of a UMTS authentication challenge. The UMTS security context consists of the UM TS ciphering key,
the UMTS integrity key, the GSM ciphering key and the cipher key sequence number.
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- idle mode: In this mode, the mobile station is not allocated any dedicated channel; it listens to the CCCH and the
BCCH;

- group receive mode: (only applicable for mobile stations supporting VGCS listening or VBS listening) In this
mode, the mobile station is not allocated a dedicated channel with the network; it listens to the downlink of a
voice broadcast channel or voice group call channel allocated to the cell. Occasionally, the mobile station hasto
listen to the BCCH of the serving cell as defined in TS 03.22 and 05.08;

- dedicated mode: In this mode, the mobile station is allocated at least two dedicated channels, only one of them
being a SACCH,;

- group transmit mode: (only applicable for mobile stations supporting V GCS talking) In this mode, one mobile
station of avoice group call is allocated two dedicated channels, one of them being a SACCH. These channels
can be allocated to one mobile station at a time but to different mobile stations during the voice group call;

- packet idle mode: (only applicable for mobile stations supporting GPRS) In this mode, mobile station is not
alocated any radio resource on a packet data physical channel; it listens to the PBCCH and PCCCH or, if those
are not provided by the network, to the BCCH and the CCCH, see 3GPP TS 44.060 [76].

- packet transfer mode: (only applicable for mobile stations supporting GPRS) In this mode, the mobile stationis
alocated radio resource on one or more packet data physical channels for the transfer of LLC PDUs.

- main DCCH: In Dedicated mode and group transmit mode, only two channels are used as DCCH, one being a
SACCH, the other being a SDCCH or a FACCH; the SDCCH or FACCH is called here "the main DCCH";

- A channdl isactivated if it can be used for transmission, in particular for signalling, at least with Ul frames. On
the SACCH, whenever activated, it must be ensured that a contiguous stream of layer 2 framesis sent;

- A TCH isconnected if circuit mode user data can be transferred. A TCH cannot be connected if it is not
activated. A TCH which is activated but not connected is used only for signalling, i.e. asa DCCH,;

- Thedatalink of SAPI 0 onthe main DCCH is called the main signalling link. Any message specified to be sent
on the main signalling link is sent in acknowledged mode except when otherwise specified;

- Theterm"to establish” alink isashort form for " to establish the multiframe mode" on that datalink. Itis
possible to send Ul frames on adata link even if it is not established as soon as the corresponding channel is
activated. Except when otherwise indicated, a data link layer establishment is done without an information field.

- "channel set" isused to identify TCHsthat carry related user information flows, e.g., in amultisiot
configuration used to support circuit switched connection(s), which therefore need to be handled together.

- Atemporary block flow (TBF) isaphysical connection used by the two RR peer entities to support the uni-
directional transfer of LLC PDUs on packet data physical channels, see 3GPP TS 44.060 [76].

- RLC/MAC block: A RLC/MAC block isthe protocol data unit exchanged between RLC/MAC entities, see
3GPP TS 44.060[76].

- A GMM context is established when a GPRS attach procedure is successfully completed.
- Network operation mode
The three different network operation modes|, 11, and |11 are defined in 3GPP TS 23.060 [74].

The network operation mode shall be indicated as system information. For proper operation, the network
operation mode should be the same in each cell of one routing area.

-  GPRSM Soperation mode
The three different GPRS M S operation modes A, B, and C are defined in 3GPP TS 23.060 [74].

- RR connection: A RR connection is a dedicated physical circuit switched domain connection used by the two
RR or RRC peer entities to support the upper layers’ exchange of information flows.

- PSsignalling connection is a peer to peer UMTS connection between MS and CN packet domain node.

ETSI



3GPP TS 24.008 version 4.3.0 Release 4 32 ETSI TS 124 008 V4.3.0 (2001-06)

- Inter-System changeis a change of radio access between different radio access technologies such as GSM and
UMTS.

- GPRS: Packet Servicesfor GSM and UMTS system.

- Thelabel (GSM only) indicates this section or paragraph applies only to GSM system. For multi system case
thisis determined by the current serving radio access network.

- Thelabel (UMTSonly) indicates this section or paragraph applies only to UMTS system. For multi system case
thisis determined by the current serving radio access network.

- In GSM,... Indicates this paragraph applies only to GSM System. For multi system case thisis determined by
the current serving radio access network.

- InUMTS.... Indicates this paragraph applies only to UMTS System. For multi system case thisis determined by
the current serving radio access network.

- SIM, Subscriber Identity Module (see 3GPP TS 02.17). This specification makes no distinction between SIM
and USIM.

- MS, Mobile Station. This specification makes no distinction between MS and UE.

- Céll Natification is an (optimised) variant of the Cell Update Procedure which usesthe LLC NULL frame for
cell change notification which does not trigger the restart of the READY timer

- DTM: dua transfer mode, see 3GPP TS 44.018[84] and 3GPP TS 03.55 [87]

3 Radio Resource management procedures
See 3GPP TS 44.018.
4 Elementary procedures for Mobility Management

4.1 General

This section describes the procedures used for mobility management for non-GPRS services and for GPRS-services at
the radio interface (Reference Point Um and Uu).

The main function of the Mobility Management sublayer isto support the mobility of user terminals, such asinforming
the network of its present location and providing user identity confidentiality.

A further function of the MM sublayer isto provide connection management services to the different entities of the
upper Connection Management (CM) sublayer (see 3GPP TS 24.007).

There are two sets of procedures defined in this chapter:
- MM procedures for non-GPRS services (performed by the MM entity of the MM sublayer); and

- GMM procedures for GPRS services (performed by the GMM entity of the MM sublayer), see 3GPP TS 24.007
[20].

All the MM procedures described in this section can only be performed if a RR connection has been established
between the M S and the network. Else, the MM sublayer has to initiate the establishment of a RR connection (see 3GPP
TS 44.018 [84]section 3.3 and 3GPP TS 25.331 section 8.2.3).

In A/Gb mode, the GMM procedures described in this section, use services provided by the RR sublayer without prior
RR connection establishment.

In lu mode: all the GMM procedures described in this section can only be performed if a PS signalling connection has
been established between the M S and the network. Else, the GMM sublayer has to initiate the establishment of a PS
signalling connection (see 3GPP TS 25.331).
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GMM procedures are mandatory and applicable only for GPRS M Ss and networks supporting those MSs. For GPRS
MSswhich are IMSI attached for both GPRS and non-GPRS services, some MM procedures are replaced by GMM
combined procedures provided that the network operates in network operation mode |, i.e. is supporting combined
GMM procedures. GMM combined procedures are not applicable for the GPRS M S operation mode C but are
mandatory for the GPRS M S operation modes A and B and networks supporting network operation mode I, see 3GPP
TS 23.060.

4.1.1 MM and GMM procedures

4111 Types of MM and GMM procedures
Depending on how they can be initiated, three types of MM procedures can be distinguished:
1) MM common procedures:

A MM common procedure can always be initiated whilst a RR connection exists. The procedures belonging to
thistype are:

Initiated by the network:

- TMSI reallocation procedure;
- authentication procedure;

- identification procedure;

- MM information procedure;

- abort procedure.

However, abort procedure is used only if an MM connection is being established or has already been
established i.e. not during MM specific procedures or during IMSI detach procedure, see section 4.3.5.

Initiated by the mobile station:
- IMSI detach procedure (with the exceptions specified in section 4.3.4).
ii) MM specific procedures:

A MM specific procedure can only beinitiated if no other MM specific procedure is running or no MM
connection exists. The procedures bel onging to this type are:

- normal location updating procedure;
- periodic updating procedure;
- IMSI attach procedure.

iii) MM connection management procedures:

These procedures are used to establish, maintain and release aMM connection between the mobile station and the
network, over which an entity of the upper CM layer can exchange information with its peer. A MM connection
establishment can only be performed if no MM specific procedure is running. More than one MM connection may be
active at the same time. Depending on how they can be initiated, two types of GMM procedures can be distinguished:

i) GMM common procedures:
In lu mode, aGMM common procedure can always be initiated whilst a PS signalling connection exists.
The procedures belonging to thistype are:
Initiated by the network when a GMM context has been established:
- P-TMSI (re-) alocation;

- GPRS authentication and ciphering;
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-  GPRSidentification;
- GPRSinformation.
ii) GMM specific procedures:

Initiated by the network and used to detach the IMSI in the network for GPRS services and/or non-GPRS
services and to release a GMM context:

- GPRSdetach.

Initiated by the MS and used to attach or detach the IMSI in the network for GPRS services and/or non-
GPRS services and to establish or release a GMM context:

- GPRS attach and combined GPRS attach;

- GPRS detach and combined GPRS detach.

Initiated by the MS when a GMM context has been established:

- normal routing area updating and combined routing area updating;
- periodic routing area updating.

InUMTS, initiated by the MS and used to establish a secure connection to the network and/or to request the
resource reservation for sending data:

- Service Request

41111 Integrity Checking of Signalling Messages in the Mobile Station (UMTS only)

In UMTS only, integrity protected signalling is mandatory with one exception regarding emergency calls (see
4.1.1.1.1a). InUMTSonly, al layer 3 protocols shall use integrity protected signalling once the security mode
procedure has been successfully activated in the network and the MS. Integrity protection of all layer 3 signalling
messages is the responsibility of lower layers. It isthe network which activates integrity protection. Thisis done using
the security mode control procedure (3GPP TS 25.331).

The supervision that integrity protection is activated shall be the responsibility of the MM and GMM layer inthe MS
(see TS 33.102). In order to do this, the lower layers shall provide the MM and GMM layer with an indication on when
the integrity protection is activated in the MS (i.e. one indication to the MM layer when a security mode control
procedure for the CS domain is processed successfully and one indication to the GMM layer when a security mode
control procedure for the PS domain is processed successfully).

The CS and PS domains in the network and the MM and GMM layersin the MS, are not aware of whether integrity
protection has been started in the lower layers by the other domain. It is mandatory for the network to initiate one
security mode control procedure for the CS domain and one for the PS domain.

Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM
entities or forwarded to the CM entities, unless the security mode control procedure is activated for that domain.

- MM messages:
- AUTHENTICATION REQUEST
- AUTHENTICATION REJECT
- IDENTITY REQUEST

- LOCATION UPDATING ACCEPT (at periodic location update with no change of location area or
temporary identity)

- LOCATION UPDATING REJECT
- CM SERVICE ACCEPT, if the following two conditions apply:

- no other MM connection is established; and
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- the CM SERVICE ACCEPT isthe response to aCM SERVICE REQUEST with CM SERVICE
TYPE |E set to ‘emergency call establishment’

- CM SERVICE REJECT
- ABORT
- GMM messages:
- AUTHENTICATION & CIPHERING REQUEST
- AUTHENTICATION & CIPHERING REJECT
- IDENTITY REQUEST
- ATTACH REJECT

- ROUTING AREA UPDATE ACCEPT (at periodic routing area update with no change of routing area or
temporary identity)

- ROUTING AREA UPDATE REJECT
- SERVICE REJECT
- DETACH ACCEPT (for non power-off)
CC messages:
- al CC messages, if the following two conditions apply:
- no other MM connection is established; and

- the MM entity inthe MS has received a CM SERVICE ACCEPT message with no ciphering or
integrity protection applied as response to aCM SERVICE REQUEST message, with CM SERVICE
TYPE set to ‘Emergency call establishment’ sent to the network.

Thereceiving layer 3 entity in the MS shall not process any other layer 3 signalling messages unless they have been
successfully integrity checked by the lower layers once integrity protection is activated. If any signalling messages,
having not successfully passed the integrity check, are received, then the lower layersin the MS shall discard that
message (see 3GPP TS 25.331). If any layer 3 signalling message is received, in either PS or CS domains, as not
integrity protected even though the integrity protection has been activated in the M S by that domain in the network,
then the lower layers shall discard this message (see 3GPP TS 25.331).

Integrity checking on the network side is performed by the RNC and is described in 3GPP TS 25.331.

41.1.1.1a Integrity protection for emergency call (UMTS only)

The network should initiate the security mode procedure for an emergency call, in the same way as it would for any
other call except in the cases defined in sub-clause “ Security Procedures Not Applied” in TS 33.102.

For the establishment of aMM connection for an emergency call when no other MM connection is established (e.g. for
an emergency call initiated without a SIM no other MM connections can exist) the decision on whether or not to apply
the security procedures shall be made by the network as defined in the sub-clause “Emergency Call Handling” in TS
33.102.

4.1.1.2 MM-GMM co-ordination for GPRS MS's

41121 GPRS MS operating in mode A or B in a network that operates in mode |

If the network operatesin mode I, GPRS M Ss that operate in mode A or B and wish to be or are simultaneously IMSI
attached for GPRS and non-GPRS services, shall use the combined GPRS attach and the combined and periodic routing
area updating procedures instead of the corresponding MM specific procedures IM S attach and normal and periodic
location area updating.
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NOTE: A GPRSMS operating in mode A or B in anetwork that operatesin mode |, shall perform the combined
GPRS attach or routing area update procedure regardless the value of the ATT flag.

If aGPRS MSis operating in mode A or B in anetwork that operatesin mode | the IMSI detach shall be performed by
the GMM using the combined GPRS detach procedure

NOTE: A GPRSMS operatingin mode A or B in anetwork that operatesin mode I, shall perform the combined
GPRS detach procedure regardless the value of the ATT flag.

A GPRS M S operating in mode A or B in network that operatesin mode |, uses the combined GMM specific
procedures in place of the MM specific procedures, so al conditions describing when to trigger aMM specific
procedure listed in subsections 4.3 and 4.4 shall not apply.

A GPRS M S operating in mode A or B in a network that operates in mode | should not use any MM timersrelating to
MM specific procedures, (e.g T3210, T3211, T3212, T3213) except in some error and abnormal cases. If the MM
timers are already running, the M S should not react on the expiration of the timers.

NOTE: Whenever GMM performs a combined GMM procedure, a GPRS MS entersthe MM state MM
LOCATION UPDATING PENDING in order to prevent the MM to perform alocation update procedure.

If the authentication procedure is performed by MM and the authentication is rejected by the network (i.e upon receive
of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT
ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number stored. The SIM shall be considered asinvalid for GPRS and non-GPRS services until switching off or the SIM
isremoved. The MS shall abort any GMM procedure and shall enter state GMM-DEREGI STERED.

41122 GPRS MS operating in mode A or B in a network that operates in mode Il or llI

If the network operatesin mode Il or 11, a GPRS M Ss that operate in mode A or B and wish to be or are simultaneously
IMSI attached for GPRS and non-GPRS services, shall use the MM specific procedures listed in subsections 4.3 and 4.4
and the GMM specific procedures listed in subsections 4.7.3, 4.7.4 and 4.7.5. The applicability of periodic location
updating is further specified in section 4.4.2 and the periodic routing area updating is specified in section 4.7.2.2.

If the authentication procedure is performed by MM and the authentication is rejected by the network (i.e upon receive
of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT
ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number stored. The SIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM
isremoved. The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED.

41.1.3 Core Network System Information for MM (UMTS only)
In the network broadcast system information some of the system information is used by MM.

At reception of new system information, the RRC layer in the MS delivers the contents of the CN common system
information and the CS domain specific system information to the MM layer inthe MS.

The Core Network system information is included in specific information elements within some RRC messages sent to
MS, see 3GPP TS 25.331. In the Core Network system information the Common system information part and the CS
domain specific system information part contains settings of parameters controlling MM functionality. No MM
messages contain the Core Network System Information.

41.1.4 Core Network System Information for GMM (UMTS only)
In the network broadcast system information some of the system information is used by GMM.

At reception of new system information, the RRC layer in the MS delivers the contents of the CN common system
information and the PS domain specific system information to the GMM layer in the MS.

The Core Network system information is included in specific information elements within some RRC messages sent to
MS, see 3GPP TS 25.331. In the Core Network system information the Common system information part and the PS
domain specific system information part contains settings of parameters controlling GMM functionality. No GMM
messages contain the Core Network System Information.
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4.1.2 MM sublayer states

The description of the states for the MM sublayer is organized as follows. The main states for the MS side, related to
the procedures, are described in section 4.1.2.1.1. The MM IDLE state is subdivided in substates for the description of
the behaviour in idle mode (section 4.1.2.1.2). This behaviour depends on an update status, described in 4.1.2.2. The
states for the network side are described in 4.1.2.3.

4121 MM sublayer states in the mobile station

In this section, the possible states for the MM sublayer in the mobile station is described. In figure 4.1/3GPP TS 24.008
an overview of the MM sublayer protocol is given.

41.21.1 Main states
0 NULL

The mobile station isinactive (e.g. power down). Important parameters are stored. Only manual action by the
user may transfer the MM sublayer to another state.

3 LOCATION UPDATING INITIATED

A location updating procedure has been started and the MM awaits a response from the network. The timer
T3210isrunning.

5 WAIT FOR OUTGOING MM CONNECTION

The MM connection establishment has been started, and the MM awaits a response from the network. The
timer T3230 is running.

6 MM CONNECTION ACTIVE

The MM sublayer has a RR connection to its peer entity on the network side. One or more MM connections
are active.

7 IMSI DETACH INITIATED
The IMSI detach procedure has been started. The timer T3220 is running.
8 PROCESSCM SERVICE PROMPT

The MM sublayer has a RR connection to its peer entity on the network side. The Mobile Station has
received a CM SERVICE PROMPT message but has not yet responded $(CCBS)$.

9 WAIT FOR NETWORK COMMAND

The MM sublayer has a RR connection to its peer entity in the network, but no MM connection is
established. The mobile station is passive, awaiting further commands from the network. The timer T3240
may be running.

10 LOCATION UPDATE REJECTED

A location updating procedure has been rejected and RR connection release is awaited. The timer T3240 is
running.
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13. WAIT FOR RR CONNECTION (LOCATION UPDATING)
The MM sublayer has requested RR connection establishment for starting the location updating procedure.
14. WAIT FOR RR CONNECTION (MM CONNECTION)

The MM sublayer has requested RR connection establishment for dedicated mode for starting the MM
connection establishment.

15. WAIT FOR RR CONNECTION (IMSI DETACH)

The MM sublayer has requested RR connection establishment for starting the IMS| detach procedure.
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17. WAIT FOR REESTABLISH

A lower layer failure has occurred and re-establishment may be performed from the disturbed CM layer
entities.

18. WAIT FOR RR ACTIVE
The MM sublayer has requested activation of the RR sublayer.
19. MM IDLE

Thereisno MM procedure running and no RR connection exists except that alocal MM context may exist
when the RR sublayer isin Group Receive mode. Thisisacompound state, and the actual behaviour of the
mobile station to Connection Management regquests is determined by the actual substate as described
hereafter.

20. WAIT FOR ADDITIONAL OUTGOING MM CONNECTION.

The MM connection establishment for an additional MM connection has been started, and the MM awaits
response from the network.

21. MM CONNECTION ACTIVE (GROUP TRANSMIT MODE)

(Only applicable for mobile stations supporting VGCS talking:) The MM sublayer has a RR connection on
the VGCS channdl to its peer entity on the network side. Only one MM connection is active.

22. WAIT FOR RR CONNECTION (GROUP TRANSMIT MODE)

(Only applicable for mobile stations supporting V GCS talking:) The MM sublayer has requested to perform
an uplink access on the VGCS channel.

23. LOCATION UPDATING PENDING

(Only applicable for GPRS M 'S operation modes A and B; not shown in figure 4.1a) A location updating has
been started using the combined GPRS routing area updating procedure.

24. IMSI DETACH PENDING

(Only applicable for GPRS M S operation modes A and B; not shown in figure 4.1a) An IMSI detach for non-
GPRS services has been started using the combined GPRS detach procedure at not switching off.

25. RR CONNECTION RELEASE NOT ALLOWED

(Only applicable for mobile stations supporting RRLP procedures (see 3GPP TS 44.031 [23b]) or LCS
procedures over RRC (see 3GPP TS 25.331 [23c])). All MM connections are released by their CM entities,
but the RR connection is maintained by the network due to an ongoing RRLP procedure or LCS procedure
over RRC.

41.2.1.2 Substates of the MM IDLE state

For the description of the behaviour of the MS the MM IDLE state is subdivided in several substates, also called the
service states. The service state pertains to the whole MS (ME alone if no SIM isinserted, or ME plus SIM.). The
service state depends on the update status (see 4.1.2.2) and on the selected cell.

19.1 NORMAL SERVICE

Valid subscriber data are available, update statusis U1, acell is selected that belongs to the LA where the
subscriber is registered.

In this state, al requests from the CM layers are treated normally.

19.2 ATTEMPTING TO UPDATE
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Valid subscriber data are available, update status is U2 and a cell is selected. Requests from upper layers are
accepted. Emergency call requests are treated normally, otherwise the request triggers first alocation
updating attempt in the selected cell, and then triggers the needed procedure only in case of successful
location updating, otherwise the request is rejected.

19.3 LIMITED SERVICE

Valid subscriber data are available, update statusis U3, and a cell is selected, which is known not to be able
to provide normal service. Only emergency services are offered.

19.4NO IMS

No valid subscriber data (no SIM, or the SIM is not considered valid by the ME), and a cell is selected. Only
emergency services are offered.

19.5NO CELL AVAILABLE

No cell can be selected. This state is entered after a first intensive search failed (state 19.7). Cellsare
searched at alow rhythm. No services are offered.

19.6 LOCATION UPDATE NEEDED

Valid subscriber data are avail able, and for some reason alocation updating must be done as soon as possible
(for instance update statusis U1 but the selected cell isnot in the registered LA, or the timer has expired, ...).
This state is usually of no duration, but can lagt, e.g., in the case of access class blocking.

19.7 PLMN SEARCH

The mobile station is searching for PLMNSs, and the conditions for state 19.8 are not met. This state is ended
when either acell is selected (the new state is 19.1, 19.3 or 19.6), or when it is concluded that no cell is
available for the moment (the new stateis 19.5).

19.8 PLMN SEARCH, NORMAL SERVICE

Valid subscriber data are available, update statusis U1, a cell is selected which belongsto the LA where the
subscriber is registered, and the mobile station is searching for PLMNSs. This state is ended when either a cell
is selected (the new stateis 19.1, 19.3 or 19.6), or when it is concluded that no cell is available for the
moment (the new state is 19.5).

19.9 RECEIVING GROUP CALL (NORMAL SERVICE)

Only applicable for mobile stations supporting V GCS listening or VBS listening. Valid subscriber data are
available, update statusis U1, a VGCS channel or VBS channel is received in acell that belongsto the LA
where the subscriber is registered.

In this state, only requests from the GCC or BCC layers are treated.
19.10 RECEIVING GROUP CALL (LIMITED SERVICE)

Only applicable for mobile stations supporting V GCS listening or VBS listening. Valid subscriber data are
available, update statusis U3, aVGCS channel or VBS channel is received in a cell which isknown not to be
able to provide normal service.

In this state, only requests from the GCC or BCC layers for the reception of VGCS or VBS calls are treated
and group call emergency services are offered.

41.2.2 The update Status

In paralel with the sublayer states described in section 4.1.2.1 and which control the MM sublayer protocol, an update
status exists.

The update status pertains to a specific subscriber embodied by a SIM. This statusis defined even when the subscriber
is not activated (SIM removed or connected to a switched-off ME). It is stored in anon volatile memory in the SIM.
The update status is changed only as aresult of alocation updating procedure attempt (with the exception of an
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authentication failure and of some cases of CM service regjection). In some cases, the update status is changed as a result
of a GPRS attach, GPRS routing area update, service request or network initiated GPRS detach procedure.

Ul UPDATED

The last location updating attempt was successful (correct procedure outcome, and the answer was
acceptance from the network). With this status, the SIM contains also the LAI of the LA where the subscriber
isregistered, and possibly valid TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering key and
ciphering key sequence number. The "L ocation update status' stored on the SIM shall be "updated".

U2 NOT UPDATED

The last location updating attempt made failed procedurally (no significant answer was received from the
network, including the cases of failures or congestion inside the network).

For this status, the SIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity key,
UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields must be
et to the "deleted” value at the moment the statusis set to NOT UPDATED. However the presence of other
values shall not be considered an error by the mobile station. The "Location update status' stored on the SIM
shall be "not updated".

U3 ROAMING NOT ALLOWED

The last location updating attempt run correctly, but the answer from the network was negative (because of
roaming or subscription restrictions).

For this status, the SIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity key,
UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields must be
set to the "deleted” value at the moment the status is set to ROAMING NOT ALLOWED. However the
presence of other values shall not be considered an error by the mobile station. The "Location update status’
stored on the SIM shall be "Location Area not allowed".
4.1.2.3 MM sublayer states on the network side

1. IDLE
The MM sublayer is not active except possibly when the RR sublayer isin Group Receive mode.

2. WAIT FOR RR CONNECTION

The MM sublayer has received arequest for MM connection establishment from the CM layer. A RR
connection to the mobile station is requested from the RR sublayer (i.e. paging is performed).

3. MM CONNECTION ACTIVE

The MM sublayer has a RR connection to a mobile station. One or more MM connections are active, or no
MM connection is active but an RRLP procedure or LCS procedure over RRC is ongoing.

4. IDENTIFICATION INITIATED
The identification procedure has been started by the network. The timer T3270 is running.
5. AUTHENTICATION INITIATED
The authentication procedure has been started by the network. The timer T3260 is running.
6. TMSI REALLOCATION INITIATED
The TMSI reallocation procedure has been started by the network. The timer T3250 is running.
7. SECURITY MODE INITIATED

In UMTS, the security mode setting procedure has been requested to the RR sublayer. In GSM, the cipher
mode setting procedure has been requested to the RR sublayer.

8a. WAIT FOR MOBILE ORIGINATED MM CONNECTION
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A CM SERVICE REQUEST message is received and processed, and the MM sublayer awaits the "opening
message” of the MM connection.

8b. WAIT FOR NETWORK ORIGINATED MM CONNECTION

A CM SERVICE PROMPT message has been sent by the network and the MM sublayer awaits the "opening
message” of the MM connection $(CCBS)$.

9. WAIT FOR REESTABLISHMENT

The RR connection to a mobile station with one or more active MM connection has been lost. The network
awaits a possibl e re-establishment request from the mobile station.

10. WAIT OF A GROUP CALL

Only applicable in case for mobile station supporting VGCS talking. The MM sublayer has received a
request for establishing a VGCS from the GCC sublayer. The request for establishing a VGCS channelsis
given to the RR sublayer.

11. GROUP CALL ACTIVE

Only applicable in case of mobile station supporting VGCStalking. A VGCS channel is established by the
RR sublayer. An RR connection to the talking mobile station can be established by the RR sublayer on the
VGCS channel. The MM sublayer is active but no sending of MM message between the network and the
mobile station has occurred.

12. MM CONNECTION ACTIVE (GROUP CALL)

Only applicable in case of mobile station supporting VGCS talking. The MM sublayer has a RR connection
to the talking mobile station on the VGCS channel. Only one MM connection is active.

13. WAIT FOR BROADCAST CALL

Only applicable in case of VBS. The MM sublayer has received arequest for aVBS establishment from the
BCC sublayer. The request for establishment of VBS channelsis given to the RR sublayer.

14. BROADCAST CALL ACTIVE
Only applicablein case of VBS. A VBS channel is established by the RR sublayer. The MM sublayer is
active but no explicit MM establishment between the Network and the mobile station has occurred.
4.1.3 GPRS mobility management (GMM) sublayer states

In this section, the GMM protocol of the MS and the network are described by means of two different state machines. In
section 4.1.3.1, the states of the GMM entity in the MS are introduced. The behaviour of the M S depends on a GPRS
update status that is described in section 4.1.3.2. The states for the network side are described in section 4.1.3.3.

4.13.1 GMM states in the MS

In this section, the possible GMM states are described of a GMM entity in the mobile station. Section 4.1.3.1.1
summarises the main states of a GMM entity, see figure 4.1b/3GPP TS 24.008. The substates that have been defined are
described in section 4.1.3.1.2 and section 4.1.3.1.3.

However, it should be noted that this section does not include a description of the detailed behaviour of the MSin the
single states and does not cover abnormal cases. Thus, figure 4.1b/3GPP TS 24.008 is rather intended to give an
overview of the state transitions than to be a complete state transition diagram. A detailed description of the behaviour
of the MSisgiven in section 4.2. Especially, with respect to the behaviour of the MSin abnormal casesit isreferred to
section 4.7.

41311 Main states

413111 GMM-NULL

The GPRS capability is disabled in the MS. No GPRS mobility management function shall be performed in this state.
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413.1.1.2 GMM-DEREGISTERED

The GPRS capability has been enabled in the MS, but no GMM context has been established. In this state, the MS may
establish a GMM context by starting the GPRS attach or combined GPRS attach procedure.

413.1.13 GMM-REGISTERED-INITIATED

A GPRS attach or combined GPRS attach procedure has been started and the M S is awaiting a response from the
network.

413114 GMM-REGISTERED

A GMM context has been established, i.e. the GPRS attach or combined GPRS attach procedure has been successfully
performed. In this state, the MS may activate PDP contexts, may send and receive user data and signalling information
and may reply to a page request. Furthermore, cell and routing area updating are performed.

413.1.15 GMM-DEREGISTERED-INITIATED

The MS has requested release of the GMM context by starting the GPRS detach or combined GPRS detach procedure.
This state isonly entered if the MS is not being switched off at detach request.

41.3.1.1.6 GMM-ROUTING-AREA-UPDATING-INITIATED

A routing area updating procedure has been started and the M S is awaiting a response from the network.

413.1.1.7 GMM-SERVICE-REQUEST-INITIATED (UMTS only)

A service request procedure has been started and the M S is awaiting a response from the network.

4.1.3.1.2 Substates of state GMM-DEREGISTERED

The GMM-DEREGISTERED state is subdivided into several substates as explained below. The substates pertain to the
whole MS (ME doneif no SIM isinserted, or ME plus SIM). The selection of the appropriate substate depends on the
GPRS update status, see section 4.1.3.2, and on the selected cell.

413121 GMM-DEREGISTERED.NORMAL-SERVICE

Valid subscriber datais available, the GPRS update statusis GU1 or GU2, acell has been selected. In this state, a
request for GPRS attach is performed using the stored temporary mobile subscriber identity for GPRS (P-TMS!),
routing area identification (RAI) and GPRS ciphering key sequence number in case of GU1. If the GPRS update status
isGU2, the IMSI shall be used to attach for GPRS services.

413.1.2.2 GMM-DEREGISTERED.LIMITED-SERVICE

Valid subscriber datais available, GPRS update statusis GU3, and a cell is selected, which is known not to be able to
provide normal service.

413.1.23 GMM-DEREGISTERED.ATTACH-NEEDED

Valid subscriber datais available and for some reason a GPRS attach must be performed as soon as possible. This state
isusually of no duration, but can last, e.g. if the access class is blocked.

41.3.1.2.4 GMM-DEREGISTERED.ATTEMPTING-TO-ATTACH

The GPRS update statusis GU2, acell is selected, a previous GPRS attach was rejected. The execution of further attach
procedures depends on the GPRS attach attempt counter. No GMM procedure except GPRS attach shall be initiated by
the MSin this substate.
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4.1.3.1.2.5 GMM-DEREGISTERED.NO-IMSI

No valid subscriber datais available (no SIM, or the SIM is hot considered valid by the ME) and a cell has been
selected.

41.3.1.2.6 GMM-DEREGISTERED.NO-CELL-AVAILABLE

No cell can be selected. This substate is entered after afirst intensive search failed (substate PLMN SEARCH). Cells
are searched for at alow rhythm. No services are offered.

41.3.1.2.7 GMM-DEREGISTERED.PLMN-SEARCH

The mobile station is searching for PLMNSs. This substate is | eft either when a cell has been selected (the new substate
iSNORMAL-SERVICE or LIMITED-SERVICE) or when it has been concluded that no cell is available at the moment
(the new substateis NO-CELL-AVAILABLE).

4.1.3.1.2.8 GMM-DEREGISTERED.SUSPENDED (GSM only)

The MS shall enter this substate when entering dedicated mode and the M S limitations make it unable to communicate
on GPRS channels. The MS shall leave this substate when leaving dedicated mode.

41.3.1.3 Substates of state GMM-REGISTERED

The state GMM-REGISTERED is subdivided into several substate as explained below. The substates pertain to the
whole MS (ME aoneif no SIM isinserted, or ME plus SIM.).

413131 GMM-REGISTERED.NORMAL-SERVICE

User data and signalling information may be sent and received.

4.1.3.1.3.2 GMM-REGISTERED.SUSPENDED (GSM only)

The MS shall enter this substate when entering dedicated mode and when the M S limitations makes it unable to
communicate on GPRS channels... In this substate, ho user data should be sent and no signalling information shall be
sent. The MS shall leave this substate when leaving dedicated mode.

4.1.3.1.33 GMM-REGISTERED.UPDATE-NEEDED

The MS has to perform arouting area updating procedure, but its access classis not allowed in the cell. The procedure
will be initiated as soon as access is granted (this might be due to a cell-reselection or due to change of the access class
of the current cell). No GMM procedure except routing area updating shall be initiated by the MSin this substate. In
this substate, no user data and no signalling information shall be sent.

41.3.1.34 GMM-REGISTERED.ATTEMPTING-TO-UPDATE

A routing area updating procedure failed due to a missing response from the network. The M S retries the procedure
controlled by timers and a GPRS attempt counter. No GMM procedure except routing area updating shall be initiated by
the MSin this substate. No data shall be sent or received.

4.1.3.1.35 GMM-REGISTERED.NO-CELL-AVAILABLE

GPRS coverage has been lost. In this substate, the M S shall not initiate any GMM procedures except of cell (and
PLMN) reselection.
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Figure 4.1b/3GPP TS 24.008:GMM main states in the MS

41.3.1.3.6 GMM-REGISTERED.LIMITED-SERVICE

A cell is selected, which is known not to be able to provide normal service. The MS will remain in this sub-state until a
cell is selected which is able to provide normal service.

41.3.1.3.7 GMM-REGISTERED.ATTEMPTING-TO-UPDATE-MM

A combined routing area updating procedure or a combined GPRS attach procedure was successful for GPRS services
only. The MSretries the procedure controlled by timers and a GPRS attempt counter. User data and signalling
information may be sent and received.

41.3.1.3.8 GMM-REGISTERED.IMSI-DETACH-INITIATED

The MS performs a combined GPRS detach procedure for non-GPRS services only (detach type "IMSI Detach™). This
state is entered if the MSis attached for GPRS and non-GPRS servicesin a network that operates in network mode |
and wants to detach for non-GPRS services only. User data and signalling information may be sent and received.

4.1.3.2 GPRS update status
In addition to the GMM sublayer states described so far, a GPRS update status exists.

The GPRS update status pertains to a specific subscriber embodied by a SIM. This statusis defined even when the
subscriber is not activated (SIM removed or connected to a switched off ME). It is stored in anon volatile memory in
the SIM. The GPRS update status is changed only after execution of a GPRS attach, network initiated GPRS detach,
authentication procedure, or routing area updating procedure.
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GU1: UPDATED

The last GPRS attach or routing area updating attempt was successful (correct procedure outcome, and the
answer was accepted by the network). The SIM contains the RAI of the routing area (RA) to which the
subscriber was attached, and possibly avalid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key,
GPRS UMTS integrity key and GPRS ciphering key sequence number.

GU2: NOT UPDATED

The last GPRS attach or routing area updating attempt failed procedurally, i.e. no response was received from
the network. Thisincludes the cases of failures or congestion inside the network.

In this case, the SIM may contain the RAI of the routing area (RA) to which the subscriber was attached, and
possibly also avalid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity
key and GPRS ciphering key sequence number. For compatibility reasons, all these fields shall be set to the
"deleted” valueif the RAI is deleted. However, the presence of other values shall not be considered an error by
the MS.

GU3: ROAMING NOT ALLOWED

The last GPRS attach or routing area updating attempt was correctly performed, but the answer from the network
was hegative (because of roaming or subscription restrictions).

For this status, the SIM does not contain any valid RAI, P-TMSI, GPRS GSM ciphering key, GPRSUMTS
ciphering key, GPRS UMTS integrity key or GPRS ciphering key sequence number. For compatibility reasons,
all these fields must be set to the value "deleted” at the moment the statusis set to ROAMING NOT
ALLOWED. However, the presence of other values shall not be considered an error by the MS.

4.1.3.3 GMM mobility management states on the network side

In this subsection, the possible states are described for the GMM on the network side. Section 4.1.3.3.1 summarises the
main states. The corresponding substates are described in section 4.1.3.3.2.

However, it should be noted that this section does not include a description of the detailed behaviour of the network in
the single states and does not cover abnormal cases. Thus, figure 4.1¢/3GPP TS 24.008 is rather intended to give an
overview of the state transitions than to be a complete state transition diagram. A detailed description of the behaviour
of the MSisgiven in section 4.2. Especially, with respect to the behaviour of the MSin abnormal casesit isreferred to
section 4.7.

41.3.3.1 Main States

4133.1.1 GMM-DEREGISTERED

The network has no GMM context or the GMM context is marked as detached, the MS is detached. In this state, the
network may answer to a GPRS attach or combined GPRS attach procedure initiated by the M S.

41.3.3.1.2 GMM-COMMON-PROCEDURE-INITIATED

A common GMM procedure, as defined in section 4.1.1, has been started. The network is awaiting the answer from the
MS.

413313 GMM-REGISTERED
The GMM context has been established and the GPRS attach procedure has been successfully performed.

4133.14 GMM-DEREGISTERED-INITIATED

The network has started a GPRS detach procedure and is awaiting the answer from the M S.
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Figure 4.1c/3GPP TS 24.008: GMM main states on the network side

4.1.3.3.2 Substates of state GMM-REGISTERED
The state GMM-REGISTERED is subdivided into two substates as explained below.

4133.2.1 GMM-REGISTERED.NORMAL-SERVICE

User data and signalling information may be sent and received.

4.1.3.3.2.2 GMM-REGISTERED.SUSPENDED (GSM only)

In this substate, the lower layers shall be prevented of sending user data or signalling information.

4.2 Behaviour of the MS in MM lIdle state, GMM-
DEREGISTERED state and GMM-REGISTERED state

In this section, the detailed behaviour of the MS in the main states MM IDLE, GMM-DEREGISTERED and GMM-
REGISTERED is described. Sections 4.2.1 to 4.2.3 refer to the state MM |DLE, whereas section 4.2.4 and section 4.2.5
refer to the states GMM-DEREGISTERED and GMM-REGISTERED, respectively.

The MM IDLE dtate is entered when none of the MM procedures are running and no RR connection exists. It isleft
when one of the MM procedures are triggered or a RR connection is established.

The specific behaviour in the MM IDLE state depends on the service state of the mobile station as described in section
4.1.2.1.2. The service state depends in particular on the update status which is defined in section 4.1.2.2.

How an appropriate service state is chosen after power on is described in section 4.2.1, and the specific behaviour of the
mobile station in MM IDLE state is described in section 4.2.2. The service state chosen when the MM IDLE stateis
returned to from any state except NULL state is described in 4.2.3.

It should be noted that transitions between the various MM idle states are caused by (e.g.):
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- results of procedures on RR connected mode (see section 4.2.3);

- insertion or removal of the SIM;

- cell selection/reselection (see also TS 03.22);

- PLMN search;

- loss of coverage.
How various MM procedures affects the service state and the update status is described in the detailed descriptions of
the procedures in sections 4.3 to 4.5.

4.2.1 Primary Service State selection

42.1.1 Selection of the Service State after Power On.

When mobility management is activated after power-on, the service stateis 19.7 PLMN SEARCH. The detailed
processing in this state is described in detail in TS 03.22 and 05.08, where procedures for power on and selection of
PLMN isdescribed in detail. If the "L ocation update status' stored on the SIM is different from "updated”, then the
mobile shall act asif the "Location update status" stored on the SIM is "not updated"”.

The service state when the PLMN SEARCH state is |eft depends on the outcome of the search and on the presence of
the SIM:

- if no cell has been found, the stateisNO CELL AVAILABLE, until acell isfound;
- if no SIM ispresent the stateisNO IMSI;

- if the mobile station has been continuously activated since loosing coverage and then returns to coverage, and if
the selected cell isin the location area where the mobile station is registered and the timer T3212 has not
expired, then the state isNORMAL SERVICE;

- if the selected cell isin the location area where the mobile station is registered and IMSI ATTACH is not
required and timer T3212 has not expired, then the stateisNORMAL SERVICE;

- if the mobile station is in automatic network selection mode and the selected cell isin aforbidden PLMN or a
forbidden LA, then the mobile station entersthe LIMITED SERVICE state;

- if the mobile station is in manual network selection mode and no cell of the selected PLMN has been found, then
the mobile station entersthe LIMITED SERVICE state;

- otherwise, the mobile station entersthe LOCATION UPDATE NEEDED state.

4.2.1.2 Other Cases
The state PLMN SEARCH is also entered in the following cases:
- Instate NO IMSI, aSIM isinserted;

- Inany state except NO IMSI, NO CELL AVAILABLE, NORMAL SERVICE and RECEIVING GROUP CALL
(NORMAL SERVICE) after the user has asked for aPLMN selection;

- Inany state except NO IMS| and NO CELL AVAILABLE, coverageislost;
- Roaming is denied;

- optionally, when the mobile station isin the ATTEMPTING TO UPDATE state and isin Automatic Network
Selection mode and location update attempt counter is greater than or equal to 4.

The service state when the PLMN SEARCH isleft depends on the outcome of the search and on the presence of the
SIM as specified in paragraph 4.2.1.1.
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4.2.2 Detailed Description of the MS behaviour in MM IDLE State.

Inthe MM IDLE state the mobile station shall behave according to the service state. In the following sections the
behaviour is described for the non transient service states. It should be noted that after proceduresin RR connected
mode, e.g. location updating procedures, section 4.2.3 applies which specifies the selection of the MM idle state.
Furthermore when in sub-state NORMAL SERVICE, if aPLMN selection is requested, the M S enters sub-state
SEARCH FOR PLMN, NORMAL SERVICE.
4.2.2.1 Service State, NORMAL SERVICE
When in state MM IDLE and service state NORMAL SERVICE, the mobile station shall:

- perform normal location updating when anew location areais entered;

- perform location updating procedure at expiry of timer T3211 or T3213;

- perform periodic updating at expiration of timer T3212;

- perform IMSI detach;

- support requests from the CM layer;

- respond to paging.
In addition, mobile stations supporting VGCS listening or VBS listening shall:

- indicate notifications to the GCC or BCC sublayer;

- respond to notification if the GCC or BCC sublayer requests the reception of avoice group or broadcast call for
which no channel description has been received in the notification by the RR sublayer;

- request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (NORMAL SERVICE).

4.2.2.2 Service State, ATTEMPTING TO UPDATE
When in state MM IDLE and service state ATTEMPTING TO UPDATE the mobile station shall:
- perform location updating procedure at expiry of timer T3211 or T3213;
- perform normal location updating when the location area identification of the serving cell changes;

- if entry into this state was caused by c) or d) or f) (with cause different from "abnormal release, unspecified") or
g) (with cause "retry upon entry into a new cell") of section 4.4.4.9, then location updating shall be performed
when anew cell isentered;

- if entry into this state was caused by €) or f) (with cause "abnormal release, unspecified") or g) (with cause
different from "retry upon entry into a new cell") of section 4.4.4.9, then location updating shall not be
performed because anew cell is entered;

- perform normal location updating at expiry of timer T3212;
- not perform IMS| detach;
- support request for emergency calls;

- use other request from CM layer astriggering of normal location updating procedure (if the location updating
procedure is successful, then the request for MM connection is accepted, see section 4.5.1);

- respond to paging (with IMSI).
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In addition, mobile stations supporting VGCS listening or VBS listening shall:

- indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the
notification by the RR sublayer;

- reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has
been received in the notification by the RR sublayer;

- reguest the RR sublayer to receive avoice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4.2.2.3 Service State, LIMITED SERVICE
When in state MM IDLE and service state LIMITED SERVICE the mobile station shall:
- not perform periodic updating;
- not perform IMS| detach;
- regject any requests from CM entities for MM connections except for emergency calls;

- perform normal location updating when a cell is entered which may provide normal service (e.g. location area
not in one of the forbidden LAI lists);

- it may respond to paging (with IMS]).
In addition, mobile stations supporting VGCS listening or VBS listening shall:

- indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the
notification by the RR sublayer;

- reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has
been received in the notification by the RR sublayer;

- request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4224 Service State, NO IMSI

When in state MM IDLE and service state NO IMSI the mobile station shall (see section 3.2, 3GPP TS 03.22 and 3GPP
TS 05.08):

- not start any normal location updating attempt;
- not perform periodic updating;
- not perform IMS| detach if powered down;
- reject any reguest from CM entities for MM connections except for emergency cals;
- not respond to paging;
- only perform default cell selection.
In addition, mobile stations supporting VGCS listening or VBS listening shall:

- not indicate notifications to the GCC or BCC layer.
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4.2.2.5 Service State, SEARCH FOR PLMN, NORMAL SERVICE

When in state MM IDLE and service state SEARCH FOR PLMN, NORMAL SERVICE the mobile station shall:

if timer T3211 or T3213 expiresin this state perform alocation updating procedure at the latest if and when back
to NORMAL SERVICE state and if the cell is not changed,;

if timer T3212 expiresin this state perform a periodic location updating procedure at the latest if and when back
to NORMAL SERVICE state;

perform IMSI detach;
support requests from the CM layer;

listen as far as possible to paging, and respond.

In addition, mobile stations supporting VGCS listening or VBS listening shall:

listen as far as possible to notifications and indicate notifications to the GCC or BCC layer;

respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for
which no channel description has been received in the notification by the RR sublayer;

reguest the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer.

4.2.2.6 Service State, SEARCH FOR PLMN

When in state MM IDLE and service state SEARCH FOR PLMN the mobile station shall:

not start any normal location updating attempt;

not perform periodic updating;

not perform IMSI detach if powered down;

reject any request from CM entities for MM connections except emergency calls;

not respond to paging.

4.2.2.7 Service State, RECEIVING GROUP CALL (NORMAL SERVICE)

Only applicable for mobile stations supporting VGCS listening or VBS listening:

When in state MM IDLE and service state RECEIVING GROUP CALL (NORMAL SERVICE), the mobile station

shall:

perform normal location updating when a new location area is entered;
perform location updating procedure at expiry of timer T3211 or T3213;
perform periodic updating at expiration of timer T3212;

perform IMSI detach;

support requests from the GCC or BCC layers;

indicate notifications or paging information to the GCC or BCC layer;

respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for
which no channel description has been received in the notification by the RR sublayer;

reguest the RR sublayer to receive another voice group or broadcast call if the GCC or BCC sublayer requests
the reception of avoice group or broadcast call for which a channel description has been received in the
notification by the RR sublayer.
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4.2.2.8 Service State, RECEIVING GROUP CALL (LIMITED SERVICE)
Only applicable for mobile stations supporting VGCS listening or VBS listening:

When in state MM IDLE and service state RECEIVING GROUP CALL (LIMITED SERVICE), the mobile station
shal:

- not perform periodic updating;
- not perform IMS| detach;
- regject any requests from CM entities for MM connections except for emergency calls;

- perform normal location updating when a cell is entered which may provide normal service (e.g. location area
not in one of the forbidden LAI lists);

- it may respond to paging (with IMSI);

- indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the
notification by the RR sublayer;

- regject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has
been received in the notification by the RR sublayer;

- request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4.2.3 Service state when back to state MM IDLE from another state

When returning to MM IDLE, e.g., after alocation updating procedure, the mobile station selects the cell as specified in
TS 03.22. With one exception, thisisanormal cell selection.

If thisreturn to idle state is not subsequent to alocation updating procedure terminated with reception of cause
"Roaming not allowed in thislocation area’' the service state depends on the result of the cell selection procedure, on the
update status of the mobile station, on the location data stored in the mobile station and on the presence of the SIM:

- if no cell has been found, the stateis NO CELL AVAILABLE, until acell isfound;
- if no SIM ispresent, or if theinserted SIM is considered invalid by the MS, the stateisNO IMS;

- if the selected cell isin the location area where the M Sis registered, then the stateis NORMAL SERVICE; it
shall be noted that this also includes an abnormal case described in paragraph 4.4.4.9;

- (Only applicable for mobile stations supporting VGCS listening or VBS listening.) if the mobile stations was in
the service state RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL
(LIMITED SERVICE) before the location updating procedure and the selected cell isin the location area where
the mobile station is registered, then the state is RECEIVING GROUP CALL (NORMAL SERVICE);

- if the selected cell isin alocation area where the mobile station is not registered but in which the MSis allowed
to attempt alocation update, then the stateis LOCATION UPDATE NEEDED;

- if the selected cell isin alocation area where the mobile station is not allowed to attempt a location update, then
the stateis LIMITED SERVICE;

- (Only applicable for MSs supporting VGCS listening or VBS listening.) if the MSswasin the service state
RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL (LIMITED SERVICE)
before the location updating procedure and the selected cell isin the location area where the MSis not allowed
to attempt a location update, then the state is RECEIVING GROUP CALL (LIMITED SERVICE);

- after some abnormal cases occurring during an unsuccessful location updating procedure, as described in
paragraph 4.4.4.9, the state iSATTEMPTING TO UPDATE.

In case of areturn from alocation updating procedure to which was answered "Roaming not allowed in this location
ared’, the service state PLMN SEARCH is entered as specified in section 4.2.1.2.
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4.2.4 Behaviour in state GMM-DEREGISTERED
The state GMM-DEREGISTERED is entered when:

- the MSisswitched on;

the GPRS capability has been enabled inthe MS;
- aGPRS detach or combined GPRS detach procedure has been performed; or
- aGMM procedure has failed (except routing area updating, see 4.7.5).

The selection of the appropriate substate of GMM-DEREGISTERED after switching on is described in section 4.2.4.1.
The specific behaviour of the MSin state GMM-DEREGISTERED is described in section 4.2.4.2. The substate chosen
when the GMM-DEREGISTERED state is returned to from another state except state GMM-NULL isdescribed in
section 4.2.4.3.

It should be noted that transitions between the various substates of GMM-DEREGISTERED are caused by (e.g.):

- insertion or removal of the SIM;

- cell selection/reselection (see also 3GPP TS 03.22 [82));

- PLMN search;

- loss/regain of coverage; or

- change of RA.
How various GMM procedures affect the GMM-DEREGISTERED substates and the GPRS update status is described
in the detailed description of the GMM procedures in section 4.7.

424.1 Primary substate selection

42411 Selection of the substate after power on or enabling the MS’s GPRS capability

When the M S is switched on, the substate shall be PLMN-SEARCH in case the SIM isinserted and valid. See 3GPP TS
23.122[14] and 3GPP TS 05.08 [34] for further details.

When the GPRS capability in an activated M S has been enabled, the selection of the GMM-DEREGISTERED substate
depends on the MM state and the GPRS update status.

The substate chosen after PLMN-SEARCH, in case of power on or after enabling of the GPRS capability is:
- if the cell is not supporting GPRS, the substate shall be NO-CELL-AVAILABLE;
- if no SIM is present the substate shall be NO-IMSI;

- if acell supporting GPRS has been found and the PLMN or LA isnot in the forbidden list, then the substate shall
be NORMAL-SERVICE;

- if the selected cell supporting GPRSisin aforbidden PLMN or aforbidden LA, then the MS shall enter the
substate LIMITED-SERVICE;

- if the MSisin manua network selection mode and no cell supporting GPRS of the selected PLMN has been
found, the MS shall enter the substate NO-CELL-AVAILABLE.

4.2.4.1.2 Other Cases
When the MM state is IDLE, the GMM substate PLMN-SEARCH shall aso be entered in the following cases:
- whenaSIM isinserted in substate NO-IMSI;

- when the user has asked for aPLMN selection in any substate except NO IMSI and NO CELL AVAILABLE;
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- when coverageislost in any substate except NO IMSI and NO CELL AVAILABLE;
- Roaming is denied;

- optionally, when the MSisin automatic network selection mode and the maximum allowed number of
subsequently unsuccessful attach attempts controlled by the GPRS attach attempt counter (section 4.7.3) have
been performed.

- optionally, when the MSisin automatic network selection mode and the maximum allowed number of
subsequently unsuccessful routing area update attempts controlled by the GPRS routing area update attempt
counter (section 4.7.5) have been performed.

4.2.4.2 Detailed description of the MS behaviour in state GMM-DEREGISTERED

In state GMM-DEREGISTERED, the M S shall behave according to the substate. In the following sections, the
behaviour is described for the non transient substates.

4.2.4.2.1 Substate, NORMAL-SERVICE
The MS shall:
- perform GPRS attach.
4.2.4.2.2 Substate, ATTEMPTING-TO-ATTACH
The MSshal:

- perform GPRS attach on the expiry of timers T3311 or T3302;

- perform GPRS attach when the routing area of the serving cell has changed and the location areathis cell is
belonging to is not in the list of forbidden LAS;

- if entry into this state was caused by b) or d) with cause "Retry upon entry into a new cell”," of section 4.7.3.1.5,
GPRS attach shall be performed when a new cell is entered; and

- if entry into this state was caused by c) or d) with cause different from "Retry upon entry into a new cell" of
section 4.7.3.1.5, GPRS attach shall not be performed when a new cell is entered.

- usereguests from CM layersto trigger the combined GPRS attach procedure, if the network operates in network
operation mode |. Depending on which of the timers T3311 or T3302 is running the MS shall stop the relevant
timer and act asif the stopped timer has expired.

42423 Substate, LIMITED-SERVICE
The MSshall:

- perform GPRS attach when a cell is entered which may provide normal service (e.g. location areais not in one of
the forbidden lists);

42424 Substate, NO-IMSI
The MS shall:

- only perform default cell selection;

42425 Substate, NO-CELL
The MS shall:

- perform cell selection according to TS 03.22 [82] and shall choose an appropriate substate.
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4.2.4.2.6 Substate, PLMN-SEARCH

No specific action isrequired in this substate.

4.2.4.2.7 Substate, ATTACH-NEEDED

The MS shall start a GPRS attach procedure if still needed as soon as the access class allows network contact in the
selected cell.

4.2.42.8 Substate, SUSPENDED (GSM only)
TheMS:
- shall not send any user data ; and
- shall not send any signalling information.
4243 Substate when back to state GMM-DEREGISTERED from another GMM
State
When returning to state GMM-DEREGISTERED, the MS shall select acell as specified in TS 03.22 [82].

The substate depends on the result of the cell selection procedure, the outcome of the previously performed GMM
specific procedures, on the GPRS update status of the MS, on the location area data stored in the MS and on the
presence of the SIM:

- if no cell has been found, the substate is NO-CELL-AVAILABLE, until acell isfound;
- if no SIM ispresent or if the inserted SIM is considered invalid by the MS, the substate shall be NO-IMSI;

- if the selected cell isin alocation area where the MS is allowed to roam, the substate shall be NORMAL-
SERVICE;

- if aGPRS attach shall be performed (e.g. network requested reattach), the substate shall be ATTEMPTING-TO-
ATTACH

- if aPLMN reselection (according to 3GPP TS 23.122 [14] ) isnheeded , the substate shall be PLMN SEARCH
- if the selected cell isin alocation area where the MSis not allowed to roam, the state shall be LIMITED-
SERVICE.
425 Behaviour in state GMM-REGISTERED
The state GMM-REGISTERED is entered when:

- aGMM context is established, i.e. the MSisIM Sl attached for GPRS services only or for GPRS and non-GPRS
services.

The specific behaviour of the MSin state GMM-REGISTERED is described in section 4.2.5.1. The primary substate
when entering the state GMM-REGISTERED is always NORMAL-SERVICE.

It should be noted that transitions between the various substates of GMM-REGISTERED are caused by (e.g.):
- cell selection/reselection (see dso TS 03.22);
- changeof RA;
- losglregain of coverage.

How various GMM procedures affect the GMM-REGISTERED substates is described in the detailed description of the
procedures in section 4.7.
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4251 Detailed description of the MS behaviour in state GMM-REGISTERED
In state GMM-REGISTERED, the M S shall behave according to the substate as explained below.

42511 Substate, NORMAL-SERVICE
The MS shall:
- perform cell selection/reselection according to TS 03.22 [82];
- perform normal and periodic routing area updating; and
- receive and transmit user data and signalling information.
GPRS M Ssin operation modes C or A shall answer to paging requests.

GPRS MS in operation mode B may answer to paging requests.

4251.2 Substate, SUSPENDED (GSM only)
TheMS:

- shall not send any user data;

- shall not send any signalling information; and

- shall not perform cell-updates..

42513 Substate, UPDATE-NEEDED
The MS shall:
- not send any user data;
- not send any signalling information;
- perform cell selection/reselection according to TS 03.22 [82]; and

- chose the appropriate new substate depending on the GPRS update status as soon as the access class allows
network contact in the selected cell.

42514 Substate, ATTEMPTING-TO-UPDATE
TheMS:
- should not send any user data ;
- shall perform routing area update on the expiry of timers T3311 or T3302;

- shall perform routing area update when the routing area of the serving cell has changed and the location area this
cell ishelonging to isnot in thelist of forbidden LAS;

- shal if entry into this state was caused by b) or d) with cause "Retry upon entry into a new cell”, of section
4.7.5.1.5, perform routing area updating when a new cell is entered; and

- shal if entry into this state was caused by c) or d) with cause different from "Retry upon entry into anew cell" of
section 4.7.5.1.5, not perform routing area updating when a new cell is entered.

- shall userequest from CM layersto trigger the combined routing area update procedure, if the network operates
in network operation mode |. Depending on which of the timers T3311 or T3302 is running the MS shall stop the
relevant timer and act asif the stopped timer has expired
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4.2.5.1.5 Substate, NO-CELL-AVAILABLE
The MS shall perform cell selection/reselection according to TS 03.22 [82].

4.2.5.1.6 Substate, LIMITED-SERVICE
The MS shall perform cell selection/reselection according to TS 03.22 [82];

42517 Substate, ATTEMPTING-TO-UPDATE-MM
The MSshal:

- perform cell selection/reselection accordingto TS 03.22 [82];

- receive and transmit user data and signalling information.

- perform routing area update indicating "combined RA/LA updating with IMSI attach" on the expiry of timers
T3311 or T3302;

- perform routing area update indicating "combined RA/LA updating with IMS| attach™ when the routing area of
the serving cell has changed and the location areathis cell is belonging to is not in the list of forbidden LAS;

GPRS M Ssin operation modes C or A shall answer to paging requests.

GPRS MS in operation mode B may answer to paging requests.

4.3 MM common procedures

Asdescribed in section 4.1.1, aMM common procedure can be initiated at any time whilst a RR connection exists
between the network and the mobile station.

4.3.1 TMSI reallocation procedure

The purpose of the TMSI reallocation procedure is to provide identity confidentiality , i.e. to protect a user against
being identified and located by an intruder (see 3GPP TS 02.09, 03.20 and TS 33.102).

If the identity confidentiality serviceis applied for an IMSI, a Temporary Mobile Subscriber Identity (TMSI) is used for
identification within the radio interface signalling procedures.

The structure of the TM S is specified in 3GPP TS 23.003. The TMSI has significance only within alocation area.
Ouitside the location area it has to be combined with the Location Arealdentifier (LAI) to provide for an unambiguous
identity.

Usually the TMSI readllocation is performed at least at each change of alocation area. (Such choices are left to the
network operator).

The reallocation of a TMSI can be performed either by a unique procedure defined in this section or implicitly by a
location updating procedure using the TMSI. The implicit realocation of a TMSI is described together with that
procedure.

If aTMSI provided by a mobile station is unknown in the network e.g. due to a data base failure, the network may
require the mobile station to provide its International Mobile Subscriber Identity (IMSI). In this case the identification
procedure (see section 4.3.3) should be used before the TM S| reallocation procedure may be initiated.

The TMSI redlocation can beinitiated by the network at any time whilst a RR connection exists between the network
and the mobile station.

NOTE 1: Usually the TMSI reallocation is performed in ciphered mode.

NOTE 2: Normally the TMSI reallocation will take place in conjunction with another procedure, e.g. at location
updating or at call setup (see 3GPP TS 29.002).
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4311 TMSI reallocation initiation by the network

The network initiates the TMSI reallocation procedure by sending a TMSI REALLOCATION COMMAND message to
the mobile station and starts the timer T3250.

The TMSI REALLOCATION COMMAND message contains a new combination of TMSI and LAI allocated by the
network or aLAl and the IMSI if the used TM S| shall be deleted. Usually the TMSI-REALLOCATION COMMAND
message is sent to the mobile station using a RR connection in ciphered mode (see 3GPP TS 03.20 and 3GPP TS
33.102).

4.3.1.2 TMSI reallocation completion by the mobile station

Upon receipt of the TMSI REALLOCATION COMMAND message the mobile station stores the Location Area
Identifier (LAI) inthe SIM. If the received identity isthe IMS| of the relevant mobile station, the mobile station deletes
any TMSI. If the received identity isa TM Sl the mobile station stores the TMSI in the SIM. In both cases the mobile
station sendsa TMSI REALLOCATION COMPLETE message to the network.

4.3.1.3 TMSI reallocation completion in the network.

Upon receipt of the TMSI REALLOCATION COMPLETE message, the network stops the timer T3250 and either
considers the new TMSI asvalid or, if an IMSI was sent to the mobile station, considers the old TM S| as del eted.

If the RR connection is no more needed, then the network will request the RR sublayer to release it (see 3aGPP TS
44.018 [84]section 3.5 and 3GPP TS 25.331 section 8.2.2).

4.3.1.4 Abnormal cases

Mobile station side:

The mobile station shall consider the new TMS| and new LA, if any, asvalid and the old TMSI and old LAI as
deleted as soon asa TMSI REALLOCATION COMMAND or another message containing anew TMSI (e.g.
LOCATION UPDATING ACCEPT) is correctly received. Any RR connection failure at alater stage shall not
have any impact onthe TM S| and LAI storage.

Network side:
(a) RR connection falure:

If the RR connection islost before the TMSI REALLOCATION COMPLETE message isreceived, all MM
connections (if any) shall be released and both the old and the new TM SI's should be considered as occupied
for a certain recovery time.

During this period the network may:

- usetheIMSI for paging in the case of network originated transactions on the CM layer. Upon response
from the mobile station the TM S| reallocation is restarted,;

- consider the new TMSI asvalid if it is used by the mobile station in mobile originated requests for RR
connection;

- usethe Identification procedure followed by a new TMSI reallocation if the mobile station uses the old
TMSI.

Other implementations are possible.
(b) Expiry of timer T3250:

The TMSI reallocation is supervised by the timer T3250 in the network. At the first expiry of timer T3250
the network may release the RR connection. In this case, the network shall abort the reallocation procedure
release all MM connectionsif any, and follow the rules described for RR connection failure above.

ETSI



3GPP TS 24.008 version 4.3.0 Release 4 60 ETSI TS 124 008 V4.3.0 (2001-06)

mobile station network

THSI EEAL <MD

Figure 4.1/3GPP TS 24.008: TMSI reallocation sequence

4.3.2 Authentication procedure

4.3.2a Authentication procedure used for a UMTS authentication challenge
The purpose of the authentication procedure is fourfold (see 3GPP TS 33.102):
First to permit the network to check whether the identity provided by the mobile station is acceptable or not;
Second to provide parameters enabling the mobile station to calculate anew UMTS ciphering key.
Third to provide parameters enabling the mobile station to calculate anew UMTS integrity key.
Fourth to permit the mobile station to authenticate the network
The cases where the authentication procedure should be used are defined in 3GPP TS 33.102.

The UMTS authentication procedure is always initiated and controlled by the network. However, there is the possibility
for the MSto reject the UMTS authentication challenge sent by the network. UM TS authentication challenge shall be
supported by a M'S supporting the UM TS authentication algorithm.

Note: According to 3GPP TS 33.102, a ME supporting only A/Gb mode need not support the USIM interface
and in consequence need not support the UM TS authentication algorithm.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is
performed in GSM or in UMTS. After a successful UM TS authentication, the UMTS ciphering key, the UMTS
integrity key, the GSM ciphering key and the ciphering key sequence number, are stored both in the network and the
MS.

4.3.2b  Authentication Procedure used for a GSM authentication challenge
The purpose of the authentication procedure is twofold (see 3GPP TS 03.20):
First to permit the network to check whether the identity provided by the mobile station is acceptable or not;
Second to provide parameters enabling the maobile station to calculate a new GSM ciphering key.

The cases where the authentication procedure should be used are defined in 3GPP TS 02.09.

The authentication procedure is always initiated and controlled by the network. GSM authentication challenge shall be
supported by a ME supporting GSM or UMTS radio access.

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in
GSM or in UMTS. However, in UMTS an MS which supports the UMTS authentication algorithm shall not accept a
GSM authentication challenge. After a successful GSM authentication, the GSM ciphering key and the ciphering key
sequence number, are stored both in the network and the M S.
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4321 Authentication request by the network

The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST message across
the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message contains the parameters
necessary to calculate the response parameters (see 3GPP TS 03.20 (in case of GSM authentication challenge) and TS
33.102 (in case of an UM TS authentication challenge)). In a GSM authentication challenge, the AUTHENTICATION
REQUEST message also contains the GSM ciphering key sequence number allocated to the key which may be
computed from the given parameters. In a UM TS authentication challenge, the AUTHENTICATION REQUEST
message also contains the ciphering key sequence number allocated to the key set of UMTS ciphering key, UMTS
integrity key and GSM ciphering key which may be computed from the given parameters.

4.3.2.2 Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a
RR connection exists. With exception of the cases described in 4.3.2.5.1, it shall process the challenge information and
send back an AUTHENTICATION RESPONSE message to the network.

A MS which does not support the UMTS authentication algorithm shall ignore the Authentication Parameter AUTN IE
if included inthe AUTHENTICATION REQUEST message and shall proceed as in case of a GSM authentication
challenge. It shall not perform the authentication of the network described in 4.3.2.5.1.

InaGSM authentication challenge, the new GSM ciphering key calculated from the challenge information shall
overwrite the previous GSM ciphering key and any previously stored UMTS ciphering key and UMTS integrity key
shall be deleted. The new GSM ciphering key shall be stored on the SIM together with the ciphering key sequence
number.

In aUMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS
integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM
ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are
stored on the SIM together with the ciphering key sequence number.

The SIM will provide the mobile station with the authentication response, based upon the authentication challenge
given fromthe ME. A UMTS authentication challenge will result in the SIM passing a RES to the ME. A GSM
authentication challenge will result in the SIM passing a SRES to the ME.

A mobile station supporting UM TS authentication challenge may support the following procedure:

In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the
received RAND and the RES returned from the SIM in the volatile memory and compare it with any subsequently
received RAND values, until the RAND value stored in the mobile station is deleted. If the stored RAND valueis equal
to the new received value in the AUTHENTICATION REQUEST message, then the mobile station shall not pass the
RAND to the SIM, but shall immediately send the AUTHENTICATION RESPONSE message with the stored RES. If
thereis no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the
AUTHENTICATION REQUEST message, the mobile station shall pass the RAND to the SIM, shall override any
previously stored RAND and RES with the new ones and reset and restart timer T3218.

The RAND and RES values stored in the mobile station shall be deleted:

- upon receipt of a SECURITY MODE COMMAND (lu mode only), CIPHERING MODE COMMAND (A/Gb
mode only) or AUTHENTICATION REJECT message;

- upon expiry of timer T3218; or

- if the mobile station entersthe MM state MM IDLE or NULL.

4.3.2.3 Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the
validity of the response (see 3GPP TS 03.20 in case of a GSM authentication challenge respective TS 33.102 in case of
an UMTS authentication challenge).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3260. In Synch failure
case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.
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4.3.2.4 Ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets.In a GSM authentication challenge,
from a challenge parameter RAND both the authentication response parameter SRES and the GSM ciphering key can
be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge
parameter RAND, the authentication response parameter RES and the UMTS ciphering key and the UMTS integrity
key can be computed given the secret key associated to the IMSI. In addition, a GSM ciphering key can be computed
from the UMTS ciphering key and the UM TS integrity key by means of an unkeyed conversion function.

In order to allow start of ciphering on a RR connection without authentication, the ciphering key sequence numbers are
introduced. The ciphering key sequence number is managed by the network in the way that the AUTHENTICATION
REQUEST message contains the ciphering key sequence number allocated to the GSM ciphering key (in case of a GSM
authentication challenge) or the UMTS ciphering key and the UMTS integrity key (in case of aUMTS authentication
challenge) which may be computed from the RAND parameter carried in that message.

The mobile station stores the ciphering key sequence number with the GSM ciphering key (in case of a GSM
authentication challenge) and the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication
challenge) and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE
REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which ciphering key sequence number
the stored GSM ciphering key (in case of a GSM authentication challenge) or set of UMTS ciphering, UMTS integrity
and derived GSM ciphering keys (in case of a UM TS authentication challenge) has.

When the deletion of the ciphering key sequence number is described this also means that the associated GSM
ciphering key, the UMTS ciphering key and the UMTS integrity key shall be considered as invalid (i.e. the established
GSM security context or the UMTS security context is no longer valid).

In GSM, the network may choose to start ciphering with the stored GSM ciphering key (under the restrictions given in
3GPP TS 02.09) if the stored ciphering key sequence number and the one given from the mobile station are equal.

In UMTS, the network may choose to start ciphering and integrity with the stored UMTS ciphering key and UMTS
integrity key (under the restrictions given in 3GPP TS 02.09 and TS 33.102) if the stored ciphering key sequence
number and the one given from the mobile station are equal .

NOTE: In some specifications the term KSI (Key Set Identifier) might be used instead of the term ciphering key
sequence number.
4325 Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of
identification used by the mobile station:

- the TMSI was used;
- theIMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the
mobile station then differs from the one the network had associated with the TMSI, the authentication should be
restarted with the correct parameters. If the IMSI provided by the M S is the expected one (i.e. authentication has really
failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION
REJECT message should be transferred to the mobile station.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the
RR connection release procedure described in section 3.5.0f 3GPP TS 44.018 [84] (GSM) or in 3GPP TS 25.331
(UMTS).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update statusin the SIM to
U3 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. The
SIM shall be considered asinvalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message isreceived in the state IMSI DETACH INITIATED the mobile station
shall follow section 4.3.4.3.
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If the AUTHENTICATION REJECT message isreceived in any other state the mobile station shall abort any MM
specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if
running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK
COMMAND, expecting the release of the RR connection. If the RR connection is not released within agiven time
controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after aRR
connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS
enters state MM IDLE, substate NO IMSI. If the MS has a separate ongoing RR connection to a different core network
node, it shall consider this separate connection as still being good.

43251 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the M S to check the authenticity
of the core network. Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect
AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication failure:

a) MAC codefailure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it
shall send an AUTHENTICATION FAILURE message to the network, with the reject cause MAC failure'.
The MS shall then follow the procedure described in section 4.3.2.6 (c).

b) SON failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it
shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure’
and are-synchronization token AUTS provided by the SIM (see TS 33.102). The MS shall then follow the
procedure described in section 4.3.2.6 (d).

In UMTS, an MS which supports the UM TS authentication algorithm shall reject the authentication challenge if no
Authentication Parameter AUTN |E was present in the AUTHENTICATION REQUEST message (i.e. aGSM
authentication challenge has been received when the MS expects a UM TS authentication challenge). In such a case, the
MS shall send the AUTHENTICATION FAILURE message to the network, with the reject cause * GSM authentication
unacceptable’. The M S shall then follow the procedure described in section 4.3.2.6 (c).

4.3.2.6 Abnormal cases
(a) RR connection failure:

Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the
network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3260:

The authentication procedure is supervised on the network side by the timer T3260. At expiry of thistimer the
network may release the RR connection. In this case the network shall abort the authentication procedure and
any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release
procedure described in section 3.5.

(c) Authentication failure (reject cause ‘MAC failure’ or ‘GSM authentication unacceptable’):

The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘MAC failure’ or ‘GSM
authentication unacceptable’ according to section 4.3.2.5.1, to the network and start timer T3214. Upon receipt
of an AUTHENTICATION FAILURE message from the MS, with reject cause ‘MAC failure’ or ‘GSM
authentication unacceptable’ the network may initiate the identification procedure described in section 4.3.3.
Thisisto alow the network to obtain the IMSI from the MS. The network may then check that the TM S|
originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the
IDENTITY REQUEST message from the network, the MS shall send the IDENTITY RESPONSE message.

If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new
AUTHENTICATION REQUEST message to the MS. Upon receiving the second AUTHENTICATION
REQUEST message from the network, the M S shall stop the timer T3214, if running, and then process the
challenge information as normal.
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When the firsst AUTHENTICATION REQUEST message containing an invalid MAC has been received by the
MS from the network, the M S shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or
T3230).

Upon successfully validating the network (an AUTHENTICATION REQUEST that containsavalid MAC is
received), the MS shall send the AUTHENTICATION RESPONSE message to the network and shall start any
retransmission timers (e.g. T3210, T3220 or T3230) , if they were running and stopped when the M S received
thefirst AUTHENTICATION REQUEST message containing an invalid MAC.

It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by
the MS) if any of the following occur:

- After sending the AUTHENTICATION FAILURE message with the reject cause ‘MAC failure’ or ‘ GSM
authentication unacceptable’ the timer T3214 expires,

- Upon receipt of the second AUTHENTICATION REQUEST while T3214 isrunning and the MAC value
cannot be resolved.

- Thesecond AUTHENTICATION REQUEST which is received while T3214 isrunning is GSM
authentication challenge (i.e. no AUTN parameter was received).

When it has been deemed by the M S that the source of the authentication challenge is not genuine (i.e.
authentication not accepted by the MS), the MS shall behave as described in section 4.3.2.6.1.

MS Network
AUTHENTICATION REQUEST

< Start T3260
AUTH FAILURE (cause="MAC failure’ or ‘GSM

Start T3214 ~ _ authenticationunacceptable’) p-Stop T3260
IDENTITY REQUEST Start T3270
4 _____________________________
IDENTITY RESPONSE (IMS) Stop T3270
_____________________________ >
AUTHENTICATION REQUEST Start T3260
SopT324 (oo
AUTHENTICATION RESPONSE Stop T3260
———————————————————————————— >

Figure 4.2/3GPP TS 24.008: Authentication Failure Procedure (reject cause ‘MAC failure’ or ‘GSM
authentication unacceptable’)

(d) Authentication failure (reject cause ‘ synch failure'):

The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘synch failure,” to the
network and start the timer T3216. Upon receipt of an AUTHENTICATION FAILURE message from the MS
with the reject cause ‘ synch failure,” the network shall use the returned AUTS parameter from the authentication
failure parameter |E inthe AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation
procedure requires the VLR/MSC to delete all unused authentication vectors for that IMSI and obtain new
vectors from the HLR. When re-synchronisation is complete, the network shall initiate the authentication
procedure. Upon receipt of the AUTHENTICATION REQUEST message, the MS shall stop the timer T3216, if
running.
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When the firsst AUTHENTICATION REQUEST message containing an invalid SQN has been received by the
MS from the network, the M S shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or
T3230).

Upon successfully validating the network (asecond AUTHENTICATION REQUEST isreceived which contains
avalid SQN) while T3216 is running, the MS shall send the AUTHENTICATION RESPONSE message to the
network and shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and
stopped when the M S received the first AUTHENTICATION REQUEST message containing an invalid SQN.

If the MSreceives a second AUTHENTICATION REQUEST which contains an invalid SON or GSM
AUTHENTICATION REQUEST while T3216 is running, then the M S shall behave as described in section
4.3.2.6.1.

If the timer T3216 expires, then the MS shall behave as described in section 4.3.2.6.1.

MS Network
AUTHENTICATION REQUEST Start T3360
<
AUTH FAILURE (cause="Synch failure’) Stop T3260
Stat 73226 ________ _ _ _ _ _ _ _ _ » Perform
AUTHENTICATION REQUEST R(_—:‘-wnch
StopT3216 e withHLR
AUTHENTICATION RESPONSE
_____________________________ >

Figure 4.2a/3GPP TS 24.008: Authentication Failure Procedure (reject cause ‘Synch failure’)

43.2.6.1 MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then the it shall treat the cell where the
AUTHENTICATION REQUEST message which lead to sending of AUTHENTICATION FAILURE was received as
barred, until refresh of system information data. The M S shall start any retransmission timers (e.g. T3210, T3220 or
T3230), if they were running and stopped when the M S received the firsst AUTHENTICATION REQUEST message
containing an invalid MAC or invalid SQN, or no AUTN when a UMTS authentication challenge was expected.

4.3.2.7 Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UMTS to GSM, ciphering may be started (see 3GPP TS 44.018) without any new
authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current
GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key according to Table 4.3.2.7.1.

Table 4.3.2.7.1/3GPP TS 24.008: Intersystem change from UMTS to GSM

Security context established in MS and At intersystem change to GSM:
network in UMTS

GSM security context An ME shall apply the GSM cipher key received from the GSM
security context residing in the SIM.

UMTS security context An ME shall apply the GSM cipher key derived by the SIM from
the UMTS cipher key and the UMTS integrity key.

NOTE A SIM with UMTS security context, passes the UMTS cipher key, the UM TS integrity key and the
derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.
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4.3.2.7a Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be loaded from the SIM and
taken into use by the ME when any valid CIPHERING MODE COMMAND isreceived during an RR connection (the
definition of avalid CIPHERING MODE COMMAND messageis given in 3GPP TS 44.018 [84]section 3.4.7.2).

In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be loaded from the SIM and
taken into use by the MS when avalid CIPHERING MODE COMMAND isreceived during an RR connection (the
definition of avalid CIPHERING MODE COMMAND messageis givenin 3GPP TS 44.018 [84] section 3.4.7.2). The
network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by using the
conversion function named “c3” defined in TS 33.102.

InUMTS, in the case of an established GSM security context, the ME shall derive aUMTS ciphering key and aUMTS
integrity key from the GSM ciphering key by using the conversion functions named “c4” and “c5” defined in TS
33.102. The GSM ciphering key shall be loaded from the SIM and the derived UMTS ciphering key and UMTS
integrity key shall be taken into use by the MS when avalid SECURITY MODE COMMAND indicating CS domainis
received during an RR connection (the definition of avalid SECURITY MODE COMMAND message is given in 3GPP
TS 25.331). The network shall derive aUMTS ciphering key and aUMTS integrity key from the GSM ciphering key

by using the conversion functions named “c4” and “c5” defined in TS 33.102.

InUMTS, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall
be loaded from the SIM and taken into use by the MS when avalid SECURITY MODE COMMAND indicating CS
domain is received during a RR connection (the definition of avalid SECURITY MODE COMMAND message is
givenin 3GPP TS 25.331).

NOTE: InUMTSand GSM, during an ongoing, already ciphering and/or integrity protected RR connection, the
network might initiate a new Authentication procedure in order to establish a new GSM/UMTS security
context. The new keys are taken into use in the MS when anew valid SECURITY MODE COMMAND
indicating CSdomainin UMTS, or anew valid CIPHERING MODE COMMAND in GSM, is received
during the RR connection.

4.3.2.8 Handling of keys at intersystem change from GSM to UMTS

At intersystem change from GSM to UMTS, ciphering and integrity may be started (see 3GPP TS 25.331) without any
new authentication procedure. Deduction of the appropriate security keys for ciphering and integrity check in UMTS,
depend on the current GSM/UMTS security context stored in the M S and the network.

The ME shall handle the UMTS cipher key and the UMTS integrity key according to Table 4.3.2.8.1.

Table 4.3.2.8.1/3GPP TS 24.008: Intersystem change from GSM to UMTS

Security context established in MS and At intersystem change to UMTS:
network in GSM

GSM security context An ME shall derive the UMTS cipher key and UMTS integrity
key from the GSM cipher key provided by the SIM. The
conversion functions named "c4" and "c5" in TS 33.102 are
used for this purpose.

UMTS security context An ME shall apply the UMTS ciphering key and the UMTS
integrity key received from the UMTS security context residing in
the SIM.

NOTE A SIM with UMTS security context, passes the UMTS cipher key, the UM TS integrity key and the
derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

4.3.2.9 Void

4.3.3 Identification procedure
Theidentification procedure is used by the network to request a mobile station to provide specific identification

parameters to the network e.g. International Mobile Subscriber Identity, International Mobile Equipment Identity (cf.
3GPP TS 23.003). For the presentation of the IMEI, the requirements of 3GPP TS 02.09 apply.
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4331 Identity request by the network

The network initiates the identification procedure by transferring an IDENTITY REQUEST message to the mobile
station and starts the timer T3270. The IDENTITY REQUEST message specifies the requested identification
parameters in the identity type information element.

4.3.3.2 Identification response by the mobile station

The mobile station shall be ready to respond to an IDENTITY REQUEST message at any time whilst a RR connection
exists.

Upon receipt of the IDENTITY REQUEST message the mobile station sends back an IDENTITY RESPONSE
message. The IDENTITY RESPONSE message contains the identification parameters as requested by the network.

Upon receipt of the IDENTITY RESPONSE the network shall stop timer T3270.

4.3.3.3 Abnormal cases
(a) RR connection failure:

Upon detection of a RR connection failure before the IDENTITY RESPONSE is received, the network shall
release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3270:

The identification procedure is supervised by the network by the timer T3270. At expiry of the timer T3270 the
network may release the RR connection. In this case, the network shall abort the identification procedure and any
ongoing MM specific procedure, release all MM connectionsif any, and initiate the RR connection release
procedure as described in 3GPP TS 44.018 [84] section 3.5 and 25.331 section 8.2.1.

mobhile station network
I REQ
e ————— Start T3IZ70
I EEZ
——————————————————————— > Stop T3270

Figure 4.3/3GPP TS 24.008: Identification sequence

4.3.4 IMSI detach procedure

The IMSI detach procedure may be invoked by a mobile station if the mobile station is deactivated or if the Subscriber
Identity Module (see 3GPP TS 02.17 and 31.102) is detached from the mobile station.

In GSM, aflag (ATT) broadcast in the L3-RR SY STEM INFORMATION TY PE 3 message on the BCCH is used by
the network to indicate whether the detach procedure is required. The value of the ATT flag to be taken into account
shall be the one broadcast when the mobile station wasin MM idle.

InUMTS, aflag (ATT) broadcast in the L3-RRC SYSTEM INFORMATION BLOCK 1 message on the BCCH is used
by the network to indicate whether the detach procedure is required. The value of the ATT flag to be taken into account
shall be the one broadcast when the mobile station wasin MM idle.

The procedure causes the mobile station to be indicated as inactive in the network.
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434.1 IMSI detach initiation by the mobile station

The IMSI detach procedure consists only of the IMSI DETACH INDICATION message sent from the mobile station to
the network. The mobile station then starts timer T3220 and enters the MM sublayer state IMSI DETACH INITIATED.

If no RR connection exists, the MM sublayer within the mobile station will request the RR sublayer to establish aRR
connection. If establishment of the RR connection is not possible because a suitable cell is not (or not yet) available
then, the mobile station shall try for a period of at least 5 seconds and for not more than a period of 20 secondsto find a
suitable cell. If asuitable cell isfound during this time then, the mobile station shall request the RR sublayer to establish
an RR connection, otherwise the IMSI detach is aborted.

If a RR connection exists, the MM sublayer will release locally any ongoing MM connections before the IM S
DETACH INDICATION message is sent.

The IMSI detach procedure may not be started if a MM specific procedure is active. If possible, the IMS| detach
procedure is then delayed until the MM specific procedureis finished, else the IMSI detach is omitted.
4.34.2 IMSI detach procedure in the network

When receiving an IMSI DETACH INDICATION message, the network may set an inactive indication for the IMSI.
No response is returned to the mobile station. After reception of the IMSI DETACH INDICATION message the
network shall release locally any ongoing MM connections, and start the normal RR connection release procedure (see
3GPP TS 44.018 [84] section 3.5 and 25.331 section 8.2.1).

Only applicable for a network supporting VGCS: If an IMSI DETACH INDICATION message is received from the
talking mobile station in a group call while the network isin service state MM CONNECTION ACTIVE (GROUP
TRANSMIT MODE), the network shall release locally the ongoing MM connection and then go to the service state
GROUP CALL ACTIVE.

4.34.3 IMSI detach completion by the mobile station

Timer T3220 is stopped when the RR connection is released. The mobile station should, if possible, delay the local
release of the channel to allow a normal release from the network side until T3220 timeout. If thisis not possible (e.g.
detach at power down) the RR sublayer on the maobile station side should be aborted.

434.4 Abnormal cases

If the establishment of an RR connection is unsuccessful, or the RR connection islost, the IMSI detach is aborted by the
mobile station.

mohile station netwyork
IM3I DET IND

Figure 4.4/3GPP TS 24.008: IMSI detach sequence

4.3.5  Abort procedure

The abort procedure may be invoked by the network to abort any on-going MM connection establishment or already
established MM connection. The mobile station shall treat ABORT message as compatible with current protocol state
only if it isreceived when at least one MM connection exists or an MM connection is being established.

4.35.1 Abort procedure initiation by the network

The abort procedure consists only of the ABORT message sent from the network to the mobile station. Before the
sending of the ABORT message the network shall locally release any ongoing MM connection. After the sending the
network may start the normal RR connection release procedure.
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The Cause information element indicates the reason for the abortion. The following cause values may apply:
#6. lllegal ME

#17: Network failure

4.3.5.2 Abort procedure in the mobile station

At the receipt of the ABORT message the mobile station shall abort any MM connection establishment or call re-
establishment procedure and release all MM connections (if any). If cause value #6 is received the mobile station shall
delete any TMSI, LAI and ciphering key sequence number stored in the SIM, set the update status to ROAMING NOT
ALLOWED (and storeit in the SIM according to section 4.1.2.2) and consider the SIM invalid until switch off or the
SIM isremoved. As a consequence the mobile station enters state MM IDLE, substate NO IMSI after the release of the
RR connection.

The mobile station shall then wait for the network to release the RR connection - see section 4.5.3.1.

4.3.6 MM information procedure
The MM information message support is optional in the network.

The MM information procedure may be invoked by the network at any time during an RR connection.

4.3.6.1 MM information procedure initiation by the network

The MM information procedure consists only of the MM INFORMATION message sent from the network to the
mobile station. During an RR connection, the network shall send none, one, or more MM INFORMATION messages to
the mobile station. If more than one MM INFORMATION message is sent, the messages need not have the same
content.

NOTE: The network may be able to select particular instants where it can send the MM INFORMATION
message without adding delay to, or interrupting, any CM layer transaction, e.g. immediately after the
AUTHENTICATION REQUEST message.

4.3.6.2 MM information procedure in the mobile station

When the mobile station (supporting the MM information message) receives an MM INFORMATION message, it shall
accept the message and optionally use the contents to update appropriate information stored within the mobile station.

If the mobile station does not support the MM information message the mobile station shall ignore the contents of the
message and return an MM STATUS message with cause #97.

4.4 MM specific procedures

A MM specific procedure can only be started if no other MM specific procedure is running or no MM connection exists
between the network and the mobile station. The end of the running MM specific procedure or the release of all MM
connections have to be awaited before anew MM specific procedure can be started.

During the lifetime of a MM specific procedure, if a MM connection establishment is requested by a CM entity, this
request will either be rejected or be delayed until the running MM specific procedure is terminated (this depends on the
implementation).

Any MM common procedure (except IMSI detach) may beinitiated during a MM specific procedure.

Unlessit has specific permission from the network (follow-on proceed) the mobile station side should await the release
of the RR connection used for aMM specific procedure before anew MM specific procedure or MM connection
establishment is started.

NOTE: The network side may use the same RR connection for MM connection management.
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4.4.1 Location updating procedure

The location updating procedure is a general procedure which is used for the following purposes:
- normal location updating (described in this section);
- periodic updating (see section 4.4.2);
- IMS| attach (see section 4.4.3).

The normal location updating procedure is used to update the registration of the actual Location Area of a mobile
station in the network. The location updating type information element in the LOCATION UPDATING REQUEST
message shall indicate normal location updating. The conditions under which the normal location updating procedureis
used by a mobile station in the MM IDLE state are defined for each service state in section 4.2.2.

Only applicable for mobile stations supporting V GCS listening or VBS listening: A mobile station in RR group receive
modeisin the MM IDLE state, substate RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP
CALL (LIMITED SERVICE). To perform alocation updating, the MS in RR group receive mode shall |eave the group
receive mode, establish an independent dedicated RR connection to perform the location updating as described above
and return to the RR group receive mode afterwards.

The normal location updating procedure shall also be started if the network indicates that the mobile station is unknown
inthe VLR as aresponse to MM connection establishment request.

To limit the number of location updating attempts made, where location updating is unsuccessful, an attempt counter is
used. The attempt counter is reset when a mobile station is switched on or a SIM card isinserted.

Upon successful location updating the mobile station sets the update status to UPDATED in the SIM, and stores the
received Location Area ldentification in the SIM. The attempt counter shall be reset.

The detailed handling of the attempt counter is described in 4.4.4.6 t0 4.4.4.9.

The Mobile Equipment shall contain alist of "forbidden location areas for roaming”, as well asalist of "forbidden
location areas for regional provision of service". These lists shall be erased when the MSis switched off or when the
SIM isremoved, and periodically (with period in the range 12 to 24 hours). The location areaidentification received on
the BCCH that triggered the location updating request shall be added to the suitable list whenever alocation update
reject message is received with the cause "Roaming not allowed in thislocation ared" or with the cause "Location Area
not allowed". The lists shall accommodate each 10 or more location area identifications. When the list isfull and a new
entry has to be inserted, the oldest entry shall be deleted.

The Mobile Equipment shall store alist of "equivalent PLMNS'. Thislist isreplaced or deleted at the end of each
location update procedure, routing area update procedure and GPRS attach procedure. The stored list consists of alist of
equivalent PLMNs as downloaded by the network plus the PLMN code of the network that downloaded the list. The
stored list shall not be deleted when the MS is switched off. The stored list shall be deleted if the SIM isremoved. The
maximum number of possible entriesin the stored list is six.

The cell selection processes in the different states are described in TS 03.22 and 3GPP TS 05.08.

The location updating procedure is always initiated by the mobile station.

4.4.2 Periodic updating

Periodic updating may be used to notify periodically the availability of the mobile station to the network. Periodic
updating is performed by using the location updating procedure. The location updating type information element in the
LOCATION UPDATING REQUEST message shall indicate periodic updating.

The procedure is controlled by the timer T3212 in the mobile station. If the timer is not aready started, the timer is
started each time the mobile station enters the MM IDLE substate NORMAL SERVICE or ATTEMPTing TO
UPDATE. When the MS leaves the MM Idle State the timer T3212 shall continue running until explicitly stopped.

The timer is stopped (shall be set to itsinitial value for the next start) when:
- aLOCATION UPDATING ACCEPT or LOCATION UPDATING REJECT message is received;
- an AUTHENTICATION REJECT messageis received;
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- thefirst MM message is received, or security mode setting is completed in the case of MM connection
establishment, except when the most recent service stateis LIMITED SERVICE;

- the mobile station has responded to paging and thereafter has received the first correct layer 3 message except
RR message;

- the mobile station is deactivated (i.e. equipment powered down or SIM removed).

When the timer T3212 expires, the location updating procedure is started and the timer shall be set to itsinitial value for
the next start. If the mobile station isin other state than MM Idle when the timer expires the location updating
procedure is delayed until the MM Idle State is entered.

The conditions under which the periodic location updating procedure is used by a mobile station in the MM IDLE state
are defined for each service state in section 4.2.2.

If the mobile station isin service state NO CELL AVAILABLE, LIMITED SERVICE, PLMN SEARCH or PLMN
SEARCH-NORMAL SERVICE when the timer expires the location updating procedure is delayed until this service
state is |l eft.

In GSM, the (periodic) location updating procedure is not started if the BCCH information at the time the procedure is
triggered indicates that periodic location shall not be used. The timeout value is broadcasted in the L3-RR SY STEM
INFORMATION TY PE 3 message on the BCCH, in the Control channel description IE, see 3GPP TS 44.018 [84]
section 10.5.2.11.

In UMTS, the (periodic) location updating procedure is not started if the information on BCCH or in the last received
dedicated system information at the time the procedure is triggered indicates that periodic location shall not be used.
The timeout value is broadcasted in the L3-RRC SY STEM INFORMATION BLOCK 1 message on the BCCH, see
3GPP TS 25.331 section 10.1.6.4.3.

The T3212 timeout value shall not be changed in the NO CELL AVAILABLE, LIMITED SERVICE, PLMN SEARCH
and PLMN SEARCH-NORMAL SERVICE states.

When a change of the T3212 timeout value has to be taken into account and the timer is running (at change of the
serving cell or, change of the broadcast value of T3212), the MS shall behave as follows:

Let t1 be the new T3212 timeout value and let t be the current timer value at the moment of the change to the
new T3212 timeout value; then the timer shall be restarted with the value t modulo t1.

When the mobile station is activated, or when a change of the T3212 timeout value hasto be taken into account and the
timer is not running, the mobile station shall behave as follows:

Let t1 be the new T3212 timeout value, the new timer shall be started at a value randomly, uniformly drawn
between 0 and t1.

4.4.3 IMSI attach procedure

The IMSI attach procedure is the complement of the IMSI detach procedure (see section 4.3.4). It is used to indicate the
IMSI as active in the network.

In GSM, aflag (ATT) isbroadcast in the L3-RR SY STEM INFORMATION TY PE 3 message. It indicates whether the
attach and detach procedures are required to be used or not.

INnUMTS, aflag (ATT) isbroadcast in the L3-RRC SYSTEM INFORMATION BLOCK 1 message. It indicates
whether the attach and detach procedures are required to be used or not.

The IMSI attach procedure isinvoked if the detach/attach procedures are required by the network and an IMS! is
activated in amobile station (i.e. activation of a mobile station with plug-in SIM, insertion of a card in a card-operated
mobile station etc.) within coverage area from the network or a mobile station with an IMSI activated outside the
coverage area enters the coverage area. The IMSI attach procedure is used only if the update status is UPDATED and if
the stored Location Area Identification is the same as the one which is actually broadcasted on the BCCH of the current
serving cell. Otherwise a normal location updating procedure (see section 4.4.1) isinvoked independently of the ATT
flag indication.

IMSI attach is performed by using the location updating procedure. The location updating type information element in
the LOCATION UPDATING REQUEST message shall in this caseindicate IMSI attach.
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4.4.4 Generic Location Updating procedure

4441 Location updating initiation by the mobile station
Any timer used for triggering the location updating procedure (e.g. T3211, T3212) is stopped if running.

Asno RR connection exists at the time when the location updating procedure has to be started, the MM sublayer within
the mobile station will request the RR sublayer to establish a RR connection and enter state WAIT FOR RR
CONNECTION (LOCATION UPDATE). The procedure for establishing an RR connection is described in 3GPP TS
44.018 [84] section 3.3 and 3GPP TS 25.331 section 8.2.3.

The mobile station initiates the location updating procedure by sending a LOCATION UPDATING REQUEST
message to the network, starts the timer T3210 and enters state LOCATION UPDATING INITIATED. The location
updating type information element shall indicate what kind of updating is requested.

4.4.4.1a Network Request for Additional mobile station Capability Information

In GSM, the network may initiate the classmark interrogation procedure, for example, to obtain further information on
the mobile station’s encryption capabilities.

4.4.4.2 Identification request from the network

The network may initiate the identification procedure, e.g. if the network is unable to get the IMSI based onthe TM S
and LAI used asidentification by the mobile station (see section 4.3.3).

4443 Authentication by the network

The authentication procedure (see section 4.3.2) may be initiated by the network upon receipt of the LOCATION
UPDATING REQUEST message from the mobile station. (See the cases defined in 3GPP TS 02.09).

4.4.4.4 Security mode setting by the network

In GSM, the security mode setting procedure (see 3GPP TS 44.018 [84] section 3.4.7) may be initiated by the network,
e.g., if anew TMSI hasto be allocated.

In UMTS, the security mode control procedure (see 3GPP TS 25.331 section 8.1.10) may be initiated by the network,
e.g., if anew TMSI hasto be allocated.
4.4.4.5 Attempt Counter

To limit the number of location updating attempts made, where location updating is unsuccessful, an attempt counter is
used. It counts the number of consecutive unsuccessful location update attempts.

The attempt counter isincremented when alocation update procedure fails. The specific situations are specified in
section 4.4.4.9.

The attempt counter is reset when:

- the mobile station is powered on;

aSIM isinserted;

- location update is successfully completed;

- location update completed with cause #11, #12,#13 or #15 (see section 4.4.4.7).
and in case of service state ATTEMPTING to UPDATE:

- a MSdetectsthat a new location areais entered;

- expiry of timer T3212;
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- location update is triggered by CM sublayer requests.

The attempt counter is used when deciding whether to re-attempt a location update after timeout of timer T3211.

4.4.4.6 Location updating accepted by the network

If the location updating is accepted by the network a LOCATION UPDATING ACCEPT message is transferred to the
mobile station.

In case the identity confidentiality service is active (see section 4.3.1 and 4.4.4.4), the TMSI reallocation may be part of
the location updating procedure. The TMSI alocated is then contained in the LOCATION UPDATING ACCEPT
message together with the location areaidentifier LAI. The network shall in this case start the supervision timer T3250
as described in section 4.3.1.

If the network wishes to prolong the RR connection to allow the mobile station to initiate MM connection establishment
(for example if the mobile station hasindicated in the LOCATION UPDATING REQUEST that it has afollow-on
request pending) the network shall send "follow on proceed" in the LOCATION UPDATING ACCEPT and start timer
T3255.

The mobile station receiving a LOCATION UPDATING ACCEPT message shall store the received location area
identification LAI, stop timer T3210, reset the attempt counter and set the update statusin the SIM to UPDATED. If the
message contains an IM Sl, the mobile station is not alocated any TMSI, and shall delete any TMSI in the SIM
accordingly. If the message containsa TM S, the mobile station is alocated this TMSI, and shall store this TMSI in the
SIM and aTMSI REALLOCATION COMPLETE shall be returned to the network. If neither IMSI nor TMSI is
received in the LOCATION UPDATING ACCEPT message, the old TMSI if any available shall be kept.

If the LAl or PLMN identity contained in the LOCATION UPDATING ACCEPT message is a member of any of the
"forbidden lists" then any such entries shall be del eted.

The network may also send alist of "equivalent PLMNS" in the LOCATION UPDATING ACCEPT message. Each
entry of the list containsa PLMN code (MCC+MNC). The mobile station shall storethe list, as provided by the
network, except that any PLMN code that is already in the "forbidden PLMN list" shall be removed from the
“equivalent PLMNS’ list beforeit is stored by the mobile station. In addition the mobile station shall add to the stored
list the PLMN code of the network that sent the list. All PLMNsin the stored list shall be regarded as equivalent to each
other for PLMN selection, cell selection/re-selection and handover. The stored list in the mobile station shall be
replaced on each occurrence of the LOCATION UPDATING ACCEPT message. If no list is contained in the message,
then the stored list in the mobile station shall be deleted. The list shall be stored in the mobile station while switched off
so that it can be used for PLMN selection after switch on.

After that, the mobile station shall act according to the presence of the "Follow-on proceed" information element in the
LOCATION UPDATING ACCEPT; if this element is present and the mobile station has a CM application request
pending, it shall send aCM SERVICE REQUEST to the network and proceed asin section 4.5.1.1. Otherwise, it shall
start timer T3240 and enter state WAIT FOR NETWORK COMMAND.

Furthermore, the network may grant authorisation for the mobile station to use GSM-Cordless Telephony System (CTS)
inthe Location Area and itsimmediate neighbourhood. The maobile should memorise this permission in non-volatile
memory. If the"CTS permission” |E is not present in the message, the mobile is not authorised to use GSM-CTS, and
shall accordingly delete any memorised permission.

NOTE: theinteraction between CTS and GPRS procedures are not yet defined.

4.4.4.7 Location updating not accepted by the network

If the location updating cannot be accepted the network sends a LOCATION UPDATING REJECT message to the
mobile station. The mobile station receiving aLOCATION UPDATING REJECT message shall stop the timer T3210,
store the reject cause, delete the list of “equivalent PLMNS’, start T3240, enter state LOCATION UPDATING
REJECTED await the release of the RR connection triggered by the network. Upon the rel ease of the RR connection the
mobile station shall take the following actions depending on the stored reject cause:
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#2: IMS| unknownin HLR;
#3. lllega MS; or
#6. lllegal ME.

The mobile station shall set the update statusto ROAMING NOT ALLOWED (and storeit in the SIM according
to section 4.1.2.2), and delete any TMSI, stored LAI and ciphering key sequence number and shall consider the
SIM asinvalid for non-GPRS services until switch-off or the SIM is removed.

#11: PLMN not allowed;

#12: Location Areanot allowed;

#13: Roaming not allowed in thislocation area.; or
#15: No Suitable Cells In Location Area.

The mobile station shall delete any LAI, TMSI and ciphering key sequence number stored in the SIM, reset the
attempt counter, set the update status to ROAMING NOT ALLOWED (and storeit in the SIM according to
section 4.1.2.2). The mobile station shall store the LAI or the PLMN identity in the suitable forbidden list, i.e. in
the "forbidden PLMN list" for cause #11, in the list of "forbidden location areas for regional provision of
service" for cause #12, and in the list of "forbidden location areas for roaming” for cause #13 and #15. In
addition, the M S shall memorize if cause #13 was received, so to perform a PLMN selection instead of acell
selection when back to the MM IDLE state. The MS shall search for a suitable cell in another location areain the
same PLMN if cause #15 is received.

Other values are considered as abnormal cases and the specification of the mobile station behaviour in those casesis
given in section 4.4.4.9.

4448 Release of RR connection after location updating

When the Location updating procedure is finished (see sections 4.4.4.6 and 4.4.4.7) the mobile station shall (except in
the case where the mobile has afollow-on CM application request pending and has received the follow-on proceed
indication, see 4.4.4.6) set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release
of the RR connection. The network may decide to keep the RR connection for network initiated establishment of aMM
connection, or to allow for mobile initiated MM connection establishment.

Any release of the RR connection shall be initiated by the network according to section 3.5in 3GPP TS 44.018, and
section 8.2.1in 3GPP TS 25.331. If the RR connection is not released within a given time controlled by the timer
T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered
from the network side or after a RR connection abort requested by the M S-side, the M S shall return to state MM IDLE.

At transition to state MM IDLE, substates NORMAL SERVICE or RECEIVING GROUP CALL (NORMAL
SERVICE) or ATTEMPTING TO UPDATE either timer T3212 or timer T3211 is started as described in section
4.4.49.

4449 Abnormal cases on the mobile station side

The different abnormal cases that can be identified are the following:

a) Access barred because of access class control

The location updating procedure is not started. The mobile station stays in the current serving cell and applies
normal cell reselection process. The procedure is started as soon as possible and if still necessary (when the
barred state is ended or because of a cell change)

b) The answer to random accessis an IMMEDIATE ASSIGNMENT REJECT message (A/Gb mode only)

The location updating is not started. The mobile station stays in the chosen cell and applies normal cell selection
process. The waiting timer T3122 is reset when a cell change occurs. The procedure is started as soon as possible
after T3122 timeout if still necessary.

¢) Random access failure (A/Gb mode only)
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Timer T3213 is started. When it expires the procedure is attempted again if still necessary.

NOTE: Asspecifiedin 3GPP TS 05.08, a cell reselection then takes place, with return to the cell inhibited for 5

d)

€)

f)

9)

h)

seconds if there is at |east one other suitable cell. Typically the selection process will take the mobile
station back to the cell where the random access failed after 5 seconds.

If at the expiry of timer T3213 anew cell has not been selected due to the lack of valid information (see 3GPP
TS 05.08), the mobile station may as an option delay the repeated attempt for up to 8 secondsto alow cell re-
selection to take place. In this case the procedure is attempted as soon as anew cell has been selected or the
mobile station has concluded that no other cell can be selected.

If random access failure occurs for two successive random access attempts for location updating the mobile
station proceeds as specified below.

RR connection failure

The procedure is aborted and the mobile station proceeds as specified below.

T3210 timeout

The procedure is aborted, the RR connection is aborted and the MS proceeds as specified below.
RR release before the normal end of procedure

The procedure is aborted and the mobile station proceeds as specified below.

Location updating reject, other causes than those treated in section 4.4.4.7

The MS waits for release of the RR connection as specified in section 4.4.4.8, and then proceeds as specified
below.

RR connection establishment failure (1u mode only)

The procedure is aborted and the mobile station proceeds as specified below.

NOTE: Caseh) coversall cases when the signalling connection cannot be established, including random access

failure and access reject. Asthe RRC protocol has error specific retransmission mechanisms (see 3GPP
TS 25.331), there is no need to distinguish between the different error cases within MM.

In cases d) to h) above and for repeated failures as defined in ¢) above the mobile station proceeds as follows. Timer
T3210is stopped if till running. The RR Connection is aborted in case of timer T3210 timeout. The attempt counter is
incremented. The next actions depend on the Location Area | dentities (stored and received from the BCCH of the
current serving cell) and the value of the attempt counter.

the update statusis UPDATED, and the stored LAI isequa to the one received on the BCCH from the current
serving cell and the attempt counter is smaller than 4:

The mobile station shall keep the update status to UPDATED, the MM IDLE sub-state after the RR connection
release isSNORMAL SERVICE. The mobile station shall memorize the location updating type used in the
location updating procedure. It shall start timer T3211 when the RR connection is released. When timer T3211
expires the location updating procedure is triggered again with the memorized location updating type;

either the update statusis different from UPDATED, or the stored LAI is different from the one received on the
BCCH from the current serving cell, or the attempt counter is greater or equal to 4:

The mobile station shall delete any LAI, TMSI, ciphering key sequence number stored in the SIM, and list of
equivalent PLMNS, set the update statusto NOT UPDATED and enter the MM IDLE sub-state ATTEMPTING
TO UPDATE when the RR connection is released (See section 4.2.2.2 for the subsequent actions). If the attempt
counter is smaller than 4, the mobile station shall memorize that timer T3211 isto be started when the RR
connection is released, otherwise it shall memorize that timer T3212 isto be started when the RR connection is
released.

4.4.4.10 Abnormal cases on the network side

a)

RR connection failure
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If aRR connection failure occurs during a common procedure integrated with the location updating procedure,
the behaviour of the network should be according to the description of that common procedure.

If a RR connection failure occurs when a common procedure does not exist, the location updating procedure towards
the mobile station should be aborted.

b) protocol error

If the LOCATION UPDATING REQUEST message is received with a protocol error, the network should, if
possible, return aLOCATION UPDATING REJECT message with one of the following Reject causes:

#96: Mandatory information element error

#99: Information element non-existent or not implemented
#100: Conditional IE error

#111: Protocol error, unspecified

Having sent the response, the network should start the channel rel ease procedure (see section 3.5).

mobhile s=tation network
LoZ UPD REQ
Start T3Z10 ——— e e =
LoZ UPD ACC
Stop T3210 e ————— e
LoZ UPD REJ
r e —m —m —m — — - = — — — -

Figure 4.5/3GPP TS 24.008: Location updating sequence

445 Void
4.4.6 Void
4.5 Connection management sublayer service provision

The concept of MM connection isintroduced in this section. This concept is mainly a descriptive tool: The
establishment of an MM connection by the network can belocal (i.e. it is achieved by the transmission of the first CM
layer message and without the transmission of any MM layer messages) or can be achieved by the transmission of a CM
SERVICE PROMPT message (eg. in the case of certain ring back services). The release of an MM connection by the
network or by the mobile station is alwayslocd, i.e. these purposes can be achieved without sending any MM messages
over the radio interface. (On the contrary, establishment of an MM connection by the mobile station requires the
sending of MM messages over the radio interface. An exception is VGCS, where an MM connection will be established
asresult of an uplink access procedure (see section 3.7.2.1.1in 3GPP TS 44.018).)

The Mobility Management (MM) sublayer is providing connection management services to the different entities of the
upper Connection management (CM) sublayer (see 3GPP TS 24.007). It offersto a CM entity the possibility to use an
MM connection for the exchange of information with its peer entity. An MM connection is established and released on
request from a CM entity. Different CM entities communicate with their peer entity using different MM connections.
Several MM connections may be active at the same time.

An MM connection reguires an RR connection. All simultaneous MM connections for a given mobile station use the
same RR connection.

In the following sections, the procedures for establishing, re-establishing, maintaining, and releasing an MM connection
are described, usually separately for the mobile station and the network side.
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45.1 MM connection establishment

451.1 MM connection establishment initiated by the mobile station

Upon request of a CM entity to establish an MM connection the MM sublayer first decides whether to accept, delay, or
reject this request:

An MM connection establishment may only be initiated by the mobile station when the following conditions are
fulfilled:

- Itsupdate status is UPDATED.

- The MM sublayer isin one of the states MM IDLE, RR CONNECTION RELEASE NOT ALLOWED or
MM connection active but not in MM connection active (Group cal).

An exception from this general rule exists for emergency calls (see section 4.5.1.5). A further exception is
defined in the following clause.

If an MM specific procedure is running at the time the request from the CM sublayer is received, and the
LOCATION UPDATING REQUEST message has been sent, the request will either be rejected or delayed,
depending on implementation, until the MM specific procedure is finished and, provided that the network has
not sent a"follow-on proceed" indication, the RR connection is released. If the LOCATION UPDATING
REQUEST message has not been sent, the mobile station may include a"follow-on request” indicator in the
message. The mobile station shall then delay the request until the MM specific procedure is completed, when it
may be given the opportunity by the network to use the RR connection: see section 4.4.4.6.

In order to establish an MM connection, the mobile station proceeds as follows:

a)

b)

©)

If no RR connection exists, the MM sublayer reguests the RR sublayer to establish an RR connection and enters
MM sublayer state WAIT FOR RR CONNECTION (MM CONNECTION). This request contains an
establishment cause and aCM SERVICE REQUEST message. When the establishment of an RR connection is
indicated by the RR sublayer, the MM sublayer of the mobile station starts timer T3230, gives an indication to
the CM entity that requested the MM connection establishment, and enters MM sublayer state WAIT FOR
OUTGOING MM CONNECTION.

If an RR connection is available, the MM sublayer of the mobile station sends a CM SERVICE REQUEST
message to the network, starts timer T3230, stops and resets timer T3241, gives an indication to the CM entity
that requested the MM connection establishment, and enters:

- MM sublayer state WAIT FOR OUTGOING MM CONNECTION, if no MM connection is active;

- MM sublayer state WAIT FOR ADDITIONAL OUTGOING MM CONNECTION, if at least one MM
connection is active;

- If an RR connection exists but the mobile station isin the state WAIT FOR NETWORK COMMAND then
any requests from the CM layer that are received will either be rejected or delayed until this state is left.

Only applicable for mobile stations supporting VGCS talking:

If amobile station which isin the MM sublayer state MM IDLE, service state RECEIVING GROUP CALL

(NORMAL SERVICE), receives arequest from the GCC sublayer to perform an uplink access, the MM sublayer
requests the RR sublayer to perform an uplink access procedure and enters MM sublayer state WAIT FOR RR
CONNECTION (GROUP TRANSMIT MODE).

When a successful uplink accessisindicated by the RR sublayer, the MM sublayer of the mobile station gives an
indication to the GCC sublayer and enters MM sublayer state MM CONNECTION ACTIVE (GROUP
TRANSMIT MODE).

When an uplink accessreject isindicated by the RR sublayer, the MM sublayer of the mobile station gives an
indication to the GCC sublayer and enters the MM sublayer state MM IDLE, service state RECEIVING GROUP
CALL (NORMAL SERVICE).

In the network, if an uplink access procedure is performed, the RR sublayer in the network provides an
indication to the MM sublayer together with the mobile subscriber identity received in the TALKER
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INDICATION message. The network shall then enter the MM sublayer state MM CONNECTION ACTIVE
(GROUP TRANSMIT MODE).

The CM SERVICE REQUEST message contains the
- mobile identity according to section 10.5.1.4;
- mobile station classmark 2;
- ciphering key sequence number; and

- CM servicetype identifying the requested type of transaction (e.g. mobile originating call establishment,
emergency call establishment, short message service, supplementary service activation, location services)

A MS supporting eMLPP may optionally include a priority level inthe CM SERVICE REQUEST message.

A collision may occur when a CM layer message is received by the mobile station in MM sublayer state WAIT FOR
OUTGOING MM CONNECTION or in WAIT FOR ADDITIONAL OUTGOING MM CONNECTION. In this case
the MM sublayer in the M S shall establish anew MM connection for the incoming CM message as specified in 4.5.1.3.

Upon receiving a CM SERVICE REQUEST message, the network shall analyse its content. The type of semantic
analysis may depend on other on going MM connection(s). Depending on the type of request and the current status of
the RR connection, the network may start any of the MM common procedures and RR procedures.

In GSM, the network may initiate the classmark interrogation procedure, for example, to obtain further information on
the mobile station’s encryption capabilities.

The identification procedure (see section 4.3.3) may be invoked for instance if a TM S| provided by the mobile stationis
not recognized.

The network may invoke the authentication procedure (see section 4.3.2) depending on the CM service type.

In GSM, the network decides also if the ciphering mode setting procedure shall be invoked (see section 3.4.7 in 3GPP
TS 44.018).

In UMTS, the network decides also if the security mode control procedure shall be invoked (see section 8.1.10 in 3GPP
TS 25.331).

NOTE: If the CM_SERVICE_REQUEST message contains a priority level the network may use this to perform
gueuing and pre-emption as defined in 3GPP TS 23.067.

In GSM, an indication from the RR sublayer that the ciphering mode setting procedure is completed, or reception of a
CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.

In UMTS, anindication from the RR sublayer that the security mode control procedure is completed, or reception of a
CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station. The
proceduresin section 4.1.1.1.1 shall always have precedence over this section.

INUMTS, during aMM connection establishment for all services, except for emergency call (see chapter 4.1.1.1.1), the
security mode control procedure with activation of integrity protection shall be invoked by the network unless integrity
protection is already started (see chapter 4.1.1.1.1).

The MM connection establishment is completed, timer T3230 shall be stopped, the CM entity that requested the MM
connection shall be informed, and MM sublayer state MM CONNECTION ACTIVE is entered. The MM connection is
considered to be active.

If the service request cannot be accepted, the network returns a CM SERVICE REJECT message to the mobile station.

The reject cause information element (see 10.5.3.6 and Annex G) indicates the reason for rejection. The following cause
values may apply:

#4 . IMS| unknownin VLR
#6: lllegal ME

#17 : Network failure
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#22 . Congestion

#32: Service option not supported

#33: Requested service option not subscribed
#34 . Service option temporarily out of order

If no other MM connection is active, the network may start the RR connection release (see section 3.5) when the CM
SERVICE REJECT message is sent.

If aCM SERVICE REJECT message is received by the mobile station, timer T3230 shall be stopped, the requesting
CM sublayer entity informed. Then the mobile station shall proceed as follows:

- If the cause valueis not #4 or #6 the MM sublayer returns to the previous state (the state where the request was
received). Other MM connections shall not be affected by the CM SERVICE REJECT message.

- |If cause value #4 is received, the mobile station aborts any MM connection, deletesany TMSI, LAl and
ciphering key sequence number in the SIM, changes the update statusto NOT UPDATED (and storesit in the
SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. If
subsequently the RR connection is released or aborted, this will force the mobile station to initiate a normal
location updating). Whether the CM request shall be memorized during the location updating procedure, isa
choice of implementation.

- |If cause value #6 is received, the mobile station aborts any MM connection, deletesany TMSI, LAl and
ciphering key sequence number in the SIM, changes the update statusto ROAMING NOT ALLOWED (and
storesit in the SIM according to section 4.1.2.2), and entersthe MM sublayer state WAIT FOR NETWORK
COMMAND. The mobile station shall consider the SIM as invalid for non-GPRS services until switch-off or the
SIM isremoved.

45.1.2 Abnormal cases
Mobile station side:
a) RR connection failure or IMSI deactivation

If an RR connection failure occurs or the IMS! is deactivated during the establishment of an MM connection, the
MM connection establishment is aborted, timers T3230 is stopped, and an indication is given to the CM entity
that requested the MM connection establishment. This shall be treated as arejection for establishment of the new
MM connection, and the MM sublayer shall release all active MM connections.

b) T3230 expiry

If T3230 expires (i.e. no responseis given but a RR connection is available) the MM connection establishment is
aborted and the requesting CM sublayer isinformed. If no other MM connection exists then the mobile station
shall proceed as described in section 4.5.3.1 for release of the RR connection. Otherwise the mobile station shall
return to the MM sublayer state where the request of an MM connection was received, i.e. to MM sublayer state
MM connection active. Other ongoing MM connections (if any) shall not be affected.

c) Reject cause values #95, #96, #97, #99, #100, #111 received
The same actions as on timer expiry shall be taken by the mobile station.
d) Random access failure or RR connection establishment failure

If the mobile station detects a random access failure or RR connection establishment failure during the
establishment of an MM connection, it aborts the MM connection establishment and gives an indication to the
CM entity that requested the MM connection establishment.

NOTE: Further actions of the mobile station depend on the RR procedures and MM specific procedures during
which the abnormal situation has occurred and are described together with those procedures.

Network side:

a) RR connection failure
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The actions to be taken upon RR connection failure within aMM common procedure are described together with
that procedure. A RR connection failure occurring outside such MM common procedures, shall trigger the
release of all active MM connectionsif any.

b) Invalid message or message content

Upon reception of an invalid initial message or aCM SERVICE REQUEST message with invalid content, aCM
SERVICE REJECT message shall be returned with one of the following appropriate Reject cause indications:

# 95: Semantically incorrect message

# 96: Mandatory information element error

# 97: Message type non-existent or not implemented

# 99: Information element non-existent or not implemented

#100: Conditional IE error

# 111: Protocol error, unspecified

When the CM SERVICE REJECT message has been sent, the network may start RR connection release if no
other MM connections exist or if the abnormal condition also has influence on the other MM connections.

45.1.3 MM connection establishment initiated by the network

45.1.3.1 Mobile Terminating CM Activity

When a CM sublayer entity in the network requests the MM sublayer to establish aMM connection, the MM sublayer
will request the establishment of an RR connection to the RR sublayer if no RR connection to the desired mobile station
exists. The MM sublayer isinformed when the paging procedure is finished (see 3GPP TS 44.018 [84] section 3.3.2 and
3GPP TS 25.331 section 8.2.1) and the mobile station shall enter the MM state WAIT FOR NETWORK COMMAND.

In GSM, when an RR connection is established (or if it aready exists at the time the request is received), the MM
sublayer may initiate any of the MM common procedures (except IMSI detach); it may request the RR sublayer to
perform the RR classmark interrogation procedure, and/or the security mode setting procedure.

In UMTS, when an RR connection is established (or if it already exists at the time the request is received), the MM
sublayer may initiate any of the MM common procedures (except IMSI detach); it may request the RR sublayer to
perform the security mode control procedure.

When all MM and RR procedures are successfully completed which the network considers necessary, the MM sublayer
will inform the requesting mobile terminating CM sublayer entity on the success of the MM connection establishment.

If an RR connection already exists and no MM specific procedure is running, the network may also establish a new
mobile terminating MM connection by sending a CM message with a new PD/TI combination.

If the MS receives the first CM message in the MM states WAIT FOR NETWORK COMMAND or RR
CONNECTION RELEASE NOT ALLOWED, the MS shall stop and reset the timers T3240 and T3241 and shall enter
the MM state MM CONNECTION ACTIVE.

In GSM, if the establishment of an RR connection is unsuccessful, or if any of the MM common procedures or the
security mode setting fail, thisisindicated to the CM layer with an appropriate error cause.

In UMTS, if the establishment of an RR connection is unsuccessful, or if any of the MM common procedures or the
security mode control fail, thisis indicated to the CM layer with an appropriate error cause.

If an RR connection used for a MM specific procedure exists to the mobile station, the CM request may be rejected or
delayed depending on implementation. When the MM specific procedure has been completed, the network may use the
same RR connection for the delayed CM request.

Only applicable in case of VGCS taking:

Inthe MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) the mobile station isin RR Group transmit mode.
There shall be only one MM connection active.
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Whenin MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) state, the MM sublayer in the network shall
reject the request for the establishment of another MM connection by any CM layer.

If the RR sublayer in the network indicates a request to perform atransfer of the mobile station from RR connected
mode to RR Group transmit mode which will result in atransition from MM CONNECTION ACTIVE state to MM
CONNECTION ACTIVE (GROUP TRANSMIT MODE) state in the MM sublayer, the MM sublayer shall not allow
the transition if more than one MM connection is active with the mobile station.

45.1.3.2 Mobile Originating CM Activity $(CCBS)$

When a CM sublayer entity in the network requests the MM sublayer to establish aMM connection, the MM sublayer
will request the establishment of an RR connection to the RR sublayer if no RR connection to the desired mobile station
exists. The MM sublayer isinformed when the paging procedure is finished (see 3GPP TS 44.018 [84] section 3.3.2 and
3GPP TS 25.331section 8.2.1)) and the mobile station shall enter the MM state WAIT FOR NETWORK COMMAND.

In GSM, when an RR connection is established (or if it already exists at the time the request is received), the MM
sublayer may initiate any of the MM common procedures (except IMSI detach), it may request the RR sublayer to
perform the RR classmark interrogation procedure and/or the security mode setting procedure.

In UMTS, when an RR connection is established (or if it already exists at the time the request is received), the MM
sublayer may initiate any of the MM common procedures (except IMSI detach), it may request the RR sublayer to
perform the security mode control procedure.

The network should use the information contained in the Mobile Station Classmark Type 2 |E on the mobile station’s
support for "Network Initiated MO CM Connection Request” to determine whether to:

not start this procedure (eg if an RR connection already exists), or,
to continue this procedure, or,
to release the newly established RR connection.

In the case of a"Network Initiated MO CM Connection Request” the network shall use the established RR connection
to send aCM SERVICE PROMPT message to the mobile station.

If the mobile station supports "Network Initiated MO CM Connection Request”, the MM sublayer of the MS gives an
indication to the CM entity identified by the CM SERVICE PROMPT message and enters the MM sublayer state
PROCESS CM SERVICE PROMPT. In the state PROCESS CM SERVICE PROMPT the MM sublayer waits for
either the rejection or confirmation of the recall by the identified CM entity. Any other requests from the CM entities
shall either be rejected or delayed until this state is left.

When the identified CM entity informs the MM sublayer, that it has send the first CM message in order to start the CM
recall procedure the MM sublayer enters the state MM CONNECTION ACTIVE.

If the identified CM entity indicates that it will not perform the CM recall procedure and all MM connections are
released by their CM entities the MS shall proceed according to section 4.5.3.1.

If the CM SERVICE PROMPT message is received by the MSin MM sublayer states WAIT FOR OUTGOING MM
CONNECTION or in WAIT FOR ADDITIONAL OUTGOING MM CONNECTION then the mobile station shall send
an MM STATUS message with cause " Message not compatible with protocol state".

A mobile that does not support "Network Initiated MO CM Connection Request” shall return an MM STATUS message
with cause #97 "message type non-existent or not implemented” to the network.

If the mobile station supports "Network Initiated MO CM Connection Reguest” but the identified CM entity in the
mobile station does not provide the associated support, then the mobile station shall send an MM STATUS message
with cause " Service option not supported”. In the case of atemporary CM problem (eg lack of transaction identifiers)
then the mobile station shall send an MM STATUS message with cause " Service option temporarily out of order".

If an RR connection already exists and no MM specific procedure is running, the network may use it to send the CM
SERVICE PROMPT message.

In GSM, if the establishment of an RR connection is unsuccessful, or if any of the MM common procedures or the
security mode setting fail, thisisindicated to the CM layer in the network with an appropriate error cause.
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In UMTS, if the establishment of an RR connection is unsuccessful, or if any of the MM common procedures or the
security mode control fail, thisisindicated to the CM layer in the network with an appropriate error cause.

If an RR connection used for aMM specific procedure exists to the mobile station, the "Network Initiated MO CM
Connection Request" may be rejected or delayed depending on implementation. When the MM specific procedure has
been completed, the network may use the same RR connection for the delayed "Network Initiated MO CM Connection
Request".

45.1.3.3 Paging response in UMTS (UMTS only)

The network may initiate the paging procedure for CS services when the MSisIM S attached for CS services. To
initiate the procedure, the MM entity requests the RR sublayer to initiate paging (see 3GPP TS 25.331 and 3GPP TS
25.413) for CS services.

At reception of a paging message, the RR sublayer in the MS shall deliver a paging indication to the MM sublayer if the
paging was initiated by the MM entity in the network (see 3GPP TS 25.331). The MS shall respond with the PAGING
RESPONSE message defined in 3GPP TS 44.018, chapter 9.1.25. For reasons of backward compatibility the paging
response shall use the RR protocol discriminator.

If the M S receives a paging request for CS services during an ongoing MM procedure, and the M S has already
requested the establishment of a radio connection, the MS shall ignore the paging request and the MS and the network
shall continue the MM procedure.

45.1.4 Abnormal cases

The behaviour upon abnormal events is described together with the relevant RR procedure or MM common procedure.

4515 MM connection establishment for emergency calls

A MM connection for an emergency call may be established in all states of the mobility management sublayer which
allow MM connection establishment for anormal originating call. In addition, establishment may be attempted in all
service states where a cell is selected (see 4.2.2) but not in the MM CONNECTION ACTIVE state (GROUP
TRANSMIT MODE) state. However, as a network dependent option, aMM connection establishment for emergency
call may be rejected in some of the states.

NOTE: InGSM, if amobile station is camping in a network where voice services are not available
(CELL_BAR_QUALIFY_2 parameter indicates no voice service) and regquests an emergency call service,
the mobile station shall immediately go to "Any Cell Selection” state as defined in 3GPP TS 03.22, prior
to establishing the emergency call.

When a user requests an emergency call establishment the mobile station will send aCM SERVICE REQUEST
message to the network with a CM service type information element indicating emergency call establishment. If the
network does not accept the emergency call request, e.g., because IMEI was used as identification and this capability is
not supported by the network, the network will reject the request by returning a CM SERVICE REJECT message to the
mobile station.

The rgject cause information element indicates the reason for rejection. The following cause values may apply:
#3 "lllega MS'
#4 "IMS| unknownin VLR"
#5 "IMEI not accepted”
#6 "lllega ME"
#17  "Network failure”
#22  "Congestion"
#32  "Service option not supported”

#34  "Service option temporarily out of order”
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With the above defined exceptions, the procedures described for MM connection establishment in 4.5.1.1 and 4.5.1.2
shall be followed.

NOTE: Normally, the mobile station will beidentified by an IMSI or aTMSI. However, if none of these
identifiersis available in the mobile station, then the maobile station shall use the IMEI for identification
purposes. The network may in that case reject the request by returning a CM SERVICE REJECT message
with reject cause:

#5 "IMEI not accepted"”.

45.1.6 Call re-establishment

The re-establishment procedure allows a M S to resume a connection in progress after aradio link failure, possibly in a
new cell and possibly in a new location area. The conditions in which to attempt call re-establishment or not depend on
the call control state, see section 5.5.4 and, whether or not a cell allowing call re-establishment has been found (as
described in 3GPP TS 05.08). MM connections are identified by their protocol discriminators and transaction
identifiers: these shall not be changed during call re-establishment.

The re-establishment takes place when alower layer failure occurs and at least one MM connection is active (i.e.. the
mobile station's MM sublayer is either in state 6 "MM CONNECTION ACTIVE" or state 20 "WAIT FOR
ADDITIONAL OUTGOING MM CONNECTION").

NOTE: During are-establishment attempt the mobile station does not return to the MM IDLE state; thus no
location updating is performed even if the mobile is not updated in the location area of the selected cell.

No call re-establishment shall be performed for voice group and broadcast calls.

45.1.6.1 Call re-establishment, initiation by the mobile station
NOTE: The network isunableto initiate call re-establishment.

If at least one request to re-establish an MM connection is received from a CM entity as a response to the indication that
the MM connection isinterrupted (see 4.5.2.3.) the mobile station initiates the call re-establishment procedure. If
several CM entities request re-establishment only one re-establishment procedure isinitiated. If any CM entity requests
re-establishment, then re-establishment of all transactions belonging to al Protocol Discriminators that permit Call Re-
establishment shall be attempted.

Upon request of aCM entity to re-establish an MM connection the MM sublayer requests the RR sublayer to establish
an RR connection and enters MM sublayer state WAIT FOR REESTABLISH. Thisrequest contains an establishment
cause and a CM RE-ESTABLISHMENT REQUEST message. When the establishment of an RR connection is
indicated by the RR sublayer, the MM sublayer of the mobile station starts timer T3230, givesan indication to all CM
entities that are being re-established, and remainsin the MM sublayer state WAIT FOR REESTABLISH.

The CM RE-ESTABLISHMENT REQUEST message contains the
- mobile identity according to section 10.5.1.4;
- mobile station classmark 2;
- ciphering key sequence number.

NOTE: Whether or not a CM entity can request re-establishment depends upon the Protocol Discriminator. The
specifications for Short Message Service (3GPP TS 04.11), Call Independent Supplementary Services
(8GPP TS 24.010) and Location Services (3GPP TS 24.071) do not currently specify any re-
establishment procedures.

Upon receiving aCM RE-ESTABLISHMENT REQUEST message, the network shall analyse its content. Depending
on the type of request, the network may start any of the MM common procedures and RR procedures.

The network may initiate the classmark interrogation procedure, for example, to obtain further information on the
mobile station’s encryption capabilities.

The identification procedure (see section 4.3.3) may be invoked.

The network may invoke the authentication procedure (see section 4.3.2).
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In GSM, the network decidesif the security mode setting procedure shall be invoked (see 3GPP TS 44.018 [84] section
3.4.7).

Anindication from the RR sublayer that the security mode setting procedure is completed, or reception of aCM
SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.

In UMTS, the network decides if the security mode control procedure shall be invoked (see section 8.1.10in 3GPP TS
25.331). Anindication from the RR sublayer that the security mode control procedure is completed, or reception of a
CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.

The MM connection re-establishment is completed, timer T3230 shall be stopped, all CM entities associated with the
re-establishment shall be informed, and MM sublayer state MM CONNECTION ACTIVE isre-entered. All the MM
connections are considered to be active.

If the network cannot associate the re-establishment request with any existing call for that mobile station, aCM
SERVICE REJECT message is returned with the reject cause:

#38 "call cannot be identified"

If call re-establishment cannot be performed for other reasons, a CM SERVICE REJECT isreturned, the appropriate
reject cause may be any of the following (see annex G):

#4"IMS| unknown in VLR";

#6"illega ME";

#17  "network failure’;

#22  "congestion";

#32  "service option not supported”;

#34  "service option temporarily out of order".

Whatever the reject cause a mobile station receiving aCM SERVICE REJECT as aresponse to the CM RE-
ESTABLISHMENT REQUEST shall stop T3230, release all MM connections and proceed as described in section
4.5.3.1. In addition:

- if cause value #4 isreceived, the mobile station deletes any TMSI, LAl and ciphering key sequence number in
the SIM, changes the update statusto NOT UPDATED (and storesit in the SIM according to section 4.1.2.2),
and entersthe MM sublayer state WAIT FOR NETWORK COMMAND. If subsequently the RR connection is
released or aborted, this will force the mobile station to initiate a normal location updating). The CM re-
establishment request shall not be memorized during the location updating procedure.

- if cause value #6 is received, the mobile station deletes any TMSI, LAl and ciphering key sequence number in
the SIM, changes the update status to ROAMING NOT ALLOWED (and storesit in the SIM according to
section 4.1.2.2), and entersthe MM sublayer state WAIT FOR NETWORK COMMAND. The MS shall
consider the SIM asinvalid for non-GPRS services until switch-off or the SIM is removed.

45.1.6.2 Abnormal cases
Mobile station side:

a) Random access failure or RR connection establishment failure

If the mobile station detects a random access failure or RR connection establishment failure during the re-
establishment of an MM connection, the re-establishment is aborted and all MM connections are released.

b) RR connection failure

If aRR connection failure occurs, timer T3230 is stopped, the re-establishment is aborted and all active MM
connections are rel eased.

¢) IMSI deactivation
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If the IMSI deactivated during the re-establishment attempt then timer T3230 is stopped, the re-establishment is
aborted and all MM connections are released.

d) T3230 expires

If T3230 expires (i.e. no response is given but a RR connection is available) the re-establishment is aborted, all
active MM connections are released and the mobile station proceeds as described in section 4.5.3.1.

€) Reject causes #96, #97, #99, #100, #111 received
The mobile station shall perform the same actions as if timer T3230 had expired.
Network side:
a) RR connection failure

If a RR connection failure occurs after receipt of the CM RE-ESTABLISHMENT REQUEST the network shall
release all MM connections.

b) Invalid message content

Upon reception an invalid initial of message or aCM RE-ESTABLISHMENT REQUEST message with invalid
content, aCM SERVICE REJECT message shall be returned with one of the following appropriate Reject cause
indications:

#96: Mandatory information element error

#99: Information element non-existent or not implemented
#100: Conditional IE error

#111: Protocol error, unspecified

When the CM SERVICE REJECT message has been sent, the network shall release the RR connection.

45.1.7 Forced release during MO MM connection establishment

If the mobile station’s CM layer initiated the MM connection establishment but the CM layer wishes to abort the
establishment prior to the completion of the establishment phase, the mobile station shall send aCM SERVICE
ABORT message any time after the completion of the RR connection and not after the first CM message (e.g. SETUP)
issent.

If the first CM message has already been sent, the normal release procedure defined by the appropriate CM protocol
applies and the CM SERVICE ABORT shall not be sent.

Sending of the CM SERVICE ABORT message is only allowed during the establishment of the first MM connection,
where no other MM connection existsin parallel. If parallel MM connections exist already, a new connection
establishment cannot be aborted and normal MM connection release according to 4.5.3 applies after MM connection
establishment.

Upon transmission of the CM SERVICE ABORT message the mobile station shall set timer T3240 and enter the state
WAIT FOR NETWORK COMMAND, expecting the release of the RR connection.

Upon receipt of the CM SERVICE ABORT message the network shall abort ongoing processes, release the appropriate
resources, and unless another MM connection establishment is pending, initiate a normal release of the RR connection.

If the RR connection is not released within a given time controlled by timer T3240, the mobile station shall abort the
RR connection. In both cases, either after a RR connection release triggered from the network side or after aRR
connection abort requested by the mobile station side the mobile station shall return to state MM IDLE; the service state
depending upon the current update status as specified in section 4.2.3.

45.2 MM connection information transfer phase

After the MM connection has been established, it can be used by the CM sublayer entity for information transfer.
According to the protocol architecture described in 3GPP TS 24.007, each CM entity will have its own MM connection.
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These different MM connections are identified by the protocol discriminator PD and, additionally, by the transaction
identifier TI.

All MM common procedures may be initiated at any time while MM connections are active. Except for Short Message
Control which uses a separate layer 2 low priority datalink, no priority mechanism is defined between the CM, MM
and RR sublayer messages.

4521 Sending CM messages

A CM sublayer entity, after having been advised that a MM connection has been established, can request the transfer of
CM messages. The CM messages passed to the MM sublayer are then sent to the other side of the interface with the PD
and TI set according to the source entity.

45.2.2 Receiving CM messages

Upon receiving a CM message, the MM sublayer will distribute it to the relevant CM entity according to the PD value
and T1 value. However, if the received CM message is the first for the MM connection (identified by PD and T1), the
MM sublayer will in addition indicate to the CM entity that a new MM connection has been established.

45.2.3 Abnormal cases

RR connection failure:

If the RR connection failure occurs during a RR or MM common procedure, the consequent actions are
described together with that procedure.

In other cases, the following applies:
Mobile station:

The MM sublayer shall indicate to all CM entities associated with active MM connections that the MM
connection isinterrupted, the subsequent action of the MM sublayer (call re-establishment, see 4.5.1.6, or local
release) will then depend on the decisions by the CM entities.

Network:
The MM sublayer shall locally release all active MM connections. As an option the network may delay the
release of all or some of the MM connections to allow the mobile station to initiate call re-establishment
45.3 MM connection release
An established MM connection can be released by the local CM entity. The release of the CM connection will then be
donelocaly in the MM sublayer, i.e. no MM message are sent over the radio interface for this purpose.
4531 Release of associated RR connection

If all MM connections are released by their CM entities, and no RRLP procedure (see 3GPP TS 44.031 [23b]) and no
LCS procedure over RRC (see 3GPP TS 25.331 [23c]) is ongoing, the mobile station shall set timer T3240 and enter the
state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection.

If all MM connections are released by their CM entities and an RRLP procedure or LCS procedure over RRC is
ongoing, the MS shall start the timer T3241 and enter the state RR CONNECTION RELEASE NOT ALLOWED.

If the MS is expecting the release of the RR connectionin MM state WAIT FOR NETWORK COMMAND and an
RRLP procedure or LCS procedure over RRC is started, the MS shall stop the timer T3240, start the timer T3241 and
enter the state RR CONNECTION RELEASE NOT ALLOWED.

If the MSisin MM state RR CONNECTION RELEASE NOT ALLOWED and the ongoing RRLP procedure or LCS
procedure over RRC is finished, the MS shall stop the timer T3241, reset and start the timer T3240 and shall enter the
state WAIT FOR NETWORK COMMAND.
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In the network, if the last MM connection is released by its user, the MM sublayer may decide to releasethe RR
connection. The RR connection may be maintained by the network, e.g. in order to establish another MM connection.

If the RR connection is not released within a given time controlled by the timer T3240 or T3241, the mobile station
shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or
after aRR connection abort requested by the MS-side, the MS shall return to MM IDLE state; the service state
depending upon the current update status as specified in section 4.2.3.

45.3.2 Uplink release in a voice group call

(Only applicable for mobile stations supporting VGCS talking:)

If amobile station which isin the MM sublayer state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE)
receives a request from the GCC sublayer to perform an uplink release, the MM sublayer requests the RR sublayer to
perform an uplink release procedure and enters the MM sublayer state RECEIVING GROUP CALL (NORMAL
SERVICE).

4.6 Receiving a MM STATUS message by a MM entity.

If the MM entity of the mobile station receivesaMM STATUS message no state transition and no specific action shall
be taken as seen from the radio interface, i.e. local actions are possible.

With the exceptions described for the responses to the CM SERVICE PROMPT message, the actions to be taken on
receivingaMM STATUS message in the network are an implementation dependent option.

4.7 Elementary mobility management procedures for GPRS
services

4.7.1 General

This section describes the basic functions offered by the mobility management (GMM) sublayer at the radio interface
(reference point U/Uy). The functionality is described in terms of timers and procedures. During GMM procedures,

session management procedures and SM S procedures, see chapter 6, are suspended.
47.1.1 Lower layer failure
The lower layers shall indicate alogical link failure or an RR sublayer failure or an RRC sublayer failure to the GMM
sublayer. The failure indicates an error that cannot be corrected by the lower layers.
4.7.1.2 Ciphering of messages (GSM only)
If ciphering isto be applied on a GMM context, all GMM messages shall be ciphered except the following messages:
-- ATTACH REQUEST;
-- ATTACH REJECT,
-- AUTHENTICATION AND CIPHERING REQUEST;
-- AUTHENTICATION AND CIPHERING RESPONSE;
-- AUTHENTICATION AND CIPHERING REJECT;
-- IDENTITY REQUEST;
-- IDENTITY RESPONSE;
-- ROUTING AREA UPDATE REQUEST; and
-- ROUTING AREA UPDATE REJECT.
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4.7.1.3 P-TMSI signature

The network may assign a P-TM S| signature to an MSin an attach, routing area update, or P-TMSI reallocation
procedure. Only in combination with avalid P-TMSI, thisP-TMSI signature is used by the MS for authentication and
identification purposes in the subsequent attach , routing area update or detach procedure. If the MS has no valid P-
TMSI it shall not use the P-TMSI signature in the subsequent attach, routing area update or detach procedure. Upon
successful completion of the subsequent attach or routing area update procedure, the used P-TMSI signature shall be
deleted. Upon completion of the detach procedure, the used P-TMSI signature shall be deleted.

4.7.1.4 Radio resource sublayer address handling

In GSM, while apacket TMSI (P-TMSI) isused in the GMM sublayer for identification of an MS, atemporary logical
link identity (TLLI) isused for addressing purposes at the RR sublayer..

In UMTS aRadio Network Temporary Identity (RNTI) identifiesa UMTS user between the MS and the UTRAN. The
relationship between RNTI and IMSI isknown only inthe MS and in the UTRAN, see 3GPP TS 25.301[10]
47.1.4.1 Radio resource sublayer address handling (GSM only)

This section describes how the RR addressing is managed by GMM. For the detailed coding of the different TLLI types
and how aTLLI can be derived from aP-TMSI, see 3GPP TS 23.003 [10].

Two cases can be distinguished:
- avaid P-TMS| isavailablein the MS; or
- novalid P-TMS| isavailableinthe MS
i) vaidP-TMSI available

If the MS has stored avalid P-TM S|, the MS shall derive aforeign TLLI from that P-TMSI and shall useit for
transmission of the:

- ATTACH REQUEST message of any GPRS combined/non-combined attach procedure; other GMM
messages sent during this procedure shall be transmitted using the same foreign TLLI until the ATTACH
ACCEPT message or the ATTACH REJECT messageis received; and

- ROUTING AREA UPDATE REQUEST message of a combined/non-combined RAU procedure if the MS
has entered a new routing area, or if the GPRS update status is not equal to GU1 UPDATED. Other GMM
messages sent during this procedure shall be transmitted using the same foreign TLLI, until the ROUTING
AREA UPDATE ACCEPT message or the ROUTING AREA UPDATE REJECT message is received.

After asuccessful GPRS attach or routing area update procedure, independent whether a new P-TM S is
assigned, if the MS has stored avalid P-TMSI then the MS shall derivealocal TLLI from the stored P-TM S|
and shall useit for addressing at lower layers.

ii) novalidP-TMSI available

When the MS has not stored avalid P-TMSI, i.e. the MSis not attached to GPRS, the M S shall use arandomly
selected random TLLI for transmission of the:

- ATTACH REQUEST message of any combined/non-combined GPRS attach procedure.

The same randomly selected random TLLI value shall be used for all message retransmission attempts and for
the cell updates within one attach attempt.

Upon receipt of an ATTACH REQUEST message, the network shall assign aP-TMSI to the MS. The network
derivesalocal TLLI from the assigned P-TMSI, and transmits the assigned P-TM S| to the M S.

Upon receipt of the assigned P-TM SI, the MS shall derive the local TLLI from this P-TMSI and shall useit for
addressing at lower layers.

In both cases, the M S shall acknowledge the reception of the assigned P-TM SI to the network. After receipt of the
acknowledgement, the network shall usethelocal TLLI for addressing at lower layers.
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4.7.1.5 P-TMSI handling

4.7.15.1 PTMSI handling in GSM

If anew P-TMSI isassigned by the network the MS and the network shall handle the old and the new P-TM S| as
follows:

Upon receipt of a GMM message containing a new P-TM S| the MS shall consider the new P-TM S| and new RAI and
also the old P-TM S| and old RAI as valid in order to react to paging requests and downlink transmission of LLC
frames. For uplink transmission of LLC frames the new P-TMSI shall be used.

The MS shall consider the old P-TMSI and old RAI asinvalid as soon asan LLC frameis received with the local TLLI
derived from the new P-TMSI.

Upon the transmission of a GMM message containing a new P-TMSI the network shall consider the new P-TMSI and
new RAI and also the old P-TM S| and old RAI as valid in order to be able to receive LLC frames from the M S.

The network shall consider the old P-TMSI and old RAI asinvalid as soon as an LLC frame is received with the local
TLLI derived from the new P-TMSI.

4.7.1.5.2 PTMSI handling in UMTS

If anew P-TMSI isassigned by the network the MS and the network shall handle the old and the new P-TMSI as
follows:

Upon receipt of a GMM message containing a new P-TMSI the MS shall consider the new P-TMSI and new RAI as
valid. Old P-TMSI and P-TMSI signature are regarded as invalid.

The network shall consider the old P-TM S| and old RAI asinvalid as soon as an acknowledge message (e.g. ATTACH
COMPLLETE, ROUTING AREA UPDATE COMPLETE and P-TMSI REALLOCATION COMPLETE) isreceived.
4.7.1.6 Change of network mode of operation

In the following tables below the abbreviations'GSM I’, 'GSM I’ and 'GSM |11’ are used for network operation mode I,
[land Il in GSM.

In the following tables below the abbreviations ' UMTS I’ and "UMTS |1’ are used for network operation modes | and 11
inUMTS.

4.7.1.6.1 Change of network mode of operation in GSM (GSM only)

Whenever an MS moves to a new RA, the procedures executed by the M'S depend on the network mode of operation in
the old and new routing area.

In case the MSisin state GMM-REGISTERED or GMM-ROUTING-AREA-UPDATING-INITIATED and isin
operation mode:

a) A or B (with the exceptionsin b and ¢ below), the M'S shall execute:

Table 4.7.1.6.1/3GPP TS 24.008: Mode A or B

Network operation Procedure to execute
mode change
I > llorl - 1l Normal Location Update(*),
followed by a Normal Routing Area Update
I = 1orlll -1l Normal Location Update (see section 4.2.2),
followed by a Normal Routing Area Update
Il - lorlll - 1 Combined Routing Area Update with IMSI attach
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b) B which revertsto operation mode C in network operation mode 11, the MS shall execute:

Table 4.7.1.6.2/3GPP TS 24.008: Mode B which reverts into mode C in network operation mode ||

Network operation
mode change

Procedure to execute

(|

Normal Location Update(*),
followed by a Normal Routing Area Update

I - Nl orll - Il IMSI Detach (see section 4.3.4),
followed by a Normal Routing Area Update
- lorlll - | Combined Routing Area Update with IMSI attach

|| ]|

IMSI attach (see section 4.4.3),
followed by a Normal Routing Area Update

¢) B whichrevertsto IMSI attached for CS services only in network operation mode 111, the MS shall execute:

Table 4.7.1.6.3/3GPP TS 24.008: Mode B which reverts into IMSI attached for CS services only in

network operation mode Il

Network operation
mode change

Procedure to execute

(|

Normal Location Update(*),
followed by a Normal Routing Area Update

I - 1

Normal Location Update(*),
followed by a GPRS Detach with type indicating "GPRS Detach"

(|||

Normal Location Update (see section 4.2.2),
followed by a GPRS Detach with detach type indicating "GPRS Detach"

- 1

Combined Routing Area Update with IMSI attach

I -1

Combined GPRS Attach
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|| Normal Location Update (see section 4.2.2),
followed by a Normal GPRS Attach

(*) Intended to remove the Gs association in the MSC/VLR.

Further details are implementation issues.

4.7.1.6.2 Change of network mode of operation in UMTS (UMTS only)

Whenever an MS moves to anew RA, the procedures executed by the M S depend on the network mode of operationin
the old and new routing area.

In casethe MSisin state GMM-REGISTERED or GMM-ROUTING-AREA-UPDATING-INITIATED and isin
operation mode A, the MS shall execute:

Table 4.7.1.6.4/3GPP TS 24.008: Mode A

Network operation Procedure to execute
mode change

(|| Normal Location Update(*),

followed by a Normal Routing Area Update

Combined Routing Area Update with IMSI attach

- 1

™* Intended to remove the Gs association in the MSC/VLR.

Further details are implementation issues.

4.7.1.6.3 Change of network mode of operation at UMTS to GSM inter-system change

Whenever an MS moves to a new RA supporting the GSM radio interface, the procedures executed by the M S depend
on the network mode of operation in the old and new routing area.

In casethe MSisin state GMM-REGISTERED or GMM-ROUTING-AREA-UPDATING-INITIATED and isin
operation mode:
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a) AinUMTS, an MSthat changes to GPRS operation mode A or B in GSM shall execute:

Table 4.7.1.6.5/3GPP TS 24.008: Mode A in UMTS changing to GPRS mode A or B in GSM

Network operation
mode change

Procedure to execute

UMTS | - GSM |

Combined Routing Area Update

UMTS Il ~ GSM |

Combined Routing Area Update with IMSI attach

UMTS | - GSM Il or
UMTS | - GSM Il

Normal Location Update(*),
followed by a Normal Routing Area Update

b) AinUMTS, an MS that changes due to M S specific characteristics to GPRS operation mode C in network

operation mode 11 in GSM shall execute:

Table 4.7.1.6.6/3GPP TS 24.008: Mode A in UMTS changing to GPRS mode C in GSM

Network operation
mode change

Procedure to execute

UMTS | - GSM Il or
UMTS Il -~ GSM llI

IMSI detach (see section 4.3.4),
followed by a Normal Routing Area Update

ETSI TS 124 008 V4.3.0 (2001-06)

¢) AinUMTS, an MSthat changes due to M S specific characteristicsto IM S| attached for CS servicesonly in
network operation mode I11 in GSM shall execute:

Table 4.7.1.6.7/3GPP TS 24.008: Mode A in UMTS changing to IMSI attached for CS services only in
GSM

Network operation
mode change

Procedure to execute

UMTS | - GSM Il or
UMTS Il -~ GSM llI

Normal Location Update (see section 4.4.1),
followed by a GPRS Detach with detach type indicating "GPRS Detach"

d) CinUMTS, the MS shall change to GPRS operation mode C in GSM and shall execute the normal Routing
Area Update procedure

€) CSinUMTS, the MS shall execute the normal Location Update procedure
*) Intended to remove the Gs association in the MSC/VLR.
Further details are implementation issues.

4.7.1.6.4

Whenever an MS moves to anew RA supporting the UMTS radio interface, the procedures executed by the M S depend
on the network mode of operation in the old and new routing area.

Change of network mode of operation at GSM to UMTS inter-system change

In case the MSisin state GMM-REGISTERED or GMM-ROUTING-AREA-UPDATING-INITIATED and isin
operation mode:

a) A orBinGSM, the MS shall change to operation mode A in UMTS and shall execute:

Table 4.7.1.6.8/3GPP TS 24.008: Mode A or B in GSM changing to mode A in UMTS

Network operation mode

Procedure to execute

change
GSMI| - UMTS | Combined Routing Area Update
GSM Il -~ UMTS | Combined Routing Area Update with IMSI attach
GSM 1 - UMTS I Normal Location Update(*),

followed by a Normal Routing Area Update

GSM Il - UMTS Il or
GSM Il - UMTS 1l

Normal Location Update,
followed by a Normal Routing Area Update
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b) Cin GSM, an MSthat changes to operation mode C in UMTS shall execute aNormal Routing Area Update.

¢) CinGSM, an MSthat, due to MS specific characteristics operated in GPRS operation mode C in network
operation mode 111 in GSM changes to operation mode A in UMTS shall execute:

Table 4.7.1.6.9/3GPP TS 24.008: Mode C changing to mode A in UMTS

Network operation Procedure to execute
mode change
GSM Il - UMTS | Combined Routing Area Update with IMSI attach
GSMIIl - UMTS 1I IMSI attach (see section 4.4.3),
Followed by a Normal Routing Area Update

d) IMSI attached for non-GPRS services only, an M S that, due to M S specific characteristics, operated in
network operation mode |11 in GSM and changes to operation mode A in UMTS shall execute:

Table 4.7.1.6.10/3GPP TS 24.008: IMSI attached for non-GPRS services only changing to mode A in

*)

UMTS
Network operation Procedure to execute
mode change
GSM Il - UMTS | Combined GPRS Attach for GPRS and non-GPRS services
GSM Il - UMTS I GPRS Attach

Intended to remove the Gs association in the MSC/VLR.

Further details are implementation issues.

4.7.1.7 Intersystem change between GSM and UMTS

For the UMTS to GSM and GSM to UMT S intersystem change the following cases can be distinguished:

a)

b)

Intersystem change between cells belonging to different RA’s

The procedures executed by the M S depends on the network mode of operation in the old and new RA. If a
change of the network operation mode has occurred in the new RA, then the MS shall behave as specified in
section 4.7.1.6. If no change of the network operation mode has occurred in the new RA, then the MS shall
initiate the normal or combined RA update procedure depending on the network operation mode in the current
RA.

Intersystem change between cells belonging to the same RA:

If the READY timer isrunning inthe MSin GSM or the MSisin PMM-CONNECTED mode in UMTS, then
the M S shall perform a normal or combined RA update procedure depending on the network mode of operation
in the current RA.

If the READY timer is not running inthe MSin GSM or the MSisin PMM-IDLE modein UMTS, thenthe MS
shall not perform a RA update procedure (as long as the M S stays within the same RA) until up-link user data or
signalling information needs to be sent from the M S to the network.

- If theMSisin the same access network, GSM or UMTS, aswhen it last sent user data or signalling
messages, the procedures defined for that access system shall be followed. This shall be sending of an LLC
PDU inaGSM cdll or initiating the SERVICE REQUEST procedureina UMTS cell.

- If the MSisin adifferent access network, GSM or UMTS, aswhen it last sent user data or signalling
messages, the normal or combined RA update procedure shall be performed depending on the network
operation mode in the current RA, before the sending of user data or signalling messages. If the signalling
message isa DETACH REQUEST containing cause "power off", the RA update procedure need not to be
performed.

- If the periodic routing area update timer expires the MS shall initiate the periodic RA update procedure.

If the READY timer is not running in the network in GSM or the network isin PMM-IDLE mode in UMTS,
then the network shall page the MS if down-link user data or signalling information needs to be sent from the
network to the MS. This shall include both GSM and UMTS cells.
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- If the MSreceives the paging indication in the same access network, GSM or UMTS, aswhen it last sent user
data or signalling information, the MS shall send any LLC PDU ina GSM cell or shall initiate the SERVICE
REQUEST procedure indicating service type "paging response” inaUMTS cell.

- If the MSreceives the paging indication in a different access network, GSM or UMTS, aswhen it last sent
user data or signalling information, the normal or combined RA update procedure shall be performed
depending on the network operation mode in the current RA.

c) Intersystem handover from GSM to UMTS during a CS connection:

After the successful completion of the handover from an GSM cell to an UMTS cell, an MS which has
performed the GPRS suspension procedure in Gb mode (see TS 44.018) (i.e. an MSin MS operation mode B or
anDTM MSinaGSM cell that does not support DTM) shall perform a normal RA update procedure in the
UMTS cell in order to resume the GPRS servicesin the network, before sending any other signalling messages
or user data.

4.7.1.8 List of forbidden PLMNSs for GPRS service

The Mobile Equipment shall contain alist of " forbidden PLMNs for GPRS service ". Thislists shall be erased when
the MSis switched off or when the SIM isremoved. The PLMN identification received on the BCCH shall be added to
the list whenever a GPRS attach, GPRS detach or routing area update is rejected by the network with the cause " GPRS
services not allowed in this PLMN ". The maximum number of possible entriesin thislist isimplementation dependant,
but must be at least one entry. When the list is full and anew entry has to be inserted, the oldest entry shall be deleted.

4.7.2 GPRS Mobility management timers and UMTS PS signalling
connection control

4721 READY timer behaviour

47211 READY timer behaviour (GSM only)

The READY timer, T3314 isused in the MS and in the network per each assigned P-TMSI to control the cell updating
procedure.

When the READY timer isrunning or has been deactivated the M S shall perform cell update each time anew cell is
selected (see TS 03.22 [82]). If arouting area border is crossed, a routing area updating procedure shall be performed
instead of a cell update.

When the READY timer has expired the MS shall:
- perform the routing area updating procedure when arouting area border is crossed;
- not perform a cell update when anew cell is selected.

All other GMM procedures are not affected by the READY timer.

The READY timer is started:

- inthe MS when the GMM entity receives an indication from lower layers that an LLC frame other than LLC
NULL frame has been transmitted on the radio interface; and

- inthe network when the GMM entity receives an indication from lower layers that an LLC frame other than LLC
NULL frame has been successfully received by the network.

Within GMM signalling procedures the network includes aforce to standby’ information element, in order to indicate
whether or not the READY timer shall be stopped when returning to the GMM-REGISTERED state. If the forceto
standby’ information element is received within more than one message during a ongoing GMM specific procedure, the
last one received shall apply. If the READY timer is deactivated and the network indicates force to standby’ with the
force to standby’ information element, this shall not cause a modification of the READY timer.

The READY timer is not affected by state transitions to and from the GMM-REGISTERED.SUSPENDED sub-state.
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The value of the READY timer may be negotiated between the MS and the network using the GPRS attach or GPRS
routing area updating procedure.

- If the MSwishesto indicate its preference for aREADY timer value it shall include the preferred values into the
ATTACH REQUEST and/or ROUTING AREA UPDATE REQUEST messages. The preferred values may be
smaller, equal to or greater than the default values or may be equal to the value requesting the READY Timer
function to be deactivated.

- Regardless of whether or not a timer value has been received by the network in the ATTACH REQUEST or
ROUTING AREA UPDATE REQUEST messages, the network may include atimer value for the READY timer
(different or not from the default value) into the ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT
messages, respectively. If the READY Timer value wasincluded, it shall be applied for the GMM context by the
network and by the MS.

- When the MS proposes a READY Timer value and the Network does not include any READY Timer Valuein
its answer, then the value proposed by the MS shall be applied for the GMM context by the Network and by the
MS.

- When neither the MS nor the Network proposes a READY Timer value into the ATTACH ACCEPT or
ROUTING AREA UPDATE ACCEPT message, then the default value shall be used.

If the negotiated READY timer value indicates that the ready timer function is deactivated, the READY timer shall
aways run without expiry. If the negotiated READY timer value indicates that the ready timer function is deactivated,
and within the same procedure the network indicates 'force to standby’ with the force to standby’ information element,
the READY timer shall aways run without expiry. If the negotiated READY timer valueis set to zero, READY timer
shall be stopped immediately.

To account for the LLC frame uplink transmission delay, the READY timer value should be dlightly shorter in the
network than in the MS. Thisis a network implementation issue.

If anew READY timer value is negotiated, the MS shall upon the reception of the ATTACH ACCEPT or ROUTING
AREA UPDATE ACCEPT message perform ainitial cell update (either by transmitting a LLC frame or, if required, a
ATTACH COMPLETE or ROUTING AREA UPDATE COMPLETE message), in order to apply the new READY
timer value immediately. If both the network and the M S supports the Cell Notification, the initial cell update shall use
any LLC frame except the LLC NULL frame. If the new READY timer valueis set to zero or if the network indicates
'force to standby’ with the 'force to standby’ |E, the initial cell update should not be done.

4.7.2.1.2 Handling of READY timer in UMTS (UMTS only)
The READY timer isnot applicable for UMTS.

AnMS may indicate aREADY timer value to the network inthe ATTACH REQUEST and the ROUTING AREA
UPDATE REQUEST messages.

If aREADY timer valueis received by an MS capable of both UMTS and GSM in the ATTACH ACCEPT or the
ROUTING AREA UPDATE ACCEPT messages, then the received value shall be stored by the M S in order to be used
a an intersystem change from UMTSto GSM.

4.7.2.2 Periodic routing area updating

Periodic routing area updating is used to periodically notify the availability of the MS to the network. The procedure is
controlled in the MS by the periodic RA update timer, T3312. The value of timer T3312 is sent by the network to the
MSin the messages ATTACH ACCEPT and ROUTING AREA UPDATE ACCEPT. The value of the timer T3312
shall be unique within a RA.

In GSM, the timer T3312 isreset and started with itsinitial value, when the READY timer is stopped or expires. The
timer T3312 is stopped and shall be set to itsinitial value for the next start when the READY timer is started. If after a
READY timer negotiation the READY timer valueis set to zero, timer T3312 isreset and started with itsinitial value
If theinitial READY timer valueis zero, the timer T3312 isreset and started with itsinitial value, when the ROUTING
AREA UPDATE REQUEST message is transmitted.

InUMTS, thetimer T3312 isreset and started with itsinitial value, when the M S goes from PMM-CONNECTED to
PMM-IDLE mode. The timer T3312 is stopped when the M'S enters PMM-CONNECTED mode.
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When timer T3312 expires, the periodic routing area updating procedure shall be started and the timer shall be set to its
initial value for the next start.

If the MSisin other state than GMM-REGISTERED.NORMAL-SERVICE when the timer expires the periodic routing
area updating procedure is delayed until the M S returns to GMM-REGISTERED.NORMAL-SERVICE.

In GSM, if the MSin MS operation mode B isin the state GMM-REGISTERED.SUSPENDED when the timer expires
the periodic routing area updating procedure is delayed until the state isleft.

The network supervises the periodic routing area updating procedure by means of the Mobile Reachable timer. The
M obile Reachable timer shall be longer than the periodic RA update timer. When the Mobile Reachable timer expires,
typically the network stops sending paging messages to the mobile and may take other appropriate actions.

In GSM, the Mobile Reachable timer is reset and started with itsinitial value, when the READY timer is stopped or
expires. The Mobile Reachable timer is stopped and shall be set to itsinitial value for the next start when the READY
timer is started.

In GSM, if after aREADY timer negotiation the READY timer valueis set to zero the Mobile Reachable timer is reset
and started with itsinitial value. If theinitial READY timer value is zero, the Mobile Reachableis reset and started with
itsinitial value, when the ROUTING AREA UPDATE REQUEST message is received.

InUMTS, the Mobile Reachable timer is reset and started with itsinitial value, when the MS goes from PMM-
CONNECTED to PMM-IDLE mode. The Mobile Reachable timer is stopped when the M S enters PMM-CONNECTED
mode.

If the MSisboth IMS| attached for GPRS and non-GPRS services, and if the MS lost coverage of the registered PLMN
and timer T3312 expires, then:

a) if the MSreturnsto coverage in a cell that supports GPRS and that indicates that the network isin network
operation mode I, then the MS shall either perform the combined routing area update procedure indicating
"combined RA/LA updating with IMSI attach"; or

b) if the MSreturnsto coveragein acell in the same RA that supports GPRS and that indicates that the network is
in network operation mode I1 or 111, then the MS shall perform the periodic routing area updating procedure
indicating "Periodic updating” and shall perform the periodic location updating procedure; or

c) if the MSreturnsto coverage in a cell that does not support GPRS, then, depending upon the LA of the cell, the
MS shall either perform the periodic location updating procedure or a normal location updating procedure. In
addition, the MS shall perform a combined routing area update procedure indicating "combined RA/LA updating
with IMSI attach" when the M S enters a cell that supports GPRS and that indicates that the network isin
network operation mode I; or

d) if the MSreturnsto coverage in anew RA the description given in section 4.7.5 applies.

If the MSisboth IMSI attached for GPRS and non-GPRS services in a network that operates in network operation
mode I, and if the MS has camped on a cell that does not support GPRS, and timer T3312 expires, then the M S shall
start an MM location updating procedure. In addition, the MS shall perform a combined routing area update procedure
indicating "combined RA/LA updating with IMS| attach” when the MS enters a cell that supports GPRS and indicates
that the network isin operation mode .

In GSM, timer T3312 shall not be stopped when a GPRS M S enters state GMM-REGISTERED.SUSPENDED.

4.7.2.3 PMM-IDLE mode and PMM-CONNECTED mode (UMTS only)

An MS shall enter PMM-CONNECTED mode when a PS signalling connection for packet switched domainis
established between the MS and the network. The MS shall not perform periodic routing area update in PMM-
CONNECTED mode.

An MS shall enter PMM-IDLE mode when the PS signalling connection for packet switched domain between the MS
and the network has been released. The M S shall perform periodic routing area update in PMM-IDLE mode.

4.7.2.4 Handling of Force to standby in UMTS (UMTS only)

Force to standby is not applicable for UMTS.
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The network shall always indicate Force to standby not indicated in the Force to standby information element.

The Force to standby information element shall be ignored by the MS.

4.7.2.5 RA Update procedure for Signalling Connection Re-establishment (UMTS
only)

When the M S receives an indication from the lower layers that the RRC connection has been released with cause
“Directed signalling connection re-establishment”, see 3GPP TS 25.331, then the M S shall enter PMM-IDLE mode and
initiate immediately a normal routing area update procedure (the use of normal or combined procedure depends on the
network operation mode in the current serving cell) regardless whether the routing area has been changed since the last
update or not.

4.7.3 GPRS attach procedure

The GPRS attach procedure is used for two purposes:

- norma GPRS attach, performed by the MSto IMSI attach for GPRS services only. The normal GPRS attach
procedure shall be used by GPRS MSsin M'S operation mode C, independent of the network operation mode. It
shall also be used by GPRS MSsin M S operation modes A or B if the network operates in network operation
mode 1l or Il .

- combined GPRS attach procedure, used by GPRS MSsin M S operation modes A or B to attach the IMS| for
GPRS and non-GPRS services provided that the network operatesin network operation mode .

With a successful GPRS attach procedure a GMM context is established.

Section 4.7.3.1 describes the GPRS attach procedure to attach the IMSI only for GPRS services. The combined GPRS
attach procedure used to attach the IMSI for both GPRS and non-GPRS servicesis described in section 4.7.3.2.

If an IMSI attach for non-GPRS servicesis requested and a GMM context exists, the routing area updating procedure
shall be used as described in section 4.7.5.2.

To limit the number of subsequently rejected attach attempts, a GPRS attach attempt counter isintroduced. The GPRS
attach attempt counter shall be incremented as specified in section 4.7.3.1.5. Depending on the value of the GPRS
attempt counter, specific actions shall be performed. The GPRS attach attempt counter shall be reset when:

- the MSispowered on;

- aSIM isinserted;

- aGPRS attach procedure is successfully completed; or

- acombined GPRS attach procedure is completed for GPRS services only with cause #2, #16, #17 or #22
- aGPRS attach procedure is completed with cause #11, #12, #13 or #15,

and additionally when the MSisin substate ATTEMPTING-TO-ATTACH:

- expiry of timer T3302;

- anew routing areais entered; or

- anattach istriggered by CM sublayer requests.

The mobile equipment shall contain alist of "forbidden location areas for roaming”, as well asalist of "forbidden
location areas for regional provision of service". The handling of these listsis described in section 4.4.1; the same lists
are used by GMM and MM procedures.

The Mobile Equipment shall contain alist of "equivalent PLMNS". The handling of thislist is described in section
4.4.1, the samelist is used by GMM and MM procedures.
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4.7.3.1 GPRS attach procedure for GPRS services
The GPRS attach procedureisa GMM procedure used by GPRS MSsto IMSI attach for GPRS services.

The attach type information element shall indicate " GPRS attach".

47.31.1 GPRS attach procedure initiation

In state GMM-DEREGISTERED, the MSinitiates the GPRS attach procedure by sending an ATTACH REQUEST
message to the network, starts timer T3310 and enters state GMM-REGISTERED-INITIATED.

The MS capable both UMTS and GSM or only GSM system shall include avalid P-TMSI, if any is available, the P-
TMSI signature associated with the P-TMSI and the routing area identity associated with the P-TMS| inthe ATTACH
REQUEST message. If thereisno valid P-TM S| available, the IMSI shall be included instead of the P-TMSI and P-
TMSI signature.

The MS shall also indicate within the DRX parameters whether it supports the split pg cycle option on CCCH. The
optional support of the split pg cycle on CCCH by the network isindicated in SI13 or PSI1. Split pg cycleon CCCH is
applied by both the network and the MS when the split pg cycle option is supported by both (see 3GPP TS 05.02).

In UMTS, if the MS wishes to prolong the established PS signalling connection after the GPRS attach procedure, it may
set afollow-on request pending indicator on.

4.7.3.1.2 GMM common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM identification and GMM authentication and
ciphering procedure, depending on the received information such asIMSI, CKSN, old RAI, P-TMSI and P-TMSI
signature.

47.3.1.3 GPRS attach accepted by the network
If the GPRS attach request is accepted by the network, an ATTACH ACCEPT message is sent to the MS.

The P-TMSI reallocation may be part of the GPRS attach procedure. The P-TMSI that shall be alocated is then
included in the ATTACH ACCEPT message together with the routing area identifier. The network shall, in this case,
change to state GMM-COMM ON-PROCEDURE-INITIATED and shall start timer T3350 as described in section 4.7.6.
Furthermore, the network may assign a P-TMSI signature for the GMM context which is then also included in the
ATTACH ACCEPT message. If the LAl or PLMN identity that has been transmitted in the ATTACH ACCEPT
message is a member of any of the "forbidden” lists, any such entry shall be deleted. Additionally, the network shall
include the radio priority level to be used by the MS for mobile originated SM S transfer in the ATTACH ACCEPT
message.

In GSM, the Cell Notification information element shall be included in the ATTACH ACCEPT message by the network
which indicates that the Cell Notification is supported by the network.

In UMTS, the network should prolong the PS signalling connection if the mobile station has indicated a follow-on
request pending in ATTACH REQUEST. The network may also prolong the PS signalling connection without any
indication from the mobile terminal.

The MS, receiving an ATTACH ACCEPT message, stores the received routing areaidentification, stops timer T3310,
reset the GPRS attach attempt counter, reset the routing area updating attempt counter, enters state GMM-
REGISTERED and sets the GPRS update status to GU1 UPDATED.

If the message contains a P-TM SI, the MS shall use this P-TM S| as the new temporary identity for GPRS services. In
this case, an ATTACH COMPLETE message is returned to the network. The MS shall deleteits old P-TM S| and shall
store the new one. If no P-TMSI has been included by the network in the ATTACH ACCEPT message, the old P-TMSI,
if any available, shall be kept.

If the message contains a P-TM SI signature, the MS shall use this P-TMSI signature as the new temporary signature for
the GMM context. The MS shall delete its old P-TMSI signature, if any is available, and shall store the new one. If the
message contains no P-TM S| signature, the old P-TM S signature, if available, shall be deleted.
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The network may also send alist of "equivalent PLMNS" inthe ATTACH ACCEPT message. Each entry of thelist
containsa PLMN code (MCC+MNC). The mobile station shall store the list, as provided by the network, except that
any PLMN code that is aready in the “forbidden PLMN” list shall be removed from the “equivalent PLMNS’ list
before it is stored by the mobile station. In addition the mobile station shall add to the stored list the PLMN code of the
network that sent the list. All PLMNs in the stored list shall be regarded as equivalent to each other for PLMN selection,
cell selection/re-selection and handover. The stored list in the mobile station shall be replaced on each occurrence of the
ATTACH ACCEPT message. If no list is contained in the message, then the stored list in the mobile station shall be
deleted. The list shall be stored in the mobile station while switched off so that it can be used for PLMN selection after
switch on.

After that in UMTS, if the mobile station has indicated follow-on request pending and has a CM application request
pending, it shall send an appropriate message (for example ACTIVATE PDP CONTEXT REQUEST) to the network.

In GSM, if the ATTACH ACCEPT message contains the Cell Notification information element, then the MS shall start
to usethe LLC NULL frame to perform cell updates. The network receiving an ATTACH COMPLETE message stops
timer T3350, changes to GMM-REGISTERED state and considers the P-TMSI sent in the ATTACH ACCEPT message
asvalid.

47.3.1.4 GPRS attach not accepted by the network

If the attach regquest cannot be accepted by the network, an ATTACH REJECT message istransferred to the MS. The
MS receiving the ATTACH REJECT message, deletes the list of “equivalent PLMNS’, stops timer T3310 and takes one
of the following actions depending upon the reject cause:

#3  (lllega MS);
#6  (lllegd ME);

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall storeit according
to section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number. The new GMM state is GMM-DEREGISTERED. The SIM shall be considered asinvalid for GPRS
services until switching off or the SIM is removed.

If theMSisIMS| attached via MM procedures, the MS shall in addition set the update statusto U3
ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The new
MM stateis MM IDLE. The SIM shall be considered asinvalid also for non-GPRS services until switching
off or the SIM is removed.

#7  (GPRS services not alowed);

The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED (and shall store it according
to section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence
number. The SIM shall be considered as invalid for GPRS services until switching off or the SIM is removed.
The new state is GMM-DEREGISTERED.

#8  (GPRS services and non-GPRS services not allowed);

The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED (shall store it according to
section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number. The new GMM state is GMM-DEREGISTERED. The new MM stateis MM IDLE.

The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAl and
ciphering key sequence number. The SIM shall be considered asinvalid for GPRS and non-GPRS services
until switching off or the SIM is removed.

#11 (PLMN not alowed);

#12 (Location areanot allowed);

#13 (Roaming not allowed in thislocation area); or
#15: No Suitable Cells In Location Area:

The MS shall delete any RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to
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section 4.1.3.2), shall reset the GPRS attach attempt counter and shall change to state GMM-
DEREGISTERED.

If the MSisIMSI attached via MM procedures, the MS shall in addition set the update statusto U3
ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. and shall
reset the location update attempt counter. The new MM stateis MM IDLE.

The MS shall storethe LAI or the PLMN identity in the appropriate forbidden list, i.e. in the "forbidden
PLMN ligt" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause
#12 or in the list of "forbidden location areas for roaming” for cause #13 and #15. If cause #11 or #13 was
received, the MS shall perform a PLMN selection instead of a cell selection. If cause #15 was received the
MS shall search for asuitable cell in adifferent location area on the same PLMN.

#14 (GPRS services not allowed in this PLMN)

The MS shall delete any RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2) and shall change to state GMM-DEREGISTERED.

The MS shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list. A GPRS M S operating
in MS operation mode C shall perform a PLMN selection instead of a cell selection.

A GPRS M S operating in MS operation mode A or B in network operation mode |1 or 111, is still IMSI attached
for CS services in the network.

Other values are considered as abnormal cases. The specification of the M S behaviour in those casesis specified in
section 4.7.3.1.5.

47.3.1.5 Abnormal cases in the MS

The following abnormal cases can be identified:

a)

b)

d)

f)

Access barred because of access class control

The GPRS attach procedure shall not be started. The M S staysin the current serving cell and applies normal cell
reselection process. The GPRS attach procedure is started as soon as possible, i.e. when access is granted or
because of acell change.

Lower layer failure before the ATTACH ACCEPT or ATTACH REJECT message isreceived
The procedure shall be aborted. The MS shall proceed as described below.
T3310 time-out

On thefirst expiry of the timer, the MS reset and restart timer T3310 and shall retransmit the ATTACH
REQUEST message. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3310, the
GPRS attach procedure shall be aborted and the M S shall proceed as described below.

ATTACH REJECT, other causes than those treated in section 4.7.3.1.4
The MS shall proceed as described below.

Change of cell within the same RA (GSM only)

If acell change occurs within the same RA when the MSisin state GMM-REGISTERED-INITIATED, then
the cell update procedure shall be performed before completion of the attach procedure.

Change of cell into anew routing area

If acell changeinto a new routing area occurs before an ATTACH ACCEPT or ATTACH REJECT message
has been received, the GPRS attach procedure shall be aborted and re-initiated immediately. If arouting area
border is crossed when the ATTACH ACCEPT message is received but beforean ATTACH COMPLETE
message is sent, the GPRS attach procedure shall be aborted and the routing area updating procedure shall be
initiated. If aP-TMSI was alocated during the GPRS attach procedure, this P-TMSI shall be used in the
routing area updating procedure. If aP-TMSI signature was allocated together with the P-TMSI during the
GPRS attach procedure, this P-TM S| signature shall be used in the routing area updating procedure.
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g) Mobile originated detach required

If the MSisin state GMM-REGISTERED-INITIATED, the GPRS attach procedure shall be aborted and the
GPRS detach procedure shall be performed (see 4.7.4.1).

h) Procedure collision

If the MSreceives a DETACH REQUEST message from the network in state GMM-REGISTERED-
INITIATED with type of detach 're-attach not required, the GPRS detach procedure shall be progressed and
the GPRS attach procedure shall be aborted. Otherwise the GPRS attach procedure shall be progressed and
the DETACH REQUEST message shall be ignored.

In cases b, c and d the MS shall proceed as follows. Timer T3310 shall be stopped if still running. The GPRS attach
attempt counter shall be incremented.

If the GPRS attach attempt counter is less than 5:

timer T3311 is started and the state is changed to GMM-DEREGISTERED.ATTEMPTING-TO-ATTACH.

If the GPRS attach attempt counter is greater than or equal to 5:

the MS shall delete any RAI, P-TMSI, P-TMSI signature, list of equivalent PLMNs, and GPRS ciphering key
sequence number, shall set the GPRS update status to GU2 NOT UPDATED, shall start timer T3302. The state
is changed to GMM-DEREGISTERED.. ATTEMPTING-TO-ATTACH or optionally to GMM-
DEREGISTERED.PLMN-SEARCH (see 4.2.4.1.2).

INnUMTS, in case c the MS shall release the PS signaling connection and in case d the network shall release the
PS signaling connection for thisM S (see 3GPP TS 25.331).

47.3.1.6 Abnormal cases on the network side

The following abnormal cases can be identified:

a)

Lower layer failure

If alow layer failure occurs before the message ATTACH COMPLETE has been received from the MS and a
new P-TMSI (or anew P-TMSI and anew P-TMSI signature) has been assigned, the network shall consider both
the old and new P-TM Sl each with its corresponding P-TM Sl-signature as valid until the old P-TMSI can be
considered as invalid by the network (see section 4.7.1.5) and shall not resent the message ATTACH ACCEPT.
During this period the network may:

- usetheidentification procedure followed by a P-TMSI reallocation procedure if the old P-TMSI is used by
the MS in a subsequent message.

b) Protocol error

If the ATTACH REQUEST message is received with a protocol error, the network shall return an ATTACH

REJECT message with one of the following reject causes:
#96: Mandatory information element error;

#99: Information element non-existent or not implemented,;
#100: Conditional |E error;

#111: Protocol error, unspecified.

T3350 time-out

On thefirst expiry of the timer, the network shall retransmit the ATTACH ACCEPT message and shall reset and
restart timer T3350.

Thisretransmission is repeated four times, i.e. on the fifth expiry of timer T3350, the GPRS attach procedure
shall be aborted. If anew P-TMSI or anew P-TMSI together with anew P-TMSI signature were allocated in the
ATTACH ACCEPT message, the network shall consider both the old and new P-TM S| each together with the
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corresponding P-TM S| signatures as valid until the old P-TMSI can be considered as invalid by the network (see
section 4.7.1.5). During this period the network acts as specified for case a.

d.1) ATTACH REQUEST received

- If one or more of the information elementsin the ATTACH REQUEST message differ from the ones
received within the previous ATTACH REQUEST message, the previoudly initiated GPRS attach procedure
shall be aborted and the new GPRS attach procedure shall be progressed, or

- If no information element differ, then the ATTACH ACCEPT message shall be resent.

d.2) Morethan one ATTACH REQUEST received and no ATTACH ACCEPT or ATTACH REJECT message
has been sent

- If one or more of the information elementsin the ATTACH REQUEST message differs from the ones
received within the previous ATTACH REQUEST message, the previously initiated GPRS attach procedure
shall be aborted and the new GPRS attach procedure shall be progressed;

- If theinformation elements do not differ, then the network shall continue with the previous attach procedure
and shall not treat any further this ATTACH REQUEST message.

e) ATTACH REQUEST received in state GMM-REGISTERED

If an ATTACH REQUEST message isreceived in state GMM-REGISTERED the network may initiate the
GMM common procedures; if it turned out that the ATTACH REQUEST message was send by an M S that has
already been attached, the GMM context and PDP contexts, if any, are deleted and the new ATTACH
REQUEST is progressed.

f) ROUTING AREA UPDATE REQUEST message received before ATTACH COMPLETE message.

Timer T3350 shall be stopped. The allocated P-TMSI shall be considered as valid and the routing area updating
procedure shall be progressed as described in section 4.7.5.

MS Network
ATTACH REQUEST
Start T3310 >
ATTACH ACCEPT If P-TMSI and/or
StopT33l0 TMSI allocated
Start T3350
If P-TMSI and/or ATTACH COMPLETE
TMSlallocsted ———— - " —"—"—" - - —-——-—-—-—-———-— —> Stop T3350
............................................................ Or__
ATTACH REQUEST
Start T3310 >
ATTACH REJECT
Stop T3310 . c JEC

Figure 4.7.3/1 3GPP TS 24.008: GPRS attach procedure and combined GPRS attach procedure

4.7.3.2 Combined GPRS attach procedure for GPRS and non-GPRS services

The combined GPRS attach procedure isa GMM procedure used by a GPRS M S operating in M S operation modes A or
B for IMSI attach for GPRS and non-GPRS services if the network operates in network operation mode I:.
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If aGPRS M S operating in M S operation modes A or B is aready attached for non-GPRS services by use of the MM
specific IMSI attach procedure, but additionally wishes to perform an IMSI attach for GPRS services, the combined
GPRS attach procedure shall also be used.

The attach type information element shall indicate "combined GPRS attach”. In this case, the messages ATTACH
ACCEPT, ATTACH COMPLETE, and ATTACH REJECT used by the combined GPRS attach procedure carry
information for both the GPRS and the non-GPRS services.

47.3.2.1 Combined GPRS attach procedure initiation

If theMSisin GMM state GMM-DEREGISTERED and in MM state MM IDLE, the M S initiates the combined GPRS
attach procedure by sending an ATTACH REQUEST message to the network, startstimer T3310 and enters state
GMM-REGISTERED-INITIATED and MM LOCATION UPDATING PENDING.

The MS shall include avalid P-TMSI, if available, the P-TM SI signature associated with the P-TM S| and the routing
areaidentity associated with the P-TMSI inthe ATTACH REQUEST message. If thereisno valid P-TMSI available,
the IMSI shall be included instead of the P-TMSI and P-TMSI signature. Furthermore the MS shall include the TM S|
status |E if novalid TM S| isavailable.

InUMTS, if the MS wishes to prolong the established PS signalling connection after the GPRS attach, it may set a
follow-on request pending indicator on.

4.7.3.2.2 GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM identification and GMM authentication and
ciphering procedure, depending on the received information such asIMSI, CKSN, old RAI, P-TMSI and P-TM S
signature.

4.7.3.2.3 Combined GPRS attach accepted by the network

Depending on the value of the attach result |E received in the ATTACH ACCEPT message, two different cases can be
distinguished:

Casel) Theattachresult IE value indicates "combined GPRS attach”: IMSI attach for GPRS and non-GPRS
services have been successful.

Case2) Theattach result |IE value indicates "GPRS only": IMSI attach for GPRS services has been successful but
IMS] attach for non-GPRS services has not been successful.

4.7.3.2.3.1 Combined attach successful for GPRS and non-GPRS services

The description for IMS| attach for GPRS services as specified in section 4.7.3.1.3 shall be followed. In addition, the
following description for IMSI attach for non-GPRS services applies.

The TMSI reallocation may be part of the combined GPRS attach procedure. The TMSI alocated is then included in the
ATTACH ACCEPT message together with the location area identification (LAI). The network shall, in this case,
change to state GMM-COMM ON-PROCEDURE-INITIATED and shall start timer T3350 as described in section 4.7.6.

The MS, receiving an ATTACH ACCEPT message, stores the received location area identification, stops timer T3310,
reset the location update attempt counter and sets the update statusto U1 UPDATED. If the message containsan IMSI,
the mobile station is not allocated any TMSI, and shall delete any TMSI accordingly. If the message containsa TM S,
the MS shall use this TMSI as the new temporary identity. The MS shall deleteits old TMSI and shall store the new
TMSI. Inthis case, an ATTACH COMPLETE message is returned to the network. If neither aTMSI nor an IMSI has
been included by the network in the ATTACH ACCEPT message, the old TM S, if any available, shall be kept. The
new MM stateis MM IDLE, the new GMM state is GMM-REGISTERED.

Any timer used for triggering the location update procedure (e.g T3211, T3212) shall be stopped if running.

The network receiving an ATTACH COMPLETE message stops timer T3350, changes to state GMM-REGISTERED
and considers the new TMSI asvalid.
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4.7.3.2.3.2 Combined attach successful for GPRS services only

The description for IMS| attach for GPRS services as specified in section 4.7.3.1.3 shall be followed. In addition, the
following description for IMSI attach for non-GPRS services applies.

The MS receiving the ATTACH ACCEPT message takes one of the following actions depending on the reject cause:
#2  (IMS| unknown in HLR)

The MS shall set the update status to U3 ROAMING NOT ALLOWED and shall delete any TMSI, LAI and
ciphering key sequence number. The new MM stateisMM IDLE. The SIM shall be considered asinvalid for
non-GPRS services until switching off or the SIM is removed.

#16 (MSC temporarily not reachable)
#17 (Network failure); or
#22 (Congestion)

The MS shall change to state GMM-REGISTERED.ATTEMPTING-TO-UPDATE-MM. Timer T3310 shall
be stopped if still running. The routing area updating attempt counter shall be incremented.

If the routing area updating attempt counter islessthan 5, and the stored RAI isequal to the RAI of the
current serving cell and the GMM update status is equal to GU1 UPDATED:

- the MSshall keep the GMM update status GU1 UPDATED and changes state to GMM-
REGISTERED.ATTEMPTING-TO-UPDATE-MM. The MS shall start timer T3311. When timer T3311
expires the combined routing area update procedure indicating "combined RA/LA updating with IMSI
attach" istriggered again.

If the routing area updating attempt counter is greater than or equal to 5:

- the MSshall start timer T3302 and shall change to state GMM-REGISTERED.ATTEMPTING-TO-
UPDATE-MM;

- aGPRSMS operating in MS operation mode A shall then proceed with appropriate MM specific
procedure; a GPRS M S operating in MS operation mode B may then proceed with appropriate MM
specific procedures. The MM sublayer shall act as in network operation mode |1 as long as the combined
GMM procedures are not successful and no new RA is entered. The new MM stateis IDLE.

Other values are considered as abnormal cases. The combined attach procedure shall be considered as failed for GPRS
and non-GPRS services. The behaviour of the MS in those casesis specified in section 4.7.3.2.5.

4.7.3.2.4 Combined GPRS attach not accepted by the network

If the attach request can neither be accepted by the network for GPRS nor for non-GPRS services, an ATTACH
REJECT message istransferred to the MS. The M S receiving the ATTACH REJECT message stops timer T3310,
deletes the list of equivalent PLMNSs, and takes one of the following actions depending upon the reject cause:

#3  (lllega MS);
#6  (lllegal ME), or
#8  (GPRS services and non-GPRS services not allowed);

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (shall store it according to
section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number. The new GMM state is GMM-DEREGISTERED. The new MM stateis MM IDLE.

The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAl and
ciphering key sequence number. The SIM shall be considered asinvalid for GPRS and non-GPRS services until
switching off or the SIM is removed.

#7  (GPRS services not allowed);
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The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED (and shall store it according to
section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence
number. The SIM shall be considered asinvalid for GPRS services until switching off or the SIM is removed.
The new GMM state is GMM-DEREGISTERED; the MM stateisMM IDLE. A GPRS M S operating in MS
operation mode A shall then perform an IMSI attach for non-GPRS services by use of the MM IMSI attach
procedure; a GPRS M S operating in MS operation mode B shall then perform an IMSI attach for non-GPRS
services by use of the MM IMSI attach procedure.

#11 (PLMN not alowed);

#12 (Location areanot alowed);

#13 (Roaming not allowed in this location area); or

#15 (No Suitable Cells In Location Area);

The MS shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2), shall reset the routing area updating attempt counter and reset the GPRS attach attempt counter and
changesto state GMM-DEREGISTERED. The M S shall set the update status to U3 ROAMING NOT
ALLOWED, reset the location update attempt counter and shall delete any TMSI, LAI and ciphering key
sequence number. The new MM stateis MM IDLE.

The MS shall store the LAI or the PLMN identity in the appropriate forbidden list, i.e. in the "forbidden PLMN
list" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause #12 or in
thelist of "forbidden location areas for roaming” for cause #13 and #15. If cause #11 or #13 was received, the
MS shall perform a PLMN selection instead of a cell selection. If cause #15 was received the M S shall search for
asuitable cell in adifferent location area on the same PLMN.

#14 (GPRS services not allowed in thisPLMN)

The MS shall delete any RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2) and shall change to state GMM-DEREGISTERED.

The MS shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list.

A GPRS M S operating in MS operation mode A or B shall then perform an IMSI attach for non-GPRS services
by use of the MM IMSI attach procedure.

Other values are considered as abnormal cases. The specification of the M S behaviour in those casesis specified in
section 4.7.3.2.5.

47.3.2.5 Abnormal cases in the MS

The abnormal cases specified in section 4.7.3.1.5 apply with the following modification:

If the GPRS attach attempt counter is lessthan 5, the MM state remains MM LOCATION UPDATING PENDING.

If the GPRS attach attempt counter is incremented according to section 4.7.3.1.5 the next actions depend on the
Location Area Identities (stored on SIM and the one of the current serving cell) and the value of the attach attempt
counter:

if the update statusis U1 UPDATED, and the stored LAl is equal to the one of the current serving cell and the
attach attempt counter is smaller than 5, then the mobile station shall keep the update statusto U1 UPDATED,
the new MM stateis MM IDLE substate NORMAL SERVICE; or

if the update statusis different from U1 UPDATED, or the stored LA is different from the one of the current
serving cell, or the attach attempt counter is greater or equal to 5, then the mobile station shall delete any LAI,
TMSI, ciphering key sequence number stored in the SIM and list of equivalent PLMNs and set the update status
to U2 NOT UPDATED. The new MM stateis MM IDLE substate ATTEMPTING TO UPDATE.
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47.3.2.6 Abnormal cases on the network side

The abnormal cases specified in section 4.7.3.1.6 apply with the exceptions for casesa and c in which in addition to the
P-TMSI and P-TMSI signature the old TMSI shall be considered occupied until the new TMSI isused by the MSina
subsequent message.

4.7.4 GPRS detach procedure
The GPRS detach procedure is used:

- todetach the IMSI for GPRS services only. Independent of the network operation mode, this procedure is used
by all kind of GPRS M Ss;

- asacombined GPRS detach procedure used by GPRS M Ss operating in MS operation mode A or B to detach the
IMSI for GPRS and non-GPRS services or for non-GPRS services only, if the network operates in network
operation mode |; or

- inthe case of anetwork failure condition to indicate to the M S that a re-attach with successive activation of
previoudly active PDP contexts shall be performed.

After completion of a GPRS detach procedure or combined GPRS detach procedure for GPRS and non-GPRS services
the GMM context is released.

The GPRS detach procedure shall be invoked by the MS if the MS is switched off, the SIM card is removed from the

MS or if the GPRS or non-GPRS capability of the MSis disabled. The procedure may be invoked by the network to
detach the IMSI for GPRS services. The GPRS detach procedure causes the M S to be marked as inactive in the network
for GPRS services, non-GPRS services or both services.

In GSM, if the GPRS detach procedure is performed, the PDP contexts are deactivated locally without peer to peer
signalling between the SM and LLC entitiesin the M S and the network.

InUMTS, if the GPRS detach procedure is performed, the PDP contexts are deactivated locally without peer to peer
signalling between the SM entitiesin the MS and the network.

4.7.4.1 MS initiated GPRS detach procedure

47411 MS initiated GPRS detach procedure initiation

The GPRS detach procedure isinitiated by the MS by sending a DETACH REQUEST message. The detach type
information element may indicate "GPRS detach with switching off", "GPRS detach without switching off", "IMSI
detach”, "GPRS/IM S| detach with switching off" or "GPRS/IMSI detach without switching off".

The MS shall include the P-TMSI inthe DETACH REQUEST message. The MS shall aso includeavalid P-TMSI
signature, if available.

If the MSis not switched off and the MSisin the state GMM_REGISTERED, timer T3321 shall be started after the
DETACH REQUEST message has been sent. If the detach type information element value indicates "IM S| Detach” the
MS shall enter GMM-REGISTERED.IMSI-DETACH_INITIATED, otherwise the MS shall enter the state GMM-
DEREGISTERED-INITIATED. If the detach type information element value indicates "IM S| Detach” or "GPRSIM S
Detach”, state MM IMSI DETACH PENDING is entered. If the MSisto be switched off, the MS shall try for a period
of 5 secondsto send the DETACH REQUEST message. If the MSis able to send the DETACH REQUEST message
during this time the M'S may be switched off .

If the detach type information element value indicates " GPRS detach without switching off " and the M S is attached for
GPRS and non-GPRS services and the network operates in network operation mode I, then if in the MS the timer T3212
is not aready running, the timer T3212 shall be set toitsinitial value and restarted after the DETACH REQUEST
message has been sent.

4.7.4.1.2 MS initiated GPRS detach procedure completion for GPRS services only

When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT
message to the M S, if the detach type IE value indicates that the detach request has not been sent due to switching off. If
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switching off was indicated, the procedure is completed when the network receives the DETACH REQUEST message.
The network and the M S shall deactivate the PDP contexts and deactivate the logical link(s), if any.

The MSis marked as inactive in the network for GPRS services,; state GMM-DEREGISTERED isentered inthe MS
and the network.

In UMTS, if the detach has been sent due to switching off, then the network shall release the resourcesin the lower
layersfor thisMS (see 3GPP TS 25.331).

NOTE: Whenthe DETACH REQUEST message is received by the network, and if the detach type |E value
indicates that the detach is not due to power off, the authentication and ciphering procedure as well as the
identification procedure may be performed.

4.7.4.1.3 MS initiated combined GPRS detach procedure completion

When the DETACH REQUEST message is received by the network, a DETACH ACCEPT message shall be sent to the
MS, if the detach type | E value indicates that the detach request has not been sent due to switching off. Depending on
the value of the detach type | E the following applies:

GPRS/IMSI detach:

The MSis marked asinactive in the network for GPRS and for non-GPRS services. The network and the M S shall
deactivate the PDP contexts and deactivate the logical link(s), if any. The States GMM-DEREGISTERED and MM
NULL are entered in both the MS and the network.

In UMTS, if the detach has been sent due to switching off, then the network shall release the resourcesin the lower
layersfor thisMS (see 3GPP TS 25.331).

IMSI detach:
The MSis marked asinactive in the network for non-GPRS services. State MM NULL isentered in the MS and the
network.

47.4.1.4 Abnormal cases in the MS
The following abnormal cases can be identified:
a) T332l time-out

On thefirst expiry of the timer, the MS shall retransmit the DETACH REQUEST message and shall reset and
restart timer T3321. Thisretransmission is repeated four times, i.e. on the fifth expiry of timer T3321, the GPRS
detach procedure shall be aborted, the MS shall change to state:

- MM-NULL if "IMS| detach" was requested;

- GMM-REGISTERED.NORMAL-SERVICE if "IMS| Detach" was requested

- GMM-DEREGISTERED if "GPRS detach" was requested;

- GMM-DEREGISTERED and MM-NULL if "GPRSIMSI" detach was requested.
b) Lower layer failure before reception of DETACH ACCEPT message

The detach procedure is aborted and the MS shall change to state:

- MM-NULL if "IMS| detach" was requested;

- GMM-REGISTERED.NORMAL-SERVICE if "IMS| Detach" was requested

- GMM-DEREGISTERED if "GPRS detach" was requested;

- GMM-DEREGISTERED and MM-NULL if "IMSI/GPRS' detach was requested.
¢) Detach procedure collision

If the MSreceivesa DETACH REQUEST message before the M S initiated GPRS detach procedure has been
completed, aDETACH ACCEPT message shall be sent to the network.
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d) Detach and GMM common procedure collision

€)

f)

GPRS detach containing cause "power off":

- If the MS receives a message used in a GMM common procedure before the GPRS detach procedure has
been completed, this message shall be ignored and the GPRS detach procedure shall continue.

GPRS detach containing other causes than "power off"

If the MSreceivesaP-TMSI REALLOCATION COMMAND, aGMM STATUS, or aGMM INFORMATION
message before the GPRS detach procedure has been completed, this message shall be ignored and the GPRS
detach procedure shall continue.

If the MSreceivesan AUTHENTICATION AND CIPHERING REQUEST or IDENTITY REQUEST message,
before the GPRS detach procedure has been completed, the MS shall respond to it as described in section 4.7.7
and 4.7.8 respectively.

Change of cell within the same RA (GSM only)

If acell change occurs within the same RA before a DETACH ACCEPT message has been received, then the
cell update procedure shall be performed before completion of the detach procedure.

Change of cell into a new routing area.

If acell change into anew routing area occurs before a DETACH ACCEPT message has been received, the
GPRS detach procedure shall be aborted and re-initiated after successfully performing arouting area updating
procedure.

MS Network

DETACH REQUEST
Start T3321

v

DETACH ACCEPT
Stop T3321

r' S

DETACH REQUEST

v

Figure 4.7.4/1 3GPP TS 24.008: MS initiated GPRS detach procedure

4.7.4.2 Network initiated GPRS detach procedure

47.4.2.1 Network initiated GPRS detach procedure initiation

The network initiates the GPRS detach procedure by sending a DETACH REQUEST message to the MS. The
DETACH REQUEST message shall include a detach type | E. In addition, the network may include a cause |E to
specify the reason for the detach request. The network shall start timer T3322. If the detach type |E indicates "re-attach
not required” or "re-attach required"”, the network shall deactivate the PDP contexts and deactivate the logical link(s), if
any, and shall change to state GMM-DEREGISTERED-INITIATED.

4.7.4.2.2 Network initiated GPRS detach procedure completion by the MS

When receiving the DETACH REQUEST message and the detach type | E indicates "re-attach required”, the M S shall
deactivate the PDP contexts and deactivate the logical link(s), if any. The MS shall then send aDETACH ACCEPT
message to the network and shall change state to GMM-DEREGISTERED. The M S shall, after the completion of the
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GPRS detach procedure, initiate a GPRS attach procedure. The M S should also activate PDP context(s) to replace any
previously active PDP contexts.

NOTE: Insome cases, user interaction may be required and then the M'S cannot activate the PDP context(s)
automatically.

A GPRS M S operating in MS operation mode A or B in network operation mode |, which receives an DETACH
REQUEST message with detach type indicating "re-attach required” or "re-attach not required" and no cause code, is
only detached for GPRS services in the network.

When receiving the DETACH REQUEST message and the detach type |E indicates "IM Sl detach”, the MS shall not
deactivate the PDP contexts. The M S shall set the MM update status to U2 NOT UPDATED. A MSin operation mode
A or B in network operation mode | may send aDETACH ACCEPT message to the network, and shall re-attach to non-
GPRS service by performing the combined routing area updating procedure according to section 4.7.5.2, sending a
ROUTING AREA UPDATE REQUEST message with Update type | E indicating "combined RA/LA updating with
IMSI attach". A MSin operation mode C, or in MS operation mode A or B in network operation mode |1 or 111, shall
send a DETACH ACCEPT message to the network.

If the detach type |E indicates "IMSI detach", or "re-attach required" then the M S shall ignore the cause code if
received.

If the detach type information element value indicates "re-attach required” or "re-attach not required” and the MSis
attached for GPRS and non-GPRS services and the network operates in network operation mode I, then if inthe MS the
timer T3212 is not already running, the timer T3212 shall be set to itsinitial value and restarted.

When receiving the DETACH REQUEST message and the detach type | E indicates "re-attach not required” and the
cause codeisnot “#2 (IMSl unknown in HLR)”, the M S shall deactivate the PDP contexts and deactivate the logical
link(s), if any. The MS shall then send a DETACH ACCEPT message to the network and shall change state to GMM-
DEREGISTERED.

If the detach type | E indicates "re-attach not required”, then, depending on the received cause code, the MS shall act as
follows:

#2  (IMSl unknown in HLR);

The MS shall set the update status to U3 ROAMING NOT ALLOWED and shall delete any TMSI, LAl and
ciphering key sequence number. The new MM stateis MM IDLE. The SIM shall be considered asinvalid for
non-GPRS services until switching off or the SIM is removed.

A GPRS M S operating in MS operation mode A or B in network operation mode |, is still IMS| attached for
GPRS servicesin the network.

#3  (lllega MS);
#6  (lllegd ME);

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall storeit according to
section 4.1.3.2) and shall delete any P-TMSI, P-TM S| signature, RAI and GPRS ciphering key sequence
number. The new GMM state is GMM-DEREGISTERED. The SIM shall be considered asinvalid for GPRS
services until switching off or the SIM is removed.

A GPRS M S operating in MS operation mode A or B shall in addition set the update status to U3 ROAMING
NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence humber. The new MM stateis MM
idle. The SIM shall be considered asinvalid also for non-GPRS services until switching off or the SIM is
removed.

#7  (GPRS services not allowed);

The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED (and shall store it according to
section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence
number. The SIM shall be considered as invalid for GPRS services until switching off or the SIM is removed.
The new state is GMM-DEREGISTERED.

A GPRS M S operating in MS operation mode A or B in network operation mode | shall set the timer T3212 to
itsinitial value and restart it, if it is not already running.
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A GPRS MS operating in MS operation mode A or B in network operation mode I, is still IMSI attached for CS
servicesin the network.

#8  (GPRS services and non-GPRS services not allowed);

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and the update status to U3
ROAMING NOT ALLOWED (and shall storeit according to section 4.1.3.2). Furthermore, it shall delete any P-
TMSI, P-TMSI signature, TMSI, RAI, LA, ciphering key sequence number and GPRS ciphering key sequence
number and shall consider the SIM asinvalid for GPRS and non-GPRS services until switching off or the SIM is
removed.

#11 (PLMN not allowed);

#12 (Location areanot alowed);

#13 (Roaming not allowed in this location area); or
#15 (No Suitable CellsIn Location Area);

The MS shall delete any RAI or LAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2).

A GPRS M S operating in MS operation mode A or B shall in addition set the update status to U3 ROAMING
NOT ALLOWED and shall delete any TMSI, LAI and ciphering key sequence number. The new MM state is
MM IDLE.

The MS shall store the LAI or the PLMN identity in the appropriate forbidden list, i.e. in the "forbidden PLMN
list" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause #12 or in
thelist of "forbidden location areas for roaming” for cause #13 and #15. If #11or #13 was received, the MS shall
perform a PLMN selection instead of acell selection. If cause #15 was received the MS shall search for a
suitable cell in adifferent location area on the same PLMN.

#14 (GPRS services not alowed in this PLMN)

The MS shall delete any RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2) and shall change to state GMM-DEREGISTERED.

The MS shall storethe PLMN identity in the "forbidden PLMNs for GPRS service" list.

A GPRS MS operating in MS operation mode A or B in network operation mode | shall set the timer T3212 to
itsinitial value and restart it, if it is not already running.

A GPRS M S operating in MS operation mode A or B, is still IMSI attached for CS services in the network.

Other cause values shall not impact the update status. Further actions of the M S are implementation dependent.

4.7.4.2.3 Network initiated GPRS detach procedure completion by the network

The network shall, upon receipt of the DETACH ACCEPT message, stop timer T3322 and shall change state to GMM-
DEREGISTERED.

4.7.4.2.4 Abnormal cases on the network side
The following abnormal cases can be identified:
a) T3322time-out

On thefirst expiry of the timer, the network shall retransmit the DETACH REQUEST message and shall start
timer T3322. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3322, the GPRS detach
procedure shall be aborted and the network changes to state GMM-DEREGISTERED.
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b)

©)

d)

€)

f)

Low layer failure
The GPRS detach procedure is aborted and the network changes to state GMM-DEREGISTERED.
GPRS detach procedure collision

If the network receivesa DETACH REQUEST message with "switching off" indicated, before the network
initiated GPRS detach procedure has been completed, both procedures shall be considered completed.

If the network receivesa DETACH REQUEST message without "switching off" indicated, before the network
initiated GPRS detach procedure has been compl eted, the network shall send a DETACH ACCEPT message to
the MS.

GPRS detach and GPRS attach procedure collision

If the network receives an ATTACH REQUEST message before the network initiated GPRS detach procedure
with type of detach 're-attach not required’ has been completed, the network shall ignore the ATTACH
REQUEST message. If the detach type |E value, sent in the DETACH REQUEST message, indicates "re-attach
required” the detach procedure is aborted and the GPRS attach procedure shall be progressed after the PDP
contexts have been deleted. If the detach type | E value, sent in the DETACH REQUEST message, indicates
"IMSI detach" the detach procedure is aborted and the GPRS attach procedure shall be progressed.

GPRS detach and routing area updating procedure collision
GPRS detach containing detach type "re-attach required” or "re-attach not required":

If the network receives a ROUTING AREA UPDATE REQUEST message before the network initiated GPRS
detach procedure has been completed, the detach procedure shall be progressed, i.e. the ROUTING AREA
UPDATE REQUEST message shall be ignored.

GPRS detach containing detach type "IM S| detach™:

If the network receives a ROUTING AREA UPDATE REQUEST message before the network initiated GPRS
detach procedure has been completed, the network shall abort the detach procedure, shall stop T3322 and shall
progress the routing area update procedure.

GPRS detach and service request procedure collision

If the network receives a SERVICE REQUEST message before the network initiated GPRS detach procedure
has been completed, the network shall ignore the SERVICE REQUEST message.

MS Network

DETACH REQUE
c QUEST Start T3322

A

DETACH ACCEPT
Stop T3322

»

Figure 4.7.4/2 3GPP TS 24.008: Network initiated GPRS detach procedure

4.7.5 Routing area updating procedure

This procedureis used for:

normal routing area updating to update the registration of the actual routing area of an MS in the network. This
procedure is used by GPRS MSsin M S operation mode C and by GPRS MSsin MS operation modes A or B that
are IMSI attached for GPRS and non-GPRS services if the network operates in network operation mode 1 or 111;
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- combined routing area updating to update the registration of the actual routing and location area of an MSin the
network. This procedure is used by GPRS MSsin MS operation modes A or B that are IMSI attached for GPRS
and non-GPRS services provided that the network operates in network operation mode I;

- periodic routing area updating. This procedureis used by GPRS MSsin M S operation mode C and by GPRS
MSsin MS operation modes A or B that are IMSI attached for GPRS or for GPRS and non-GPRS services
independent of the network operation mode;

- IMSI attach for non-GPRS services when the MSis IM S| attached for GPRS services. This procedureis used by
GPRS MSsin MS operation modes A or B, if the network operates in network operation mode I;

- in GSM, resuming GPRS services when the RR sublayer indicated a resumption failure after dedicated mode
was left, see 3GPP TS 44.018;

- in GSM, updating the network with the new M S Radio Access Capability |E when the content of the |E has
changed. Normal or combined routing area updating procedure is used.;

- UMTSto GSM and for GSM to UMTS intersystem change, see section 4.7.1.7; or

- inUMTS, to re-synchronize the PMM mode of MS and network after RRC connection release with cause
“Directed signalling connection re-establishment”, see Section 4.7.2.5.

Section 4.7.5.1 describes the routing area updating procedures for updating the routing area only. The combined routing
area updating procedure used to update both the routing and location areais described in section 4.7.5.2.

The routing area updating procedure is always initiated by the MS. It is only invoked in state GMM-REGISTERED.

To limit the number of subsequently rejected routing area update attempts, a routing area updating attempt counter is
introduced. The routing area updating attempt counter shall be incremented as specified in section 4.7.5.1.5. Depending
on the value of the routing area updating attempt counter, specific actions shall be performed. The routing area updating
attempt counter shall be reset when:

- aGPRS attach procedure is successfully completed; or
- arouting area updating procedure is successfully completed;
and additionally when the MSisin substate ATTEMPTING-TO-UPDATE:
- anew routing areais entered;
- expiry of timer T3302; or
- at request from registration function.

The mobile equipment shall contain alist of "forbidden location areas for roaming”, as well as alist of "forbidden
location areas for regiona provision of service". The handling of these listsis described in section 4.4.1.

The Mobile Equipment shall contain alist of "equivalent PLMNS". The handling of thislist is described in section
4.4.1.

In, GSM, user data transmission in the MS shall be suspended during the routing area updating procedure; user data
reception shall be possible. User data transmission in the network shall be suspended during the routing area updating
procedure, if anew P-TMSI is assigned.

INUMTS, user data transmission and reception in the MS shall not be suspended during the routing area updating
procedure. User data transmission in the network shall not be suspended during the routing area updating procedure.

INUMTS, when aROUTING AREA UPDATE REQUEST isreceived by the SGSN over anew PS signalling
connection while there is an ongoing PS signalling connection (network is already in mode PMM-CONNECTED) for
this UE, the network shall progress the routing area update procedure as normal and release the previous PS signalling
connection when the routing area update procedure has been accepted by the network.

Note: The re-establishment of the radio bearers of active PDP contexts is done as described in section “ Service
Request procedure”.
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4.75.1 Normal and periodic routing area updating procedure

Periodic routing area updating is used to periodically notify the availability of the M S to the network. The value of the
update type IE in the ROUTING AREA UPDATE REQUEST message shall indicate "periodic updating”. The
procedure is controlled in the M S by timer T3312. When timer T3312 expires, the periodic routing area updating
procedure is started. Start and reset of timer T3312 isdescribed in section 4.7.2.2.

In GSM, the normal routing area updating procedure isinitiated when the MS detects a change of the routing areain
state GMM-REGISTERED, or when the M S determines that GPRS resumption shall be performed or when the MS
needs to update the network with the new M S Radio Access Capability IE. The ROUTING AREA UPDATE
REQUEST message shall always be the first data sent by the MS when a routing area border is crossed. The routing
areaidentification is broadcast on the broadcast channel(s).

In UMTS, the normal routing area updating procedure is initiated when the M S detects a change of the routing areaiin
state GMM-REGISTERED. The ROUTING AREA UPDATE REQUEST message shall always be the first GMM
message sent by the MS when arouting area border is crossed.

A normal routing area updating shall abort any ongoing GMM procedure. Aborted GMM procedures may be repeated
after the normal routing area updating procedure has been successfully performed. The value of the update type |E
included in the message shall indicate "normal routing area updating”.

47511 Normal and periodic routing area updating procedure initiation

To initiate the normal routing area updating procedure, the M S sends the message ROUTING AREA UPDATE
REQUEST to the network, starts timer T3330 and changesto state GMM-ROUTING-AREA-UPDATING-
INITIATED. The message ROUTING AREA UPDATE REQUEST shall contain the P-TMSI signature when received
within aprevious ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message.

InUMTS, if the MS wishes to prolong the established PS signalling connection after the normal routing area updating
procedure, it may set afollow-on regquest pending indicator on.

4.75.1.2 GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM authentication and ciphering procedure.

4.75.1.3 Normal and periodic routing area updating procedure accepted by the network

If the routing area updating request has been accepted by the network, aROUTING AREA UPDATE ACCEPT
message shall be sent to the MS. The network may assign a new P-TMSI and/or anew P-TMSI signature for the MS. If
anew P-TMSI and/or P-TM S| signature have been assigned to the M S, it/they shall be included in the ROUTING
AREA UPDATE ACCEPT message together with the routing area identification.

In GSM the Cell Notification information element shall beincluded in the ROUTING AREA UPDATE ACCEPT
message in order to indicate the ability of the network to support the Cell Notification.

The network shall change to state GMM-COMMON-PROCEDURE-INITIATED and shall start the supervision timer
T3350 as described in section 4.7.6.

If the LAl or PLMN identity contained in the ROUTING AREA UPDATE ACCEPT message is a member of any of
the "forbidden" lists then any such entry shall be deleted.

In UMTS, the network should prolong the PS signalling connection if the mobile station has indicated a follow-on
request pending in ROUTING AREA UPDATE REQUEST. The network may also prolong the PS signalling
connection without any indication from the mobile terminal.

If the PDP context status information element isincluded in ROUTING AREA UPDATE REQUEST message, then the
network shall deactivate all those PDP contexts locally (without peer to peer signalling between the MS and the
network), which are not in SM state PDP-INACTIVE on network side but are indicated by the MS as being in state
PDP-INACTIVE.

Upon receipt of a ROUTING AREA UPDATE ACCEPT message, the M S stores the received routing area
identification, stops timer T3330, shall reset the routing area updating attempt counter and sets the GPRS update status
to GU1 UPDATED. If the message containsa P-TMSI, the MS shall use this P-TMSI as new temporary identity for
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GPRS services and shall store the new P-TMSI. If no P-TMSI wasincluded by the network inthe ROUTING AREA
UPDATING ACCEPT message, the old P-TMSI shall be kept. Furthermore, the MS shall store the P-TMSI signature if
received in the ROUTING AREA UPDATING ACCEPT message. If no P-TMSI signature was included in the
message, the old P-TMSI signature, if available, shall be deleted.

If the PDP context status information element isincluded in ROUTING AREA UPDATE ACCEPT message, then the
MS shall deactivate all those PDP contexts locally (without peer to peer signalling between the M S and network), which
arenot in SM state PDP-INACTIVE in the MS but are indicated by the network as being in state PDP-INACTIVE.

In GSM, if the ROUTING AREA UPDATE ACCEPT message contains the Cell Notification information element, then
the MS shall start to use the LLC NULL frame to perform cell updates.

The network may also send alist of "equivalent PLMNS" in the ROUTING AREA UPDATE ACCEPT message. Each
entry of the list containsa PLMN code (MCC+MNC). The mobile station shall storethe list, as provided by the
network, except that any PLMN code that is already in the “forbidden PLMN” list shall be removed from the
“equivalent PLMNS’ list beforeit is stored by the mobile station. In addition the mobile station shall add to the stored
list the PLMN code of the network that sent the list. All PLMNs in the stored list shall be regarded as equivalent to each
other for PLMN selection, cell selection/re-selection and handover. The stored list in the mobile station shall be
replaced on each occurrence of the ROUTING AREA UPDATE ACCEPT message. If no list is contained in the
message, then the stored list in the mobile station shall be deleted. The list shall be stored in the mobile station while
switched off so that it can be used for PLMN selection after switch on.

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA
UPDATE ACCEPT message contained:

- aP-TMSI; and/or
- Receive N-PDU Numbers (see 3GPP TS 44.065 [78] and 3GPP TS 25.322).

In this case the Receive N-PDU Numbers values valid in the M S, shall be included in the ROUTING AREA UPDATE
COMPLETE message.

NOTE: InUMTS, after arouting area updating procedure, the mobile station can initiate Service Request
procedure to request the resource reservation for the active PDP contexts if the resources have been
released by the network or send upper layer message (e.g. ACTIVATE PDP CONTEXT REQUEST) to
the network via the existing PS signaling connection.

After that in UMTS, if the mobile station has indicated follow-on request pending and has a CM application request
pending, it shall send an appropriate message (for example ACTIVATE PDP CONTEXT REQUEST) to the network.

475.1.4 Normal and periodic routing area updating procedure not accepted by the
network

If the routing area updating cannot be accepted, the network sends a ROUTING AREA UPDATE REJECT message to
the MS. An M S that receivesaROUTING AREA UPDATE REJECT message, deletesthe list of “equivalent PLMNS’,
and stops timer T3330 . The MS shall then take different actions depending on the received reject cause value:

#3  (lllega MS);
#6  (lllegd ME);

The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED (and shall store it according to
section 4.1.3.2) and enter the state GMM-DEREGISTERED. Furthermore, it shall delete any P-TMSI, P-TMSI
signature, RAI and GPRS ciphering key sequence number and shall consider the SIM asinvalid for GPRS
services until switching off or the SIM is removed.

If theMSisIMS| attached via MM procedures, the MS shall in addition set the update statusto U3 ROAMING
NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence humber. The new MM stateis MM
IDLE. The SIM shall be considered asinvalid also for non-GPRS services until switching off or the SIM is
removed.

#7  (GPRS services not alowed);
The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED (and shall store it according to
section 4.1.3.2.9) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence
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number. The SIM shall be considered as invalid for GPRS services until switching off or the SIM is removed.
The new state is GMM-DEREGISTERED.

If the update typeis “periodic updating” a GPRS M S operating in MS operation mode A or B in
networkoperation mode | shall set the timer T3212 to itsinitial value and restart it, if it is not already running.

#9  (MSidentity cannot be derived by the network);

The MS shall set the GPRS update statusto GU2 NOT UPDATED (and shall store it according to section
4.1.3.2), enter the state GMM-DEREGISTERED, and shall delete any P-TMSI, P-TMSI signature, RAl and
GPRS ciphering key sequence number. Subsequently, the MS may automatically initiate the GPRS attach
procedure.

#10 (Implicitly detached);

The MS shall change to state GMM-DEREGISTERED.NORMAL-SERVICE. The MS shall then perform a new
attach procedure. The M'S should also activate PDP context(s) to replace any previously active PDP contexts.

NOTE: Insome cases, user interaction may be required and then the M'S cannot activate the PDP context(s)
automatically.

#11 (PLMN not alowed);

#12 (Location areanot allowed);

#13 (Roaming not allowed in thislocation area); or
#15 (No Suitable CellsIn Location Area);

- The MSshal delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number, shall set
the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section 4.1.3.2)
and enter the state GMM-DEREGISTERED.

If the MSisIMSI attached via MM procedures, the MS shall in addition set the update status to U3 ROAMING
NOT ALLOWED and shall delete any TMSI, LAI and ciphering key sequence number and shall reset the
location update attempt counter. The new MM stateis MM IDLE.

The MS shall store the LAI or the PLMN identity in the appropriate forbidden list, i.e. in the "forbidden PLMN
list" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause #12 or in
thelist of "forbidden location areas for roaming” for cause #13 and #15. If #11or #13 was received, the MS shall
perform a PLMN selection instead of a cell selection. If cause #15 was received the M S shall search for a
suitable cell in adifferent location area on the same PLMN.

#14 (GPRS services not allowed in this PLMN)

The MS shall delete any RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2) and shall change to state GMM-DEREGISTERED.

The MS shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list. A GPRS M S operating
in MS operation mode C shall perform a PLMN selection instead of a cell selection.

If the update type is “periodic updating” a GPRS M S operating in MS operation mode A or B in network
operation mode | shall set the timer T3212 to itsinitial value and restart it, if it is not already running.

A GPRS M S operating in MS operation mode A or B in network operation mode |1 or 111, is still IMSI attached
for CS services in the network.

Other values are considered as abnormal cases. The specification of the M S behaviour in those casesis described in
section 4.7.5.1.5.
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475.1.5 Abnormal cases in the MS

The following abnormal cases can be identified:

a)

b)

d)

f)

9)

h)

Access barred because of access class control

The routing area updating procedure shall not be started. The M S staysin the current serving cell and applies the
normal cell reselection process. The procedure is started as soon as possible and if still necessary, i.e. when the
barred state is removed or because of acell change.

Lower layer failure before the ROUTING AREA UPDATE ACCEPT or ROUTING AREA UPDATE REJECT
message is received

The procedure shall be aborted. The M S shall proceed as described below.
T3330 time-out

The procedure is restarted four times, i.e. on the fifth expiry of timer T3330, the M S shall abort the procedure.
The MS shall proceed as described below.

ROUTING AREA UPDATE REJECT, other causes than those treated in section 4.7.5.1.4
The MS shall proceed as described below.

If arouting area border is crossed, when the MSisin state GMM-ROUTING-AREA-UPDATE-INITIATED, the
routing area updating procedure shall be aborted and re-initiated immediately. The MS shall set the GPRS update
statusto GU2 NOT UPDATED.

In GSM, if acell change occurs within the same RA, when the MSisin state GMM-ROUTING-AREA-
UPDATE-INITIATED, the cell update procedure is performed, before completion of the routing area updating
procedure.

Routing area updating and detach procedure collision
GPRS detach containing detach type'"re-attach required" or "re-attach not required”:

If the MSreceives a DETACH REQUEST message before the routing area updating procedure has been
completed, the routing area updating procedure shall be aborted and the GPRS detach procedure shall be
progressed.

GPRS detach containing detach type "IM S| detach™:

If the MS receives a DETACH REQUEST message before the routing area updating procedure has been
completed, the routing area updating procedure shall be progressed, i.e. the DETACH REQUEST message shall
be ignored.

Routing area updating and P-TM SI reallocation procedure collision

If the MSreceivesaP-TMSI REALLOCATION REQUEST message before the routing area updating procedure
has been completed, the P-TM S reallocation procedure shall be aborted and the routing area updating procedure
shall be progressed.

In cases b, c and d the M S shall proceed as follows:

Timer T3330 shall be stopped if still running. The routing area updating attempt counter shall be incremented.

If the routing area updating attempt counter islessthan 5, and the stored RAI is equal to the RAI of the current
serving cell and the GMM update status is equal to GU1 UPDATED:

- the MSshall keep the GMM update status to GU1 UPDATED and changes state to GMM-
REGISTERED.NORMAL-SERVICE. The MS shall start timer T3311. When timer T3311 expires the
routing area updating procedure is triggered again.
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If the routing area updating attempt counter islessthan 5, and the stored RAI is different to the RAI of the
current serving cell or the GMM update statusis different to GU1 UPDATED:

- the MSshall start timer T3311, shall set the GPRS update status to GU2 NOT UPDATED and changes state
to GMM-REGISTERED.ATTEMPTING-TO-UPDATE.

If the routing area updating attempt counter is greater than or equal to 5:

the MS shall start timer T3302, shall set the GPRS update status to GU2 NOT UPDATED and shall changeto
state GMM-REGISTERED.ATTEMPTING-TO-UPDATE or optionally to GMM-REGISTERED.PLMN-
SEARCH(see 4.2.4.1.2).

INnUMTS, in case c the MS shall release the PS signaling connection and in case d the network shall release the
PS signaling connection for thisM S (see 3GPP TS 25.331).

475.1.6 Abnormal cases on the network side

The following abnormal cases can be identified:

a)

If alower layer failure occurs before the message ROUTING AREA UPDATE COMPLETE has been received
fromthe MS and a P-TMSI and/or PTMSI signature has been assigned, the network shall abort the procedure
and shall consider both, the old and new P-TMSI and the corresponding P-TM SI signatures as valid until the old
P-TMSI can be considered asinvalid by the network (see section 4.7.1.5). During this period the network may
use the identification procedure followed by a P-TMSI reallocation procedure if the old P-TMSI is used by the
MS in a subsequent message.

NOTE: Optionaly, paging with IMSI may be used if paging with old and new P-TMSI fails. Paging with IMSI

b)

0)

causes the M S to re-attach as described in section 4.7.9.1.
Protocol error

If the ROUTING AREA UPDATE REQUEST message has been received with a protocol error, the network
shall return aROUTING AREA UPDATE REJECT message with one of the following reject causes:

#96. Mandatory information element error;

#99: Information element non-existent or not implemented;
#100: Conditional IE error;

#111: Protocol error, unspecified.

T3350 time-out

On thefirst expiry of the timer, the network shall retransmit the ROUTING AREA UPDATE ACCEPT message
and shall reset and restart timer T3350. The retransmission is performed four times, i.e. on the fifth expiry of
timer T3350, the routing area updating procedure is aborted. Both, the old and the new P-TMSI and the
corresponding P-TM S| signatures shall be considered as valid until the old P-TMSI can be considered asinvalid
by the network(see section 4.7.1.5). During this period the network acts as described for case a above.
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Figure 4.7.5/1 3GPP TS 24.008: Routing and combined routing area updating procedure

4.75.2 Combined routing area updating procedure

Within a combined routing area updating procedure the messages ROUTING AREA UPDATE ACCEPT and
ROUTING AREA UPDATE COMPLETE carry information for the routing area updating and the location area
updating.

47521 Combined routing area updating procedure initiation

The combined routing area updating procedure isinitiated only by a GPRS M S operating in MS operation modes A or
B, if the MSisin state GMM-REGISTERED and if the network operates in network operation mode I :

when a GPRS MSthat is IMSI attached for GPRS and non-GPRS services detects a change of the routing areain
state GMM-REGISTERED and MM-IDLE;

when a GPRS MSthat is IMSI attached for GPRS services wants to perform an IMSI attach for non-GPRS
services;

after termination of a non-GPRS service via non-GPRS channel s to update the association if the M S has changed
the LA during that non-GPRS service transaction;

after aCM SERVICE REJECT message with cause value #4 is received by the mobile station (see section
4.5.1.1), in which case the update type | E shall be set to "Combined RA/LA updating with IMSI attach™;

when a GPRS M S needs to update the network with the new M S Radio Access Capability IE; or

in UMTS, to re-synchronize the PMM mode of MS and network after RRC connection release with cause
“Directed signalling connection re-establishment”, see Section 4.7.2.5.

In GSM, the routing and location area identification are broadcast on the broadcast channel(s). A combined routing area
updating procedure shall abort any ongoing GMM procedure. Aborted GMM procedures shall be repeated after the
combined routing area updating procedure has been successfully performed. The ROUTING AREA UPDATE
REQUEST message shall always be the first message sent from the MSin the new routing area after routing area
change.

In UMTS, the routing and location area identification are broadcast on the broadcast channel(s) or sent to the MSvia
the PS signaling connection. A combined routing area updating procedure shall abort any ongoing GMM procedure.
Aborted GMM procedures may be repeated after the combined routing area updating procedure has been successfully
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performed. The ROUTING AREA UPDATE REQUEST message shall always be the first GMM message sent from the
MS in the new routing area after routing area change.

To initiate acombined routing area updating procedure the MS sends the message ROUTING AREA UPDATE
REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-UPDATING-INITIATED and
MM LOCATION UPDATING PENDING. The value of the update type | E in the message shall indicate "combined
RA/LA updating”. If for the last attempt to update the registration of the location areaa MM specific procedure was
performed, the value of the update type |E in the ROUTING AREA UPDATE REQUEST message shall indicate
"combined RA/LA updating with IMSI attach". Furthermore the MS shall include the TMSI status |E if no valid TM S
isavailable.

A GPRSMSin MS operation modes A or B that isin an ongoing circuit-switched transaction, shall initiate the
combined routing area updating procedure after the circuit-switched transaction has been released, if the MS has
changed the RA during the circuit-switched transaction and if the network operates in network operation mode |.

A GPRSMSin MS operation mode A shall initiate the combined routing area updating procedure with IMS| attach
after the circuit-switched transaction has been released if a GPRS attach was performed during the circuit-switched
transaction and provided that the network operates in network operation mode I.

A GPRS MSin MS operation mode A shall perform the normal routing area update procedure during an ongoing
circuit-switched transaction.

InUMTS, if the MS wishes to prolong the established PS signalling connection after the normal routing area updating
procedure when it is served under UMTS area, it may set a follow-on request pending indicator on.

INUMTS, when aROUTING AREA UPDATE REQUEST isreceived by the SGSN over anew PS signalling
connection while there is an ongoing PS signalling connection (network is already in mode PMM-CONNECTED) for
this UE, the network shall progress the routing area update procedure as normal and release the previous PS signalling
connection when the routing area update procedure has been accepted by the network .

Note: The re-establishment of the radio bearers of active PDP contexts is done as described in section “ Service
Request procedure”.

47522 GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM authentication and ciphering procedure.

47523 Combined routing area updating procedure accepted by the network

Depending on the value of the update result |E received in the ROUTING AREA UPDATE ACCEPT message, two
different cases can be distinguished:

Casel) Theupdateresult IE valueindicates"combined RA/LA™: Routing and location area updating is
successful;

Case2) Theupdateresult IE valueindicates"RA only": Routing area updating is successful, but  location area
updating is not successful.

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA
UPDATE ACCEPT message contains:

- aP-TMSl and/or aTMSI; and/or
- Receive N-PDU Numbers (see 3GPP TS 44.065 [ 78] and 3GPP TS TS 25.322).

In the latter case, the Receive N-PDU Numbersthat are valid in the MS shall be included in the ROUTING AREA
UPDATE COMPLETE message.

In UMTS, the network should prolong the PS signalling connection if the mobile station has indicated a follow-on
request pending in ROUTING AREA UPDATE REQUEST. The network may also prolong the PS signalling
connection without any indication from the mobile terminal.
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475231 Combined routing area updating successful

The description for normal routing area update as specified in section 4.7.5.1.3 shall be followed. In addition, the
following description for location area updating applies.

The handling at the receipt of the ROUTING AREA UPDATE ACCEPT depends on the value received in the update
result | E as specified below.

The TMSI reallocation may be part of the combined routing area updating procedure. The TMSI allocated is then
included in the ROUTING AREA UPDATE ACCEPT message together with the location areaidentification (LALI).
The network shall, in this case, change to state GMM-COMMON-PROCEDURE-INITIATED and shall start the timer
T3350 as described in section 4.7.6.

The MS, receiving a ROUTING AREA UPDATE ACCEPT message, stores the received location area identification,
stops timer T3330, enters state MM IDLE, reset the location update attempt counter and sets the update statusto Ul
UPDATED. If the ROUTING AREA UPDATE ACCEPT message contains an IMSI, the mobile station is not allocated
any TMSI, and shall delete any TMSI accordingly. If the ROUTING AREA UPDATE ACCEPT message contains a
TMSI, the MS shall usethis TMSI as new temporary identity. The MS shall deleteits old TMSI and shall store the new
TMSI. Inthis case, an ROUTING AREA UPDATE COMPLETE message is returned to the network. If neither aTMSI
nor an IM S| has been included by the network in the ROUTING AREA UPDATE ACCEPT message, the old TMSI, if
any is available, shall be kept.

Any timer used for triggering the location updating procedure (e.g. T3211, T3212) shall be stopped if running.

The network receiving a ROUTING AREA UPDATE COMPLETE message stops timer T3350, changes to GMM-
REGISTERED state and considers the new TMSI asvalid.

4.75.2.3.2 Combined routing are updating successful for GPRS services only

The description for normal routing area update as specified in section 4.7.5.1.3 shall be followed. In addition, the
following description for location area updating applies.

The MS receiving the ROUTING AREA UPDATE ACCEPT message takes one of the following actions depending on
the rgject cause:

#2 (IMSI unknown in HLR)

The MS shall set the update status to U3 ROAMING NOT ALLOWED and shall delete any TMSI, LAI and ciphering
key sequence number. The new MM stateis MM IDLE. The SIM shall be considered asinvalid for non-GPRS services
until switching off or the SIM is removed.

#16 (MSC temporarily not reachable);
#17  (Network failure); or
#22  (Congestion)

The MS shall change to state GMM-REGISTERED.ATTEMPTING-TO-UPDATE-MM. Timer T3330 shall be
stopped if still running. The routing area updating attempt counter shall be incremented. If the routing area
updating attempt counter islessthan 5, and the stored RAI is equal to the RAI of the current serving cell and the
GMM update status is equal to GU1 UPDATED:

- the MS shall keep the GMM update status GU1 UPDATED and changes state to GMM-
REGISTERED.ATTEMPTING-TO-UPDATE-MM. The MS shall start timer T3311. When timer T3311
expires the combined routing area update procedure indicating "combined RA/LA updating with IMSI
attach" istriggered again.

If the routing area updating attempt counter is greater than or equal to 5:

- the MSshal start timer T3302 and shall change to state GMM-REGISTERED.ATTEMPTING-TO-
UPDATE-MM;

- aGPRSMS operating in MS operation mode A shall then proceed with appropriate MM specific procedure;
a GPRS M S operating in MS operation mode B may then proceed with appropriate MM specific procedures.
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The MM sublayer shall act as in network operation mode 11 as long as the combined GMM procedures are
not successful and no new RA is entered. The new MM state isIDLE.

Other values are considered as abnormal cases. The combined routing area updating shall be considered asfailed for
GPRS and non-GPRS services. The specification of the MS behaviour in those cases is specified in section 4.7.5.2.5.

47524 Combined routing area updating not accepted by the network

If the combined routing area updating cannot be accepted, the network sendsa ROUTING AREA UPDATE REJECT
message to the MS. An M S that receives a ROUTING AREA UPDATE REJECT message stops timer T3330, deletes
the list of equivalent PLMNSs, and enters state MM IDLE. The M S shall then take different actions depending on the
received reject cause:

#3 (Illega MS);
#6 (Illegal ME), or
#8 (GPRS services and non GPRS services not allowed);

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and the update statusto U3
ROAMING NOT ALLOWED (and shall storeit according to section 4.1.3.2) and enter the state GMM -
DEREGISTERED. Furthermore, it shall delete any P-TMSI, P-TMSI signature, TMSI, RAI, LAI, ciphering key
seguence number and GPRS ciphering key sequence number and shall consider the SIM as invalid for GPRS and
non GPRS services until switching off or the SIM is removed.

#7 (GPRS services not alowed);

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall storeit according to
section 4.1.3.2) and shall delete any P-TMSI, P-TM S signature, RAI and GPRS ciphering key sequence
number. The SIM shall be considered asinvalid for GPRS services until switching off or the SIM is removed.
The new state is GMM-DEREGISTERED. If in the M S the timer T3212 is not already running, the timer shall
be set to itsinitial value and restarted.

A GPRS M S operating in MS operation mode A or B in network operation mode I, is still IMSI attached for CS
services in the network. and shall then proceed with the appropriate MM specific procedure according to the
MM service state

#9 (M S identity cannot be derived by the network);

The MS shall set the GPRS update statusto GU2 NOT UPDATED (and shall store it according to section
4.1.3.2), enter the state GMM-DEREGISTERED, and shall delete any P-TM S|, P-TMSI signature, RAI and
GPRS ciphering key sequence number. Subsequently, the MS may automatically initiate the GPRS attach
procedure.

A GPRS M S operating in MS operation mode A or B in network operation mode I, is still IMSI attached for CS
services in the network.

#10 (Implicitly detached);

A GPRS MS operating in MS operation mode A or B in network operation mode I, isIMS| detached for both
GPRS and CS services in the network.

The MS shall change to state GMM-DEREGISTERED.NORMAL-SERVICE. The MS shall then perform a new
attach procedure. The M'S should also activate PDP context(s) to replace any previously active PDP contexts.

NOTE: Insome cases, user interaction may be required and then the M'S cannot activate the PDP context(s)
automatically.

#11 (PLMN not alowed);
#12 (Location areanot allowed);
#13 (Roaming not allowed in thislocation area); or

#15 (No Suitable CellsIn Location Area);
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The MS shall set the GPRS update statusto GU3 ROAMING NOT ALLOWED and the update statusto U3
ROAMING NOT ALLOWED (and shall storeit according to section 4.1.3.2) and enter the state GMM-
DEREGISTERED. Furthermore, it shall delete any P-TMSI, P-TMSI signature, TMSI, RAI, LAI, ciphering key
sequence number GPRS ciphering key sequence humber, and reset the location update attempt counter.

The MS shall store the LAI or the PLMN identity in the appropriate forbidden list, i.e. in the "forbidden PLMN
list" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause #12 or in
the list of "forbidden location areas for roaming” for cause #13 and #15. If #11 or #13 was received, the MS
shall then perform a PLMN selection instead of a cell selection. If cause #15 was received the M S shall search
for asuitable cell in adifferent location area on the same PLMN.

#14 (GPRS services not allowed in this PLMN)

The MS shall delete any RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number stored,
shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section
4.1.3.2) and shall change to state GMM-DEREGISTERED. If in the MS the timer T3212 is not already running,
the timer shall be set to itsinitial value and restarted.

The MS shall storethe PLMN identity in the "forbidden PLMNs for GPRS service" list.

A GPRS M S operating in MS operation mode A or B in network operation mode |, is still IMSI attached for CS
servicesin the network and shall then proceed with the appropriate MM specific procedure according to the MM
service state.

Other values are considered as abnormal cases. The specification of the M S behaviour in those casesis described in
section 4.7.5.2.5.

47525 Abnormal cases in the MS
The abnormal cases specified in section 4.7.5.1.5 apply with the following modification:

If the GPRS routing area updating counter islessthan 5, the MM state remains MM LOCATION UPDATING
PENDING.

If the GPRS routing area updating attempt counter is incremented according to section 4.7.5.1.5 the next actions depend
on the Location Area | dentities (stored on SIM and the one of the current serving cell) and the value of the routing area
updating attempt counter.

- if the update statusis U1 UPDATED, and the stored LAI is equal to the one of the current serving cell and the
routing area updating attempt counter is smaller than 5, then the mobile station shall keep the update status to
U1l UPDATED, the new MM state is MM IDLE substate NORMAL SERVICE, or

- if the update status is different from U1 UPDATED, or the stored LAI is different from the one of the current
serving cell, or the routing area updating attempt counter is greater or equal to 5, the mobile station shall delete
any LAI, TMSI, ciphering key sequence number stored in the SIM and list of equivalent PLMNs and set the
update status to U2 NOT UPDATED. The new MM stateis MM IDLE substate ATTEMPTING TO UPDATE.

475.2.6 Abnormal cases on the network side

The abnormal cases specified in section 4.7.5.1.6 apply with the exceptions for cases aand c in which in addition to the
P-TM S| and P-TMSI signature the old TMSI shall be considered occupied until the new TMSI isused by the MSina
subseguent message.

4.7.6 P-TMSI reallocation procedure

A temporary mobile station identity for GPRS services, the Packet-TM S| (P-TMSI), is used for identification within the
radio interface signalling procedures. The structure of the P-TMSI is specified in 3GPP TS 23.003 [10]. The P-TM S
has significance only within arouting area. Outside the routing area it has to be combined with the routing area
identification (RAI) to provide for an unambiguous identity.

The purpose of the P-TMSI reallocation procedure is to provide identity confidentiality, i.e. to protect a user against
being identified and located by an intruder (see 3GPP TS 02.09 [5] and 03.20 [34]).
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Usually, P-TMSI reallocation is performed at least at each change of arouting area. (Such choices are l€eft to the
network operator).

Thereadlocation of aP-TMSI is performed by the unique procedure defined in this section. This procedure can only be
initiated by the network in state GMM-REGISTERED.

P-TMSI can also be implicitly reallocated in the attach or routing area updating procedures. The implicit reallocation of
aP-TMSI isdescribed in the corresponding sections.

NOTE: Normally, the P-TMSI reallocation will take place in conjunction with another GMM procedure, e.g. at
routing area updating (see 3GPP TS 29.002 [37]).
4.7.6.1 P-TMSI reallocation initiation by the network

The network initiates the P-TMSI reallocation procedure by sending aP-TMSI REALLOCATION COMMAND
message to the M S and starts the timer T3350.

The P-TMSI REALLOCATION COMMAND message contains a new combination of P-TMSI, RAI and optionaly a
P-TMSI signature allocated by the network.

The network shall not send any user data during the P-TMSI reall ocation procedure.

4.7.6.2 P-TMSI reallocation completion by the MS

Upon receipt of the P-TMSI REALLOCATION COMMAND message, the M S stores the Routing Area | dentifier
(RAI) and the P-TMSI and sendsaP-TMSI REALLOCATION COMPLETE message to the network.

If aP-TMSI signatureis present in the P-TMSI REALLOCATION COMMAND message, the MS shall store the new
P-TMSI signature and shall if available delete the old P-TMSI signature. If no P-TMSI signature is present in the P-
TMSI REALLOCATION COMMAND message, the old P-TMSI signature, if available, shall be kept.

4.7.6.3 P-TMSI reallocation completion by the network

Upon receipt of the P-TMSI REALLOCATION COMPLETE message, the network stops the timer T3350 and
considersthe new P-TM S| asvalid and the old one asinvalid.

In GSM, the GMM layer shall notify the LLC layer that the P-TMSI has been changed (see 3GPP TS 04.64 [76]).

476.4 Abnormal cases on the network side
The following abnormal cases can be identified:
a) Lower layer failure

If alower layer failure is detected before the P-TMSI REALLOCATION COMPLETE message is received, the
old and the new P-TMSI shall be considered as occupied until the old P-TM S| can be considered asinvalid by
the network (see section 4.7.1.5).

During this period the network:

may first use the old P-TMSI for paging for an implementation dependent number of paging attemptsin the
case of network originated transactions. Upon response from the M S, the network may re-initiate the P-TM S|
reallocation. If no response is received to the paging attempts, the network may use the new P-TMSI for
paging for an implementation dependent number of paging attempts. Upon response from the M S the
network shall consider the new P-TM S| asvalid and the old P-TM S| asinvalid. If no response is received to
the paging attempts, the network may use the IMSI for paging. for an implementation dependent number of
paging attempts;

NOTE: Paging with IMSI| causesthe M S to re-attach as described in section 4.7.9.1.
- shall consider the new P-TMSI asvalid if it isused by the M S (see section 4.7.1.5); or

- may use theidentification procedure followed by anew P-TMSI reallocation if the MS uses the old P-TMSI.
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b)

©)

d)

€)

f)

Expiry of timer T3350

The P-TMSI reallocation procedure is supervised by the timer T3350. The network shall, on the first expiry of
timer T3350, reset and restart timer T3350 and shall retransmit the P-TMSI REALLOCATION COMMAND.
Thisretransmission is repeated four times, i.e. on the fifth expiry of timer T3350, the network shall abort the
reallocation procedure and shall follow the rules for case a as described above.

P-TMSI reallocation and GPRS attach procedure collision

If the network receives an ATTACH REQUEST message before the ongoing P-TMSI reall ocation procedure has
been completed the network shall proceed with the GPRS attach procedure after deletion of the GMM context.

P-TMSI redlocation and an M S initiated GPRS detach procedure collision

If the network receivesa DETACH REQUEST message before the ongoing P-TMSI reall ocation procedure has
been completed, the network shall abort the P-TMSI reallocation procedure and shall progress the GPRS detach
procedure.

P-TMSI redllocation and a routing area updating procedure collision

If the network receives a ROUTING AREA UPDATE REQUEST message before the ongoing P-TMSI
reallocation procedure has been completed, the network shall abort the P-TMSI reallocation procedure and shall
progress the routing area updating procedure. The network may then perform anew P-TMSI reallocation.

P-TMSI reallocation and a service request procedure collision

If the network receives a SERVICE REQUEST message before the ongoing P-TMSI reallocation procedure
procedure has been completed, the network shall progress both procedures.

If there are different new P-TMSI included in subseguent P-TMSI REALLOCATION COMMAND messages, due to
an aborted or repeated P-TM Sl reallocation procedure, the M S always regards the newest and its existing P-TM Sl as
valid for the recovery time.

MS Network
P-TMS REALLOCATION COMMAND
< Start T3350
P-TMSI REALLOCATION COMPLETE
» Stop T3350

Figure 4.7.6/1 3GPP TS 24.008: P-TMSI reallocation procedure

4.7.7  Authentication and ciphering procedure

4.7.7a Authentication and ciphering procedure used for UMTS authentication

challenge.

The purpose of the authentication and ciphering procedure is fourfold (see TS 33.102):

to permit the network to check whether the identity provided by the MSis acceptable or not;

to provide parameters enabling the M S to calculate a new GPRS UMTS ciphering key and anew GPRSUMTS
integrity key.

to let the network set the GSM ciphering mode (ciphering /no ciphering ) and GSM ciphering a gorithm; and

to permit the mobile station to authenticate the network.

In UMTS, and in the case of a UMTS authentication challenge, the authentication and ciphering procedure can be used
for authentication only.
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The cases in which the authentication and ciphering procedure shall be used are defined in TS 33.102 and 3GPP TS
02.09[5].

The authentication and ciphering procedure is aways initiated and controlled by the network. However, in the case of a
UMTS authentication challenge, there is the possibility for the MS to reject the network.

UMTS authentication challenge shall be supported by a MS supporting the UMTS authentication algorithm.

Note: According to 3GPP TS 33.102, aME supporting only A/Gb mode need not support the USIM interface
and in consequence need not support the UM TS authentication challenge.

The authentication and ciphering procedure can be used for either:

- authentication only;

- setting of the GSM ciphering mode and the GSM ciphering algorithm only; or

- authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm.
In GSM, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is
performed in GSM or in UMTS. After a successful UM TS authentication, the GPRS UMTS ciphering key, the GPRS
UMTS integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in
the network and the MS.

4.7.7b Authentication and ciphering procedure used for GSM authentication
challenge
The purpose of the authentication and ciphering procedure is threefold (see 3GPP TS 03.20 [13]):
- to permit the network to check whether the identity provided by the MSis acceptable or not;
- to provide parameters enabling the M S to calculate a new GPRS GSM ciphering key; and
- tolet the network set the GSM ciphering mode (ciphering/no ciphering) and GSM ciphering algorithm.
The authentication and ciphering procedure can be used for either:
- authentication only;
- setting of the GSM ciphering mode and the GSM ciphering algorithm only; or
- authentication and the setting of the GSM ciphering mode and the GSM ciphering a gorithm.
The cases in which the authentication and ciphering procedure shall be used are defined in 3GPP TS 02.09 [5].

In GSM, the authentication and ciphering procedure is always initiated and controlled by the network. It shall be
performed in anon ciphered mode because of the following reasons:

- the network cannot decipher a ciphered AUTHENTICATION AND CIPHERING RESPONSE from an
unauthorised MS and put it on the black list; and

- to be able to define a specific point in time from which on a new GPRS GSM ciphering key should be used
instead of the old one.

GSM authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.
In GSM, the network should not send any user data during the authentication and ciphering procedure.

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in
GSM or in UMTS. However, in UMTS an MS which supports the UMTS authentication algorithm shall not accept a
GSM authentication challenge. After a successful GSM authentication challenge, the GPRS GSM ciphering key and the
GPRS ciphering key sequence number, are stored both in the network and the MS.
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4.7.7.1 Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION AND
CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION AND
CIPHERING REQUEST message shall contain all parameters necessary to cal culate the response parameters when
authentication is performed (see 3GPP TS 03.20 [13] and TS 33.102).

If authentication is requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall contain
either:

- InaGSM authentication challenge, the GPRS ciphering key sequence number, allocated to the GPRS GSM
ciphering key and the RAND, or

- InaUMTS authentication challenge, the GPRS ciphering key sequence number, allocated to the GPRSUMTS
ciphering and GPRS UMTS integrity keys, the RAND and the AUTN.

In GSM, if authentication is not requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall
not contain neither the GPRS ciphering key sequence number, the RAND nor the AUTN.

In GSM, if ciphering is requested, in a GSM authentication challenge or in a UM TS authentication challenge, then the
AUTHENTICATION AND CIPHERING REQUEST message shall indicate the GPRS GSM ciphering algorithm.

The network includes the A& C reference number information element in the AUTHENTICATION AND CIPHERING
REQUEST message. Its value is chosen in order to link an AUTHENTICATION AND CIPHERING REQUEST ina
RA with its RESPONSE. The A& C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MSto include its IMEISV inthe AUTHENTICATION AND CIPHERING
RESPONSE message.

4.7.7.2 Authentication and ciphering response by the MS

In GSM, aMS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING
REQUEST message at any time.

InUMTS, an MSthat is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING
REQUEST message at any time whilst a PS signalling connection exists.

A MS which does not support the UMTS authentication algorithm shall ignore the Authentication Parameter AUTN IE
if included inthe AUTHENTICATION AND CIPHERING REQUEST message and perform the GSM authentication
challenge. It shall not perform the authentication of the network described in 4.7.7.5.1.

InaGSM authentication chalenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the
authentication parameters RAND and GPRS CK SN, then upon receipt of the message, the MS processes the challenge
information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of
the received A& C reference number information element shall be copied into the A& C reference number information
element inthe AUTHENTICATION AND CIPHERING RESPONSE message. A GSM authentication challenge will
result in the SIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key
calculated from the challenge information shall overwrite the previous one and any previously stored GPRSUMTS
ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the
SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING
RESPONSE message is transmitted.

InaUMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the
UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies
the AUTN parameter and if thisis accepted, the M S processes the challenge information and sends an
AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of the received A& C
reference number information element shall be copied into the A& C reference number information element in the
AUTHENTICATION AND CIPHERING RESPONSE message. A UMTS authentication challenge will result in the
SIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the
ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from
the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRSUMTS
integrity key and GPRS GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence
number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.
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InUMTS, an MS capable of UMTS only shall ignore the Ciphering Algorithm IE in the AUTHENTICATION AND
CIPHERING REQUEST message. An M S capable of both UMTS and GSM shall store the received value in the
Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message in order to useit at an
inter system change from UMTS to GSM.

If the AUTHENTICATION AND CIPHERING REQUEST message does not include neither the GSM authentication
parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN),
then upon receipt of the message, the M S replies by sending an AUTHENTICATION AND CIPHERING RESPONSE
message to the network.

In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering
algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 04.64 [76]).

A mobile station supporting UM TS authentication challenge shall support the following procedure;

In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the
received RAND and the RES returned from the SIM in the volatile memory and compare it with any subsequently
received RAND values, until the RAND value stored in the mobile station is deleted. If the stored RAND valueis equal
to the new received valuein the AUTHENTICATION & CIPHERING REQUEST message, then the mobile station
shall not pass the RAND to the SIM, but shall immediately send the AUTHENTICATION & CIPHERING RESPONSE
message with the stored RES. If thereis no valid stored RAND in the mobile station or the stored RAND is different
from the new received value in the AUTHENTICATION & CIPHERING REQUEST message, the mobile station shall
pass the RAND to the SIM, shall override any previously stored RAND and RES with the new ones and reset and
restart timer T3316.

The RAND and RES values stored in the mobile station shall be deleted:

- upon receipt of a SECURITY MODE COMMAND (lu mode only) or AUTHENTICATION & CIPHERING
REJECT message;

- upon expiry of timer T3316; or
- if the mobile station entersthe GMM states GMM-DEREGISTERED or GMM-NULL.

4.7.7.3 Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360
and checks the validity of the response (see 3GPP TS 03.20 [13] and TS 33.102). For this, it may usethe A&C
reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to
determine whether the response is correlating to the last request that was sent.

In GSM, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which algorithm and
GPRS GSM ciphering key that shall be used (see 3GPP TS 04.64 [76]).

Upon receipt of the AUTHENTICATION AND CIPHERING FAILURE message, the network stops the timer T3360.
In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new
authentication parameters.

4.7.7.4 GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets. In a GSM authentication challenge,
from a challenge parameter RAND both the authentication response parameter SRES and the GPRS GSM ciphering key
can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge
parameter RAND, the authentication response parameter RES and the GPRS UMTS ciphering key and the GPRS
UMTS integrity key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on alogical link without authentication, GPRS ciphering key sequence numbers are
introduced.

The GPRS ciphering key sequence number is managed by the network such that the AUTHENTICATION

AND CIPHERING REQUEST message contains the GPRS ciphering key sequence number allocated to the GPRS
GSM ciphering key (in case of a GSM authentication challenge) or the GPRS UMTS ciphering key and the GPRS
UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter
carried in that message.
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The M S stores the GPRS ciphering key sequence number with the GPRS GSM ciphering key (in case of a GSM
authentication challenge) and the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in caseof aUMTS
authentication challenge),and includes the corresponding GPRS ciphering key sequence number in the ROUTING
AREA UPDATE REQUEST , SERVICE REQUEST and ATTACH REQUEST messages.

If the GPRS ciphering key sequence number is deleted, the associated GPRS GSM ciphering key , GPRSUMTS
ciphering key and GPRS UMTS integrity key shall be deleted (i.e. the established GSM security context or the UMTS
security context is no longer valid).

In UMTS, the network may choose to start ciphering and integrity checking with the stored GPRS UMTS ciphering key
and the stored GPRS UMTS integrity key (under the restrictions given in 3GPP TS 02.09 and 3GPP TS 33.102) if the
stored GPRS ciphering key sequence number and the one given fromthe MS are equal.

In GSM, the network may choose to start ciphering with the stored GPRS GSM ciphering key (under the restrictions
given in 3GPP TS 02.09) if the stored GPRS ciphering key sequence number and the one given from the MS are equal
and the previously negotiated ciphering algorithm is known and supported in the network. When ciphering is requested
at GPRS attach, the authentication and ciphering procedure shall be performed since the M S does not store the
ciphering algorithm at detach.

Upon GPRS attach, if ciphering isto be used, an AUTHENTICATION AND CIPHERING REQUEST message shall
be sent to the MS to start ciphering.

If the GPRS ciphering key sequence number stored in the network does not match the GPRS ciphering key sequence
number received from the MSin the ATTACH REQUEST message, then the network should authenticate the MS.

In GSM, the M S starts ciphering after sending the AUTHENTICATION AND CIPHERING RESPONSE message. The
network starts ciphering when avalid AUTHENTICATION AND CIPHERING RESPONSE isreceived from the M S.

InUMTS, the MS starts ciphering and integrity checking according to the conditions specified in specification 3GPP
TS25.331.

In GSM, as an option, the network may decide to continue ciphering without sending an AUTHENTICATION AND
CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE REQUEST message with avalid
GPRS ciphering key sequence number. Both the MS and the network shall use the latest ciphering parameters. The
network starts ciphering when sending the ciphered ROUTING AREA UPDATE ACCEPT message to the MS. The MS
starts ciphering after receiving avalid ciphered ROUTING AREA UPDATE ACCEPT message from the network.

NOTE: Insome specifications the term KSI (Key Set Identifier) is used instead of the term GPRS ciphering key
sequence number.

4.7.7.5 Authentication not accepted by the network

If authentication and ciphering fails, i.e. if the response is not valid, the network considers whether the MS has used the
P-TMSI or the IMSI for identification.

- If the P-TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given
by the M S differs from the one the network had associated with the P-TM S, the authentication should be
restarted with the correct parameters. If the IMSI provided by the MSis the expected one (i.e. authentication has
really failed), the network should proceed as described below.

- If the IMSI has been used, or the network decides not to try the identification procedure, an
AUTHENTICATION AND CIPHERING REJECT message should be transferred to the MS.

Upon receipt of an AUTHENTICATION AND CIPHERING REJECT message, the M S shall set the GPRS update
status to GU3 ROAMING NOT ALLOWED and shall delete the P-TMSI, P-TMSI signature, RAI and GPRS
ciphering key sequence number stored. If available, also the TMSI, LAI and ciphering key sequence number shall be
deleted and the update status shall be set to U3 ROAMING NOT ALLOWED. The SIM shall be considered as
invalid until switching off or the SIM is removed.

If the AUTHENTICATION AND CIPHERING REJECT message is received, the M S shall abort any GMM
procedure, shall stop the timers T3310, T3317 and T3330 (if running) and shall enter state GMM-
DEREGISTERED.
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4.7.75.1 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the M S to check the authenticity
of the core network. Thus allowing, for instance, detection of false base station.

Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an incorrect
AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication failure:

a) MAC codefailure

If the M S considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a
AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'MAC failure’. The
MS shall then follow the procedure described in section 4.7.7.6 (f).

b) SON failure

If the M S considers the SQN (supplied by the core network inthe AUTN parameter) to be out of range, it shall
send aAUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause
'Synch failure’ and the re-synchronization token AUTS provided by the SIM (see TS 33.102). The MS shall
then follow the procedure described in section 4.7.7.6 ().

In UMTS, an M S which supports the UM TS authentication algorithm shall reject the authentication challenge if no
Authentication Parameter AUTN |E was present in the AUTHENTICATION REQUEST message (i.e. aGSM
authentication challenge has been received when the M S expects a UM TS authentication challenge). In such a case, the
MS shall send the AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause
‘GSM authentication unacceptable’. The MS shall then follow the procedure described in section 4.7.7.6 (f).

4.7.7.6 Abnormal cases on the network side
The following abnormal cases can be identified:

a) Lower layer failure

Upon detection of alower layer failure before the AUTHENTICATION AND CIPHERING RESPONSE is
received, the network shall abort the procedure.

b) Expiry of timer T3360

The network shall, on the first expiry of the timer T3360, retransmit the AUTHENTICATION AND
CIPHERING REQUEST and shall reset and start timer T3360. This retransmission is repeated four times, i.e. on
the fifth expiry of timer T3360, the procedure shall be aborted.

¢) Caollision of an authentication and ciphering procedure with a GPRS attach procedure

If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been
completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT
message has to be sent as an answer to an ATTACH REQUEST message), the network shall abort the
authentication and ciphering procedure and proceed with the new GPRS attach procedure.

d) Collision of an authentication and ciphering procedure with a GPRS attach procedure when the authentication
and ciphering procedure has been caused by a previous GPRS attach procedure

If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been
completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has still to be
sent as an answer to an earlier ATTACH REQUEST message), the