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Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not”, "may", "may not", "need", "need not", "will",
"will not", "can" and "cannot" areto be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verba forms
for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


http://webapp.etsi.org/IPR/home.asp
http://webapp.etsi.org/key/queryform.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 24.229 version 10.16.0 Release 10 3 ETSI TS 124 229 V10.16.0 (2014-07)

Contents

Intellectual Property RIGNES.... ..ottt bbb e s 2
01 Yo (o SR 2
AV TeTo = Y= g oY (= 01T 070] oo PSSP 2
0= 11 o PSSR 25
1 o0 o< TSP PSP 26
2 REFEIBINCES ...ttt b e bt b et e b et et et e Rt bt e bt e bt s e et e b et et e neenenr e b es 26
3 Definitions and @DBreVIatioNS...........coeieieieie et 37
31 D= T T (1) 1 PSR 37
3.2 F Y o] 1= V7= 0] 43
3A  Interoperability With different IP-CAN .......ooi i 45
4 (€7 01 TSRS 46
4.1 Conformance of IM CN subsystem entitiesto SIP, SDP and other protocols...........cccccvvvvveeniececcecce e, 46
4.2 URI and addreSs aSSIQNIMENTS........ccuiiiieiieciecieseesie e se s teseee s e e saeesteaeeeseesseesseesseesseeseesesseesneesseesseanseensenns 49
4.2A TraNSPOIt MECHANISIMIS. ...ttt et et b e et b e s et b e se e st eb e s e e st eb e s b e e eb e sbe e ebesbeneebeebenneneas 50
4.2B SECUNTY MECIANISIMIS ...ttt bbb et b e bbbt b e et eb e s et b e b e e bt ne e 51
4.2B.1 SIGNAITTING SECUILY ...ttt b bbbt b bbb e b e st b et e e e bt b e b b nnens 51
4.2B.2 IMBOIA SECUITLY ..ttt ettt bbbt bbbt e et e bt s e et e bt e e et e b e s b e st b e nb et eb e e et et e b 52
4.3 Routeing principles of IM CN SUBSYSIEM ENEITIES........coiiiiiiere s 53
4.4 QI o (o)1= o LR STUP PRSP 53
44.1 (C= 0T o SO PP SRS 53
4.4.2 P-ASSEOO-TAENLITY ..ottt st sttt sttt sttt e st e et st e et be s 54
443 P-ACCESS-INEIWOIK-TFO ...t se bttt se bbb e s e e nne e 54
4.4.4 L TS 0] Yt 1 | 2 54
445 P-ASSEITEO-SEIVICE. ... ettt bttt b bbbt a ek e e et e s et s bt s bt eh e e h e e e e s e et e e e ke she b e e e enne e 54
4.4.6 RESOUICE-PIIOITY ...ttt ettt b e e bbbt b bbb e e et b b e b b 54
4.4.7 REBSON (1N BTESPOMSE) ...ttt sttt sttt ettt a e b e st b s et b e s e et e b e s e et e b e s b e st e b e se et nb e s b et ebe b e e 54
448 P-PrOfHTEKEY ... bbb bbb bbb et b e et b e n e 54
4.4.9 P-SEIVEO-USEN ...ttt ettt et ettt e e et e et e et e et e s ate s aeesaeeeae e beebeeabeeaeeehaeeteesbeenreeareereenreeans 55
4.4.10 P-Private-NetWork-INAiCATION. ........eeee et e b s sre e e eneeneens 55
4411 L T Y Y= [ VP RSRN 55
4.4.12 (@t G300 1 TSRS P ST 55
4413 S 01l O o1 TSP SURPR 55
45 Charging correlation principles for IM CN SUBSYSLEMS.........cveiieeiieiie st 55
451 OVEIVIEW ..ottt ettt sttt st et s e et e b e st e st et e s 2 e st et e s e e m e ek e s e emeeb e sE e st ebeeEen e e b e e b et ebeseene et e s be e ebenbeneebenbenensens 55
452 IM CN subsystem charging identifier (ICID) ........ccviierieriereee e 56
453 Access network charging iNfFOrMELTON .........cocuieieiee ettt eeraesraesneas 56
4531 LT 0T PP RRRRSSRR 56
4532 Access Network charging iNfOrMaLioN..............ciii i e 56
454 Inter operator IAENLITIEr (IO6).....o ittt 57
455 Charging fUNCLION GOOMESSES.......c.civiieeeete sttt et ettt b e et b e b et et sb et et e s b e e ebesbe e ebesbenneneas 57
4.6 SUPPOrt Of [0CAl SENVICE NUIMIDEIS ......coviiiiete ettt ettt b e et b et eb e e 58
4.7 S 0T oy VS = Y ot 58
4.7.1 11 C0o (0o (o] o FOO ST S U PPTURTURURPRTIN 58
4.7.2 Emergency callsgenerated DY @UE ..........ocooi it 58
4.7.3 Emergency calls generated DY @n AS.........oe it a e 59
4.7.4 Emergency calls received from an enterpriSe NEIWOIK ..........cooveeiiiii e s 59
475 LOCation iN @MENJENCY CAllS ...c.uiiiiee ettt rte e et e st e e ae et eesaeesaeste e be e teeteeneenneennns 59
4.8 LYoo O STTORSTPRRN 60
4.9 OVETAD SIONAITING ...ttt bbbttt b e bbbt b e bt b et e bese et b e s bt eb e n e 60
49.1 (€71 PP 60
4.9.2 Overlap SIgnalling MELNOGS ........c.ceviiiiree et et e b e bbb seenea 60
4921 [N-0IAl0G MELNOM .......coeieeieite ettt b e bbbt b bbbt sb e b 60

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 4 ETSI TS 124 229 V10.16.0 (2014-07)

49211 LC T g1 - ST S 60
4922 MUItIPIESINVITE MELNOA ..ottt sttt st et sae et sbeneenens 60
49221 LC T g1 - RS S 60
493 01U o g 0ot £ 60
4931 LC T o1 - TR 60
4932 (D10 0 1 S (o o 1= o S 61
4933 DGt CONBCIION. ...ttt bbb et b e et b e e bt sb e e eb e sbenn b e ebeneeneas 61
4.10 Dialog correlation for IM CN SUDSYSIEIMS..........ciiiieiriiieiriere e 61
4101 (€71 SRS 61
4.10.2 CONF USBJE. ...ttt ettt ettt sttt h et ae s e e e s s et e Rt R e e he e e s e e e R e eE e e R e e R e e et eb e e e e s e n e e eneenesaeenne e eres 61
411 PrIOMTY MECHANISIMS. ...ttt bbbt bbbt b et b b et e b et ebenn et 61
5 APPHCALION USAGE OF SIP......eeeee ettt st et et e r e et e s be e e e sbesreensesbeeneensenneens 63
51 ProcedUres @ ThE UE ..........ouiiei e bbbt b e bbbt s et e b et sheebeeneene e e e e e 63
5.1.0 (C= 0T o SO PP SRS 63
51.1 Registration and aUtNENTICALION. ..........ccuieiieieeiesiese e s e st e re e e e steesaesse e te e seeseenneeneeenes 63
5111 LT 07 | TP 63
51.1.1A Parameters contained iNthe ISIM ..ot neen 63
51.1.1B Parameters provisioned to a UE without ISIM or USIM .........ccoiiiiiiniinee e 64
5111B.1 Parameters provisioned iNthe IMC ... 64
511.1B.2 Parameters when UE does not contain ISIM, USIM Or IMC ........ooooeiiiiieecee et 64
5112 INItIAl FEOISIIALTION ...ttt bbb et b et s et bbb bbb 64
51121 LC TS g1 - RS TS 64
51.1.2.2 Initial registration USING IIMS AKA ... oottt et sreenaeenaesnnennes 68
51.1.2.3 Initial registration using SIP digest WithOULt TLS ........cooeiieiiee e 69
51.1.24 Initial registration using SIP digest With TLS .......occi e s 70
51.1.25 Initial registration using NASS-IM S bundled authentication.............ccccccveeevieieecn e 70
51126 Initial registration using GPRS-IMS-Bundled authentiCation .............cccevereenencenencereeeeseeas 70
5113 Subscription to the registration-state event PaCKage ...... ... 71
5113A Yo o SR 72
5114 User-initiated reregistration and registration of an additional public user identity ............cccoceererenens 72
51141 LT 01 PSSR 72
51142 IMS AKA as a SeCUNtY MECNANISITL........ciiiiriieeie ettt et sb e e b e ebe b sreeenen 75
51.1.4.3 SIP digest without TLS as a security mechaniSm............cccovveiieii e 75
51144 SIP digest with TLS as a security MeChaniSM..........cccccviciiiienierece et 76
5.1.1.45 NASS-IMS bundled authentication as a security MechanisSm ............ccecereeveeiesce e 76
51.1.4.6 GPRS-IM S-Bundled authentication as a security MeChaniSM..........cccvvcerieeiieereeseese e eeeseenieens 76
5115 AUTNENTICALTION ...ttt b bbbt a et b e s b bt bt s bt e st et e e e eesbeebesaeese e e ennenee 77
51151 IMS AKA = GENEFEL ..ottt et st e e se et e st e st ebeseeneebesbeneebenbeneenens 77
51152 Yo o SR 78
51.15.3 IMS AKA @DNOMMEI CBSES. ... .eiueeeeeieieie sttt ee e sttt ettt eee st e besaesbesseeneeneene e besaeeneeneeneenes 78
51154 SIP digest WithOUt TLS — GENENE ........ooviiririeiriiee et 79
51155 SIP digest without TLS — aonormal ProCEAUNES............ceiirieeririeieiesieeie et 79
51156 SIP Adigest With TLS — gENEIAL .....c.oiieieeertieee bbb 79
5.1.15.7 SIP digest with TLS — abnormal proCEAUIES..........cccueiee et eeeetee e e e sre e e ne e e 80
5.1.15.8 NASS-IMS bundled authentication — general ...........cceveieeieeie e 80
5.1.15.9 NASS-IMS bundled authentication — abnormal ProCedUIeS...........ccvvvvveereereeieee e 80
5.1.1.5.10 GPRS-IMS-Bundled authentiCation — geNEral..........coocueieeieere e ete e s 80
5.1.15.11 GPRS-IM S-Bundled authentication — abnormal procedures.............ocvveveerieereene s eeeeeeseenieens 80
5.1.15.12 Abnormal procedures for all security MEChaNiSIMS.........cccocvieeiie i 80
5.1.1.5A Network-initiated re-aUthentiCaLION ...........coeeieieierere e e neen 80
5.1.1.5B Change of IPv6 addreSs dUE TO PrIVACY .......ceivirieuiriirieiirierieeste ettt 81
5116 User-initiated der@QiStratiON..........coerueuerterieieriere et st sttt eb et sb e e e b e e b e st se e e ebesbe e ebesbeneenens 81
51.16.1 (T 01 SRR 81
51.16.2 IMS AKA as a SECUNtY MECNANISITL........ciiiriierie ettt sb e e b e be b e e enea 83
51.16.3 SIP digest without TLS as a Security MeChaNiSIM...........covirieiririeieesieee e 84
51.1.6.4 SIP digest with TLS as a security MeChaniSM..........ccvocviciiiienieseee e ie e e s 84
5.1.1.6.5 NASS-IMS bundled authentication as a security MechanisSm ............cccceveeveecescnsee e 84
5.1.1.6.6 GPRS-IM S-Bundled authentication as a security MeChaniSM...........cccvveeveeiieeveeseesee e e seenieens 85
51.1.7 Network-initiated dereQiStralion ..........cccccvieeeiieereere e se e see e e e e e saeenaeeeeenaesreesneesseeseees 85
5.1.2 ST oS e T o) Lo g 1= TaTo W 1o ) 11 1 o o S 86
51.21 Notification about multiple registered public user identities............cccvveeviericce e 86

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 5 ETSI TS 124 229 V10.16.0 (2014-07)

5.1.2.2 General SUBSCRIBE reqUITEIMENES........ccviiieieiie e seesteeste et etessee st e steesaeeaeseesseesseesseensesnsessensseessnns 87
5.1.2A Generic procedures applicable to all methods excluding the REGISTER method..........ccccoccvveevvenieennns 87
51.2A.1 (0] St o T Lo TT g (] o o= S = SR 87
512A.11 LC T g1 - SR 87
5.1.2A.1.2 Structure Of REQUESE-URI ........oiiieiececciesee ettt et et aesaae st e e e steeaesneesneesneenseenneens 91
5.1.2A.1.3 UE without dial string processing CapabilitieS ..........cccevieiiiierie e 91
512A.14 UE with dial string processing Capabilities. ..o 92
512A.15 Setting the "phone-context” tel URI Parameter ...t 92
5.1.2A.1.6 W o] 070 g 0 S R 93
512A.2 UEAEIMINGLING CBSE.....eeueeteiteeetestereeteste sttt sbe sttt sb e sttt s b e bt b se b e b seeb e ebeseeb e ebesee bt ebese et e see e ebesbeneebesbennenen 9
513 Call initiation - UE-OrgiNating CASE.......cuiiieiriiietirieeet sttt e e bbb e b e ens 95
5131 INITIAl INVITE FEOUESE ...ttt sttt sttt sttt sttt sttt st s be e e e st et e ns 95
514 Cal initiation - UE-terMiNalinNg CBSE ........ccueiuereerieeiieiieeseeseesteesteseesseasseesseesesssessesssesssesssesssssseesseessesssenns 97
5141 INITIA]l INVITE FEQUESE ...ttt sttt sttt st sttt st st se e s be s e e e sbe st ens 97
515 Call TEIEASE. ...ttt bbb he e h e e e bRt E e Rt eh e e et et sh e be e ne e e nnes 98
5.1.6 g0 oV = VT ot S 99
516.1 LC T o1 - TR 99
516.2 [Nitial EMErgENCY FEISIIALION.......ccui ettt b et b e et b e 99
5.1.6.2A New initial emergenCy regiStralion ..........ooce i et 100
51.6.3 Initial subscription to the registration-state event Package ... 100
5164 User-initiated emergenCy reregiStration ..........cooeeiereeneriee ettt 100
5.1.65 W B 110701 (= 1 o o RSP 100
5166 User-initiated emergency der@giStration ..........c.oereerereenereeese st 100
5.1.6.7 Network-initiated emergency deregiStration...........ccvecevueieereereese e see e ee e ee e see s 100
5.1.6.8 EMEIQgENCY SESSION SELUP.....cuveeuieiuieiteeieee st esteeteesteeteesteesteeste e tesseseesseesseesseanseenseessesseesteesensesnsennssnnes 101
5.1.6.8.1 LC T g1 - TP RSTTRS 101
5.1.6.8.2 Emergency session set-up in case of NO regiStration ...........ccccveceeieicesieeseeseese e eee e sae e e 101
5.1.6.8.3 Emergency session set-up within an emergency registration ..........ccocceeeeeeereeseeseesieeseeseesee e 103
5.1.6.8.4 Emergency session setup within anon-emergency registration ..........ccocceveeeveervereesieeseseeseesenns 105
5.1.69 EMErgenCy SESSION FEIEASE. ..ottt ettt b e et b bbbt bbb 106
5.1.6.10 Successful or provisional response to a request not detected by the UE asrelating to an

EIMENGENCY SESSION. ... eueeteeeueetesteseetesteeebeseeseebese et ebese et ebese e e ebese et ebesE e e ebese e e ek e sb e e et e sbe e ebenreeebesbennenens 106
517 W OI0 ettt ettt et ettt e et e e b e e be e be e beeaeesheeeheeahe e bt eteeateeaeeabeaabaebe e teeteateaeeaaeeaaeenteanteereans 107
5.1.8 W OI0 ettt et ettt et e et e et e e be e be e beeaeeaheeeheeahe e bt eteeateeaeeaheeabaebe e teebeeteaeeaaeeaaeenteanteenteans 107
52 Procedures @l the P-CSCE ........oo.o e ettt e b e et b bt ae e e e bbbt e e e e e nneres 107
521 (1= 0T - PSSRSO 107
5.2.2 S0 1 o] 1 USSP 109
5221 (€T o1 - OO STPRSPN 109
5.2.2.2 IMS AKA asaseCcurity MEChANISIM ......ccuciieieiie ettt e e et e e e e sneesnaesraennees 114
5.2.2.3 SIP digest without TLS as a security MechaniSm ..........cccovveiieiieiece e 117
5224 SIP digest with TLS as @ Security MeChaNiSM........c.coiiiiiiieiieeeeeeeee et 118
5225 NASS-IMS bundled authentication as a security MechaniSmM ... 120
5226 GPRS-IMS-Bundled authentication as a security mechanism ... 120
5227 P-CSCF reconfigured to NOt aCCePt FEQIStIatiONS ..........coveerieirierieerie ettt 121
523 Subscription to the user's registration-state event PaCKagE.........coevrerrirererere e 121
ST 7N Y oo SO 122
5.2.3B SUBSCRIBE FEOUESE ....cvtveieetesieiete sttt sttt ste st ste sttt steseesesteseesesteseesesbeseesesseseesestessesesseseesessessenens 122
524 Registration of multiple public USEr IdeNtitiES ........cueiee i 122
525 [T =0T 1o OSSPSR 123
5251 User-initiated deregisStration..........cvceeceeciee e se e et esraesre e reenreeseenneenes 123
5.25.2 Network-initiated dereQiStralion ..........cccccveiiereereee e e e te e s e sreesre e e e reeseeneeenes 124
5.2.6 General treatment for all dialogs and standal one transactions excluding the REGISTER method........... 125
5.26.1 0100 1 o o OSSR 125
5262 Determination of UE-originated or UE-terminated CaSE..........ccuvireeirerieiineneeese e 125
526.3 Requestsinitiated DY the UE ... 125
52631 GeNEral fOr all FEOUESES. ..ottt bbbt 125
52632 RV oo OSSR 126
5.2.6.3.2A ADNOIMME] CBSES ...ttt bbbt b e bt s h e h et e b se et e b she bt st ne e e nns 126
5.2.6.3.3 T =0 [0S o] = e 1o o S 127
5.2.6.34 Responsesto aninitial request for adialog .......ocueeeerieiieiie e 128
5.2.6.35 Target refresh reqUESt FOr @ dialOg........civeiierieieeee e 129
5.2.6.3.6 Responses to atarget refresh request for adialog .........cccveeereeiieieiie e 130

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 6 ETSI TS 124 229 V10.16.0 (2014-07)

5.2.6.3.7
5.2.6.3.8
52639
5.2.6.3.10
526311
5.2.6.3.12
5.2.64
5.2.64.1
5.2.64.2
5.2.64.3
5.2.64.4
52645
5.2.64.6
5.2.64.7
52648
52649
5.2.6.4.10
526411
526412
527
5271
5272
5273
5274
528
5281
52811
52812
52813
52814

5.2.82
5.2.83
529
5291
5292
5.2.10
52101
5.2.10.2

5.2.10.2A

5.2.10.3

52104

5.2.10.5
5211
5.3
531
5311
5312
53.13
532
5321
5.3.21A
5322
533
5331
5332
5333
534

Request for a standalone tranSaCtioN ...........cceeiieii et nnees 130
Responses to arequest for a standalone tranSaCtion ............cccveveeveeie e see e 131
Subsequent request other than atarget refresh reqUESE..........c.ooeeveeveece e 131
Responses to a subsequent request other than atarget refresh request............ccoccvevvecvecevceveeeen, 132
Request for an unknown method that does not relate to an existing dialog..........cccoeeveeerieeieenienns 132
Responses to a request for an unknown method that does not relate to an existing dialog ........... 133
Requeststerminated DY the UE ...t 133
Yo o RS 133
General fOr all FESPOMNSES .....c.ecviieieei ettt b et sn s 133
Initial request FOr @ dIAl0g........coeiiieie e 133
Responsesto aninitial request for adialog .........cocvveeeriiieriee e 134
Target refresh reqUESt FOr @ dialOg........civereerieieeee e 135
Responses to atarget refresh request for adialog .........cccveeereeieeieiie e 136
Request for a standalone tranSaCtioN ...........cceeieere et sneas 137
Responses to arequest for astandalone tranSaCtion..............ccveveereeiesceesee e 137
Subsequent request other than atarget refresh reqUESE.........c.coceeveere e e 138
Responses to a subsequent request other than atarget refresh request............ccoecvevvecvecevceveeeen, 138
Request for an unknown method that does not relate to an existing dialog.........ccocccvvevenerenienne 139
Responses to a request for an unknown method that does not relate to an existing dialog ........... 139
INIEIAE TNV ITE oottt et este et e e e s aeeebe et e e s beeateeaeesbaesbeentesnsesanesaeesseeteentenns 139
g1 0o 1 o o PP 139
UE-OFQINGLING CASE......eeueetereeueete sttt sttt sttt sttt s a et b e s b et b s et bt s e et bt s b et eb e s b et eb e s b e st sbesb et ebenbe e ne 139
UEAEIMINGLING CBSE.... v eueeverteeete sttt et sttt st st be bt et s b et bt s b et bt s b et e bt s b et eb e b et ebe s b e st eb e st et ebenbe e e 139
Access network charging iNfOrMaLiON...........cccvieiee et eraesraesnees 140
Call TEIEASE. ...ttt bbbt a et e e bt et bRt ke e e e b e bt sheebe e e nre e 140
P-CSCF-initiated Call FEIEASE ........eoieeie et e 140
Cancellation of a session currently being established.............cccovvvvievieiiccece e 140
Release Of an eXiStiNG SESSION ........vvieiieiie et eee e te e s eesreesreesteeeeeneeeneesraesreesneas 140
ADNOIMME] CBSES ...ttt bbbt e b et b e bt eb et e e et sb e bt s ae e e e e ennas 143
Release of the existing dialogs due to registration expiration and deletion of the security
association, [P assoCiation OF TLS SESSION .....c.eeeviiiieieeieeceteecee et etee et ere e sre et e sreeeare e saneeennes 143
Call releaseinitiated by @any Other @NHITY ........coeeiireiieeere e 143
SESSION EXPITALTON ...ttt ettt ettt b et b s b e b e e b e eb e s b e s e eb e eb e se e bt eb e st e bt sb e e eb e st e neenenreneeneas 143
SUDSEQUENT FEOUESES. ...ttt e et b e sttt b e ekt et b et b e bbb 143
L0 ] o T T T g (] o o= = 143
L0 ] (g = o [ o= PR 143
EMNEIQENCY SEIVICE. .. ueetietieieeieiee st s e ettt et e st et e b e e teetesaeesaeesae e seenteenaeeseesseessaesseentenneesneesneesseanseensenns 144
GBNETEL ...t bt h e E b e e R R Rt R b e R ke e e e R e bRt b e Rt ne e et e 144
General treatment for all dialogs and standal one transactions excluding the REGISTER method —
requests from an UNFegiStErEU USEN .........cccueiierieeieeieseeseesteeseestesseeseesseesseeteeseessaessaesseesseessesnsnsnessnes 144
General treatment for al dialogs and standal one transactions excluding the REGISTER method —
requESES t0 8N UNMEGISTEIEH USEY .......coiiieiiiereeie sttt sttt b et b et b e 145
Genera treatment for all dialogs and standalone transactions excluding the REGISTER method
after emergenCy rEQISIIAION. .......o ittt ettt b e b bbb e b b et snenneneas 146
General treatment for al dialogs and standalone transactions excluding the REGISTER method -
NON-EMENGENCY FEYISIIALION. ....coviieeiiite ettt st be et b e bbbt b e bbb 147
ADNOrMal AN FEECLION CASES ......eeiveeieeerieeieeeesee st et e e e e ee st e steesre e teereeseesaeesaeesseenteenseeseesneessensnens 149
Yoo TSRS 150
Procedures @l the [-CSCR ..ottt b et ae et e bbbt e e e s neenes 150
REQISIIaliON PrOCEUUIE. ......ccueeieie e steeste et e tte sttt e e s sae st e sreesae e aeeaeeesaeese e seenseentesnsesneesneesaeesseanseensenns 150
GBNETEL ...ttt b b h e E bR Rt Rt R e e e e et R et R be Rt ne e e e e 150
NOIMEI PrOCEAUIES........eeieeee e ceee sttt e e e e e este s te e e e seesse e be e teenteessesseesseesaeenseenseenseensennenssansnens 150
W o] 070 0= 0= RSP 151
INITTEB] FEOUESES. ....cveeeeet ettt bbb bbbt bbbt bbbt b b 152
NOIMAl PrOCEAUIES.......eeeieetieeieet ettt bbb bbb bt bbb e st b et e b b 152
Originating procedures for requests containing the "orig" parameter ........coeveeeverceveneneneecereee e 156
W o] 070 00 0 = RSP 157
Yoo TSR 158
Yoo SO RS 158
Yoo PSS 158
Yoo PSS 158
Yoo TSR 158

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 7 ETSI TS 124 229 V10.16.0 (2014-07)

54 ProcedUres @l the SFCSCF ... .ot et b ettt a b et b s bt he et e e e b e sbeeb e e e ennenneres 158
5.4.0 (CT= 0T - ST 158
54.1 Registration and aUtNENLICALION............cuiiierieiieieee e e te e aessaesreesreesaesseesaeesneenseensenns 158
5411 FEFOOUCTION ...ttt e bbbt et e bbbt e e e e et e e e b et sreebeeneenn e e ennas 158
54.1.2 Initial registration and user-initiated reregisStration ............ccecveveereecesee e 160
54121 UNProtected REGISTER .......ccciiiieeiieete sttt sttt sttt st st ebe st et st neenens 160
54.121A Challenge with IMS AK A as Security MeChaniSm ..o 162
54.121B Challenge with SIP digest as security MechaniSmM..........ccoeveiririnineee e 162
54.121C Challenge with SIP digest with TLS as security mechanism..........cccocveonneinncenncnceee 163
54.1.2.1D Initial registration and user-initiated reregistration for NASS-IMS bundled authentication.......... 163
54.121E Initial registration and user-initiated reregistration for GPRS-IM S-Bundled authentication ........ 164
54.1.2.2 Protected REGISTER with IMS AKA as a security meChaniSM.........cccccveeevieeneeneenieece e 165
5.4.1.2.2A Protected REGISTER with SIP digest as a security mechaniSm.........cccccvecvveeneeneeceece e, 168
54.1.2.2B Protected REGISTER with SIP digest with TLS as a security mechaniSm..........cccceceveceveseenen. 171
54.1.2.2C NASS-IMS bundled authentication as a security MeChaniSmM ..........cccceevveceeeeeseeseeseee e 171
5.4.1.2.2D GPRS-IM S-Bundled authentication as a security mechaniSm..........ccccvevvecencnsiesiee e 171
5.4.1.2.2E Protected REGISTER — Authentication already performed ..o, 171
54.12.2F SUCCESSFUL FEOISIIALION.......eviueetieieeeert ettt bbbt ens 173
54123 ADNOIMEl CASES - GENETEL ...ttt 174
54.123A Abnormal cases— IMS AKA as SeCurity MEChaNISIM........ccooiveiiireine et 175
54.1.2.3B Abnormal cases — SIP digest as security MeChaniSM ..........cooeveiierrienieieee e 176
54.1.2.3C Abnormal cases — SIP digest with TLS as security mechanism .........cccoceeeeenereieneneienenee e 176
54.1.2.3D Abnormal cases— NASS-IM S bundled authentication as security mechanism............c.cc.cceeeeneee. 176
5.4.1.2.3E Abnormal cases — GPRS-IM S-Bundled authentication as security mechanism...........c.c.cceevenne 176
54.1.3 Authentication and realthentiCatiON.............coeiieiiie e 176
54.14 User-initiated deregisStration..........cociereeiiee e see e et e e eereeste e reesreeneenneenes 177
54141 NOFTNBl CASES ...ttt h et e et et bt a e e e et e b e sb e bt ehe e bt e e e beneeeb e b e saeebeene e st e nrennas 177
54.1.4.2 Abnormal cases- IMS AKA as security MeChaniSM...........cccvecviieneenieesieee e 178
54.1.4.4 Abnormal cases— SIP digest with TLS as security mechaniSm .........cccccvveeveeeveeseese e 178
54.14.5 Abnormal cases— NASS-IM S bundled authentication as security mechanism............c.ccoeeeveneee. 178
54.14.6 Abnormal cases — GPRS-IM S-Bundled authentication as security mechanism...........c.ccoceceveneee. 179
54.15 Network-initiated AeregiStration ..........cooeiieriee et 179
54.1.6 Network-initiated reaUtheNtiCALION..........coeiieeee et 181
54.1.7 Notification of Application Servers about registration STAUS ..........cccooereererrieneneee e 182
54.1.7A Including contents in the body of the third-party REGISTER request.........ccccccevveevvevecceceeseeseeene 183
54.1.8 SErVICE Profil@ UPUALES........ee ettt te e s sreesaeenaesneesneesneenseensenns 183
5.4.2 ST oS e T ol Lo g 1= TaTo I To 1) 11 1 o o USSR 184
54.2.1 SUDSCIIPLIONS t0 SFCSCF @VENES .....oceviceieceie ettt ae e s sreesseeaeensesneesaeenseensenns 184
54211 Subscription to the event providing registration Stale...........cvvcveieereere e 184
54.2.1.2 Notification about regiStralion SALE.........ccvccueeiieiecier et rae e e nreas 185
54213 RV oo SRS 189
54214 RV oo SRS 189
5422 OLNEr SUDSCIIPLIONS. .. ..ttt sttt sttt ettt b e et e ettt s b et bt sb e e eb e sb e e b e e eb e s b e e ebeaneneeneas 189
54.3 General treatment for all dialogs and standal one transactions excluding requests terminated by the S-
LS SRS 189
5431 Determination of UE-originated or UE-terminated CaSE..........ccuvireirerieiieneee e 189
54.3.2 Requestsinitiated by the SErVEA USEY .........cccvii ettt 190
54.3.3 Requests terminated at the SErVEA USEN ...........ocveiieiie st 197
54.34 @ g o Nat= Mo F= o To Lo (= o (1= SRS 205
5.4.35 Yoo PSS 205
5.4.3.6 SIP digest authentication procedures for all SIP request methods initiated by the UE excluding
REGISTER......o ettt sttt ettt b e £ et b b e st b e ke e e b et et e be st et eneebenbeneane 205
54.36.1 LT 01 S 205
54.3.6.2 WY o] 070 0= 0SS RS 206
544 L@ T 1 1= 1 o] PPN 207
5.4.4.1 T ORI N AV I RO SS 207
5442 SUDSEOUENTE FEOUESES .. ...ttt ettt sttt bttt b et b e b e b b e bt b se ekt eb e e e st et e e eb e s b e neebeebenneneas 207
54.4.2.1 UE-OrIQINGLING CBSB.....ecueeeteeeteeieeieeeseeseesteesteesteeteeseesseeste e teesteetesseesseesaeesseenseenseansenssessenssenssnes 207
54422 UE-LEIMINGLING CASE....ecuveeiieeieesieeseesiesteste st e st este et e tesseestee s e e seesteeaesneesseesseesseenseenseensensaesseensens 208
545 Call TEIEASE. ...ttt bbbt a e a et e bbbt Rt st et e b e bt eheebe e e rennen 208
5451 S-CSCFR-iNitiated SESSION FEIEASE ......cveieieierieeie ettt bbb b e b se e e e 208
54511 Cancellation of a session currently being established.............cccovvvvienieiciccec e 208

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 8 ETSI TS 124 229 V10.16.0 (2014-07)

54512 Release Of an eXiStiNG SESSION ........viieiie et et sreesaeesteetesaeeeneessaesseesreas 208
5.4.5.1.2A Release of the existing dialogs due to registration expiration ..........ccccevveeeeieeieseeseeseeseseee s 210
54513 ADNOIMME] CBSES ...ttt bbb b et b e bt b e et et et she bt s ae e e e enns 210
54.5.2 Session release initiated by any Other eNtity..........coocv e 211
5453 S S o = d o 1 = 11 o o S PS 211
5.4.6 (O B = =<0 =0 (U1 RS 211
54.6.1 L S TN A I 211
546.1.1 Determination Of SEIVEO USEN .........oiiii ettt ee e e tesbeseesbesneeneeneeneas 211
546.1.2 UE-OFQINGALING CASE....c.vueetereeieetestee et see ettt et se et eb e et ebe s b e e et e sb e e ebesb et ebesae e et e sbe s ebesbenneneas 211
54.6.1.3 UEAEIMINGLING CBSE ... vttt sttt sttt st et sttt e et b b e bt s b e e eb e sb e e ebesbeneebesbe e et e sbe e ebesreneeneas 211
54.7 Yoo SR 211
54.7A GRUU MBNAGEIMENT. ..o iteeitiie ittt sttt st ste e sbe e ssae e sbeesateesbeesabeesabeesabeesabeesabeesabeesabeesabeesabeesbeesnbens 211
54.7A.1 Overview Of GRUU OPEIELION ........cccueeieiiereeeeesee e seesteesteeteeaessaestee st ee e e teeaessaesneesaeesseenseesenns 211
54.7A.2 Representation Of PUDIIC GRUUS..........cooi it sre e teene e s 212
54.7A.3 Representation of temporary GRUUS .........cooii ittt te s esne e 213
54.7A4 GRUU recognition and VAlIAITY ..........cccoeeieiieiie ittt ee e e e e sneenneeseens 213
54.8 EMNEIQENCY SEIVICE. ...t eetietieie e iee st s e ettt et s et e e e e teetesaeesaeesae e seenteaneeeneesseesseeseensesneesneesaeenneanseansenns 213
5481 LT 0T R 213
5482 Initial emergency registration or user-initiated emergency reregistration..........c.ccoeevereeerenscenenens 214
5483 User-initiated emergency der@giStration ..........c.oereererieienereee et 214
5484 Network-initiated emergency deregiStration...........cccviereererieineneee et 215
54.85 Network-initiated emergency realthentiCation ...........coocoieerieinireie e 215
5.4.8.6 Subscription to the event providing regiStration StAte.........coceiereeiereereree e 215
5.4.8.7 Notification oOf the registration SLALE.........c.cccuiiierieiic e 215
55 Procedures @l the IMGCR ..o bbb bbbt bttt e e e e b bt bt e e e e e neenas 215
551 L€ 1 = OSSP PR PRTURURTPRN 215
5.5.2 SUbSCTiptioN @Nd NOLITICALTON .......cvieiece et e e r et e e e e neeenaesraesneas 216
553 L0r= | T 1 ¥ o] o F PSSRSO PP PRURPRRTPRN 216
5531 INITTBI TNV ITE ...t bbb bbbt b e st e h e et e b et seeebeene e s e e e nas 216
55311 Calls originated from circuit-switched NEWOTKS...........ooeiriieirieee s 216
55312 Callsterminating in Circuit-SWitChed NEEWOIKS .........cccoirieiriicree s 217
5532 SUDSEGUENTE FEOUESES .. ...ttt et et b bttt b e bt b e s bbb se ekt b e e e bt et e e ebesbeneebeebennenens 217
55321 Callsoriginating in Circuit-SwitChed NEIWOIKS...........ooeiiirieiricreee s 217
55322 Callsterminating in Circuit-SWitChed NEEWOIKS .........ccooirieirice s 218
554 Call TEIEASE. ...ttt bbb bt a et e bt et bRt eh e e e e b e b eheere e nrennen 218
554.1 Cdll release initiated by a Circuit-switched NEIWOIK............ccveierienieseeece e 218
55.4.2 IM CN subsystem initiated Call FEl@aSE.........coceii e 218
5543 MGW-INItiated Call FEIEASE ........eeie it 218
555 (O B = =<0 =0 111 S 218
5551 REINVITE ...ttt bbbt h e et e e s et e bt e bt e ae s e e e e se e b e sb e s b e saeene e e e b e 218
55511 Calls originating from circuit-switChed NEIWOIKS ..o 218
55512 Callsterminating in Circuit-SWitChed NEEWOIKS .........ccoiirieiricrieeee s 218
556 FUPNEr INITIAl FEOUESES ...ttt bbbt bt bbbt b b 218
5.6 Procedures at the BGCF ... ..ottt ettt st ee st e e neene et et e beseeeseeneenseneeneas 219
5.6.1 LT 1 USRS 219
56.2 ComMMON BGCF PrOCEOUIES.......coueitieeterieiete sttt sttt sttt sttt se et b e et b e et b e et st nn et be b 219
5.7 Procedures at the APPlICaLION SEIVEN (AS)....ciiii e iee sttt eeteee s e e e e e e e ste e ee e e sae e teenseenaesnaesraesnees 220
57.1 Common Application Server (AS) PrOCEAUIES ..........cccuiieereeeeeee e seeseesreeee e e e e e reeseenaeesaesreesnees 220
57.11 Notification about regiStralion STALUS .........ccverierieeieee ettt be e ee e enes 220
5.7.1.2 Extracting charging correlation infOrmation ...........ccceceieieeiie s 222
57.13 Access-Network-1nfo and Visited-NetWOrk-1D ...........cccooiiiiirieiiiie e e 222
57.13A Determination Of the SEIVEA USEY .........ooiiiiiiirieeeee e e bbb e 222
5713A1 LT 1 222
57.13A.2 AS SErVING @N OFiGINALTING USEY .....oviiiitirieieeie ettt sttt sttt s bbbt se e st sbe b 222
57.13A3 AS SErVING atErMINGIING USEN ....c.oiuiieiiriereeieiteseeie sttt sttt st eie e se et b et et sbe b 222
5714 User identify verification @ the AS..........coori e 222
5.7.15 REGUESE QULNOTTZBEION. ...ttt ettt st b e bbbt b e b 225
5.7.1.6 Event Notification throttling ..........cooi et 225
5.7.1.7 (o= I 100017 1 o [T 225
57.1.7.1 Interpretation of the numbersin anon-international fOrmat............ccccevevieerieecce s 225
57.17.2 Trandation of the numbersin a non-international formMat ..............coeveiininieeienenee s 226
5.7.1.8 GRUU aSSIgNMENE @NA USAJE.......cuereeeeeieerieesieeieesesstesessseesaeesseesseassesssessassseessesssesssesssssssseesseessesssenns 226

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 9 ETSI TS 124 229 V10.16.0 (2014-07)

57.19 USE Of ICSI AN TARI VBIUES. ..ottt e sb et s 227
5.7.1.10 CAITIEN SEIECHION ...ttt et bt a et e b e e e e b bt s b e s aeene e e e e e 228
57111 Yo o RO TTU VPP URURSP 228
5.7.1.12 Delivery of original destinalion IENLItY ............ccoveiiieieie i 228
5.7.1.13 (0 00 o @ | I TSP USSP 229
5.7.1.14 S0 IO = 11 o 0] 229
572 Application Server (AS) acting as terminating UA, OF redireCt SEIVEY .........ccoveeeeereeneneeneseesee s 229
573 Application Server (AS) acting as originating UA .........cooiririieeneeerese e 230
574 Application Server (AS) aCting 8S & SIP PrOXY .....c.ciireeriirieirieieierieeei st 232
575 Application Server (AS) performing 3rd party Call CONLrol ............cceoiririeirinereere e 232
5751 LT 0T R 232
5752 (0% | T 1] (= 1 o] o OO UR TSP 233
57521 INITTBI INVITE ..t ettt b e et bbbt e et sbeebeeaeene e e ennas 233
5.75.2.2 SUDSEOUENE FEOUESES. .....eveeveeiteeiteesieeeeeeeesteesteesteetees e sseessaesseesseesseesseenseesseessesssessensseessennsesnsesnsssnes 234
5753 Call TEIBASE......ceeee e bttt e b sa e bt h e bt et e bbb ae e eere e 234
5754 (0= B = = =0 = 1S £ PS 234
5755 FUMNEr TNITIAl FEOUESES......cueeiiie ettt et e s e s ae e ae et e estessaeeseenteesseenseeseenneenes 234
5.75.6 Transcoding services invocation using third-party call CoONtrol............coooeveinireinneneereeeee 234
5.7.6 Yoo ST 235
5.8 Procedures at the IMRIFC ..ottt sttt ettt e s e e besee et e s aeeneene et e beseeeseeneeneeneeneas 235
581 LT 1 SRS 235
5.8.2 L@ | T 11 1= 1 o] TP 235
58.2.1 TR = I\ I PSS 235
58211 Y O (= g T 0 ] o o= S USSR 235
582111 EFOOUCTION. ...ttt bbbttt bbbt bt ea e e e b e sb e sb e et e s bt sbe e e enne e 235
5.8.2.1.2 MRFC-OFQINALING CASE ...c.vveteeieeieeiesteseesee st esteeste e tesseesseesseesreesaeesseeseansesseesseesseesesssessanssenssees 236
5.8.2.2 SUDSEOUENE FEOUESES .....c.veeiieeiteeteeeeeeeteeteesteesteeee e stessessseesseasseasseenseensesssesseesaeesaeesseesensnsesssessenssenssenns 236
58221 TONES AN BNNOUNCEMENTS........eeeteeieeieereiste sttt se bbb e b e e b e s besbeese e e e beseesbesbeenesbesneeneennens 236
5.8.2.2.2 LI oo Lo ] oo 236
5.8.3 L0 =SS RSP RRN 237
5831 S-CSCF-initiated Call FEIEASE ..o 237
58311 TONES AN BNNMOUNCEMENTS. ......eeeteeieeeereesie sttt etee e e seesteseeesee e eeeseeseesseeseeseesansessessesseesessesneensessens 237
5.8.3.2 MRFC-iNitiated Call FEIBASE .....c.eie et st e et e 237
58321 TONES AN BNNMOUNCEMENTS. ......eieteeieeeereese sttt eteeee e seestesteeseeeeseeseessessesseeseensensessessesseenessesneensessens 237
584 (O B = = <0 =0 111 RS 237
584.1 REINVITE ...ttt bbbt h e et e e s et e bt e bt e ae s e e e e se e b e sb e s b e saeene e e e b e 237
584.1.1 Y O (= g T 0 ] o o= S U 237
5.84.1.2 MRFC-OFQINALING CASE ...c.vveveeieeieeiesiteste st e st esteeste e teestesseessaesreesaeesseeseansesseesseasseesesssessanssenssns 237
584.2 REFER ...ttt ettt b b bt e e E e e bt e h e e R e e e e b e nE e b e R e e Re R e e ne e R e e R e Rt bt eaeene e e e nne e 237
5.84.2.1 Y O (= g T 0 ] o o= S USSR 237
58422 MRFC-OrIQINGLING CASE .....veiveueeterteeete sttt st et st ettt ettt se bt b se e bt b e see st et ese et ebeseenesee e ebesbenneneas 237
58423 REFER iNitiating 8 NEW SESSION .......ooviuiiiiiiiirieiete sttt st s sbe s be e b srene b b neenens 237
58424 REFER replacing an @XiStiNg SESSION........c.ciuiieiiriiieierieeeie ettt see et et sresnese b seese s sneseesens 238
5.8.4.3 AL RS SS 238
585 FUPNEr INITIAl FEOUESES ...ttt bbbt bbbt bt bbbt be s 238
59 Y20 o S 238
591 AV 6 T O TSTS OO PP PRSP 238
5.10 ProcedureS al the IBCR...........o ettt e b ettt bbbt b e et e e e b e s b e nbesaeese e e e e e 238
5.10.1 GBINENAL ...ttt bbb R R R SR e h e e oAb SRR Rt Rt Rt e Rt R e e e e nbenbeeheene e e enrenren 238
5.10.2 IBCF @S @N ©XIT POINT ....teiiiiiieiie et e e e s e s e e s ae e ae et e eaeeene e seenseenteenseeneesnnesaeesaeenseensenns 239
5.10.2.1 S0 = o] 239
5.10.2.1A GBINENE ...ttt h b b E R R R R R e e b e e e e R b sh e b e aeene e e e re e 239
5.10.2.2 INITIA] FEOUESES. ...ttt bbbt b bbbt bbb bbb ettt 239
5.10.2.3 SUDSEOUENTE FEOUESES ...ttt sttt st b e et b e bt b b e bt sb e se b e e e e eb e s b e neebeeneneenens 241
5.10.2.4 IBCF-iNitiated Call FEIEBSE. ... eeeeieeeieeieeee ettt st e b neeneeeas 241
5.10.3 IBCF S @N ENEIY POINE ....cvieeiitiieieetet ettt ettt b bbb bt st b e et eb et et be b 241
51031 REGISIIAION ...ttt b e et b e et b e bt b e bt bt st b e e et b bbb 241
5.10.3.1A GBINENE ... bt h b b e R Rt R R R e e ke e e e R bR b e aeene e e e e e 242
5.10.3.2 LT = (11 £ PSS 242
5.10.3.3 SUDSEOUENE FEOUESES .....c.veeieeieeeeeeeeeeeeeteesteetees e e tesseesaessaeesaeesseanseanseessessaesseesseesseessessessnnesssessennsennsenns 244
5.10.34 IBCF-initiated Call FEIEASE. ... .cvi it e et eas 244
5.10.4 THIG functionality INThE IBCF.........c.eeeececee ettt et esreesneesneenaeenneens 245

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 10 ETSI TS 124 229 V10.16.0 (2014-07)

5.104.1 (€T 0T - TSP 245
5.10.4.2 Encryption for network topology Niding .........cocceveeeeieiieieece e 245
5.10.4.3 Decryption for network topology NdiNG.........c.ecuiiieriericiecse e 246
5.105 IMS-ALG functionality iNthe IBCF........ccoiiiiierieeerieese et st 246
5.10.6 Screening Of SIP SIGN@AIITING. .....ciiiieee et sre et e ee e e ereeteenteeneeenaesnaennnas 247
5.10.6.1 (€T o1 - TP SPRPN 247
5.10.6.2 IBCF procedures for SIP header fIElds.........ooviiiiieere e 247
5.10.6.3 IBCF procedures for SIP message BOIES.........coiiiieeee e 248
5.10.7 MediatransCoding COMLIO .........couiiiiriiieirt e ettt 248
5.10.7.1 LT 0T SR 248
5.10.7.2 Media transcoding CONLrol PrOCEAUNES ........cciiirieiriereeesie ettt st 248
5.10.8 Privacy protection at the trust domain DOUNTAIY ..........ccveveiieieeiiese e 249
511 ProcedureS al the E-CSCR .........cc.oiii et sttt se bt et eb e st e e et s b e ebesaeenee e e e 250
5111 (=0T o OSSPSR 250
5.11.2 UE O QINGLING CBSE.....cveeiteeieeieitesee st et et estesteesteesteestesstesseesseesaeesseenseasseassasseesseessesssesnsesnnessessseensennsenns 250
5.11.3 S o o I ST STS 253
5114 SUDSCTIPLIONS 10 E-CSCI EVENLS.......c.eeciieiieecieesie sttt et e st te e te s e s eesteesaeeaesseesseesseeteenseeneesnaessaesneas 254
51141 Subscription to the event providing dialog SEALE .........ccceeiirieerireeieee e 254
5114.2 Notification aOUt iAlOg SLALE .........eeiuerieeiie ettt ettt 255
512 Location Retrieval FUNCLION (LRF) ......coiiiiiiiieree et 256
5.12.1 LT 1 USRS 256
5122 Treatment of incoming initial requests for adialog and standalone reqUESES ........coeeeeererererieeneneeees 256
5123 SUBSCHPtioN AN NOLITICALTON. .........cuiiiiieicite bbbt 257
5.12.3.1 Notification aDOUL AialOg SLALE ........ccveeiieiieeeecie et e st e re e e e e e e neeneeenes 257
6 APPLICALION USAJE OF SDIP ...ttt sttt sbe st ae e e 258
6.1 Procedures @ ThE UE ..ot b e bttt e b b sb e bt e e e s e e ennas 258
6.1.1 LT 1 RSP RRRN 258
6.1.2 Handling of SDP at the originating UE ...........ccooiii e 259
6.1.3 Handling of SDP at theterminating UE...........ccooi it 261
6.2 Procedures @t the P-CSCR ... .ottt ettt s e s be e e besaeeneene e e e sbesnesseeneeneeseeneas 261
6.3 ProcedUres @t the SFCSCI ..ottt st ettt e st e beseeebe s st eneene e e e sbeseeeseeneenseseeneas 263
6.4 Procedures at the MG ... ..ottt ettt st e e et et ene e e e e e besreeseeneeneeseeneas 263
6.4.1 Calsoriginating from circuit-SWitched NEIWOIKS..........ccveiieieeiece e 263
6.4.2 Callsterminating in Circuit-SWitChed NEIWOIKS...........ccveiiiierie e 263
6.4.3 Optimal Media ROULEING (OMR) ........oiieiie ettt te e e e sreesseeteenseeneesnaesseesneas 264
6.4.4 Explicit congestion control SUPPOIt iNIMGCE..........cooiieiieeiieseere e e e nreeneens 264
6.5 Procedures @l the IMRIFC ..o ettt e b et b e a e he et e e e b sbeeb e e e enneneenes 264
6.6 ProCeAUrES @ ThE AS ...t bbbt e e et b e bt bt st e ae e e e e e b e sbeeb e e e enee e ennas 264
6.7 Procedures at the IMS-ALG fUNCHIONAITTY......c..ciiiiieiieieeee ettt 265
6.7.1 LY SN I T o I = O SR 265
6.7.1.1 LT 0T R 265
6.7.1.2 IMS-ALG in IBCF fOr SUPPOIt Of TCE.......c.iiiiiirieieereeeesee et b 265
6.7.1.2.1 LT 01 S 265
6.7.1.2.2 IBCF full ICE procedures for UDP based SIreamS.........ccccvecevieiceesiesieesiee e ese e see e esse e 265
6.7.1.2.2.1 LCT= T - OSSR 265
6.7.1.2.2.2 IBCF reCeIVING SDP OFf€F ..ottt st sttt st st seenen 265
6.7.1.2.2.3 IBCF SENAiNG SDP OffEF ....oviieiiiieiciieses ettt st st st seenea 266
6.7.1.2.2.4 IBCF reCeiViNg SDP @NSWES ......cccuiiieeeieeesteesteete et stesae e sreesaeesaeesteessessaessaesseesseessesneesnessnns 266
6.7.1.2.25 IBCF SENAING SDP BNSWE ..ottt st sttt et ste e etesaeseesesaeseesesseseesesaeseesens 266
6.7.1.2.3 IBCF ICE lite procedures for UDP based SIreams ..o 266
6.7.1.24 |CE procedures for TCP Dased SIrEaMS.........cccoi ettt 267
6.7.1.24.1 LT 01 PSR 267
6.7.1.24.2 IBCF reCaiViNg SDP Off€r .....ceciiiiieciieeeese ettt st s eb e e 267
6.7.1.24.3 IBCF SeNding SDP OFfEF ..ottt et e eb e 267
6.7.1.244 IBCF reCaiViNg SDP @NSWES ......ccuiiieiiitirieiiete ettt sttt se e ebe s se b sbe e s sbeseebesaennenens 267
6.7.1.2.45 IBCF SENAING SDP BNSWE ..ottt st sttt et ste e etesaeseesesaeseesesseseesesaeseesens 267
6.7.2 IMS-ALG INP-CSCF ...ttt ettt sttt e et sk e e e st st e e e st s bentenesbenbeneene 267
6.7.2.1 (€T o1 - PO STPRSPRPTN 267
6.7.2.2 IMS-ALG in P-CSCF for media plane SECUNLY .......cccueveereeieeie e steesteesee e s et eee e eees 268
6.7.2.3 IMS-ALG in P-CSCF for explicit congestion CONtrol SUPPOIt.........c.cevereereerieereeseeeiereeeseeseesseeeens 268
6.7.2.3.1 LC T g1 - P RSTTRS 268

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 11 ETSI TS 124 229 V10.16.0 (2014-07)

6.7.2.3.2 Incoming SDP offer With ECN ..........ooiiiieice e e et sae e re e ens 268
6.7.2.3.3 Incoming SDP offer WithOUL ECN...........cooiieire e se e nae e ens 269
6.7.24 IMS-ALG in P-CSCF for Optimal Media Routeing (OMR).........ccoireirineinineesesiee e 269
6.7.25 IMS-ALG in P-CSCF for NA(P)T and NA(P)T-PT controlled by the P-CSCF ..........ccccocvvevnieniennn. 269
6.7.25.1 LC T g1 - P RSTTRS 269
6.7.2.6 IMS-ALG in P-CSCF for support Of NOSEEA NAT ......ooiieeceee et e et 270
6.7.2.6.1 L= T - RSP TRSR 270
6.7.2.7 IMS-ALG in P-CSCF for SUPPOIt Of ICE .......ccoeiiiiieiiiieisieieeee et 270
6.7.2.7.1 LT 01 R SS 270
6.7.2.7.2 P-CSCF full ICE procedures for UDP based SLrEaIMS..........cooeiierieenieneeeseseee e 270
6.7.2.7.2.1 LC = 0T - TSR 270
6.7.2.7.2.2 P-CSCF recailVing SDP Offer ......ooiiiiiiieirie ettt 271
6.7.2.7.2.3 P-CSCF Sending SDP Off€r .....ccciieiice ettt et se e e ene e ens 271
6.7.2.7.2.4 P-CSCF reCeiVING SDP @NSWET ........ccuviiiiiieiie e seeseeste e e eteeaessaesaesseesreesseesseseeessessenssessenns 271
6.7.2.7.2.5 P-CSCF Sending SDP GNSWET ......ccueciiiiieiieiieseeieesieesteeteesseesaessaesseesseesseesseesssssssssssssesssesssenns 271
6.7.2.7.3 P-CSCF ICE lite procedures for UDP bhased StreamsS.........cccvvee e veeve e 271
6.7.2.7.4 I CE procedures for TCP based SIFEAMS........ccviiieiieieie e st e et es e ae e s sre e e enee e ens 272
6.7.2.74.1 LT 01 PSS 272
6.7.2.74.2 P-CSCF recaiVing SDP OFfer ..ot 272
6.7.2.7.4.3 P-CSCF Sending SDP Offer ......ccoiuiiiiierereeree e 272
6.7.2.744 P-CSCF reCaiVing SDP 8NSWEN .........cuitiieiiriiieiirteseeesie sttt sse s s enes 272
6.7.2.7.4.5 P-CSCF Sending SDP @NSWET ....c..ceiuiiiiieiiitieeiestese ettt 272
6.7.2.8 IMS-ALG in P-CSCF fOr tranSCOOING........c.erttrteueriirieiiriisieesiesieesie e 272
7 Extensions within the present dOCUMENT ... 273
7.1 SIP methods defined within the present dOCUMENT.............c.oiieiieie e s 273
7.2 SIP header fields defined within the present dOCUMENL............ccveiieceiie i 273
7.2.0 LT 1 RSP RRRN 273
721 Yoo TR 274
7.2.2 Yoo TR 274
723 Yoo TR 274
7.2.4 Yoo TR 274
7.25 Yoo TR 274
7.2.6 Yo Lo SRR 274
7.2.7 Yo Lo SRR 274
7.2.8 Yoo TSR 274
7.29 Yo Lo SRR 274
7.2.10 Yoo TSR 274
7.2A Extensions to SIP header fields defined within the present doCUMENt............ccceveeieeieevecce e 274
7.2A.1 Extension to WWW-Authenticate header field...........cooeoeiiiiii e 274
7.2A11 g1 0o 1 1 o o USRS 274
7.2A.1.2 Y11= TSP PP ORI 274
7.2A.1.3 L@ 01 £ 1o FOT TSROSO 274
7.2A.2 Extension to Authorization header fleld ..........ooeeeie e 275
72A.2.1 INEFOOUCTION ...t bbb bbb e b e bt bt e b et e b e e e e b e b sreebeeneenne e ennas 275
7.2A.2.2 01 TSRS 275
7.2A.2.3 1001 10 o 1SS 275
7.2A.3 Tokenized-by header field parameter definition (various header fields) ........cccovvevieevieevv e 276
7.2A.3.1 INEFOOUCTION ...t bbb bbb e b e bt bt e b et e b e e e e b e b sreebeeneenne e ennas 276
7.2A.3.2 01 TSRS 276
7.2A.3.3 (@] 07 2= 1o OO SO PRSP PTP SRR PYSTUPPTON 276
7.2A4 P-Access-Network-1nfo header fIeld ..........cooe i e 276
7.2A4.1 gL 0o 1 1o o PR SS 276
7.2A.4.2 Y11= ST P PP USROS 276
7.2A.4.3 Additional coding rules for P-Access-Network-Info header field...........ooovinenincinince 277
7.2A5 P-Charging-Vector header fIEld.........co.oeiiieie e 279
7.2A5.1 INEFOOUCTION ...t bbb bbb e b e bt bt e b et e b e e e e b e b sreebeeneenne e ennas 279
7.2A 5.2 01 TSRS 279
7.2A521 LC T g1 - TP RRR 279
7.2A5.2.2 L€ ST (S 1 = ©F N N TR 280
7.2A5.2.3 [-WLAN BSTP-CAN ...ttt sttt sttt sttt sttt et et be et st e et e st e e nbenee e ns 281
7.2A5.24 DS I = | =l @ N PSS 281

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 12 ETSI TS 124 229 V10.16.0 (2014-07)

7.2A5.25
7.2A.5.2.6
7.2A5.2.7
7.2A5.2.8
7.2A5.2.9
7.2A.5.3
7.2A.6
7.2A.6.1
7.2A.6.2
7.2A.6.3
7.2A.7
72A.7.1
7.2A.7.2
72A.7.2.1
7.2A.7.2.2
7.2A.7.3
7.2A.7.4
72A.74.1
7.2A.74.2
7.2A.8
7.2A8.1
7.2A.8.2
7.2A.9
7.2A.9.1
7.2A.9.2
7.2A.10
7.2A.10.1
7.2A.10.2
7.2A.10.3
7.2A.11
7.2A.111
7.2A.11.2
7.2A.11.3
7.2A.12
7.2A.12.1
7.2A.12.2
7.2A.12.3
7.2A.13
7.2A.13.1
7.2A.13.2
7.2A.13.3
7.2A.14
7,2A,15
7.2A.16
7.2A.16.1
7.2A.16.2
7.2A.16.3
7.3

74

7.5

751
752
7521
7522
7523
7.5.3
7531
7532
7533
7534
7.534.1
7.534.2

DOCSIS @S IP-CAN ...ttt sttt sttt sttt sttt e st be st e seebesbeseebesbeseebesbeseeseseeneesesteneenens 281
cdma2000® packet data SUDSYSLEM @S IP-CAN ........ccoveeeeeeeeeeeeeeeeeeeeseeeesssse s sses e ssssssssenes 282

EPS @S IP-CAN ...ttt sttt sttt sttt st et et e s e e se et e see e e besee st ebeseeneebeseeneebesbeneenens 282
g T= 1= = S | = O o SRS 282

T 0T = S O N N SRS 283

1001 10 o 1P 283
Orig parameter defiNitION..........ooviiiiieee et b e bbb b b e b e 283
gL 0o 1 1o o PSS 283
Y11= TSP P PP P USSP 283

(@] 07 2= 1o OO SO O ST P RSP PSRUPTPTSTUPTPRON 283
Extension to Security-Client, Security-Server and Security-Verify header fields.........cccoooveininiinnnen. 283
INEFOOUCTION ...t bbb bbb e b e bt bt e b et e b e e e e b e b sreebeeneenne e ennas 283
Y 1K= SRR 283
GBNETEL ... h e e b bRt h e e e e e bR R e aeene et ne e 283
"mediasec” header field PAramMELEr ..........occiiece e 284

1001 10 o 1SR PS 284
N N AN = 1 1o o PSS 285
"mediasec” header field PAraMELES .........ccooiriiiiiee s 285
"SUES-SIP" SECUNItY MECNANISIT......viiiictiitieet et 285

IMS Communication Service [dentifier (ICS]) ... e 285
g1 00 1 1o o PSS 285
CodiNG OF TNETCS] ...t et b e et b e e bt b e s b e b b e e ne b seeneas 286
IMS Application Reference [dentifier (IARI) ..o e 286
INEFOOUCTION ...t bbb bbb e b e bt bt e b et e b e e e e b e b sreebeeneenne e ennas 286
(00T 110 1) I 1 0= 1A OSSP 286
"phone-context” tel URI ParamELer ............cuevieiieiieie e seesteesteesee e e e e te e teestessaesaaeste e seeeeeeesneeenes 286
FNEFOOUCTION...c.e et h et bbb bt e e e b e bt sh e b e s st eb e et et e sbesrenbeeneenne e ennas 286
Y 1= SRR 287
Additional coding rules for "phone-context” tel URI parameter...........ccoovvvevceveeveeve e 287
Yoo TR 288
Yoo ST 288
Yoo ST 288
Yoo ST 288
CPC and OLI tel URI parameter definition ...........cocoociiereiiencse sttt 288
FNEFOOUCTION....c.e ettt bbb b e b e b e bt sb e b e e st eb e e e e b e b sreebeeneenn e e ennas 288
Y 1= SRR PR PR 288

L@ o< 1] o 1SS 289
"SOS" SIP URI PAIBMELEN .....veiveiiitiiieietesieiete ettt sttt sttt see s s beseesesbeseeseebesaesesteneebesbeseesenteneenens 289
FNEFOOUCTION....c.e ettt bbbt bt e e e b e bt sh e e bt s st eb e e e e b e sbeseeebeeneenneneennas 289
Y 1= SRR 289

(@] 07 2= 1o PP ST PP SRUPTPRPURTPRON 289

RV 0o TR 289
Yoo TSR 289
Extension to History-INfo header field..........oooiiiiie e 289
11 0o 1 o SR 289
3112 TSP TP PSR ORRPT 290

L@ o< 1] o 1SS 290
Option-tags defined within the present dOCUMENT ..........c.ooiiiiereeriee e 290
Status-codes defined within the present dOCUMENE............cueiiereesiee e 290
Session description types defined within the present doCUMENL...........cccvvv e ere e 290
GBINENEL ...ttt b h e R R Rt eh e he R e e e e R e bt Rt Rt e Rt eh e e e e nbenbeeheene e e enrennen 290
End-to-access-edge Media Plane SECUITY .......c.coceieeiieriereeiee e st et e et te e aesaeseesreesneenseenneens 290
LT 0T R 291
Y11= TP PP USSP 291
TANA TEOISIIALION ...ttt bbbt et b bt b e e st bbb b 291
Optimal Media Routeing (OMR) GITDULES...........coiiiiiiieerie e 292
LT 0T R 292
SEIMBINEICS ...tttk ettt bt b ekt h et e et sh ek e h e eh e e Rt e Re e e e nE e b e sR e SR e e Rt b e et e e e bRt b e naeene e et e 292
Y 1K= G PRSPPI 292
N N AN = 1 1o TS S 294
VISITEA-rEal M GELITDULE. ..ot e et et 294
secondary-realm @ttribDULE ..........ccuviie e 295

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 13 ETSI TS 124 229 V10.16.0 (2014-07)

75343 OMI-S-CKSUM @ITDULE. ... e e e 295
75344 OMI=M=CKSUM @EEFTDULE ... e b 295
75345 OMI=COOECS BELITIULE ...ttt s b e e sr bt ee e 296
75.3.4.6 OMI=MEEE AEEFTDULE. ... e e e e b e e 296
75347 OMI-S-8E AEEITOULE ... e 296
75348 OMI=MEDW BEEFTDULE. ...ttt e e sr bt 296
7.5.34.9 (o]0 g XS 0LV (] o111 = R 297
7.6 3GPP IM CN SUDSYStEM XML DOGY ....c.viuiiiiiieiirierieesiesie ettt 297
76.1 LT 1 USRS 297
76.2 Document TYPE DEFINITION ......c.oiuiiiiiie bbbt 297
7.6.3 XML SCREME OESCITPIION ...ttt sttt bbb et b e e bt eb e se bt b e b sb e e b e sbenneneas 298
7.6.4 Y 1Y 0= =2 1 T o) o S SR 299
7.64.1 FEFOOUCTION ...ttt e bbbt et e bbbt e e e e et e e e b et sreebeeneenn e e ennas 299
7.6.4.2 01 TSP 299
7.6.4.3 L0 o< 10 o 1 OSSP 299
7.6.5 NN AN = T =) o PSS 300
7.7 ST U] 101 OSSR 301
7.8 [M CN SUDSYSEEIM TIMIES. ...ttt sttt ettt ettt et eb e se st b s et eb e s e e st eb e se e st ebesb e e ebenbe e eneebeneeneas 302
79 Media feature tags defined within the current dOCUMENt ..........cccoiiiiiiiiinieee e 302
791 LT 1 PP SRRN 302
792 Definition of mediafeature tag g.3gpP.iCSI-TEf ..o 303
7.9.3 Definition of media feature tag g.3gpP.iari-Tef ..o 303
7.10 Reg-event package extensions defined within the current doCUMENt ..o 304
7.10.1 (=0T o PSSR 304
7.10.2 Reg-Event package extension to transport wildcarded public user identities.........ccccoveveveecevceeveese e, 304
7.10.21 Structure and data SEMANLICS..........eiteriereieeeeeee sttt sb et se b sbesr e b saeese e e e e e 304
7.10.2.2 DS 1< - TR 304
7.10.3 Reg-event package extension for poliCy tranSPOIt........ccvece e iee s 304
7.103.1 S oo o= TP 304
7.10.3.2 Structure and data SEMEANLICS........ccveiveieeeeeieeee sttt se e ne e eeseeseesbesneenee e eneeees 305
7.10.3.3 D o4 1= o 7= USSP 305
7.11 W OI0. ottt ettt e et e et e e te e e be e beeabeeateeheesheeeheeabe e bt eateeaeeeheeebaebe e teeteateeteeabeebeeteaeeeaeeareeareenraens 306
7.12 Info package definitions and associated MIME type definitions..........cccoooveiiineieninnneese e 306
7121 DTMF info package and Session-info MIME tYPE .......cocviireirinereeeses e e 306
7.12.1.1 (D Y L] g1 Lo o= o2 <= o = P 306
712111 LC T T - TSR 306
712112 (@Y= = 0 U= 1 o] o 306
712113 F Y o] o] FTer= o1 11 2SS 307
7.12.1.1.4 B ol 7= = o L= = T SR 307
7.12.1.15 INfO PACKAGE PAIAMELEN'S. ....c.ee ettt sttt e s eesse e s aeesaeesseeneesaeesneenseensenns 307
7.121.1.6 SIP OPLION TAOS. ..ttt b et b et b e bt e h et eb e st bbb ens 307
7.121.1.7 INFO MESSAGE DOAY PAMS.....c.eiveeeieetirteeeie sttt ettt sttt b e et sb e 307
712118 INfO package USBgE rESIIICHIONS........c.oi it bbb 307
7.121.1.9 RALE Of INFO FEOUESES.......cveiteeetiiteeet ettt et et b e e b e et sa et e e b b neene s 307
7.12.1.1.10 Info package SECUNity CONSIEIALIONS. ........uiueerrerieietere ettt sttt sb et b e b sreseeneas 307
7.12.1.2 Overlap digit MESSAGE DOY .......cceiuiiiiiiiiieeie ittt et et b e sttt b e bbb 307
712121 1S oo o= TR 307
712122 YT Y o= SRS R 308
712123 N 2 N ST SS 308
7.12.1.24 IANA registration tEMPIALE ........ccuieiieeecees et e s et e e e e sraesreesreesneenseesenns 308
7.12.1.3 Implementation details and EXaAMPIES ........cei e 309
8 SIP COMPIESSION......ccviitiiieiteeteeste et ete st et et e et e ssesteeasesbeeae e besseesseaseeaseseeaseentesseensesseessessesneenseseesneensenrnns 309
8.1 SIP compression Procedures at the UE...........cooiiiirieeeesee e bbb e 309
811 SIP COMPIESSION ...ttt sttt sttt ettt et b e et b e e it b e s e bt b e seehe b e s e e ae e b e se e Rt e b e et e st eb e s e e neebenn et ebe e b e e 309
812 Compression of SIP requests and responses transmitted to the P-CSCF ... 310
8.1.3 Decompression of SIP requests and responses received fromthe P-CSCF ..........cccoccovvevveve e ceeseeniens 310
8.2 SIP compression procedures at the P-CSCR..........ooi ottt srae s eeteeeesneeenes 310
821 ST o T (=SS o o S 310
8.2.2 Compression of SIP requests and responses transmitted to the UE ..o v ceceeccececeee e 311
8.2.3 Decompression of SIP requests and responses received fromthe UE ... v 311

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 14 ETSI TS 124 229 V10.16.0 (2014-07)

9 I P-Connectivity Access Network aspects when connected to the IM CN subsystem.............cccveueee. 311
9.1 T goTo W (oo BTSSP RRTRPTPTO 311
9.2 ProcedUres @ ThE UE ..ot b e bbbt se et b b sb e bt e e e e e e enras 311
921 Connecting to the IP-CAN and P-CSCF diSCOVENY ......ccoiiiiiieiiiereee ettt 311
922 HaNAIING OF tNE TP-CAN ...t bbb bbb et b e ne e 312
9.2.2A P-CSCF reStoration PrOCEOUE...........ciueerereeietestee ettt ettt bbbttt b et s b st be b 312
9.23 Special requirements applying to fFOrked reSPONSES.........cccoiiireiiii e 313
O T 1Y/ =0 [ F= W o] 011 o] SR 313
10.1 LC T o1 -SSRSO 313
10.2 PrOCEAUIES @ tNE AS ...t e b et e h et e b e se e bt s bt b e et et e nbeebeebeeaeesee e e e nes 313
10.2.1 (=0T o SO SRS 313
10.2.2 TONES ANG BNNOUNCEIMIENTS .......eeteteeeeeteeeete sttt st ettt et e seeseesbesaeese e e e beseesbesbeeheeaee s e beseesbebesresbesneeneennennes 314
10.2.2.1 (1= 0 - RO STRSRPSRO 314
10.2.2.2 Basic network media ServiCeS With SIP ..o e e 314
10.2.2.3 SIP interface to VOICEXML MEAIA SEIVICES ......eiui e 314
10224 Media control channel framework and PackageS...........ccoerrireiinerre e 314
10.2.3 AQ-NOC CONFEIBINCES ...ttt ettt ettt et e e e e e besaeebeeneenee e e neesteseesaeeneenseneentas 314
10.2.3.1 GENEIAl ...ttt et ettt e et e et e e be e teebe e eeeaeeeaeeahe e be e be e beeabeaheesaeeteereenaeaneeeaeeereenteereans 314
10.2.3.2 Basic network media ServiCeS With SIP ........ooo e e 314
10.2.3.3 Media control channel framework and PaCkagesS..........ccvveiveeereereese e 315
10.2.4 I eo To [F To S 315
10.2.4.1 (€T 0T - TSRS 315
10.24.2 Basic network media ServiCeS With SIP ........ooui e e 315
10.2.4.3 Media control channel framework and PaCkagesS..........ccuvrireeerieeieeseee e 315
10.3 ProcedureS at the IMRIFC ...ttt ettt ae e et e e se e beseeeaesaeeeeseeseesaeeneeneeneanseses 315
10.31 GENEN@L.... .ottt ettt e et e st e e e te e te e te et e eaeeeheeebe e be e be e beeatesheeaheeaheeteeaeeeheeabeeteebeenteanteareesaeas 315
10.3.2 TONES ANA BNNOUNCEIMIENTS .....c.eeteeeeteeeieeeieseee e steeteeeeteseeseestesseeseeaeenseseessesseeseeneensesessessessessessesneensensenses 316
10.3.2.1 GEINETAl ...ttt sttt sttt st et et e b et et e Re e eReeReeaeReeEe et eReeRe e eRe et et et e eRe e eReeteneenentenaenens 316
10.3.2.2 Basic network media ServiceS With SIP ........oooii e 316
10.3.2.3 SIP interface to VOICEXML MEAIA SEIVICES ......oiuiiire et 316
10.3.24 Media control channel framework and PaCKageS.........cccuvevvieereeieese e 316
10.3.3 AG-NOC CONFEIBINCES ...ttt b et e e e e bt s h e b et et e e et et sbeeb e et eneeneenres 316
10.3.3.1 (€T 0T - TSRS 316
10.3.3.2 Basic network media ServiCeS With SIP ........oo.o i e 317
10.3.3.3 Media control channel framework and PaCkages..........ccuveieieerieieese e 317
10.34 L0 o0 [ To TSP SUROR 317
10.34.1 LT 0 - RPN 317
10.34.2 Basic network media ServiCeS With SIP ..o e e 317
10.34.3 Media control channel framework and Packages...........ccoerrirerienerre e 317
Annex A (normative): Profilesof IETF RFCsfor 3GPP USAQE.........cccevvieeeviecieeeese et 318
Nt R o 1 1= S 318
A.ll Relationship to Other SPECITICALIONS.........eoveuiriiietiriieet st 318
A.l2 Introduction to methodology Within thiS Profil...........ceeee i s 318
A.1l3 ROIES. .. ettt et h b bR Rt R R AR e R e A e R £ R oA e R e R e Ao R e R e A e Rt e R e R e Rt Re et et ne et e ntenen 320
A.2 Profile definition for the Session Initiation Protocol as used in the present document........................ 324
A21 USEN BOENE FOIE ...ttt bbbt b bt h et h e b e e e e e bR et e b bt e s e bt b et eb et e e e n e nnens 324
A211 INEFOAUCTION. ...ttt ettt e st e et e et e eaeesaeesaeesbe e beeabeeabesasesbaesbeensesnsesnnesaeesaeanteentenns 324
A.2.12 MaJOF CAPBIITTITIES ......ecveeeee bbbttt bbbt b b 325
A213 15 1O LSRR 335
A2.14 PDU PAIEIMELETS.......c.eeiiiiiiiie et s e s e s e e s aa e s ae e s a e e s b e e b e s e e s e s sae e sae e saeenneeneas 336
A2141 SEBLUS-COUES ...ttt ettt ettt et e et et e e te s besaeesaeesaeeabeenbeeaseeasesteesbeesteetesnsesnsesaeesanesseaseentenns 336
A.214.2 ACK MENOT ... ettt ettt e e be s be st st e b neebenbe e ne 339
A.21.4.3 2 117 {0 o SRS 341
A2144 CANCEL MELNOU. ......e ettt sttt sttt sttt st sb et neebe st e s beste e ebesbenene 348
A.21.45 COMET MELNOQ. ......e ettt sttt st et et se e st b e st e seebesbe e ebesbeneesenteseenens 351
A.21.46 IO 411 oo TSRS 351
A.214.7 INVITE MEINOM ...ttt ettt bt st et et et be e 358
A.2.14.7A MESSAGE MELNOU ........octiciieiece ettt et e be e s e s ae e sbe e b e et e saeeebeesbeesbeebeeseenseenreenns 370
A.2.14.8 NOTIFY MELNOA.........ooeieeceee e e e b e b e et e e esaeeebeesbeesbeesreereenneenns 377

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 15 ETSI TS 124 229 V10.16.0 (2014-07)

A.2149 OPTIONS MELNOU........c ettt sttt st sttt sttt e se b e st e e et e sbe e ebesbeneesentesaenens 384
A.2.1.4.10 o Y O 117 1 o PSSRSO 391
A.2.1.4.10A PUBLISH MELNOU ...ttt sttt st sttt sttt st st sttt e 397
A.2.1.4.11 REFER MEINOA ...ttt sttt sttt st 405
A.21.4.12 REGISTER MENOU. ... .c.iitiieeiiieieese ettt st sttt sttt st st sttt b 413
A.21.4.13 SUBSCRIBE MELNOU .......ceeuiiiiieeiitesieeeie sttt st sttt ettt ene et e ste e etesaeneenens 421
A.2.1.4.14 UPDATE MELNO. ... .ottt ettt e r e et e e ae e sbeasbeesbeesbe e reeneenneenns 429
A.2.2 PIOXY TOI@ ..ttt h bt h b e h bt e h bt b e s b b e a e b bbbt e et Rt et b et ne e e ens 436
A221 11 0o 1 ' o TSR 436
A.2.2.2 MaJOF CAPBIITTITIES ...t bbbt b et b b 437
A.223 15 1O LSRR 444
A.224 PDU PaIBIMELEIS. .. .eiitieititcteeeitee ettt et e st e st e st e bt e s be e e bt e e beeebee s beeebeeebeeebeeebeesbeeebeesnbeeenbeeensenenes 445
A.224.1 SEBIUS-COUBS ...ttt ettt b et h ettt s et b e bt b e st e e e e e e e bt s b e eb e e ae e s e e e e b e b e sbeebesaeese e e ennees 445
A.2.24.2 2 11 1 oo OSSPSR 448
A.2.24.3 21107 {0 o SRS 450
A2244 CANCEL MELNOU. ......e ettt st sttt sttt sttt bt b et e st e se st e s sbeste e ebesbenene 458
A.2.245 L@@ 1Y 1 7 {0 o TSR PSPRPTN 461
A.2.24.6 INFO MELNOA ...ttt et et et e s aae s aeesheesheesbeeaseeasesseebeenbeentesneesanesanas 461
A.2.24.7 INVITE MEINOU ...ttt ettt et et e e e s ae e sreesbeebeenbeenteeneesaeesanas 468
A.2.24.7A MESSAGE MELNOT .......cciiiieieieiieese ettt sttt sttt sa et sa e s besaesestesaesestesaesesbessenestesseneesessenenns 482
A.2.24.8 NOTIFY MELNOA........ooeieeeeee e s s e e r e et e e e eaeeebeesteesbe e reereenneenns 491
A.2.249 OPTIONS MELNOU........c ettt ettt st st e e testeseetesbesaesesbeneesessessesesseseesestesaenens 499
A.2.2.4.10 PRACK MELNOM ......oviiiecticece ettt ettt s s s ae e s beeae et e saeesbeeebeesbeesbeesreenseenneenns 508
A.2.24.10A PUBLISH MELNOU ...ttt sttt st sttt sttt st st sttt e 515
A.2.24.11 REFER MELNOA ..ottt sttt sttt st st ene 524
A.2.24.12 REGISTER MENOU. ... .c.iiiieiiiieieise ettt st sttt sttt st sttt b 533
A.2.24.13 SUBSCRIBE MELNOU .......c.ceuiiiiieeiiiterieee sttt st st st e et st ebeneebeste e ebesaeneenens 541
A.2.24.14 UPDATE MELNOM ..ottt et st st st st st st se et st e st e sbesbe e ebenbe e e 550
A.3 Profile definition for the Session Description Protocol as used in the present document.................... 557
A.31 g1 0o (1 1 o o RS 557
A3.2 USEN BOENE FOIE ...ttt bbbt b bt h et h et b e E e bR et e bt bt e e s e bt b e neeb et e e a e e e e ens 557
A3.21 MaJOF CAPBIINTITIES ......eceeeeeet ettt bbbt b b 558
A.3.22 IS Y 0= PSSP 560
A.3.23 Yoo TSR 564
A324 Yoo TSR 564
A.3.3 L1001V (0] =S 564
A331 =T o= o1 1T -SSR 565
A.332 IS Y o= PSS 566
A.333 Yoo TR 570
A.334 RV o o TSROSO OPROSRRO 570
A.4 Profile definition for other message bodies as used in the present document..........cccccvveeevvveereneenen. 570
Annex B (normative): I P-Connectivity Access Network specific concepts when using GPRS

t0 acCeSSIM CN SUDSYSIEM ... 571
2 0 oo o= TSRS 571
B.2 GPRS aspects when connected to the IM CN SUDSYSIEM..........ccioiiiciinicsee e 571
B.2.1 g1 0o (1 1 o o PRSP 571
B.2.2 ProcadureS al thE UE ... ..ottt ettt ae e et et e e e be s et ese e e e e e seesbesaesneeneeneeneeses 571
B.221 PDP context activation and P-CSCF GiSCOVENY .......cc.eiiiiiiriiieiriinieesiesie st 571
B.2.2.1A Modification of a PDP context used for SIP Signalling ........c.cceiiiiininieseeseeese e 573
B.2.2.1B Re-establishment of the PDP context for SIP SIgnalling........ccccveoveeieneeiice e 573
B.2.2.1C P-CSCF restOration PrOCEAUNE..........cecueieeieeeteestee e eteeteseesseeseeesseesseeseeseesseasseesseesseensesseesnesssessseensennsenns 574
B.2.2.2 SessiOoN MaNAgEMENt PrOCEUUIES ........ccuieveeieseesieeseeesteeeeeeesseesseessee e esteestesseesseesseesseenseenseensesssessenssenssees 574
B.2.2.3 Mobility management PrOCEAUIES...........c.vcuieiereeseeeeseee st e seese e s et e e ae s e e sseeste e teeseeneessnesaeesaeenseensenns 574
B.2.24 Cell selection and |aCk Of COVEIAQE.........uiiriiiiiie e cee sttt s e e e nse et e enresneeenaesraesneas 574
B.2.25 PDP CONEXES FOF MEAIA ... ceeieeieeeieie ettt ettt ese et e et e seesbesaeenee e eneeeee 574
B.225.1 GENENal FEOUITEITIENES .....veveeeetertee ettt ettt sttt sttt se et b e s e et et e s e e e eb e sa et eb e sb e e ebesb e e ebesbeneebeabeneeneas 574
B.2.25.1A Activation or modification of PDP contexts for mediaby the UE..........cccoooiiiiininniccee 575
B.2.25.1B Activation or modification of PDP contexts for media by the GGSN ..........cccooveinineininene 576

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 16 ETSI TS 124 229 V10.16.0 (2014-07)

B.2.25.2 Specia requirements applying tO fOrked rESPONSES .......cceeiieri e ee s 576
B.2.253 UNSUCCESST UL SITUBLTONS ......eveeeereieeeere ettt st et r e n et r et nr e n e r e n e 577
B.2.2.6 EMEIQENCY SEIVICE....tiiiieieeieiieiee sttt ettt e st et e e e e tesseesaeesaeesae e seenseeseeeseasseesteesteensenneesnnesaeesseanseensenns 577
I U s o N o S I S 578
(2 O T €1 - SRS 578
B.2A.1 Impact on SDP offer / answer of activation or modification of PDP contexts for media by the network ......579
B.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN
performs network-initiated resource reservation for terminating UE............cccoeveieninnininneneeeseeseees 579
B.3  APPIICAion USAgE OF SIP.......ociiieie e n e 579
B.3.1 ProcedureS at the UE ..........oo i 579
B.311 P-Access-Network-1nfo header field ..o 579
B.3.1.2 F Y T = o LY (o] = S 579
B.3.1.3 AULhOriZation NEAAEN TIEIT ........eieeeee ettt eseeeas 580
B.3.2 ProcedureS @t the P-CSCR ....... .ottt et e et et s ee s be e neese e e e e e seeseeseesneeneeneeneeses 580
B.3.21 Determining network to which the originating user isattached..........cccocoieininiinenee 580
B.3.2.2 Location information NaNAIING ...........ceiieiiie bbb e 580
B.3.2.3 Prohibited usage of PDN connection for emergency bearer SErVICES ........eovvirererinernesesesese e 580
B.3.3 ProCedUreS @l the SFCSCI ...ttt et sttt et e et et e seesbeeseen e e e eeeseeseeeeesneeneeneeneeses 580
B.3.3.1 Notification of AS about regiStration SLALUS. .........ceveiieieeieeie e see e eee e e e e e ae e e e e enreeseens 580
B.4 3GPP specific encoding for SIP header field eXteNSIONS.........cccoeviceiii e 580
B4.1 RV 0 Lo OO SE TSP PE VTS TURTSTPTRSTPRON 580
B.5 Useof Circuit-SWitChed JOMEIN...........coiiiiieieeeeeee e e 580
Annex C (normative): UICC and USIM Aspectsfor accesstothelM CN subsystem................ 581
O S ol o =TSRRI PPN 581
C.2 Derivation of IMS parameters from USIM ..o 581
C.3  ISIM LOCation iN 3GPP SYSLEMIS.......cceciiciieieiti ettt sttt sttt re et sreeaaestesaesseeneereens 581
C.3A UICC BCCESSTO IMS ... ot sr e nen e 581
C.4 Update of IMS parameters ONthe UICC ..........coiiiiiiireieieeeeee et 582
Annex D (nor mative): I P-Connectivity Access Network specific concepts when using I -
WLAN toaccessIM CN SUDSYSLEM.........ccueiiirirereeeeeeee e 583
D 00 oo o= S 583
D.2 [-WLAN aspects when connected to the IM CN SUDSYStEM..........cccoviiiieie i 583
D.21 11 0o 1 o o RS 583
D.22 Procedures at the WLAN UE ... ettt sttt se e e et e seeeaeeneeneeneeeas 583
D.221 I-WLAN tunnel activation and P-CSCF iSCOVEY .......c..ccuiiriiiririeiresieese st 583
D.2.2.1A Modification of al-WLAN tunnel used for SIP SIgnalling........ccccoerieieiiice e 584
D.2.2.1B Re-establishment of the I-WLAN tunnel used for SIP Signalling........ccccecveiiiienieseeseece e 584
D.2.2.1C P-CSCF restOration PrOCEUUNE..........cevuieieeeeeteeeteesteeteeteseeseesseesseesseesseesseessesssesseesseessessssssssessseensennsenns 584
D.2.22 W OI 1ttt E R R R R R R R R R Rt R R R Rt E R n e r et e n e 584
D.2.23 W OI 1ttt E R R R R R R R R R Rt R R R Rt E R n e r et e n e 584
D.224 W OI 1ttt E R R R R R R R R R Rt R R R Rt E R n e r et e n e 584
D.225 [-WLAN tunnel procedures fOr MEIAL.........c.ceiiriieirieee et 584
D.2251 GENEIAl FEOUITEIMIENTS ......veveeeteitee ettt sttt ettt ettt e b et se b b s e e bt sb e st eb e sbene et e sb e e ebesbeseebeeneneeneas 584
D.2251A Activation or modification of I-WLAN tunnel for mediaby the UE...........cccooeiiininiiice 584
D.2251B Activation or modification of I-WLAN tunnel for media by the network .............ccovevniicinineenn 585
D.2252 Special requirements applying t0 fOrked rESPONSES .......cevveirerierererereeere et 585
D.2253 UNSUCCESSF UL SIEUBLTONS ...ttt sttt se e e et e see e st e st e e e e neeseesbesaeeneeneeneenes 585
D.2.2.6 EMNEIQENCY SEIVICE....ueeiteeieeieiiecee st e st este et e e eteesteeste e te e seeseesseesae e seenseenseeneesssessaesseenseaneesnnesaeesneanseensenns 585
D.2A USBOE OF SDIP ...ttt bbb bbb e R e bt e bR bt e b rene s 585
D.2A.0  GEMENEL ....ovieieeteieieet ettt bR bR R R R R R e R R R R e R Rt e R Rt R Rt e r e 585
D.2A1 Impact on SDP offer / answer of activation or modification of I-WLAN tunnel for media by the
NEBEWOTK ..ttt Rt R e R R Rt n e n e 585

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 17 ETSI TS 124 229 V10.16.0 (2014-07)

D.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN

performs network-initiated resource reservation for terminating UE ..........ccooeov e ieeveesc e 585
D.3  APPlCAiON USAGE OF SIP.......o it ettt et e a e st e e ae et e sreere et e sreeneesreenes 585
D.31 ProcedUreS @l the UE ..........ooi ettt sttt e s e e e se e be s eeeme et et e beseeeneeneeneeneeneas 585
D.311 P-Access-Network-1nfo header fIeld .........ooooi i 585
D.31.2 AVEAIDIHTLY FOF CBIIS ...t b et 585
D.3.1.3 AUthoriZation NEAAEN FIEIA ..ottt r e seeeas 585
D.3.2 Procedures @t the P-CSCR ... .ottt ettt e et e e et e e aeene et et e beseeeseeneeneeneeneas 586
D.321 Determining network to which the originating user isattached..........cccoooieiiineinine e 586
D.3.2.2 Location information NaNAIING ........c.eeuieieriee et e et e e aessaesraesaeesneenseeseens 586
D.3.3 ProcedUIres @l the SFCSCF ..ottt e b et bt aeeae et e e e b sheeb e e e enneneennes 586
D.331 Notification of AS about regiStration SLALUS..........ceceiieieeieere e eee s e e e e saeeee e e saeenreenseens 586
D.4 3GPP specific encoding for SIP header field eXtENSIONS........cooviririninere e 586
D.5 Useof Circuit-SWitChed JOMEIN.........cooiiiiiiieeeeeeeeee e 586
Annex E (normative): I P-Connectivity Access Networ k specific concepts when using xDSL,

Fiber or Ethernet toaccessIM CN subsystem..........ccoceveveieieinencneenn. 587

T oo o PP PRSP 587
E.2 Fixed broadband aspects when connected to the IM CN sUbSyStem..........cccccvveeceveeciese e 587
E21 01100 1 1 o o PR ST 587
E.2.2 ProcedUureS @l the UE ..ottt sttt ettt et e e e e e be st e ene e e e eesbeseeeneeneeneeneeneas 587
E221 AcCtivation aNd P-CSCF QiSCOVENY .......couiriiiitirieieierieest ettt s e sn e ens 587
E.22.1A Modification of afixed-broadband connection used for SIP Signalling ..........cccocverrineneininecnee 588
E.2.2.1B Re-establishment of a fixed-broadband connection used for SIP signalling.........c.ccceevineinineincnien 588
E.2.2.1C P-CSCF restOration PrOCEAUNE..........cevueeeeeeeeeteesteesteeteetesseesseesseesseesseeseassesseasseesseessesssessesssnsssessseensennsenns 588
E2.2.2 Yo Lo TP 588
E.2.2.3 Yoo RSP SRS 588
E224 Yoo RSP SRS 588
E.2.25 Fixed-broadband bearer(s) fOr MEdIa..........c.ocveiieiicece e 588
E.2.25.1 GENEral FEQUITEIMENTS ... .eeiuie e et et ee et et e e e e e e te e aeesaeesae e teenseeseessaesseesseesteensessaesneesaeesseensennsenns 588
E.2.251A Activation or modification of fixed-broadband bearers for mediaby the UE...........ccccooiiiininene. 588
E.2251B Activation or modification of fixed-broadband bearers for media by the network ...........cccccvennneee. 588
E.2.25.2 Special requirements applying t0 fOrked rESPONSES .......cceiirirererieere ettt eenea 589
E.2.253 UNSUCCESSF UL SITUBLTONS .....c.eetieeee ettt sttt ettt st e e e e et e seesseeae e e enee e e seeseesaeeneeneeneenes 589
E.2.26 EIMEIJEINCY SEIVICE. ...ttt bbbt bbb bbbt et b s b et eb e bbb 589
E.2A USBOE OF SDIP ...ttt b et bbbt e e bt h s h b s b e e a e bt e s b et e s e bt e e st eb e e een e nnens 589
S0 O B €T o 1= | OSSR 589
E.2A.1 Impact on SDP offer / answer of activation or modification of xDSL bearer for media by the

0= A1 o G OSSPV USSR 589
E.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN

performs network-initiated resource reservation for terminating UE ..........ccooeov e ieeveesc e 589
E.3  APPICAion USAgE OF SIP.......oiiieieie sttt 589
E3.1 ProcedureS @t the UE ..ottt sttt sttt s e e e te e e te st e e ne e e et e beseeeseeneeneeneeneas 589
E311 P-Access-Network-1nfo header fIeld ..o 589
E3.12 AVEAIBDIHTILY FOF CBIIS ...t b et 589
E.3.13 AULhOriZation NEAAEN TIEIA ........oiueeeeee bbbt ne s 589
E.3.2 Procedures @l the P-CSCF ........cc.o ittt e e bt b e e he et b e b sheeb e e e e s e enras 590
E3.21 Determining network to which the originating user isattached............ccecvecereseseece e 590
E.3.2.2 Location information NaNAIING ........c.eeuieierieiiese s te e s e st sreenaesneesaeesneenseesenns 590
E.3.3 ProcedUres @l the SFCSCF ..o bbb et bbbt et e e ek sreeb e e e ense e ennas 590
E.3.3.1 Notification of AS about regiStration SLALUS. .........ceceieeieeieerie et e e te e saesee e e saeenreeseens 590
E.4 3GPP specific encoding for SIP header field eXtEeNSIONS .........ccocviieiininiere e 590
E5 Useof Circuit-SWitChed dOMaIN........ccoii et se e e ee e enes 590
Annex F (nor mative): Additional proceduresin support for hosted NAT ......cccooeiiieieinininene 591
Rt oo o= TSP P PRSP 591

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 18 ETSI TS 124 229 V10.16.0 (2014-07)

F.2  ApPPlICaion USAGE OF SIP.......ocoiiiiiie ettt sttt e et e s re et e s reereetesneennesreenes 591
F.2.1 UE USAE OF SIP ..ttt bbb e bbbt nn b 591
F2.11 LCTc 07 - OSSOSO TSP P VTSP PURSTPTRSTPRON 591
F.21.2 Registration and aUthENTi CBLION. ..........c.ciirieiiiere bbb 591
F.2121 LT 0T R 501
F.2.1.2.1A Parameters contaiNed INThE ISIM ..o et 591
F.2.1.2.1B Parameters provisioned to a UE without ISIM or USIM ... 592
F.21.22 INItIAl FEOISIIALTION .....vieiieet bbbt b et b et b bbb 592
F.2.1.2.3 Initial subscription to the registration-state event Package ..o 593
F2124 User-initiated re-reQiStraliON .........c.ocveeeeiecie et se st et e et e e e e e e e te e seesreeseeneeanes 593
F.2.1.25 AULNENTICELION ...t r b e st e s e nn e e r e r e en e n e ens 594
F.2.1.251 IMS AKA = GENEIEL ...ttt 594
F.2.1.25.2 Y40 Lo FO OSSP SE PSP RT P PPPTPTRR 594
F.21.253 IMS AKA @DNOMMIEI CBSES......oeeeiiiieeeieirereee sttt sttt sttt 594
F.2.1.254 SIP AIgESE — GENEIEL ...t et 594
F.2.1.255 SIP digest — abnormal ProCRAUMES ..........coiiieiriieerieree et 594
F.2.1.25.6 SIP digest With TLS — gENEIaL .....c.ciiiieeeetre e 594
F.2.1.25.7 SIP digest with TLS — aonormal ProCEAUNES .........cciirieeriireeirieree et 594
F.2.1.25.8 Abnormal procedures for all security MechaniSMS..........cccovveiiiireinene e 594
F.2.1.2.5A Network-initiated re-aUuthentiCaLION ...........coeiiiieiire e et 594
F.2.1.2.5B Change of IPv6 addreSs dUE TO PrIVACY .......ceiirieiiriirieesie ettt besreneene s 595
F.2.1.2.6 User-initiated deregistration..........c.viueeeeiieeee et e et e e e e e e re e re e reenneeneeenes 595
F.2.127 Network-initiated deregiStration .........cccice e e sre e e e e et e e e e eneeenaessaesreas 595
F.2.1.3 ST oS o T ol Lo a 1= TaTo I 1o ) 1= 1 o o O 595
F.2.1.4 Generic procedures applicable to all methods excluding the REGISTER method..........ccccccoveviienieennen. 595
F.214.1 (0] e Lo T g e [ o= S T 595
F.2.1.4.2 UE tEIMINGLING CASE...cveteueete sttt sttt sttt sttt st b ettt b e et b e et b st bt sb e e bt eb e s b et b e s b et et et e 596
F.2.2 P-CSCF USAGE OF SIP ...ttt b e bbb bbb se bt b et b s b e e et e sb e e enenbenneneas 597
F.2.2.1 g0 o (17 1o o TSRS 597
F.2.2.2 REGISIIALION ...ttt bbb bbb s bbbt b e bbb et b bbb 597
F.2.3 S-CSCF USAJE OF SIP ...ttt bbb e et b e b e et b et b et nn e enis 599
F.231 S-CSCF USAJE OF SIP....eeiicte ettt b et b e bt bbb b e b b 599
F.23.11 Protected REGISTER with IMS AKA as a security MeChaniSM .........ccccvvvvveeneeciesciesee e see e 599
T SV o 1 o PSSR 600
F.4 P-CSCF usage of SIPin case UDP encapsulated IPsec is not employed............ccccocvvinininicicicicne, 600
F4.1 11 0o 1 o PRSP 600
F.4.2 REGISIIALION ...ttt bbb e bt bt st h e bt s e bt b e se b e e b e e eb e s b et e bt e b e ne bt b e e eneene e eneas 600
F.4.3 General treatment for all dialogs and standal one transactions excluding the REGISTER method ................ 601
F.4.3.1 g 0o (17 1o o TSRS 601
F.4.3.2 Request initiated DY thE UE ........cooiiiieereee et 601
F.4.3.3 Request terminated DY thE UE ...........ooiieeee ettt ae e sae e sneenseeseens 602
F.5  NAT traversal for MediaflOWS...... oottt 602
Annex G (informative): V2o o S 603
Annex H (normative): I P-Connectivity Access Network specific concepts when using
DOCSIStoaccess IM CN SUDSYSEEM .....c.cccveviviieiiseeece e 604
o 00 oo o = TS 604
H.2 DOCSIS aspects when connected to the IM CN SUDSYSIEM ..........ooiieiiiininireeree e 604
H.21 g1 T 18 ot (o TP PE TSP URPSPRPRN 604
H.2.2 ProCetureS at thE UE .........coiiieiie sttt sr e n e sr e e r e nr e e s e nnene s 604
H.2.2.1 Activation and P-CSCF iSCOVENY ........cccuiiieiieiieieeieseeseeseesteesteeaesseassaesteesteestessaessaesseesseesseesseensesnsenns 604
H.2.2.1A Modification of IP-CAN used for SIP SIgNalling........cccoveiiiiiircccesee e 604
H.2.2.1B Re-establishment of the IP-CAN used for SIP Signalling..........ccoooveiiiiieciceseeseeece e 604
H.2.2.1C P-CSCF restOration PrOCEUUNE..........ceiueeeeeeeeteeeteesteeteetesaeseesseesseesseesseesseessesseesseesseesseesessssssessseensennsenns 604
H.2.2.2 Yo o TSRS 605
H.2.2.3 Yo o TSRS 605
H.2.24 Yo o TSRS 605
H.2.25 Handling of the IP-CAN fOF MEAIAL.........coiiriereee bbb 605

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 19 ETSI TS 124 229 V10.16.0 (2014-07)

H.2.25.1 GENEral FEQUITEIMENTS ... .eiieeieeeie et eeee st e s e e e e ste s e e seesaeesae e teenteestesseessaesseesseesesseesneesnnesseansensenns 605
H.2.2.5.1A Activation or modification of IP-CAN for mediaby the UE ..o 605
H.2.2.5.1B Activation or modification of IP-CAN for media by the NetWOrk...........ccoecovveeveve e, 605
H.2.2.5.2 Special requirements applying tO fOrked rESPONSES .......ccveiieiiere e ens 605
H.2.25.3 UNSUCCESST Ul SITUBLTONS ......cveeeieireseeiestese ettt ettt r e et r e s n e r e r s 605
H.2.2.6 ENEIQENCY SEIVICE....ueeiieieeie et cee st e st e et e e et aeeaeesteesteesteeseeseesaeesaeasseenseenseestesseesseesseensesneesnnesaeesnennseensenns 605
H.2A USBOE OF SDIP ...ttt b e bt h b s bt h etk E £ b b s e bt bt b e bt bt b e s bbb e st bttt n e nnens 605
[ T O €1 0 - OSSPSR 605
H.2A.1 Impact on SDP offer / answer of activation or modification of IP-CAN for media by the network......... 605
H.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN
performs network-initiated resource reservation for terminating UE ..........ccccooeirineineneineneeseneee 606
H.3  APPlCAioN USAGE OF SIP.......oceiieee ettt s ettt ae et sreere et e s reennesreenes 606
H.3.1 ProCetureS at thE UE .........co ittt sr e r e sr e e r e e enenneneene 606
H.3.11 P-Access-Network-1nfo header fIeld ... 606
H.3.1.2 F Y= T = o LY (0] = S 606
H.3.1.3 AUthOriZation NEAAEN FIEIA ..ottt s eseeeas 606
H.3.2 Procedures @t the P-CSCI ... .ottt ettt e st e s ee et e e aeene et et e besaeeseeneeneeneeneas 606
H.321 Determining network to which the originating user isattached..........cccoooveiririinineee 606
H.3.2.2 Location information NANAIING ...........ceiieiii bbb e 607
H.3.3 ProcedUres @l the SFCSCI ..ottt ettt e st be e et e e seene et e seesbeseeeaeeneeneeneaneas 607
H.331 Notification of AS aboUL regiStration SLALUS. .........ccerveeririeerinie st 607
H.4 3GPP specific encoding for SIP header field eXteNSIONS.........ccccevveeeiiceece e 607
H.5 Use of Circuit-SWitChed dOMEIN..........cviiiiiieieieeees ettt 607
Annex | (normative): Additional routeing capabilitiesin support of transit and
interconnection trafficsin IM CN sUbSystemM........ccccccceveieeveveceese e, 608
S oo o TSP PRSPPI 608
L (010 = (1] == OSSR 608
Annex J (normative): RV 0 Lo U T PSP U TSRS 610
Annex K (normative): Additional proceduresin support of UE managed NAT traversal ......... 611
0 oo o PSPPSR 611
K.2  ApPPlICAioN USAGE OF SIP.......oceeieciee ettt sttt e s re et s beereetesneeneesreenes 611
K.21 ProcedUreS @l the UE ..ottt sttt ettt e s e e e et e s et ene e e e st e besneeneeneeneeneeneas 611
K.21.1 LT 1 PPN 611
K.21.2 Registration and aULhENTi CBLION. ..........c.ciirieiriieer bbb 611
K.21.21 LT 0T RS 611
K.21.2.1A Parameters contained iNthe ISIM ... e 611
K.2121B Parameters provisioned to a UE without ISIM or USIM ..o 611
K.2.1.2.2 LT =TS = o o TSR 612
K.21.221 GENETA ...ttt R R e R R et b e nnas 612
K.2.1.22.2 Initial registration USING IMS AKA ...ttt et et esraesraesneas 613
K.2.1.2.2.3 Initial registration using SIP digest WithOUL TLS .......ccviiieiee et 613
K.21.224 Initial registration using SIP digest With TLS .......oci it 613
K.21.225 Initial registration using NASS-IMS bundled authentiCation.............cccoevvereinineineneeneseene 613
K.21.2.3 Initial subscription to the registration-state event Package ... 613
K.2124 User-initiated re-regiSIraliON ........coerieerieeeee ettt et b et b e bbb 613
K.21.241 LT 07 | PSR 613
K.2124.2 IMS AKA as a SeCUNty MECNANISITL........ciiiieirie ettt bbb 614
K.21.243 SIP Digest without TLS as a security MeChaniSm ..........ccooviiininenerseseee e 614
K.21.24.4 SIP Digest with TLS asa security MeChaniSM ..........ccocceeiveiieceeseese e e 614
K.2.1.24.5 NASS-IM S bundled authentication as a security MeChaniSm ..........cccceevveeereeeneeseeseee e 614
K.2.1.25 AULNENTICELION ...ttt et e e st e st n e nn e r e r e nenr e ens 614
K.21.251 IMS AKA — GENETEL......ciiiiiietere ettt 614
K.21.25.2 RV 0 Lo OSSOSO ST TE TSP P PPPTPTRR 615
K.2.1.253 IMS AKA @DNOMMEI CBSES......eeeiieireeeresree ettt sttt st s r e nr s 615
K.21.254 SIP digest WithOUt TLS — GENETEl ......c.oiviiiiirieirieriert et 615

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 20 ETSI TS 124 229 V10.16.0 (2014-07)

K.2.1.255 SIP digest without TLS —abnormal ProCeAUNES............coverieeieeiecie e see s e e neees 615
K.2.1.25.6 SIP Aigest With TLS — gENEIAl .....coveeiiiieirieree ettt sb s 615
K.2.1.25.7 SIP digest with TLS — abnormal proCeAUIES...........cceeieie ettt 615
K.2.1.25.8 NASS-IMS bundled authentication — Qeneral ............ccoveceieiie e 615
K.2.1.259 NASS-IM S bundled authentication — abnormal Procedures...........ocevvvceiceeveeseese e 615
K.2.1.25.10 Abnormal procedures for all security MeChaniSIMS...........cccveiveveecieie e 615
K.2.1.2.5A Network initiated re-aUtheNti CELION. ..........coeiieeere e e 615
K.2.1.2.5B Change of IPv6 address dUE TO PriVACY .......ceiirieiiriirieenie sttt sttt besne e 616
K.21.2.6 User-initiated der@giStration..........c.oereerereeeriereeee ettt sr ettt st sbe ettt s et b e e b b 616
K.2.1.26.1 LT 07 | PR 616
K.21.26.2 IMS AKA as a SeCUNtY MECNANISITL.....c..ciiiiieiiie ettt et 616
K.2.1.2.6.3 SIP digest as a security MeChaniSM..........ccvieiie e 616
K.2.1.26.4 SIP digest with TLS as a security MeChaniSM..........ccooevviir e 616
K.2.1.2.6.5 Initial registration using NASS-IMS bundled authentication............cccccovveevieesieseeseece e, 616
K.2.1.2.7 Network-initiated dereQiStralion ..........cccceeiereeriee e e et ae e sreesre e re e reeseeneeenes 616
K.2.1.3 ST oS o T ol Le g 1= TaTo 1o ) 1T 1 o o O S 617
K.2.1.4 Generic procedures applicable to all methods excluding the REGISTER method..........cccocoveivecivieenen. 617
K.214.1 UE-OFIQINGLING CASE......veueeteiteeete sttt sttt sttt sttt b et be st et bt b et bt s b et e bt s b et eb e s b et eb e b eneeb e st e e ebenbe e e 617
K.21.4.2 UEAEIMINGLING CBSE.....veueeveitereeieste ettt sttt sttt st se et b et b e s bt b e bt he s b e se bt s b e e ebe e b et eb e s b e st sb e st et ebe b e 617
K.215 Maintaining flows and detecting flIOW fAITUIES ...........coviiiiiiire e 618
K.2.1.6 EIMEITEINCY SEIVICES ...ttt ettt bbbt bbb bbb st e b et bt b e e et b et be b eee 618
K.2.16.1 LT 0T RS 618
K.21.6.2 [Nnitial eMErgeNCY FEJISIIAIION. .. ....ceiuireeietert ettt ettt b et b et b b 618
K.2.1.6.2A New initial emergenCy regiStration .........ccvcceeieiee e e e s e e e eeeneeneeenes 618
K.2.1.5A.3 Initial subscription to the registration-state event PaCKage .........coueveereereriiesiee e 618
K.2.1.6.4 User-initiated emergenCy rer€giStralioN ...........uecveceeerieeieeseesteeseesseeseesseesseseessaesreesseessesssesnsessessnes 618
K.2.1.6.5 AULNENTICELION ...ttt b et s e bbbt bt e ae e s e e e e e e e e sb e besnesbe e e ennennen 618
K.2.1.6.6 User-initiated emergency deregiStralion ...........ccveceeeieeiee s e s eee et ee et e e eee e 618
K.2.1.6.7 Network-initiated emergency deregiStration...........ccceceierieeieere e e e e sae e 619
K.2.1.6.8 EMEIQENCY SESSION SELUD. .. eeeuertereeieete sttt sttt sttt e ettt st eb e b et bt s b et e bt s be e eb e b e e ebe et e st ebe st et ebe b e e 619
K.2.1.6.8.1 LT 07 | 619
K.2.1.6.8.2 Emergency session set-up in €ase of NO regiStration .........cc.eoeerereereneeneneee e 619
K.2.1.6.8.3 Emergency session set-up with an emergency registration ...........cooevereeneneeneneseseseese e 619
K.2.1.684 Emergency session set-up within a non-emergency registration...........c.coevereerereeneneeseneeens 619
K.2.1.6.9 EMErgenCy SESSION MEIEASE. ... .ccuiie e cee ettt te e s e e ae e be e tees e sraente e teereenseeneeenns 619
K.2.2 Procedures @l the P-CSCE ... .ottt b e e b et ae et e e bbbt e e e e e e ennes 619
K.221 [F gL o (N7 o o FO U TSP U PP US PO 619
K.2.2.2 L S0 1o S PR 619
K.2221 (€T o1 =SOSR 619
K.2.2.2.2 IMS AKA asaSseCurity MEChANISIM ........coiiiieiee e e e e sae e a e e esneesnaesnaesnees 619
K.22.23 SIP digest without TLS as a Security MEChaNISIM .........cceiiiriiiieeriereeie et eenea 621
K.2224 SIP digest with TLS as a Security MEChaNISIM...........coiiiiiiieiie et 621
K.2.2.25 NASS-IMS bundled authentication as a security MeChaniSM ..........ccoerriiernenereeeee e 621
K.2.2.3 General treatment for all dialogs and standalone transactions excluding the REGISTER method........... 621
K.2231 Requestsinitiated DY the UE ... e 621
K.22311 General fOr all FEOUESES. ..ottt 621
K.2.2.3.1.2 General fOr @l FESPONSES ........ceieeieeie ettt et e e e e saesseesreesre e teeeeeneeeneennes 622
K.2.2.3.1.2A ADNOIMME] CBSES ...ttt bbb st b e bt sh e it e b se et et she bt st e e e e enrs 622
K.2.2.3.1.3 T =0 (1S B o = o oo SR 622
K.223.14 Responsesto aninitial request for adialog ......c.ocueeeerieiieie e 622
K.2.2.3.1.5 Target refresh requESt FOr @ dialOg.........ccveieerieieece e 622
K.2.2.3.1.6 Responses to atarget refresh request for adialog .........cccvveereereeie e 622
K.223.17 Request for a standal ONe tranSACHION ..........ciereiririeireri ettt b e e neene s 622
K.22318 Responses to a request for a standal One tranSaCtioN ...........coeoeeereiie e 622
K.223.19 Subsequent request other than atarget refresh reqUESE ...........cccvireerirerere s 622
K.2.2.3.1.10 Responses to a subseguent reguest other than atarget refresh request ..........coeoeveveiincicnees 622
K.223111 Reguest for an unkown method that does not relate to an existing dial0g..........covvverevercnenenenens 622
K.2.2.3.1.12 Responses to a request for an unkown method that does not relate to an existing diaog ............. 622
K.2.2.3.2 Requeststerminated DY the UE .............oo oo 622
K.22321 General fOr @l FEQUESES........ci ettt s re et e be e te e te e e e eeeenneenes 622
K.2.2.3.2.2 General fOr @l FESPONSES ........ceieeieeie ettt et e e e e saesseesreesre e teeeeeneeeneennes 623
K.2.2.3.2.3 T =0 (1S o = o oo S 623

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 21 ETSI TS 124 229 V10.16.0 (2014-07)

K.2.2.324 Responsesto aninitial request for adialog ......c.vcueieerieiicie e 623
K.2.2.3.2.5 Target refresh requESt FOr @ dialOg........ccoveveeriericece e 623
K.2.2.3.2.6 Responses to atarget refresh request for adialog .........cccveeereeieeieiie e 623
K.2.2.3.2.7 Request for a standalOne tranSaCioN ...........cceeviereecie et e e nneas 623
K.2.2.3.2.8 Responses to arequest for astandalone tranSaCtion ............ccccveceeveviesieesee e 623
K.2.2.3.29 Subsequent request other than atarget refresh reqUESE...........coceeveereere e 623
K.2.2.3.2.10 Responses to a subseguent reguest other than atarget refresh request ..........ooeevevcviiciicneee 623
K.223211 Request for an unknown method that does not relate to an existing dialog.........ccoeeveereierenienen 623
K.2.23212 Responses to a request for an unknown method that does not relate to an existing dialog ........... 624
K.2.2.4 Yoo TR 624
K.2.25 EIMEITEINCY SEIVICES ...ttt ettt sttt b e h bbbt h bbb st b e e bt e b e et eb e bt eb e b 624
K.2251 LC T o1 TP 624
K.2.25.2 General treatment for all dialogs and standal one transactions excluding the REGISTER method —
FrOM @N UNFEQISLErEA USEN ......cveeieee et sttt e te e s e sne e sae e neenteenaeeneensaesseenneas 624
K.2.25.3 General treatment for all dialogs and standal one transactions excluding the REGISTER method
after emMErgenCy rEQISIIaLION.........ccveceeeee e ee st e ste e e s e s e e e e te e tesraesreesaeesteesesnaesneesneesseenseensenns 624
K.2.25.4 General treatment for all dialogs and standal one transactions excluding the REGISTER method —
NON-EMENGENCY FEYISIIALION. ....ccviiteieiterieeete ettt ettt et sttt st b e bbbt bbb e 624
K.2.255 F N o 00 0= 0 = RSP 625
K.2.3 RV 0o SO S 625
K.24 RV o o FO TR UOPROSRO 625
K.3  Application USAgE OF SDP ........coiiieieeiese ettt sttt sae st ae s re e e teeesneeneeneeenes 625
K.3.1 UE USAJE OF SDP.....iiitiieeietesees ettt sttt b et s b s stk e e e st et e s et et e st be st en e e be st e neenentensens 625
K.3.2 P-CSCF USBGE Of SDIP.....ectiiieieieite ettt sttt sttt sttt s b e be s e e st e besee b e e beseebesbe e ebesbe e ebesbeseesesaeseeneas 625
(0 Yo T o S 625
K.5  ApPPlCation USAgE OF ICE ......c.ooiiiiieieiieeste ettt nn e e 625
K.5.1 11 0o 1 o o RS 625
K.5.2 L0 T S To T o O TSP 625
K.5.2.1 (CT= 0T - SO S 625
K.5.2.2 Call initiation — UE-OFQiNGLiON CASE .......ccveeieeiiesieesieeiesteseeseeeseeesseeaesseesseasseesteessesseesseessesssesnsesnsessesnes 625
K.5.2.3 Call termination — UE-LErMINaLiON CASE.........ceeeeeriiiereisterieeieeieeeete sttt sre b e see b st sne b s e ennesnens 626
K.5.3 L OnS @ = o oo Ao 1 SR 627
K.5.4 RV oo OSSO 627
Annex L (normative): | P-Connectivity Access Networ k specific concepts when using EPSto
ACCESS IM CN SUDSYSLEM ..ot s 628
T oo o OO PRURPROR 628
L.2 EPS aspects when connected to the IM CN subsystem VIa E-UTRAN ..o 628
L.21 T gL goTo ¥ 1T oo BT PP P PR URRRPPTO 628
L.2.2 ProcedureS al tNE UE ...ttt bbbt b et e e e b b e bt s aees e e e e e 628
L.221 EPS bearer context activation and P-CSCF iSCOVENY .......ccuccveuiiieeieseeeeie e see s se e see e e seeenneeneens 628
L.2.2.1A Modification of a EPS bearer context used for SIP Signalling........ccccvevveeiieiesieseece e 630
L.2.2.1B Re-establishment of the EPS bearer context for SIP Signalling ..o 630
L.2.2.1C P-CSCF restoration PrOCEOUE...........ciueirerteeeiertet ettt e st b et b et sb e bbb 631
L.2.2.2 SesSI0N MaNAGEMENT PrOCEUUIES .......ecuiitereeie ettt sttt sttt b ettt et b e et b et be b et nn e sb e e 631
L.2.2.3 Mobility ManagemMENt PrOCEAUIES............cuiiueeriiieterteieie sttt bbbttt b et b et sb e ne e 631
L.2.24 Cell selection and 18CK Of COVEIAZE........ciiiriieree ettt et 631
L.2.25 EPS bearer CoNteXtS fOr MEOIAL ... ....coieieeeieie ettt sr e b st e 631
L.2.25.1 GENEral FEQUITEIMENTS ... .eeieeeieeeiecie e ette st et e e e e e te e e saeesaeesaeesseeneeessesseesseesseesseensesseesneesanesseansensenns 631
L.2.25.1A Activation or modification of EPS bearer contexts for media by the UE ...........cccoovevveviecienieennen, 632
L.2.25.1B Activation or modification of EPS bearer contexts for media by the network............ccccovvvvvvieneenen. 632
L.2.25.2 Specia requirements applying tO fOrked rESPONSES .......cceevveieei e ens 632
L.2.25.3 UNSUCCESST UL SITUBLTONS ...ttt sttt sttt se e bbbt e e e e e b b saeeae e e e e e 632
L.2.2.6 EIMEIJEINCY SEIVICE. ..ceitieeetiitieet ettt bbbt bbbt bt b et b et nb e b 632
L.2A USAQE OF SDIP ...ttt bttt h bt bbb e e et h e e b e bt b e b e e e e e et e b e ne e 634
(I O €1 0 - OSSPSR 634
L.2A.1 Impact on SDP offer / answer of activation or modification of EPS bearer context for media by the
TIEEWOTK ...ttt ettt bbbt bt b e ae e st e e e H oAb e eh £ e b £ e Rt e a e e nE e b e A E e eh e e R e e aeeh e e ne e e e b e eEeebeeneen e e e enne e 634

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 22 ETSI TS 124 229 V10.16.0 (2014-07)

L.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN

performs network-initiated resource reservation for terminating UE...........cccoooveeiienieneenecce e 635
L.3  APPICAioN USAGE OF SIP.......oceeiece ettt st e te e st sre et e s reereetesreeneesreenes 635
L.31 ProcadureS al thE UE ... ..ottt ettt e ae e et et e s ee et e s st eseene et e seesbesaesneeneeeeneeses 635
L.311 P-Access-Network-1nfo header fIeld ..o e 635
L.3.1.2 AVEAIDIHTILY FOF CBIIS ....vieieceeee bbb 635
L.3.1.3 AUthOriZation NEAAEN FIEIA ..ottt st e ae e seeeas 636
L.3.2 ProcedureS at the P-CSCI ....... .ottt sttt e et esbe st e st ese e e e e e seesbesbesneeneeneaneeses 636
L.321 Determining network to which the originating user isattached..........cccocoveiiiniinineiee 636
L.3.2.2 Location information NaNAIING ........c.eeueeeeiieiecse e ae s e e e sreesaesrnesaeesneenseenseens 636
L.3.2.3 Prohibited usage of PDN connection for emergency bearer SErVIiCES.......ccvvvvvevceieeveeve e e 636
L.3.3 ProCedUrES al the SFCSCR ...ttt bt e bbbt b e it se et e e e b e sbeebeeaees e e e e e e 636
L.3.31 Notification of AS about regiStration SLALUS..........cecueiiueieeieerieerr e e e e e e e e e e sreenreenseens 636
L.4 3GPP specific encoding for SIP header field eXteNSIONS.........cccceviceiiiceece e 637
L.41 W OI0. ettt et e et e e te e e be e be e beeabeeheesheeaheeateebeeateeaeeeheeaheebeeabeeheeataebeeateebeeteeeeeneeareeareenteens 637
L.5 Useof Circuit-SWitChed dOMaIN........ccoieieie ettt e e e eeseeenes 637
Annex M (normative): I P-Connectivity Access Network specific concepts when using
cdma2000® packet data subsystem to accessIM CN subsystem.............. 638
T oo o= S 638
M.2 cdma2000® packet data subsystem aspects when connected to the IM CN subsystem....................... 638
M.2.1 11 0o 1 o o RS 638
M.2.2 ProcedureS @t the UE ..ot sttt ettt et e e e e s e e besbeeme et et e s besreeseeneeneeneeneas 638
M.2.2.1 Establishment of IP-CAN bearer and P-CSCF diSCOVENY .....c..oiiiiiiiriiieeriese e 638
M.2.2.1A Modification of IP-CAN used for SIP SIgnalling.........cccveiiiiiie e 639
M.2.2.1B Re-establishment of the IP-CAN used for SIP Signalling..........ccoooerieiieiecie s 639
M.2.2.1C P-CSCF restOration PrOCEUUIE..........eeiueeeeeeeeeteesteesteeteetesaesseesseesseesseeseesseessesseesseesseessessessnnessessseessennsenns 639
M.2.2.2 Yo Lo TSRS 640
M.2.2.3 IP-CAN bearer control point support of DHCP based P-CSCF diSCOVENY .......ccovecvveierierie e see e 640
M.2.24 Yo Lo TSRS 640
M.2.2.5 Handling of the IP-CAN fOF MEAIAL.........coiiriieiee e 640
M.2.25.1 GENEIAl FEOUITEITIENTS ...ttt ettt sttt ettt st b bbb e bt b e s e bt b e se e bt sbese e b e s b e e eb e s b e e ebeebeneenens 640
M.2.2.5.1A Activation or modification of IP-CAN for mediaby the UE ..........cooiiiiiinieee 640
M.2.2.5.1B Activation or modification of IP-CAN for media by the network............ccccvienincinicce 640
M.2.2.5.2 Special requirements applying t0 fOrked rESPONSES .......ceiiriieririeerereee et 640
M.2.25.3 UNSUCCESSFUL SITUBLTONS ...ttt st sttt se e e et e e st e se e e e e e e seesbesaeeneeneeneenes 640
M.2.2.6 EMNEIQENCY SEIVICE....ueetieteeieeteite st e st ettt e te st et e st e e te e teeseesaeesae e seenteeneeeneesseesseeseensenneesneesaeesseanseensenns 640
M.2A (US0PSR 641
2 N O €T o 1= | OSSR 641
M.2A.1 Impact on SDP offer / answer of activation or modification of IP-CAN for media by the network......... 641
M.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN
performs network-initiated resource reservation for terminating UE ..........ccooeov e ieeseenc e 641
M.3  APPlICAION USAZE OF SIP......eiiieicie bbb n e 641
M.3.1 ProcedureS @t the UE ..ot sttt ettt et e e e e s e e besbeeme et et e s besreeseeneeneeneeneas 641
M.3.1.1 P-Access-Network-1nfo header fIeld ..o e 641
M.3.1.2 F Y= T = o LY (o] = =SS 641
M.3.1.3 AUhOriZation NEAAEN TIEIA ........eiiieee bbb et se s 641
M.3.2 Procedures @l the P-CSCF ........cc.o ittt st et b e a e he e e b e bbb e e e e e e e ennas 642
M.3.2.1 Determining network to which the originating user isattached............ccecvecevecesecce e, 642
M.3.2.2 Location information NaNAIING .......cc.veueeieiieiecce et ae s e s esreesaesaeesaeesneenreeseens 642
M.3.3 Procedures @l the SFCSCF ... .ot b et e bbb et e h e et e e e b sheeb e e e enneneenras 642
M.3.3.1 Notification of AS aboUL regiStratiON SLALUS. .........coerueeriirieeririeerie et 642
M.4 3GPP specific encoding for SIP header field eXteNSIONS .........ccccovieiiiiiiere e 642
M.4.1 RV oo FO OSSR RR RS PROSRO 642
M.5 Use of Circuit SWItChed JOM@IN ........coiiiiiiirereee ettt nes 642
Annex N (Normative): Functionsto support overlap Signalling.......cccccooveeevenennnencene e 643

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 23 ETSI TS 124 229 V10.16.0 (2014-07)

N oo o= S 643
(AN P22 D TTo 1 oo 1= od 0] 0 I 00T (o] o S 643
N.2.1 LT 0T SO 643
N.2.2 COlECHTION OF TIGITS...vetiueetieieet ittt e bbbt bbbt s b e b et b bt s b b 643
N.2.2.1 INItTEEI INVITE FEOUESE .....ceeeeetereeeetete ettt bbbt b et b bbb 643
N.2.2.2 Collection of additionNal IGITS........ccceeiieiirireeee bbb et 644
N.2.2.3 Handling of 404 (Not Found) / 484 (Address INCOMPIEte) reSPONSES .......ccevveeririerereneneee s 644
N.2.3 Forwarding of SIP messages by the digit collection fuNCLiON ..........ccooce i e, 645
N.3  EN-DIOC CONVEIrSION FUNCHION ......cviiiiiriese ettt 645
N.3.1 LT 1 = | OSSR 645
N.3.2 MUItIPIE- TNV ITE MELNOM........cuiitieiiiieiee bbbt b bbbt b b 646
N.3.3 IN-CIAI0G MELNOM ......cveeictee bbb b et b bt b e s b et eb e s e e e b e s b et ekt sbeseebeebeneeneas 646
Annex O (normative): I P-Connectivity Access Network specific conceptswhen using the
EPC via cdma2000® HRPD to access IM CN subsystem ..........cc............ 648

1O I RS ol o =TSO PRTORPR PR 648
0.2 IP-CAN aspects when connected to the IM CN SUBSYStEM ........c.ocoiiiiicie e 648
0.21 100 0o 1ol B USSP PR URRRR PPN 648
0.2.2 ProcedUIres @ The UE ..ottt bt e bt bt et e e b e b sbeeb e e e e e e e nes 648
0.221 IP-CAN bearer context activation and P-CSCF diSCOVENY ..ot e 648
0.2.2.1A Modification of an IP-CAN bearer context used for SIP Signalling ..........ccccverevnineinienenecseee e 649
0.2.2.1B Re-establishment of the IP-CAN bearer context for SIP Signalling.........cccccoervinenninenniseeeeeee 649
0.22.1C P-CSCF reStoration PrOCEUUNE.........c.eitieeuirteeeeertetei sttt ettt b et e et b et sbe et sbenn et sbe b 650
0.22.2 SeSSI 0N MaNAGEMENT PrOCEUUNES ... eeueiteieeie ettt sttt ettt st b e et st se et b e et sb e et b et b e e 650
0.223 Mobility Mmanagement PrOCEAUIES...........c.veuieieceesteeeeseseseeseese e s e eteesaesneesseeste e teeteeaesnnesaeesaeenseensenns 650
0.224 Cell selection and |aCk Of COVEIAQE........uuiuriieiiee et et sae e s e e ste et e enteeneesnaessaesneas 650
0.225 IP-CAN bearer ContextS fOr MEOIAL ........coouiriie e 650
0.2.251 GENEral FEQUITEIMENTS ... eeieeeieeeteete e ete st e s ee e e s e e ste s e e saeesaeesae e te e teestesseessaesseesseesessansneesneesseanseensenns 650
0.2.25.1A Activation or modification of IP-CAN bearer contexts for mediaby the UE..........c.cccoccveveieceenen, 650
0.2.25.1B Activation or modification of IP-CAN bearer contexts for media by the network .............cccecvvenen. 651
0.225.2 Special requirements applying t0 fOrked rESPONSES .......ceiuiirerirererereee et 651
0.2.253 UNSUCCESSFUL SIEUBLTONS ...ttt sttt se e e et e e st e st e e e et e seesbesaeeneeneeneeee 651
0.2.2.6 EIMEITEINCY SEIVICE. ...ttt ettt bbb bbbt bbb et bt b et eb et b e b 651
O.2A USBOE Of SDIP ...ttt sttt sttt e e et e e s te e st e tesae et e sseeneestesseensesseeneensessenneentesneensesreeneens 651
(@ N I €T = - | SO R T S 651
0O.2A.1 Impact on SDP offer / answer of activation or modification of IP-CAN bearer context for media by the

TMEEWOTK ..ttt et bt e bbb e ae e s e ee e E e 4 b e eh e e b £ e Reea e e eE e b e AR e eh e e heeneeh e et e e e b e ebenbe e Rt en e e e enrees 652
0O.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN

performs network-initiated resource reservation for terminating UE............ccoovioieinienecieece e 652
(O I AN o) o 1To= 0] g U= o L= o) T 652
031 ProcedUreS @l the UE ..ottt sttt ettt et s e e st eebe s e e eme et et e s beseeeneeneeneeneeneas 652
0311 P-Access-Network-1nfo header fIeld ..o e e 652
0312 F Y= T = o T LY (0] = =SS 652
0.3.13 AUhOriZation NEAAEN TIEIA ..o e e et se e 652
0.3.2 Procedures @l the P-CSCF ..ottt b et ae e e b e bbb e e e e s e e e e 653
0321 Determining network to which the originating user isattaChed............ccecveceiiecesiece e, 653
0.3.22 Location information NaNAIiNG ........c.eeuieeerieieeie et e st teeaessaesreesaeesneenseesenns 653
0.33 ProcedUres @l the SFCSCF ... .ot bbb e b et bt et e ae e e se e b sheeb e e e e e e e eneas 653
0.4 3GPP specific encoding for SIP header field eXtENSIONS .........ccovvveeriiieeseee e 653
041 RV o o FO TSROSO PROSRO 653
0.5 Useof Circuit-switChed OMEIN............coceiirieeieeese ettt aesreeeesaesreeneesnens 653
Annex P (informative): WV OIO . b et n et e r e n e 654
Annex Q (normative): I P-Connectivity Access Networ k specific conceptswhen using the

cdma2000® 1x Femtocell Network to access M CN subsystem .............. 655

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 24 ETSI TS 124 229 V10.16.0 (2014-07)

L I o oSSR 655
Q.2 cdma2000® 1x Femtocell Network aspects when connected to the IM CN subsystem...................... 655
Q.21 011 0o 1 o PRSP 655
Q.22 ProcedUreS @l the UE ..ottt ettt s e e be e e be s et ene et e st e s beseeeaeeneenseneeneas 655
Q221 Activation aNd P-CSCF iSCOVEY .......couiiiiiitirieiiiterieist ettt sb bbb sn e 655
Q.2.2.1A Modification of IP-CAN used for SIP SIgNalling.........ccoeoririeierees e 656
Q.2.2.1B Re-establishment of IP-CAN used for SIP SigNalling.........cccoerinireneneerese e 656
Q.222 Yoo TSR 656
Q.2.2.3 Yo Lo TSRS 656
Q.224 Yo Lo TR 656
Q.225 Handling of the IP-CAN fOF MEUIAL........cueiieiee e ae s ae e e e sneenreenneens 656
Q.2.251 GENEral FEQUITEIMENTS ... .eiieeieeeie et eeee st e s e e e e ste s e e seesaeesae e teenteestesseessaesseesseesesseesneesnnesseansensenns 656
Q.2.25.1A Activation or modification of IP-CAN for mediaby the UE ... 656
Q.2.25.1B Activation or modification of IP-CAN for media by the network...........cccccvneininenniice 656
Q.2.25.2 Special requirements applying t0 fOrked rESPONSES .......cerviireriirerereree s 656
Q.2.253 UNSUCCESSFUL SIEUBLTONS ...ttt ettt sttt ettt e e e et e e st e st e e e e neeseesbesaeeneeneeneenes 656
Q.2.2.6 EIMEITEINCY SEIVICE. ....itiietiiteee ettt bbbt bbb e e h e b st e b et bt e b et b et nb e b 656
Q.2A USBOE OF SDIP ...ttt b e bt h b s bt h etk E £ b b s e bt bt b e bt bt b e s bbb e st bttt n e nnens 656
(@ T = | SRS 656
Q.2A.l Impact on SDP offer / answer of activation or modification of IP-CAN for media by the network......... 656
Q.2A.2 Handling of SDP at the terminating UE when originating UE has resources available and IP-CAN
performs network-initiated resource reservation for terminating UE ..........cccoovov e iieseesc e 657
Q.3 ApPPlIication USBOE OF SIP......cci et b e e reeaae s aesreereeneens 657
Q31 ProcedUreS @l the UE ..ottt sttt ettt e s e e e et e s et ene e e e st e besneeneeneeneeneeneas 657
Q311 P-Access-Network-1nfo header fIeld .........ooooi i 657
Q.3.1.2 AVEAIDIHTLY FOF CBIIS ...ttt 657
Q.3.13 AUthoriZation NEAAEN FIEIA ..o st seeeas 657
Q.32 ProCedUIrES @l tNE P-CSCR ... ..ottt et et e s te et e e te e tesaeesaeesaeesseenseenteenseesaeeneesraesaens 657
Q321 Determining network to which the originating user isattached............ccocvevere s, 657
Q.3.2.2 Location information NaNAIING ........c.eeeieierieice ettt e e aesaesrnesaeesneenseensenns 657
Q.33 ProCedUIrES @l the S-CSCR ...t et e st e et e e teestesseesaeesaeesseenseeateenseeneesneesraesaens 657
Q.331 Notification of AS about regiStration SLALUS..........ceceiiueieeieereere e e te e se e ee e e saeenreenseens 657
Q.4 3GPP specific encoding for SIP header field eXtENSIONS ........cccvoireriririsese e 657
Q.5 Useof Circuit-switChed dOMEIN............cocueiirieeieee et sre e saesreeeesreens 657
Annex R (informative): ChangE NISLONY ..o s 658
[ 11 0] YRR 717

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 25 ETSI TS 124 229 V10.16.0 (2014-07)

Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines a call control protocol for usein the IP Multimedia (IM) Core Network (CN) subsystem
based on the Session Initiation Protocol (SIP), and the associated Session Description Protocol (SDP).

The present document is applicable to:
- theinterface between the User Equipment (UE) and the Call Session Control Function (CSCF);
- theinterface between the CSCF and any other CSCF;
- theinterface between the CSCF and an Application Server (AS);
- theinterface between the CSCF and the Media Gateway Control Function (MGCF);
- theinterface between the S-CSCF and the M ultimedia Resource Function Controller (MRFC);
- theinterface between the Application Server (AS) and the Multimedia Resource Function Controller (MRFC);
- theinterface between the CSCF and the Breakout Gateway Control Function (BGCF);
- theinterface between the BGCF and the MGCF,;
- theinterface between the CSCF and an IBCF;
- theinterface between the E-CSCF and the Location Retrieval Function (LRF);
- theinterface between the BGCF and any other BGCF;
- theinterface between the CSCF and an external Multimedia I P network;
- theinterface between the E-CSCF and the EATF;
- theinterface between the P-CSCF and the ATCF;
- theinterface between the ATCF and the I-CSCF; and
- theinterface between the ATCF and the IBCF.

Where possible the present document specifies the requirements for this protocol by reference to specifications
produced by the IETF within the scope of SIP and SDP. Where thisis not possible, extensionsto SIP and SDP are
defined within the present document. The document has therefore been structured in order to allow both forms of
specification.

Asthe IM CN subsystem is designed to interwork with different IP-Connectivity Access Networks (IP-CANS), the IP-
CAN independent aspects of the IM CN subsystem are described in the main body and annex A of this specification.
Aspects for connecting a UE to the IM CN subsystem through specific types of IP-CANSs are documented separately in
the annexes or in separate documents.

The document also specifies media-related requirements for the NAT traversal mechanisms defined in this
specification.

NOTE: The present document covers only the usage of SIP and SDP to communicate with the enitities of the IM
CN subsystem. It is possible, and not precluded, to use the capabilities of IP-CAN to alow aterminal
containing a SIP UA to communicate with SIP servers or SIP UAs outside the IM CN subsystem, and
therefore utilise the services provided by those SIP servers. The usage of SIP and SDP for communicating
with SIP servers or SIP UAs outside the IM CN subsystem is outside the scope of the present document.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.
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o References are either specific (identified by date of publication, edition number, version number, etc.) or

non-specific.

e For aspecific reference, subsequent revisions do not apply.

o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.
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for Supporting the PacketCable Distributed Call Signaling Architecture”.

RFC 3959 (December 2004): "The Early Session Disposition Type for the Session Initiation
Protocol (SIP)".

RFC 4662 (August 2006): "A Session Initiation Protocol (SIP) Event Notification Extension for
Resource Lists'.

RFC 5875 (May 2010): "An Extensible Markup Language (XML) Configuration Access Protocol
(XCAP) Diff Event Package".

RFC 4575 (August 2006): "A Session Initiation Protocol (SIP) Event Package for Conference
State".

RFC 5049 (December 2007): "Applying Signaling Compression (SigComp) to the Session
Initiation Protocol (SIP)".

RFC 3825 (July 2004): "Dynamic Host Configuration Protocol Option for Coordinate-based
Location Configuration Information”.

Void.

RFC 4457 (April 2006): "The Session Initiation Protocol (SIP) P-User-Database Private-Header
(P-header)".

RFC 4145 (September 2005): "TCP-Based Media Transport in the Session Description Protocol
(SDP)".

RFC 4320 (January 2006): "Actions Addressing I dentified | ssues with the Session Initiation
Protocol's (SIP) Non-INVITE Transaction”.

3GPP2 C.S0005-D (March 2004): "Upper Layer (Layer 3) Signaling Standard for cdma2000
Standards for Spread Spectrum Systems".

3GPP2 C.S0024-A v1.0 (April 2004): "cdma2000 High Rate Packet Data Air Interface Standard"”.

3GPP2 C.S0084-000 (April 2007): "Overview for Ultra Mobile Broadband (UMB) Air Interface
Specification".

3GPP2 X.S0060-0 v1.0: "HRPD Support for Emergency Services'.

3GPP2 X.P0057-B v1.0: "E-UTRAN - eHRPD Connectivity and Interworking: Core Network
Aspects'.

Editor's note: The above document cannot be formally referenced until it is published by 3GPP2, at which time it

[86D]

[86E]

will be designated as X.S0057-B rather than X.P0057-B.

3GPP2 C.S0014-C v1.0: "Enhanced Variable Rate Codec, Speech Service Options 3, 68, and 70
for Wideband Spread Spectrum Digital Systems'.

3GPP2 X.P0059-200-A v1.0: "cdma2000 Femtocell Network: 1x and IMS Network Aspects”.
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Editor's note: The above document cannot be formally referenced until it is published by 3GPP2, at which time it

[86F]
[87]
[88]

[89]
[90]
[91]

[91A]
[92]

[93]

[94]

[95]
[96]

[97]

[98]

[99]

[100]
[101]

[102]

[103]

[104]

[105]

[106]

[107]

will be designated as X.S0059-200-A rather than X.P0059-200-A.

3GPP2 S.R0048-A v4.0: "3G Mobile Equipment Identifier (MEID) - Stage 1".
ITU-T Recommendation J.112, "Transmission Systems for Interactive Cable Television Services'

PacketCable Release 2 Technical Report, PacketCable™ Architecture Framework Technical
Report, PKT-TR-ARCH-FRM.

RFC 6442 (December 2011): "L ocation Conveyance for the Session Initiation Protocol".
RFC 4119 (December 2005) "A Presence-based GEOPRIV Location Object Format”.

RFC 5012 (January 2008): "Regquirements for Emergency Context Resolution with Internet
Technologies'.

Void.

RFC 5626 (October 2009): "Managing Client Initiated Connectionsin the Session Initiation
Protocol (SIP)".

RFC 5627 (October 2009): "Obtaining and Using Globally Routable User Agent URIs (GRUUS)
in the Session Initiation Protocol (SIP)".

RFC 5628 (October 2009): "Registration Event Package Extension for Session Initiation Protocol
(SIP) Globally Routable User Agent URIs (GRUUS)".

Void.

RFC 4168 (October 2005): "The Stream Control Transmission Protocol (SCTP) as a Transport for
the Session Initiation Protocol (SIP)".

RFC 5002 (August 2007): "The Session Initiation Protocol (SIP) P-Profile-Key Private Header (P-
Header)".

ETSI ES 283 035: "Telecommunications and Internet Converged Services and Protocols for
Advanced Networks (TISPAN); Network Attachment Sub-System (NASS); €2 interface based on
the DIAMETER protocol”.

RFC 5245 (April 2010): "Interactive Connectivity Establishment (ICE): A Protocol for Network
Address Trandator (NAT) Traversal for Offer/Answer Protocols".

RFC 5389 (October 2008): "Session Traversal Utilitiesfor NAT (STUN)".

RFC 5766 (April 2010): "Traversal Using Relays around NAT (TURN): Relay Extensions to
Session Traversal Utilitiesfor NAT (STUN)".

RFC 5768 (April 2010): "Indicating Support for Interactive Connectivity Establishment (ICE) in
the Session Initiation Protocol (SIP)".

RFC 4967 (July 2007): "Dia String Parameter for the Session Initiation Protocol Uniform
Resource Identifier".

RFC 5365 (October 2008): "Multiple-Recipient MESSAGE Reguests in the Session Initiation
Protocol (SIP)".

RFC 5368 (October 2008): "Referring to Multiple Resources in the Session Initiation Protocol
(SIP)".

RFC 5366 (October 2008): " Conference Establishment Using Request-Contained Listsin the
Session Initiation Protocol (SIP)".

RFC 5367 (October 2008): " Subscriptions to Request-Contained Resource Lists in the Session
Initiation Protocol (SIP)".
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[108]

[109]

[110]

[111]

[112]
[113]
[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]
[123]
[124]
[125]

[126]

RFC 4583 (November 2006): " Session Description Protocol (SDP) Format for Binary Floor
Control Protocol (BFCP) Streams”.

RFC 5009 (September 2007): "Private Header (P-Header) Extension to the Session Initiation
Protocol (SIP) for Authorization of Early Media".

RFC 4354 (January 2006): "A Session Initiation Protocol (SIP) Event Package and Data Format
for Various Settings in Support for the Push-to-Talk over Cellular (PoC) Service".

RFC 4964 (September 2007): "The P-Answer-State Header Extension to the Session Initiation
Protocol for the Open Mobile Alliance Push to Talk over Cellular”.

RFC 4694 (October 2006): "Number Portability Parameters for the 'tel' URI".
Void.

RFC 4769 (November 2006): "IANA Registration for an Enumservice Containing Public Switched
Telephone Network (PSTN) Signaling Information”.

RFC 4411 (February 2006): "Extending the Session Initiation Protocol (SIP) Reason Header for
Preemption Events'.

RFC 4412 (February 2006): "Communications Resource Priority for the Session Initiation
Protocol (SIP)".

RFC 5393 (December 2008): "Addressing an Amplification Vulnerability in Session Initiation
Protocol (SIP) Forking Proxies'.

RFC 4896 (June 2007): "Signaling Compression (SigComp) Corrections and
Clarificationslmplementer's Guide for SigComp".

RFC 5112 (January 2008): " The Presence-Specific Static Dictionary for Signaling Compression
(Sigcomp)”.

RFC 5688 (January 2010): "A Session Initiation Protocol (SIP) Media Feature Tag for MIME
Application Subtype".

RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the Identification
of Services'.

RFC 4346 (April 2006): "The TLS Protocol Version 1.1".
Void.
RFC 3986 (January 2005): "Uniform Resource Identifiers (URI): Generic Syntax".

RFC 5360 (October 2008): "A Framework for Consent-Based Communications in the Session
Initiation Protocol (SIP)".

draft-ietf-cuss-sip-uui-06 (May 2012): "A Mechanism for Transporting User to User Call Control
Information in SIPTransporting User to User Information for Call Centers using SIP".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[126A]

draft-ietf-cuss-sip-uui-isdn-04 (May 2012): "Interworking ISDN Call Control User Information
with SIP".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[127]
[130]

[131]
[132]

3GPP2 X.S0011-C: "cdma2000 Wireless | P Network Standard *.

RFC 6432 (November 2011): "Carrying Q.850 Codes in Reason Header Fieldsin SIP (Session
Initiation Protocol) Responses”.

RFC 6544 (March 2012): "TCP Candidates with Interactive Connectivity Establishment (ICE)".
RFC 3023 (January 2001): "XML Media Types'.
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[133]

[134]

RFC 5502 (April 2009): "The SIP P-Served-User Private-Header (P-Header) for the 3GPP |P
Multimedia (IM) Core Network (CN) Subsystem".

draft-vanel burg-dispatch-private-network-ind-07 (April 2014): "The Session Initiation Protocol
(SIP) P-Private-Network-Indication Private-Header (P-Header)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[135]

[136]

[137]
[138]

[139]
[140]
[141]
[142]
[143]
[144]
[145]
[146]
[147]

[148]
[149]

[150]
[151]
[152]

[153]

RFC 4585 (July 2006): "Extended RTP Profile for Real-time Transport Control Protocol (RTCP)-
Based Feedback (RTP/AVPF)".

RFC 5104 (February 2008): "Codec Control Messages in the RTP Audio-Visua Profile with
Feedback (AVPF)".

RFC 5939 (September 2010): " Session Description Protocol (SDP) Capability Negotiation™.

ETSI ES 282 001: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Functiona Architecture Release 1".

Void.

Void.

Void.

RFC 6228 (May 2011): "Response Code for Indication of Terminated Dialog".
RFC 6223 (April 2011): "Indication of support for keep-alive".

RFC 4240 (December 2005): "Basic Network Media Services with SIP".

RFC 5552 (May 2009): "SIP Interface to VoiceXML Media Services'.

RFC 6230 (May 2011): "Media Control Channel Framework".

RFC 6231 (May 2011): "An Interactive Voice Response (IVR) Control Package for the Media
Control Channel Framework™.

RFC 6505 (March 2012): "A Mixer Control Package for the Media Control Channel Framework".

RFC 2046 (November 1996): "Multipurpose Internet Mail Extensions (MIME) Part Two: Media
Types'.

RFC 5621 (September 2009): "Message Body Handling in the Session Initiation Protocol (SIP)".
RFC 3862 (August 2004): "Common Presence and I nstant Messaging (CPIM): Message Format".

RFC 3890 (September 2004): "A Transport |ndependent Bandwidth Modifier for the Session
Description Protocol (SDP)".

draft-montemurro-gsma-imei-urn-19 (January 2014): "A Uniform Resource Name Namespace for
the Global System for Mobile communications Association (GSMA) and the International Mobile
station Equipment Identity (IMEI)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[154]
[155]

[156]

[157]

RFC 4122 (July 2005): "A Universally Unique IDentifier (UUID) URN Namespace".

RFC 7195 (May 2014): "Session Description Protocol (SDP) Extension for Setting Audio Media
Streams over Circuit-Switched Bearersin the Public Switched Telephone Network (PSTN)".

RFC 7006 (September 2013): "Miscellaneous Capabilities Negotiation in the Session Description
Protocol (SDP)".

RFC 5438 (January 2009): "Instant Message Disposition Notification (IMDN)".
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[158]
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[162]

RFC 5373 (November 2008): "Requesting Answering Modes for the Session Initiation Protocol
(SIP)".

Void.
RFC 4288 (December 2005): "Media Type Specifications and Registration Procedures”.
(August 2013): "A Session Identifier for the Session Initiation Protocol (SIP)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
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RFC 6026 (September 2010): "Correct Transaction Handling for 2xx Responses to Session
Initiation Protocol (SIP) INVITE Requests'.

RFC 5658 (October 2009): "Addressing Record-Route issues in the Session Initiation Protocol
(SIP)".

RFC 5954 (August 2010): "Essential Correction for IPv6 ABNF and URI Comparisonin
RFC3261".

RFC 4117 (June 2005): "Transcoding Services I nvocation in the Session Initiation Protocol (SIP)
using Third Party Call Control (3pcc)”.

RFC 4567 (July 2006): "Key Management Extensions for Session Description Protocol (SDP) and
Real Time Streaming Protocol (RTSP)".

RFC 4568 (July 2006): " Session Description Protocol (SDP) Security Descriptions for Media
Streams”.

RFC 3711 (March 2004): "The Secure Real-time Transport Protocol (SRTP)".

RFC 6043 (March 2011): "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in
Multimedia Internet KEYing (MIKEY)".

RFC 4235 (November 2005): "An INVITE-Initiated Dialog Event Package for the Session
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draft-ietf-salud-alert-info-urns-09 (October 2013): "URNs for the Alert-Info Header Field of the
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RFC 2368 (July 1998): "The mailto URL scheme".
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[184] RFC 4538 (June 2006): "Request Authorization through Dialog Identification in the Session
Initiation Protocol (SIP)".

[185] RFC 5547 (May 2009): "A Session Description Protocol (SDP) Offer/Answer Mechanism to
Enable File Transfer".

[186] RFC 4483 (May 2006): "A Mechanism for Content Indirection in Session Initiation Protocol (SIP)
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Entry point:In the case that "border control concepts', as specified in 3GPP TS 23.228 [7], areto be applied in an IM
CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for
this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node.
If "border control concepts’ are not applied, then the I-CSCF is considered as an entry point of a network. If the P-
CSCF isin the home network, then the I-CSCF is considered as an entry point for this document.

Exit point: If operator preference requires the application of "border control concepts' as specified in

3GPP TS 23.228 [ 7], then these are to be provided by capabilities within the IBCF, and requests sent towards another
network are routed viaalocal network exit point (IBCF), which will then forward the request to the other network
(discovering the entry point if necessary).

Geo-local number: Either a geo-local service number as specified in 3GPP TS 23.228 [7] or a number in non-
international format according to an addressing plan used at the current physical location of the user.

Home-local number: Either a home local service number as specified in 3GPP TS 23.228 [7] or a number in non-
international format according to an addressing plan used in the home network of the user.
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Newly established set of security associations: Two pairs of 1Psec security associations that have been created at the
UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations. Two pairs of 1Psec security associations still in existence after another set of security
associations has been established due to a successful authentication procedure.

Temporary set of security associations. Two pairs of |Psec security associations that have been created at the UE
and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was
received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where arequirement exists to send information "integrity-protected"
the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirement exists to
check that information was received "integrity-protected”, then the information received is checked for compliance with
the procedures as specified in 3GPP TS 33.203 [19].

Instance ID: An URN generated by the device that uniquely identifies a specific device amongst all other devices, and
does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Mobile Equipment
rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance.
If the device has an IMEI available, it generates an instance 1D based on its IMEI as defined in 3GPP TS 23.003 [3]
clause 13. If the device has an MEID as defined in 3GPP2 S.R0048-A [86F] available, it generates an instance 1D based
onits MEID as defined in draft-atarius-device-id-meid-urn [187]. If the device does not have an IMEI available and
does not have an MEID available, theinstance ID is generated as a string representation of a UUID asaURN as defined
in RFC 4122 [154].

Resour ce reservation: Mechanism for reserving bearer resources that is required for certain access technologies.

L ocal preconditions: The indication of segmented status preconditions for the local reservation of resources as
specified in RFC 3312 [30].

AliasURI, Alias SIP URI: A URI isan alias of another URI if the treatment of both URIsisidentical, i.e. both URIs
belong to the same set of implicitly registered public user identities, and are linked to the same service profile, and are
considered to have the exact same service configuration for each and every service.

NOTE 1. The S-CSCF recognizesthat a given URI isan alias of another URI using the grouping sent from the HSS
(see 3GPP TS 29.228 [14]).

Globally Routeable SIP URI: a SIP URI of which the hostname part can be resolved to the I P address of the entry
entity of the network reponsible for the identity represented by the userpart.

Initial registration: The registration procedure for a public user identity initiated by the UE in the absence of any valid
registration.

Registration expiration interval: Anindication on how long aregistration is valid, indicated using the Expires header
field, or the "expires" header field parameter within the Contact header field, according to the procedures specified in
RFC 3261 [26].

Re-registration: The registration procedure initiated by the UE to refresh or update an already existing registration for
apublic user identity.

Registration of an additional public user identity: The registration procedure initiated by the UE to explicitly register
an additional public user identity during the life time of the registration of another registered public user identity, where
both public user identities have the same contact address and P-CSCF.

Emergency registration: A special registration that relates to binding of a public user identity to a contact address used
for emergency service.

Initial emergency registration: An emergency registration that is also an initial registration.
Emergency reregistration: An emergency registration that is also a reregistration.

Back-to-Back User Agent (B2BUA): Asgivenin RFC 3261 [26]. In addition, for the usage in the IM CN subsystem, a
SIP element being able to handle a collection of "n" User Agents (behaving each one as UAC and UAS, according to
SIP rules), which are linked by some application logic that is fully independent of the SIP rules.
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UE private | P address: It is assumed that the NAT device performs network address translation between a private and
apublic network with the UE located in the private network and the IM CN subsystem in the public network. The UE is
assumed to be configured with a private P address. This address will be denoted as UE private | P address.

UE public I P address: The NAT deviceis assumed to be configured with one (or perhaps more) public address(es).
When the UE sends a request towards the public network, the NAT replaces the source address in the | P header of the
packet, which contains the UE private |P address, with a public | P addressed assigned to the NAT. This address will be
denoted as UE public IP address.

Encapsulating UDP header: For the purpose of performing UDP encapsulation according to RFC 3948 [63A] each
I Psec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header.

Port_Uenc: In most residential scenarios, when the NAT device performs address trandation, it also performs
trandation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [63A], the UE will
use port 4500 as source port in the encapsulating UDP header when sending a packet. This port is translated by the
NAT into an arbitrarily chosen port number which is denoted as port_Uenc.

Multipleregistrations: An additional capability of the UE, P-CSCF and S-CSCF, such that the UE (asidentified by the
private user identity and instance-id), can create multiple simultaneous registration bindings (flows), associated with
one or more contact addresses, to any public user identity, Without this capability, a new registration from the UE for a
public user identity replaces the existing registration binding, rather than merely creating an additional binding.

IMSflow set: AnIMSflow set isaset of flows as defined in RFC 5626 [92]. The flowsinan IMS flow set are
determined by a combination of transport protocol, |P addresses, and ports. An IMS flow set is established by a
successful IMS registration procedure.

NOTE 2: For IPsec, the ports associated with the flow set include protected client ports and protected server ports
as defined in 3GPP TS 33.203 [19] and an IMS flow set is made up of the following four flows:

- Flow 1: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over TCP;
- Flow 2: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over UDP;
- Flow 3: (IP address UE, port_us) <--> (1P address P-CSCF, port_pc) over TCP; and
- Flow 4: (IP address UE, port_us) <--> (1P address P-CSCF, port_pc) over UDP.

NOTE 3: For IPsec, according to 3GPP TS 33.203 [19], the P-CSCF can only select among flows 1, 3, or 4 when
forwarding reguests towards the UE, where flow 1 isonly possible in case of TCP connection re-use.
According to 3GPP TS 33.203 [19], flow 2 isonly used for UE originated requests and corresponding
responses. The P-CSCF uses flow 2 to identify the correct IMS flow set.

NOTE 4: AnIMSflow set can be considered as arealisation of alogical flow as used in RFC 5626 [92]. But this
definition does not depend on any particular definition of alogical flow.

NOTE 5: For TLS, the ports associated with the flow set include a protected client port and a protected server port
and an IMS flow set is made up of the following flow:

- (IP address UE, port) <--> (IP address P-CSCF, port) over TCP.
NOTE 6: For SIP digest without TLS, an IMSflow set is as defined in RFC 5626 [92].

IM S flow token: A IMSflow token is uniquely associated with alMS flow set. When forwarding a request destined
towards the UE, the P-CSCF selects the flow from the IMS flow set denoted by the IM S flow token as appropriate
according to 3GPP TS 33.203 [19] and RFC 3261 [26].

I P Association: A mapping at the P-CSCF of a UE's packet source |P address, the "sent-by" parameter in the Via
header field, and, conditionally, the port with the identities of the UE. This association corresponds to the IP address
check table specified in 3GPP TS 33.203 [19].

Authorised Resource-Priority header field: a Resource-Priority header field that is either received from another
entity in the trust domain relating to the Resource-Priority header field, or which has been identified as generated by a
subscriber known to have such priority privileges for the resource priority namespace and level of priority used within
that namespace.
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Temporarily authorised Resource-Priority header field: a Resource Priority header field that has been temporarily
approved by the P-CSCF in an INVITE request only, and applied only in the direction P-CSCF to S-CSCF to AS, or
IBCF to S-CSCF to AS, for the request, and the reverse direction for 1xx responses to that request. Subsequent requests
in the same dialog will require an authorised Resource-Priority header field in order to obtain priority privileges. It is
only valid when al entities are in the same trust domain for the Resource-Priority header field.

Networ k-initiated resour ce reservation: A mechanism of resource reservation where the IP-CAN on the behalf of
network initiates the resources to the UE.

P-CSCF restoration procedures. the procedures for the IP-CAN and the UE to handle P-CSCF service interruption
scenarios (see 3GPP TS 23.380 [7D]).

Public network traffic: traffic sent to the IM CN subsystem for processing according to normal rules of the NGN. This
type of traffic is known as public network traffic.

Private network traffic: traffic sent to the IM CN subsystem for processing according to an agreed set of rules specific
to an enterprise. Thistype of traffic is known as private network traffic. Private network traffic is normally within a
single enterprise, but private network traffic can also exist between two different enterprisesif not precluded for
regulatory reasons.

NOTE 7: AnIP-PBX or gpplication functionality within the IM CN subsystem can change private network traffic
to public network traffic and vice versa, by functionality known as "breakout" or "breakin" to the private
network. As such a SIP transaction can be varioudly private network traffic and public network traffic on
different hops across a SIP network.

Priviledged sender: A priviledged sender is allowed to send S|P messages where the identities in P-Asserted-1dentity
will be passed on in the P-CSCF and are not subject to further processing in the P-CSCF.

S-CSCF restoration procedures. the procedures for the IM CN subsystem and the UE to handle S-CSCF service
interruption scenarios (see 3GPP TS 23.380 [ 7D]).

Canonical form of a SIP URI: Canoncial form of a SIP URI takes the form "sip:username@domain” as specified in
RFC 3261 [26] subclause 10.3. SIP URI comparisons are performed as defined in RFC 3261 [26] subclause 19.1.4.

For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B] apply.
Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless
otherwise specified see clause 6).

Client

Dialog

Final response

Header

Header field

Looserouteing

M ethod

Option-tag (see RFC 3261 [26] subclause 19.2)
Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)
Tag (see RFC 3261 [26] subclause 19.3)
Target Refresh Request
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User agent client (UAC)
User agent server (UAS)
User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2]
subclause 4.1.1.1 and subclause 4a.7 apply:

3GPP AAA proxy

3GPP AAA server

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

L ocation Retrieval Function (LRF)

M edia Gateway Control Function (M GCF)

M SC Server enhanced for IM S centralized services
M ultimedia Resour ce Function Controller (M RFC)
M ultimedia Resour ce Function Processor (M RFP)
Packet Data Gateway (PDG)

Subscription Locator Function (SLF)

WLAN UE

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4C] apply:

Home PLMN (HPLMN)
Visited PLMN (VPLMN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5]
subclause 3.1 apply:

Filter criteria

Initial filter criteria
Initial request
Standalone transaction
Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7]
subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 4.13, 5.2, 5.4.12.1 and 5.10 apply:

Border control concepts

Geo-local service number

Home local service number

Implicit registration set

I nter connection Border Control Function (IBCF)
Interrogating-CSCF (I-CSCF)

IM S Application Level Gateway (IMS-ALG)
IM S application reference

IM S Application Reference I dentifier (IARI)
M S communication service

IMS Communication Service Identifier (ICSI)
L ocal service number

| P-Connectivity Access Network (IP-CAN)
Policy and Charging Rule Function (PCRF)
Private user identity

Proxy-CSCF (P-CSCF)

Public Service I dentity (PSI)

Public user identity

Serving-CSCF (S-CSCF)

Statically pre-configured PS|

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.292 [7C] apply:

ICSUE
SCC AS
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [4B] apply:

Emergency-CSCF (E-CSCF)
Geogr aphical location information
L ocation identifier

L ocation infor mation

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

GPRS-IM S-Bundled Authentication (GIBA)
Port_pc

Port_ps

Port_uc

Port_us

Protected server port

Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

IMS Credentials (IMC)

International Mobile Equipment | dentity (IMEI)
IMSSIM (ISIM)

Serial NumbeR (SNR)

Type Approval Code (TAC)

Universal Integrated Circuit Card (UICC)
Universal Subscriber Identity Module (USIM)
User Equipment (UE)

For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A
apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access
transport. Within this document this term specifically appliesto either:

i) the security association that exists between the UE and the P-CSCF-. For this usage of the term, the term
"security association" only appliesto IPsec. Thisisthe only security association that has direct impact on SIP; or

ii) the security association that exists between the WLAN UE and the PDG. Thisisthe security association that is
relevant to the discussion of Interworking WLAN as the underlying IP-CAN.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:
International public telecommunication number

For the purposes of the present document, the following terms and definitions given in RFC 5012 [91] apply:
Emergency serviceidentifier
Emergency service URN

Public Safety Answering Point (PSAP)
PSAP URI

For the purposes of the present document, the following terms and definitions given in RFC 5627 [93] apply:
Globally Routable User Agent URI (GRUU)
For the purposes of the present document, the following terms and definitions given in RFC 5626 [92] apply:

Flow
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For the purposes of the present document, the following terms and definitions given in RFC 4346 [122] appendix B
apply:
TL S session
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.292 [8Q] apply:
CSmedia
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [8J] apply:

IMSVoice over PS Session (IM SVoPS) indicator
Persistent EPS bearer context

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.328 [19C] apply:
End-to-access edge security

For the purposes of the present document, the following terms and definitions given in 3GPP2 S.R0048-A v4.0 [86F]
apply:

M obile Equipment I dentity (M EID)
M anufacturer code
Serial number

3.2

For the purposes of the present document, the following abbreviations apply:

Abbreviations

Ixx A status-code in the range 101 through 199, and excluding 100

2XX

A status-code in the range 200 through 299

AAA Authentication, Authorization and Accounting
APN Access Point Name

AS Application Server

ATCF Access Transfer Control Function
AUTN Authentication TokeN

AVP Attribute-Value Pair

B2BUA Back-to-Back User Agent

BGCF Breakout Gateway Control Function
c conditional

BRAS Broadband Remote Access Server
CCF Charging Collection Function

CDF Charging Data Function

CDR Charging Data Record

CK Ciphering Key

CN Core Network

CPC Calling Party's Category

CSCF Call Session Control Function

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DOCSIS Data Over Cable Service Interface Specification
DTD Document Type Definition

DTMF Dual Tone Multi Frequency
e2ae-security End-to-access edge security

EATF Emergency Access Transfer Function
EC Emergency Centre

ECF Event Charging Function

ECI E-UTRAN Ceéll Identity

ECN Explicit Congestion Notification
E-CSCF Emergency CSCF

EF Elementary File

EPS Evolved Packet System

FAP cdma2000® 1x Femtocell Access Point
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FQDN Fully Qualified Domain Name
GCID GPRS Charging Identifier
GGSN Gateway GPRS Support Node
GPON Gigabit-capable Passive Optical Networks
GPRS General Packet Radio Service
GRUU Globally Routable User agent URI
GSTN General Switched Telephone Network
HPLMN Home PLMN
HSS Home Subscriber Server
i irrelevant
IARI IMS Application Reference | dentifier
IBCF Interconnection Border Control Function
ICE Interactive Connectivity Establishment
I-CSCF Interrogating CSCF
ICS Implementation Conformance Statement
ICID IM CN subsystem Charging Identifier
ICSI IMS Communication Service Identifier
IK Integrity Key
IM IP Multimedia
IMC IMS Credentias
IMEI International Mobile Equipment |dentity
IMS IP Multimedia core network Subsystem
IMSAGW IMS Access Gateway
IMSALG IMS Application Level Gateway
IMSI International Mobile Subscriber Identity
IMSVoPS IMS Voice over PS Session
[e] Inter Operator Identifier
IP Internet Protocol
IP-CAN IP-Connectivity Access Network
| Psec | P security
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
ISC IP Multimedia Subsystem Service Control
ISIM IM Subscriber Identity Module
I-WLAN Interworking — WLAN
IWF Interworking Function
KMS Key Management Service
LRF Location Retrieval Function
m mandatory
MAC Message Authentication Code
MCC Mobile Country Code
MEID Mobile Equipment | Dentity
MGCF Media Gateway Control Function
MGW Media Gateway
MNC Mobile Network Code
MRFC Multimedia Resource Function Controller
MRFP Multimedia Resource Function Processor
MSC Mobile-services Switching Centre
na not applicable
NAI Network Access Identifier
NAP)T Network Address (and Port) Trandation
NASS Network Attachment Subsystem
NAT Network Address Trandation
NP Number Portability
o] optional
OCF Online Charging Function
oLl Originating Line Information
OMR Optimal Media Routeing
PCRF Policy and Charging Rules Function
P-CSCF Proxy CSCF
PDG Packet Data Gateway
PDN Packet Data Network
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PDP Packet Data Protocol

PDU Protocol Data Unit

P-GW PDN Gateway

PICS Protocol |mplementation Conformance Statement
PIDF-LO Presence Information Data Format Location Object
PLMN Public Land Mobile Network

PSAP Public Safety Answering Point

PSI Public Service Identity

PSTN Public Switched Telephone Network

QCl QoS Class |dentifier

QoS Quiality of Service

RAND RANDom challenge

RES RESponse

RTCP Real-time Transport Control Protocol

RTP Real-time Transport Protocol

S-CSCF Serving CSCF

SCTP Stream Control Transmission Protocol

SDES Session Description Protocol Security Descriptions for Media Streams
SDP Session Description Protocol

SIP Session Initiation Protocol

SLF Subscription Locator Function

SNR Serial Number

SQN SeQuence Number

STUN Session Traversal Utilitiesfor NAT

TAC Type Approval Code

TURN Traversal Using Relay NAT

TLS Transport Layer Security

UA User Agent

UAC User Agent Client

UAS User Agent Server

UDVM Universal Decompressor Virtual Machine
UE User Equipment

uicC Universal Integrated Circuit Card

URI Uniform Resource Identifier

URL Uniform Resource L ocator

URN Uniform Resource Name

USAT Universal Subscriber Identity Module Application Toolkit
USIM Universal Subscriber Identity Module
VPLMN Visited PLMN

WLAN Wireless Local Area Network

X prohibited

xDSL Digital Subscriber Line (all types)

XGPON1 10 Gigabit-capable Passive Optical Networks
XMAC expected MAC

XML eXtensible Markup Language

3A Interoperability with different IP-CAN

The IM CN subsystem can be accessed by UEs resident in different types of IP-CAN. The main body of this document,
and annex A, are general to UEsand IM CN subsystems that are accessed using any type of IP-CAN. Requirements that
are dependent on the type of IP-CAN are covered in annexesB, D, E, H, L, M and Q.

At any given time, for agiven SIP transaction or dialog, the UE sees only one type of IP-CAN, as reported to it by the
lower layers. The UE follows the procedures of the IP-CAN specific annex related to the last type of IP-CAN reported,
evenif it is different to one used previoudly. In particular, handover at the radio layers between two different access
technologies can result in such a change while the dialog or transaction proceeds.

At any given time, for agiven SIP transaction or dialog, the P-CSCF sees only one type of IP-CAN, as determined by
interface to a particular resource architecture, e.g. policy and charging control, and by the access technology reported to
it over that interface, or in the absence of this, by preconfiguration in the system. The P-CSCF follows the procedures of
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the IP-CAN specific annex related to the last type of IP-CAN determined, even if it is different to one used previously.
In particular, handover at the radio layers between two different access technologies can result in such a change while
the dialog or transaction proceeds.

It is the responsibility of the IP-CAN to ensure that usage of different bearer resources are synchronised on the
handover from one IP-CAN to another, e.g. so that a signalling bearer provided by one IP-CAN isasignalling bearer (if
provided by that IP-CAN) after handover, and that the appropriate QoS and resource reservation exists after handover.
Thereisno SIP signalling associated with handover at the IP-CAN, and therefore no change in SIP state at one entity is
signalled to the peer SIP entity when handover occurs.

In particular the following constraints exist that can have an impact on P-CSCF usage:

1) some IP-CANSs can explicitly label abearer as asignalling bearer, while others provide a bearer that has
appropriate QoS, but no explicit labelling. Therefore if handover occurs from an IP-CAN with explicit labelling,
to an IP-CAN with no explicit labelling, and then back to an IP-CAN with explicit labelling, the signalling will
then be on a bearer that is not explicitly labelled; and

2) some IP-CANSs support signalling of grouping of media within particular bearers, while others do not. Therefore
if handover occurs from an IP-CAN with grouping, to an IP-CAN with no grouping, and then back to an IP-CAN
with grouping, the signalled grouping can have been lost.

When a UE supports multiple IP-CANS, but does not support handover between those |P-CANSs, the annex specific to
that IP-CAN applies unmodified.

Where handover between IP-CANSs occurs without areregistration in the IM CN subsystem, the same identies and
security credentials for access to the IM CN subsystem are used before and after the handover.

4 General

4.1 Conformance of IM CN subsystem entities to SIP, SDP and
other protocols

SIP defines a number of roles which entities can implement in order to support capabilities. These roles are defined in
annex A.

Each IM CN subsystem functional entity using an interface at the Gm reference point, the Ma reference point, the Mg
reference point, the Mi reference point, the Mj reference point, the Mk reference point, the Ml reference point, the Mm
reference point, the Mr reference point, the Mr' reference point, the Cr reference point, the Mw reference point, the 12
reference point, the 14 reference point and the Ici reference point, and also using the IP multimedia Subsystem Service
Control (1SC) Interface, shall implement SIP, as defined by the referenced specificationsin Annex A, and in accordance
with the constraints and provisions specified in annex A, according to the following roles.

The Gm reference point, the Ma reference point, the Mg reference point, the Mi reference point, the Mj reference point,
the Mk reference point, the MI reference point, the Mm reference point, the Mr reference point, the Mw reference point,
the Cr reference point, the 12 reference point, the 14 reference point and the 1SC reference point are defined in

3GPP TS 23.002[2]. TheIci reference point is defined in 3GPP TS 23.228 [7]. The Mr' reference point is defined in
3GPP TS 23.218[5].

- The User Equipment (UE) shall provide the User Agent (UA) role, with the exceptions and additional
capabilities to SIP as described in subclause 5.1, with the exceptions and additional capabilitiesto SDP as
described in subclause 6.1, and with the exceptions and additional capabilities to SigComp as described in
subclause 8.1. The UE shall aso provide the access technology specific procedures described in the appropriate
access technology specific annex (see subclause 3A and subclause 9.2.2). The UE may include one or several
interconnected SIP elements registered as asingle logica entity when the UE performs the functions of an
external attached network (e.g. an enterprise network). This specification does not place any constraint on the
SIP role played by each of the elements as long as the compound entity appears to the IM CM subsystem as a
SIP UA with the aforementioned exceptions and additional capabilities except for the modifications defined by
the UE performing the functions of an external attached network modifying role in annex A.
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NOTE 1: When the UE performs the functions of an external attached network (e.g. an enterprise network), the
internal structure of this UE is outside the scope of this specification. It is expected that in the most
common case, several SIP elements will be connected to an additional element directly attached to the IM
CN subsystem.

- The P-CSCF shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.2, with the exceptions and additional capabilities to SDP as described in subclause 6.2, and with the
exceptions and additional capabilities to SigComp as described in subclause 8.2. Under certain circumstances, if
the P-CSCF provides an application level gateway functionality (IMS-ALG), the P-CSCF shall provide the UA
role with the additional capabilities, as follows:

a) when acting as a subscriber to or the recipient of event information (see subclause 5.2);

b) when performing P-CSCF initiated dialog-release, even when acting as a proxy for the remainder of the
dialog (see subclause 5.2);

¢) when performing NAT traversal procedures (see subclause 6.7.2); and
d) when performing media plane security procedures (see subclause 5.2).

The P-CSCF shall also provide the access technology specific procedures described in the appropriate access
technology specific annex (see subclause 3A and subclause 9.2.2).

- Thel-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.3.

- The S-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.4, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.3. Under
certain circumstances as described in subclause 5.4, the S-CSCF shall provide the UA role with the additional
capabilities, as follows:

a) the S-CSCF shall also act as aregistrar. When acting as aregistrar, or for the purposes of executing a third-
party registration, the S-CSCF shall provide the UA role;

b) asthe notifier of event information the S-CSCF shall provide the UA role;

¢) when providing a messaging mechanism by sending the M ESSAGE method, the S-CSCF shall provide the
UA role; and

d) when performing S-CSCF initiated dialog release the S-CSCF shall provide the UA role, even when acting as
aproxy for the remainder of the dialog.

- The MGCF shall provide the UA role, with the exceptions and additional capabilities as described in
subclause 5.5, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.4.

- TheBGCEF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.6.

- TheAS, acting asterminating UA, or redirect server (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.1), shall
provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.2, and with the
exceptions and additional capabilitiesto SDP as described in subclause 6.6.

- TheAS, acting as originating UA (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.2), shall provide the UA
role, with the exceptions and additional capabilities as described in subclause 5.7.3, and with the exceptions and
additional capabilitiesto SDP as described in subclause 6.6.

- TheAS, acting asa SIP proxy (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.3), shall provided the proxy
role, with the exceptions and additional capabilities as described in subclause 5.7.4.

- TheAS, performing 3rd party call control (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.4), shall provide
the UA role, with the exceptions and additional capabilities as described in subclause 5.7.5, and with the
exceptions and additional capabilities to SDP as described in subclause 6.6. An AS performing media control of
an MRFC shall aso support the procedures and methods described in subclause 10.2.

NOTE 2: Subclause 5.7 and its subclauses define only the requirements on the AS that relate to SIP. Other
requirements are defined in 3GPP TS 23.218 [5].
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- TheAS, receiving third-party registration requests, shall provide the UA role, with the exceptions and additional
capabilities as described in subclause 5.7.

- The MRFC shall provide the UA role, with the exceptions and additional capabilities as described in
subclause 5.8, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.5. The
MRFC shall also support the procedures and methods described in subclause 10.3 for media control.

- ThelIBCF shal provide the proxy role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.10. If the IBCF provides an application level gateway functionality (IMS-ALG), then the IBCF shall
provide the UA role, with the exceptions and additional capabilities to SIP as described in subclause 5.10, and
with the exceptions and additional capabilities to SDP as described in subclause 6.7. If the IBCF provides
screening functionality, then the IBCF may provide the UA role, with the exceptions and additional capabilities
to SIP as described in subclause 5.10.

- The E-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.11. Under certain circumstances as described in subclause 5.11, the E-CSCF shall provide the UA
role in accordance with RFC 3323 [33], with the additional capabilities, as follows:

a) when operator policy (e.g. determined by national regulatory requirements applicable to emergency services)
alows user requests for suppression of public user identifiers and location information, then the E-CSCF
shall provide the UA role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.11;

b) when performing E-CSCF initiated dialog rel ease the E-CSCF shall provide the UA role, even when acting
as aproxy for the remainder of the dialog, e.g. for any of the reasons specified in RFC 6442 [89] or
RFC 3323 [33]; and

¢) when acting as a notifier for the dialog event package the E-CSCF shall provide the UA role.
- The LRF shall provide the UA role.

- The MSC Server enhanced for ICS shall provide the UA role, with the exceptions and additional capabilities as
described in 3GPP TS 24.292 [80].

- The EATF shall provide the UA role, with the exceptions and additional capabilities as described in
3GPP TS 24.237 [8M].

- TheATCF shall:

a) provide the proxy role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M];
and

b) provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M]..

In addition to the roles specified above, the P-CSCF, the |-CSCF, the IBCF, the S-CSCF, the BGCF, the ATCF and the
E-CSCF can act as a UA when providing server functionality to return a final response for any of the reasons specified
in RFC 3261 [26].

NOTE 3: Annex A can change the status of requirements in referenced specifications. Particular attention is drawn
to table A.4 and table A.162 for capabilities within referenced SIP specifications, and to table A.317 and
table A.328 for capabilities within referenced SDP specifications. The remaining tables build on these
initial tables.

NOTE 4: The allocated roles defined in this clause are the starting point of the requirements from the IETF SIP
specifications, and are then the basis for the description of further requirements. Some of these extra
reguirements formally change the proxy roleinto aB2BUA. In all other respects other than those more
completely described in subclause 5.2 the P-CSCF implements proxy requirements. Despite being a
B2BUA a P-CSCF does not implement UA requirements from the IETF RFCs, except asindicated in this
specification, e.g., relating to registration event subscription.

NOTE 5: Except as specified in clause 5 or otherwise permitted in RFC 3261, the functional entities providing the
proxy role are intended to be transparent to data within received requests and responses. Therefore these
entities do not modify message bodies. If local policy appliesto restrict such data being passed on, the
functional entity has to assume the UA role and reject arequest, or if in aresponse and where such
procedures apply, to pass the response on and then clear the session using the BY E method.
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All the above entities are functional entities that could be implemented in a number of different physical platforms
coexisting with a number of other functional entities. The implementation shall give priority to transactions at one
functional entity, e.g. that of the the E-CSCF, over non-emergency transactions at other entities on the same physical
implementation. Such priority is similar to the priority within the functional entities themselves specified elsewhere in
this document.

Additional routeing functionality can be provided to support the ability for the IM CN subsystem to provide transit
functionality as specified in Annex |. The additional routeing functionality shall assume the proxy role.

4.2 URI and address assignments
In order for SIP and SDP to operate, the following prerequisite conditions apply:

1) I-CSCFsused in registration are allocated SIP URIs. Other IM CN subsystem entities may be allocated SIP
URIs. For example sip:pcscf.homel.net and sip:<impl-specific-info>@pcscf.homel.net are valid SIP URIs. If
the user part exists, it is an essential part of the address and shall not be omitted when copying or moving the
address. How these addresses are assigned to the logical entities is up to the network operator. For example, a
single SIP URI may be assigned to all 1-CSCFs, and the load shared between various physical boxes by
underlying I P capabilities, or separate SIP URIs may be assigned to each I-CSCF, and the load shared between
various physical boxes using DNS SRV capabilities.

2) All IM CN subsystem entities are alocated I1P addresses. Any IM CN subsystem entities can be allocated |1 Pv4
only, IPv6 only or both IPv4 and IPv6 addresses. For systems providing accessto IM CN subsystem using a
GPRS IP-CAN or an EPS IP-CAN thisis specified in 3GPP TS 23.221 [6] subclause 5.1. For systems providing
access to IM CN subsystem using a cdma2000® packet data subsystem IP-CAN thisis specified in
subclause M.2.2.1.

3) The subscriber isallocated a private user identity by the home network operator. This private user identity is
available to the SIP application within the UE. Depending on the network operator, various arrangements exist
within the UE for retaining thisinformation:

a) wherean ISIM is present, within the ISIM, see subclause 5.1.1.1A;
b) whereno ISIM is present but USIM is present, the private user identity is derived (see subclause 5.1.1.1A);
c) neither ISIM nor USIM is present, but IMC is present, within IMC (see subclause 5.1.1.1B.1);

d) when neither ISIM nor USIM nor IMC is present, the private user identity is available to the UE via other
means (see subclause 5.1.1.1B.2).

NOTE 1: 3GPP TS 33.203[19] specifies that a UE attached to a 3GPP network hasan ISIM or a USIM.
NOTE 2: The SIP URIs can be resolved by using any of public DNSs, private DNSs, or peer-to-peer agreements.

4) The subscriber is allocated one or more public user identities by the home network operator. The public user
identity shall take the form of SIP URI as specified in RFC 3261 [26] or tel URI as specified in RFC 3966 [22].
At least one of the public user identitiesisa SIP URI . All registered public user identities are available to the
SIP application within the UE, after registration. Depending on the network operator, various arrangements exist
within the UE for retaining thisinformation:

a) wherean ISIM is present, at least one public user identity, which isa SIP URI, within the ISIM, see
subclause 5.1.1.1A;

b) whereno ISIM is present but USIM is present, atemporary public user identity is derived (see
subclause 5.1.1.1A);

¢) neither ISIM nor USIM is present, but IMC is present, within IMC (see subclause 5.1.1.1B.1);

d) when neither ISIM nor USIM nor IMC is present, the public user identities are available to the UE via other
means (see subclause 5.1.1.1B.2).

NOTE 3: 3GPP TS 33.203[19] specifies that a UE attached to a 3GPP network hasan ISIM or a USIM.
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5) If the UE supports GRUU (seetable A.4, item A.4/53) or multiple registrations, then it shall have an Instance ID,
in conformance with the mandatory requirements for Instance 1Ds specified in RFC 5627 [93] and
RFC 5626 [92].

6) For eachtel URI, thereisat least one alias SIP URI in the set of implicitly registered public user identitiesthat is
used to implicitly register the associated tel URI.

NOTE 4: For each tel URI, there aways exists a SIP URI that hasidentical user part asthetel URI and the "user"
SIP URI parameter equals "phone” (see RFC 3261 [26] subclause 19.1.6), that represents the same public
user identity. If atel URI identifies a subscriber served by the IM CN subsystem, then the hostport
parameter of the respective SIP URI contains the home domain name of the IM CN subsystem to which
the subscriber belongs.

6A) Identification of the UE to a PSAP with point of presencein the CS domainisnot possibleif atel URI is not
included in the set of implicitly registered public user identities. If the included tel URI is associated either with
thefirst entry in thelist of public user identities provisioned in the UE or with the temporary public user identity,
then a PSAP can uniquely identify the UE if emergency registration is performed.

NOTE 5: Thetel URI uniquely identifies the UE by not sharing any of the implicit registered public user identities
in the implicit registration set that contains thistel URI.

NOTE 6: Emergency registration is not always needed or supported.

7) The public user identities may be shared across multiple UEs. A particular public user identity may be
simultaneously registered from multiple UEs that use different private user identities and different contact
addresses. When reregistering and deregistering a given public user identity and associated contact address, the
UE will use the same private user identity that it had used during the initial registration of the respective public
user identity and associated contact address. If the tel URI is ashared public user identity, then the associated
dlias SIP URI isalso a shared public user identity. Likewise, if the alias SIP URI is a shared public user identity,
then the associated tel URI is also a shared public user identity.

8) For the purpose of accessto the IM CN subsystem, UEs can be allocated |Pv4 only, IPv6 only or both IPv4 and
IPv6 addresses. For systems providing accessto IM CN subsystem using a UMTS/GSM network thisis
specified in 3GPP TS 23.221 [6] subclause 5.1 (see subclause 9.2.1 for the assignment procedures). For systems
providing accessto IM CN subsystem using a cdma2000® network this is specified in subclause M.2.2.1.

9) For the purpose of indicating an IMS communication service to the network, UESs are assigned ICSI values
appropriate to the IMS communi cation services supported by the UE, coded as URNS as specified in
subclause 7.2A.8.2.

NOTE 7: cdma2000® is aregistered trademark of the Telecommunications Industry Association (TIA-USA).

10) E-CSCFs are alocated multiple SIP URIs. The SIP URI configured in the P-CSCF, AS or IBCF to reach the E-
CSCF is distinct from the one given by the E-CSCF to the EATF such that EATF can reach the E-CSCF.

4.2A  Transport mechanisms

This document makes no requirement on the transport protocol used to transfer signalling information over and above
that specified in RFC 3261 [26] clause 18. However, the UE and IM CN subsystem entities shall transport SIP messages
longer than 1300 bytes according to the procedures of RFC 3261 [26] subclause 18.1.1, even if a mechanism exists of
discovering a maximum transmission unit size longer than 1500 bytes.

NOTE: Support of SCTP as specified in RFC 4168 [96] is optional for IM CN subsystem entities implementing
therole of aUA or proxy. SCTP transport between the UE and P-CSCF is not supported in the present
document. Support of the SCTP transport is currently not described in 3GPP TS 33.203 [19].

For initial REGISTER requests, the UE and the P-CSCF shall apply port handling according to subclause 5.1.1.2 and
subclause 5.2.2.

The UE and the P-CSCF shall send and receive request and responses other than initial REGISTER requests on the
protected ports as described in 3GPP TS 33.203 [19].
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In case of an emergency session if the UE does not have sufficient credential s to authenticate with the IM CN
subsystem and regulations alow, the UE and P-CSCF shall send request and responses other than initial REGISTER
requests on non protected ports.

4.2B  Security mechanisms

4.2B.1 Signalling security

3GPP TS 33.203 [19] defines the security features and mechanisms for secure accessto the IM CN subsystem. This
document defines a number of access security mechanisms, as summarised in table 4-1.

Table 4-1: Summary of access security mechanisms to the IM CN subsystem

Mechanism Authenticati Integrity Use of security Support (as defined
on protection agreement in in
accordance with | 3GPP TS 33.203 [19])
RFC 3329 [48]
IMS AKA plus IPsec IMS AKA IPsec ESP | Yes Mandatory for all UEs
ESP (see containing a UICC,
3GPP TS 33.203 [19] else optional.
clause 6) Mandatory for all P-
CSCF, I-CSCF, S-
CSCF
SIP digest plus check | SIP digest None No Optional for UEs
of IP association (see (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N) (note 2)
SIP digest plus Proxy | SIP digest None No Optional for UEs
Authentication (see (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N) (note 2)
SIP digest with TLS SIP digest TLS Yes Optional for UEs
(see session Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N and
annex O)
NASS-IMS bundled not applicable | None No No UE support
authentication (see (note 1) (note 3) required
3GPP TS 33.203 [19] Optional for P-CSCF,
annex R) (notes 4, 5) I-CSCF, S-CSCF
GPRS-IMS-Bundled not applicable | None No Optional for UEs
authentication (see (note 1) (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex S) (note 5)
Trusted node not applicable | None No No UE support
authentication (see (note 6) (note 3) required
3GPP TS 33.203 [19] Optional for I-CSCF,
annex U) S-CSCF
NOTE 1: Authentication is not provided as part of the IM CN subsystem signalling.
NOTE 2: The term "SIP digest without TLS" is used in this specification to refer to both "SIP digest
plus check of IP association" and "SIP digest plus Proxy Authentication".
NOTE 3: This security mechanism does not allow SIP requests to be protected using an IPsec
security association because it does not perform a key agreement procedure.
NOTE 4: A P-Access-Network-Info aware P-CSCF is required in order to provide NASS-IMS
bundled authentication.
NOTE 5: The P-CSCF is restricted to the home network when performing this security mechanism.
NOTE 6: Trusted node authentication. For example the MSC server enhanced for IMS centralized
services has authenticated the UE and as a consequence S-CSCF will skip
authentication.

Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses
where security procedures are required consist of a general subclause applicable whichever security mechanisms arein
use, and a separate subclause for each security mechanism identified by arow within table 4-1.
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TLSisoptiona to implement and is used only in combination with SIP digest authentication. Authentication associated
with registration to the IM CN subsystem is applicable to IMS AKA and SIP digest and is covered in subclause 5.1.1

for the UE, subclause 5.2.2 for the P-CSCF and subclause 5.4.1 for the S-CSCF. Additionally, SIP digest alows for
authentication to also occur on an initia request for adialog or arequest for a standal one transaction, this additional
capability is covered in subclause 5.1.2A and subclause 5.4.3.2.

If a UE that implements SIP digest is configured not to use TLS, then the UE does not establish a TLS session toward
the P-CSCF. If a UE supports TLS, then the UE supports TLS as described in 3GPP TS 33.203 [19].

For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

- if TLSisrequired, the P-CSCF requires the establishment of a TLS session from all SIP digest UEs, in order to
access IM S subsequent to registration; or

- if TLSisdisabled, the P-CSCF does not allow the establishment of a TLS session from any UE.

NOTE:

specification.

SIP digest cannot be used in conjunction with the procedures of Annex F.

The mechanism to configure the P-CSCF to have TL S required or disabled is outside the scope of this

For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of
this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain IP based control planes.
3GPP TS 33.210 [19A] applies for security mechanisms between entitiesin the IM CN subsystem.

4.2B.2 Media security

3GPP TS 33.328 [19C] defines mechanisms for support of security on the media plane.

This document defines the required elements for signalling the support of media security.

The media security mechanisms are summarised as shown in table 4-2.

Table 4-2: Summary of media security mechanisms to the IM CN subsystem

Mechanism

Applicable to media

Support required
by UE

Support required
by IM CN
subsystem entities

Network support
outside IM CN
subsystem entities

End-to-access-edge
media security using
SDES.

RTP based media
only.

Support RFC 3329
additions specified in
subclause 7.2A.7
and SDP extensions
specified in table

P-CSCF (IMS-ALG)
is required.
P-CSCF support of
RFC 3329 additions
specified in

Not applicable.

A.317, items subclause 7.2A.7and

A.317/34, A.317/36 SDP extensions

and A.317/37. specified in table
A.317, items
A.317/34, A.317/36
and A.317/37.
(NOTE)

End-to-end media RTP based media Support SDP Not applicable. Not applicable.

security using SDES.

only.

extensions specified
in table A.317, items
A.317/34 and
A.317/36.

End-to-end media
security using KMS.

RTP based media
only.

Support SDP
extensions specified
in table A.317, items
A.317/34 and
A.317/35.

Not applicable.

GBA and KMS
support required.

NOTE:

Support of end-to-access-edge security is determined entirely by the network operator of the P-CSCF,

which need not be the same network operator as that of the S-CSCF.
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For media security, the UE supports the SDES key management protocol and optionally the KM S key management
protocol as defined in 3GPP TS 33.328 [19C] and SRTP asdefined in RFC 3711 [169] for secure transport of media.

There is no support for media security in the MGCF, because there would be no end-to-end security support on calls
interworked with the CS domain and the CS user. In this release of this document, there is no support for media security
in the MRF. End-to-access-edge security is not impacted by this absence of support.

For emergency calls, it is not expected that PSAPs would support end-to-end media security and therefore the
procedures of this document do not alow the UE to establish such sessions with end-to-end security. End-to-access-
edge media security is not impacted and can be used on emergency calls.

When the UE performs the functions of an external attached network (e.g. an enterprise network):

- where end-to-access-edge security is used, the UE functionality is expected to be in the gateway of the external
attached network, and support for further media security is outside the scope of this document; and

- where end-to-end security is used, the UE functionality is expected to be supported by the endpointsin the
attached network.

4.3 Routeing principles of IM CN subsystem entities

Each IM CN subsystem functional entity shall apply loose routeing policy as described in RFC 3261 [26], when
processing a SIP request. In cases where the |-CSCF, IBCF, S-CSCF and the E-CSCF may interact with strict routersin
non IM CN subsystem networks, the I-CSCF, IBCF, S-CSCF and E-CSCF shall use the routeing procedures defined in
RFC 3261 [26] to ensure interoperability with strict routers.

4.4 Trust domain

441 General

RFC 3325 [34] provides for the existence and trust of an asserted identity within atrust domain. For the IM CN
subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the
E-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, the EATF, the ATCF and all ASsthat
areincluded in the trust domain). Additionally, other nodes within the IM CN subsystem that are not part of the same
operator's domain may or may not be part of the trust domain, depending on whether an interconnect agreement exists
with the remote network. SIP functional entities that belong to a network for which there is an interconnect agreement
are part of the trust domain. ASs outside the operator's network can also belong to the trust domain if they have a
trusted relationship with the home network.

NOTE 1: Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of
the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2: For the purpose of this document, the PSAP istypically regarded as being within the trust domain, except
where indicated. National regulator policy applicable to emergency services determines the trust domain
applicable to certain header fields. This meansthat e.g. the handling of the P-Access-Network-Info header
field, P-Asserted-1dentity header field and the History-Info header field can be asif the PSAP iswithin
the trust domain, and trust domain issues will be resolved accordingly.

Within the IM CN subsystem trust domains will be applied to a number of header fields. These trust domains do not
necessarily contain the same functional entities or cover the same operator domains. The proceduresin this subclause
apply to the functional entities in clause 5 in the case where atrust domain boundary exists at that functional entity.

Where the IM CN subsystem supports business communication, different trust domains can apply to public network
traffic, and to private network traffic belonging to each supported corporate network.

NOTE 3: Where an external attached network (e.g. an enterprise network) isin use, the edges of the trust domains
need not necessarily lie at the P-CSCF. In this release of the specification, the means by which the P-
CSCF learns of such attached devices, and therefore different trust domain requirements to apply, is not
provided in the specification and is assumed to be by configuration or by a mechanism outside the scope
of this release of the specification.
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A trust domain applies for the purpose of the following header fields: P-Asserted-ldentity, P-Access-Network-1nfo,
History-Info, Resource-Priority, P-Asserted-Service, Reason (only in aresponse), P-Profile-Key, P-Private-Network-
Indication, P-Served-User, P-Early-Media, and Feature-Caps. A trust domain applies for the purpose of the CPC and
OLI tel URI parameters. The trust domains of these header fields and parameters need not have the same boundaries.
Clause 5 defines additional procedures concerning these header fields.

4.4.2 P-Asserted-lIdentity

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-
Identity header field according to RFC 3325 [34] when SIP signalling crosses the boundary of the trust domain. The
priv-value "id" shall not be removed from the Privacy header field when SIP signalling crosses the boundary of the trust
domain. Subclause 5.4 identifies additional cases for the removal of the P-Asserted-1dentity header field.

443 P-Access-Network-Info

A functional entity at the boundary of the trust domain shall remove any P-Access-Network-1nfo header field.

4.4.4 History-Info

A functiona entity at the boundary of the trust domain will need to determine whether to remove the History-Info
header field according to RFC 4244 [66] subclause 3.3 when SIP signalling crosses the boundary of the trust domain.
Subclause 5.4 identifies additional cases for the removal of the History-Info header field.

445 P-Asserted-Service

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-
Service header field according to RFC 6050 [121] when SIP signalling crosses the boundary of the trust domain.

4.4.6 Resource-Priority

A functiona entity shall only include a Resource-Priority header field in arequest or response forwarded to another
entity within the trust domain. If arequest or response is forwarded to an entity outside the trust domain, the functional
entity shall remove the Resource-Priority header field from the forwarded request or response. If a request or response
is received from an untrusted entity (with the exception requests or responses received by the P-CSCF from the UE for
which procedures are defined in subclause 5.2) that contains the Resource-Priority header field, the functional entity
shall remove the Resource-Priority header field before forwarding the request or response within the trust domain.

NOTE: Alternate treatments can be applied when a non-trusted Resource-Priority header field is received over the
boundary of trust domain. The exact treatment (e.g. removal, modification, or passing of the Resource-
Priority header field) isleft to national regulation and network configuration.
4.4.7 Reason (in a response)

A functional entity shall only include a Reason header field in aresponse forwarded to another entity within the trust
domain (as specified in RFC 6432 [130]). If aresponse is forwarded to an entity outside the trust domain, the functional
entity shall remove the Reason header field from the forwarded response.

NOTE: A Reason header field can be received in aresponse from outside the trust domain and will not be
removed.

4.4.8 P-Profile-Key

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Profile-Key
header field as defined in RFC 5002 [97] when SIP signalling crosses the boundary of the trust domain.
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4.4.9 P-Served-User

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Served-User
header field according to RFC 5502 [133] when SIP signalling crosses the boundary of the trust domain.
4.4.10 P-Private-Network-Indication

A functional entity shall only include a P-Private-Network-1ndication header field in arequest forwarded to another
entity within the trust domain. If arequest is forwarded to an entity outside the trust domain, the functional entity shall
remove the P-Private-Network-Indication header field from the forwarded request. If arequest isreceived from an
untrusted entity that contains the P-Private-Network-Indication header field, the functional entity shall remove the P-
Private-Network-Indication header field before forwarding the request within the trust domain.

NOTE 1: Other entities within the enterprise will frequently be part of this trust domain.

NOTE 2: The presence of the P-Private-Network-1ndication header field is an indication that the request constitutes
private network traffic. This can modify the trust domain behaviour for other header fields.

NOTE 3: If atrust domain boundary is encountered for this header field without appropriate business
communication processing, then this can be an indication that misconfiguration has occurred in the IM
CN subsystem. Removal of this header field changes the request from private network traffic to public
network traffic.

4.4.11 P-Early-Media

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Early-Media
header field as defined in RFC 5009 [109] when SIP signalling crosses the boundary of the trust domain.

4412 CPC and OLI

Entitiesin the IM CN subsystem shall restrict "cpc" and "oli" URI parameters to specific domains that are trusted and
support the "cpc” and "oli" URI parameters. Therefore for the purpose of the "cpc" and "oli" URI parameters within this
specification, atrust domain also applies.

SIP functional entities within the trust domain shall remove the "cpc" and "oli" URI parameters when the SIP signalling
crosses the boundary of the trust domain.

4413 Feature-Caps

A functiona entity at the boundary of the trust domain shall remove all Feature-Caps header fields received from UEs
and external networks outside the trust domain.

NOTE: A UEthatisapriviledged sender is considered as part of the trust domain.

4.5 Charging correlation principles for IM CN subsystems

45.1 Overview

This subclause describes charging correlation principles to aid with the readability of charging related proceduresin
clause 5. See 3GPP TS 32.240 [16] and 3GPP TS 32.260 [17] for further information on charging.

The IM CN subsystem generates and retrieves the following charging correlation information for later use with offline
and online charging:

1. IM CN subsystem Charging Identifier (ICID);
2. Access network charging information;

3. Inter Operator Identifier (101);
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4. Charging function addresses:
a. Charging Data Function (CDF);
b. Online Charging Function (OCF).

How to use and where to generate the parametersin IM CN subsystems are described further in the subclauses that
follow. The charging correlation information is encoded in the P-Charging-V ector header field as defined in
subclause 7.2A.5. The P-Charging-V ector header field contains the following header field parameters: "icid-value",
"access-network-charging-info”, and "orig-ioi" and "term-ioi".

The offline and online charging function addresses are encoded in the P-Charging-Function-Addresses as defined in
RFC 3455 [52]. The P-Charging-Function-Addresses header field contains the following header field parameters:. " ccf"
for CDF and "ecf" for OCF.

NOTE: P-Charging-Function-Addresses parameters were defined using previous terminology.

45.2 IM CN subsystem charging identifier (ICID)

The ICID isthe session level data shared among the IM CN subsystem entities including ASsin both the calling and
called IM CN subsystems. The ICID isused also for session unrelated messages (e.g. SUBSCRIBE request, NOTIFY
request, MESSAGE request) for the correlation with CDRs generated among the IM CN subsystem entities.

Thefirst IM CN subsystem entity involved in a SIP transaction will generate the ICID and includeit in the "icid-value”
header field parameter of the P-Charging-V ector header field in the SIP request. For adiaog relating to a session, this
will be performed only on the INVITE request, for all other transactions, it will occur on each SIP request. See 3GPP
TS 32.260 [17] for requirements on the format of 1CID. The P-CSCF will generate an ICID for UE-originated calls. The
[-CSCF will generate an I CID for UE-terminated callsif thereisno ICID received in theinitial request (e.g. the calling
party network does not behave asan IM CN subsystem). The AS will generate an | CID when acting as an originating
UA. The MGCF will generate an ICID for PSTN/PLMN originated calls. Each entity that processes the SIP request will
extract the ICID for possible later usein a CDR. The I-CSCF and S-CSCF are also allowed to generate anew ICID for
UE-terminated calls received from another network.

Thereisaso an ICID generated by the P-CSCF with a REGISTER request that is passed in a unique instance of P-
Charging-Vector header field. The valid duration of the ICID is specified in 3GPP TS 32.260 [17].

The"icid-value" header field parameter isincluded in any request that includes the P-Charging-V ector header field.
However, the P-Charging-Vector (and ICID) is not passed to the UE.

The ICID isaso passed from the P-CSCF to the IP-CAN via PCRF. The interface supporting this operation is outside
the scope of this document.

4.5.3 Access network charging information

4531 General

The access network charging information are the media flow level data shared among the IM CN subsystem entities for
one side of the session (either the calling or called side). GPRS charging information (GGSN identifier and PDP context
information) is an example of access network charging information.

45.3.2 Access network charging information

The IP-CAN provides the access network charging information to the IM CN subsystem. Thisinformation is used to
correlate IP-CAN CDRswith IM CN subsystem CDRs, i.e. the access network charging information is used to correlate
the bearer level with the session level.

The access network charging information is generated at the first opportunity after the resources are allocated at the I1P-
CAN. The access network charging information is passed from IP-CAN to P-CSCF via PCRF, over the Rx and Gx
interfaces. Access network charging information will be updated with new information during the session as media
flows are added or removed. The P-CSCF provides the access network charging information to the S-CSCF. The S-
CSCF may aso pass the information to an AS, which may be needed for online pre-pay applications. The access
network charging information for the originating network is used only within that network, and similarly the access
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network charging information for the terminating network is used only within that network. Thus the access network
charging information are not shared between the calling and called networks. The access network charging information
is not passed towards the external ASs from its own network.

The access network charging information is populated in the P-Charging-V ector header field.

454 Inter operator identifier (101)

The Inter Operator Identifier (10I) isaglobally unique identifier to share between sending and receiving networks,
service providers or content providers.

The sending network populates the "orig-ioi” header field parameter of the P-Charging-Vector header field in a request
and thereby identifies the operator network from which the request originated. The "term-ioi" header field parameter is
left out of the P-Charging-Vector header field in this request. The sending network retrievesthe "term-ioi" header field
parameter from the P-Charging-V ector header field within the message sent in response, which identifies the operator
network from which the response was sent.

The receiving network retrieves the "orig-ioi" header field parameter from the P-Charging-V ector header field in the
request, which identifies the operator network from which the request originated. The receiving network populates the
"term-ioi" header field parameter of the P-Charging-V ector header field in the response to the request, which identifies
the operator network from which the response was sent.

There are three types of 10I:
- Type110l, between the visited network and the home network. This includes the following cases:

- between the P-CSCF (possibly in the visited network) and the S-CSCF in the home network. Thisis
exchanged in REGI STER requests and responses; and

- between the SCC ASin the home network and the ATCF (possible in the visited network). Thisis exchanged
in MESSA GE requests and responses.

NOTE: For applications where the primary relationship is home and visited network, request and responses to the
request will normally contain atype 1 10l value.

- Type210lI, between the S-CSCF of the home originating network and the S-CSCF of the home terminating
network or between the S-CSCF of the home originating network and the MGCF when acall/sessionis
terminated at the PSTN/PLMN or between the MGCF and the S-CSCF of the home terminating network when a
call/session is originated from the PSTN/PLMN or with a PSI AS when accessed across |-CSCF. Thisis
exchanged in all session-related and session-unrelated requests and responses. For compatibility issues related to
CS charging system behaviour simulation, the S-CSCF in the terminating network shall forward the "orig-ioi"
header field parameter from the P-Charging-V ector header field in the initial request, which identifies the
operator network from which the request originated.

Additionally, for emergency transactions, atype 2 10l is exchanged between the E-CSCF and the MGCF or
IBCF where the request is routed to a PSAP. In scenarios where the E-CSCF receives emergency requests from
an S-CSCF, atype 2 10l isexchanged. This can also occur where the E-CSCF receives emergency requests from
an IBCF.

- Type310I, between the S-CSCF or |-CSCF of the home operator network and any AS. Type 3 10l are also used
between E-CSCF and L RF, and between E-CSCF and EATF. The type 3 10l is exchanged in all session-related
and session-unrelated requests and responses.

Each entity that processes the SIP request will extract the 1Ol for possible later usein a CDR. The valid duration of the
10l is specified in 3GPP TS 32.240 [16].

45.5  Charging function addresses

Charging function addresses are distributed to each of the IM CN subsystem entities in the home network for one side
of the session (either the calling or called side) and provide a common location for each entity to send charging
information. Charging Data Function (CDF) addresses are used for offline billing. Online Charging Function (OCF)
addresses are used for online billing.
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There may be multiple addresses for CDF and OCF addresses populated into the P-Charging-Function-Addresses
header field of the SIP request or response. The header field parameters are "ccf" and "ecf" for CDF and OCF,
respectively. At least one instance of either "ccf" or "ecf" header field paramter isrequired. If "ccf" header field
parameter isincluded for offline charging, then a secondary "ccf" header field paramter may be included by each
network for redundancy purposes, but the first instance of "ccf" header field parameter is the primary address. If ecf
addressisincluded for online charging, then a secondary instance may also be included for redundancy.

The CDF and/or OCF addresses are retrieved from an Home Subscriber Server (HSS) viathe Cx interface and passed
by the S-CSCF to subsequent entities. The charging function addresses are passed from the S-CSCF to the IM CN
subsystem entitiesin its home network, but are not passed to the visited network or the UE. When the P-CSCF is
alocated in the visited network, then the charging function addresses are obtained by means outside the scope of this
document. The AS receives the charging function addresses from the S-CSCF via the | SC interface. CDF and/or OCF
addresses may be allocated as locally preconfigured addresses. The AS can a so retrieve the charging function address
from the HSS via Sh interface.

4.6 Support of local service numbers

For the IM CN subsystem, the support of local service numbersis provided by an AS in the subscriber's home network
as described in subclause 5.7.1.7.

4.7 Emergency service

4.7.1 Introduction

The need for support of emergency callsinthe IM CN subsystem is determined by national regulatory requirements.

4.7.2 Emergency calls generated by a UE

If the UE cannot detect the emergency call attempt, the UE initiates the request as per normal procedures as described in
subclause 5.1.2A. Depending on network policies, for a non-roaming UE an emergency call attempt can succeed even if
the UE did not detect that an emergency session is being requested, otherwise the network rejects the request indicating
to the UE that the attempt was for an emergency service.

The UE procedures for UE detectable emergency calls are defined in subclause 5.1.6.

The P CSCF, S-CSCF, and E-CSCF procedures for emergency service are described in subclause 5.2.10, 5.4.8 and 5.11,
respectively.

Access dependent aspects of emergency service (e.g. emergency registration support and location provision) are defined
in the access technol ogy specific annexes for each access technology.

There are anumber of variants within these procedures and which variant gets used depends on a number of issues.
These conditions are defined more specifically in 3GPP TS 23.167 [4B] and, where appropriate, in the access
technology specific annex, but are summarised as follows:

a) if the UE knowsthat it isin its own home network, then an existing registration is permitted to be used for
signalling the emergency call, except where item c) applies. The access technology specific annexes define the
mechanism by which home network determination is made;

b) if emergency calls are permitted without security credentials (or additionally where the authentication is not
possible or has failed), then the emergency call is made directly without use of any security association created
by aregistration, and therefore without the registration; and

¢) where the access technology defines emergency bearers for the support of emergency calls, a new emergency
registration is required so that these emergency bearers can be used for both signalling and media, unless an
existing emergency registration exists on those emergency bearers.
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4.7.3 Emergency calls generated by an AS

In certain circumstances an AS can identify that arequest is an emergency call. This may relate to arequest received
from a UE (or subscription-based business trunking), or may be a call generated by an AS on behalf of a UE asfar as
the IM CN subsystem operation is concerned. These applications are outside the scope of this document to define.

Procedures in support of an AS initiating emergency calls are provided in subclause 5.7.1.14.

4.7.4 Emergency calls received from an enterprise network

An IBCF can a so route emergency calls received from an enterprise network (peering-based business trunking) to an E-
CSCF.

4.7.5 Location in emergency calls

A number of mechanisms also exist for providing location in support of emergency calls, both for routeing to a PSAP,
and for use by the PSAP itself, inthe IM CN subsystem:

a) by theinclusion by the UE of the Geolocation header field containing alocation by reference or by value (see
RFC 6442 [89)]);

b) by theinclusion by the UE of a P-Access-Network-Info header field, which contains a cell identifier or location
identitifier, which is subsequently mapped, potentially by the recipient, into areal location;

¢) by theinclusion by the P-CSCF of a P-Access-Network-Info header field based on information supplied by
either the PCRF or the NASS, and which contains a cell identifier or location identitifier, which is subsequently
mapped, potentially by the recipient, into areal location;

d) by the alocation of alocation reference that relates to the call by the LRF. Location is then supplied to the
recipient over the Le interface (see 3GPP TS 23.167 [4B] for a definition of the Le interface) along with other
call information. The LRF can obtain the location from entities outside the IM CN subsystem, e.g. by the €2
interface from the NASS (see ETSI TS 283 035 [98] or from the Gateway Mabile Location Centre (GMLC).

Mechanisms also exist for providing emergency-related information to a PSAP, in requests subsequent to routeing an
initial request to a PSAP, in the IM CN subsystem:

a) by theinclusion by the UE of the Geolocation header field containing alocation by reference or by value (see
RFC 6442 [89));

b) by theinclusion by the UE of a P-Access-Network-Info header field, which contains a cell identifier or location
identitifier, which is subsequently mapped, potentially by the recipient, into areal location;

¢) by theinclusion by the P-CSCF of a P-Access-Network-Info header field based on information supplied by
either the PCRF or the NASS, and which contains a cell identifier or location identitifier, which is subsequently
mapped, potentially by the recipient, into areal location;

d) by theinclusion by the UE of the emergency-related information as specified in subclause 5.1.6.10.

The E-CSCF routes such a subsequent request to the PSAP using normal SIP procedures. If operator policy determines
that an LRF isto be used, this version of the specification does not specify that the emergency-related information in
such a subsequent request received by the E-CSCF is provided to the L RF.

NOTE 1: Mechanisms independent from SIP for providing the emergency related information to a PSAP after
session setup exist and are not listed. The use of such mechanismsis not precluded.

Which means of providing location is used depends on local regulatory and operator requirements. One or more
mechani sms can be used. Location can be subject to privacy constraints.

NOTE 2: A similar variety of mechanisms also exists for normal calls, where location can be made use of by the
recipient or by an intermediate AS, again subject to privacy constraints. The LRF is not involved in a
normal call, but an AS can obtain location from the e2 interface from the NASS (see
ETSI TS 283 035 [98] or from the Gateway Mabile Location Centre (GMLC).
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4.8 Void

4.9 Overlap signalling

49.1 General

This subclause explains the overlap signalling impacts on the core entities of the IM CN subsystem.

The support of overlap signalling, and each of the overlap signalling method, within the IM CN subsystem, are optional
and is dependent on the network policy.

Only one overlap signalling method shall be used within one IM CN subsystem.

NOTE: Interworking between the overlap signalling methodsis not specified in this release.
4.9.2 Overlap signalling methods

4921 In-dialog method

49211 General

The in-dialog method uses INFO requests or INVITE requestsin order to transport additional digits. Before an early
dialog has been established, upon reception of a404 (Not Found) or 484 (Address Incomplete) response to an earlier
INVITE request, new INVITE requests will be sent to transfer additional digits (as specified in 3GPP TS 29.163 [11B]).
Once an entity establishes an early dialog, by sending a provisiona responseto aNVITE request, INFO requests will
be sent to carry additional digits on the early dialog.

The message body, and associated header values, which is used to carry additional digitsin INFO requestsis defined in
3GPPTS29.163 [11B].

49.2.2 Multiple-INVITE method

49221 General

The multiple-INVITE method uses INVITE requests with the same Call ID and From header in order to transport digits
(as specified in 3GPP TS 29.163 [11B]).

4.9.3 Routeing impacts

4931 General

If overlap dialing is supported, the IM CN subsystem needs to be configured in such a manner that erroneous routeing

of INVITE requests with incomplete numbers towards others entities than the corresponding INVITE requests with full
numbers is avoided, for instance towards a default destination for unknown numbers such as a PSTN. Possibly impacted
nodes include the S-CSCF for the UE-originated case, the transit routeing function, the I-CSCF, and application servers.

A misrouteing can be avoided by configuring the entity sending overlap signalling in such a manner that it will send the
first INVITE request with a sufficient number of digits to find a suitable entry in the trandlation database. If ENUM is
used, the ENUM database in a typica deployment contains sufficient information about the first digits, as required to
identify the destination IP domain. Therefore, ENUM is able to handle incomplete numbersin such deployments. As
another alternative, the routeing entity can reject calls with unknown numbers with a 404 (Not Found) response, using
entries in the routeing database to identify calls towards the PSTN. The S-CSCF for the UE-originated case could aso
forward calls with unknown numbers to the BGCF, if the BGCF is configured to reject calls to unknown destinations
with a404 (Not Found) response.
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4.9.3.2 Deterministic routeing

If the multiple-INVITE method is used for overlap signalling, if an entity receives aINVITE request outside an existing
dialog with the same Call 1D and From header field as a previous INVITE request during a certain period of time, the
entity shall route the new INVITE request to the same next hop as the previous INVITE request.

NOTE: INVITE requests with the same Call ID and From header fields received in sequence during a certain
period of time belong to the same call. The routeing towards the same next hop could be achieved by an
appropriately configured database or by the entity comparing the Call ID and From header fields of each
INVITE request outside an existing dialog with Call IDs and "tag" From header field parameters of
previous INVITE requests. If the entity compares the Call ID and From header field, it stores the
information about received Call ID and From header fields at least for atime in the order of call setup
times. If paths have been established at registration time, deterministic routeing will be automatic for
entities on these paths.

49.3.3 Digit collection

Entities performing routeing decicisions may require additional digits for a decision where to route an INVITE request.
These entities may interact with a routeing database to reach this decision.

If no suitable entry in adatabase is found for the digitsreceived in aINVITE request, an entity can reject the INVITE
request with a404 (Not Found) or 484 (Address Incomplete) response. This method of digit collection can be
performed by a SIP proxy and is suitable both for the in-dialog and multiple-INVITE overlap signalling methods.
Replying with a 404 (Not Found) response avoids the need to keep apart uncomplete and unknown numbers. The 484
(Address Incomplete) response requires the recognition of incomplete numbers.

NOTE: AnHSS does not support the recognition of incomplete numbers. A routeing database being queried by
ENUM also does not support the recognition of incomplete numbers.

As an dternative for the in-dialogue method, the digit collection function described in annex N.2 may be invoked. It
shall be performed by an entity acting asa B2BUA.. The digit collection function requires the ability to recognise
incompl ete number.

4.10 Dialog correlation for IM CN subsystems

4.10.1 General

The Call-1D header field in combination with the tags in the From header field and in the To header field is the standard
mechanism to identify SIP messages which belong to the same dialog. However the Call-ID header field is often
changed by B2BUAs and other SIP intermediariesin the end-to-end message path.

To solve this problem, a Session-1D header field containing a globally unique session identifier, as defined in draft-
kaplan-insipid-session-id-03 [162], can be used to correlate SIP messages belonging to the same session. In the case of
a concatenation of dialogs, the dialog correlation mechanism indicates that these dial ogs belong to the same session.

The usage of the Session-1D header field is specified in annex A.

4.10.2 CONF usage

In case of the activation of a3PTY conference, in the INVITE request to the CONF AS the Session-I1D header field is
added to the URIsin the URI list, in order to indicate the dial ogs which are to be included to the 3PTY conference at the
CONF AS, as described in 3GPP TS 24.147 [8B].

4.11  Priority mechanisms

In support of priority, the IM CN subsystem uses the mechanisms of RFC 4412 [116]. The request for prioritisation of a
transaction / dialog may, for some deployments, be marked with the Resource-Priority header field by the UE. For other
deployments, the request is not marked for priority by the UE, but the request isinstead identified as a priority request
and marked for priority (viaa Resource-Priority header field) by afunctiona entity (e.g., P-CSCF) within the network.
Subsequent to successful authorisation at an authorisation point (e.g. AS), request is considered to be authorised.
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The characteristics of any priority scheme is defined by the namespace that is used. This determines how priority is
applied to the SIP signalling, to the bearer carrying the SIP signalling, and to the bearers carrying any media. Different
priority levels exist within each namespace. Priority levelsin one namespace have no relationship to the priority levels
in any other namespace, i.e. priority level "1" in namespace "A" may have an entirely different level and characteristic
of priority treatment to an identically labelled priority level "1" in namespace "B".

A network can support multiple namespaces. It is up to the network operator (potentially based on regulatory or
contractural obligations) to define the relationship between the priority mechanisms for each namespace, and indeed
with calls that are not given any priority. It is normal that prioritised calls do not have access to 100% of any available
resource and indeed are limited to a much lower figure. Priority is optional, and this document places no requirement on
aconformant IM CN subsystem implementation to support priority, or indeed any hamespace in a priority scheme.
Regulators can however place their own requirements on an operator. Emergency transactions or dialogs (see

subclause 4.7) can also have their own priority scheme.

RFC 4412 [116] specifies several resource priority namespaces. For example, certain national MPS implementations
use resource priority namespaces of ETS (Emergency Telecommunications Service) and WPS (Wireless Priority
Service).

Several ways of using priority exist, depending on the authorisation mechanism adopted. These are identified as
follows. In each of these authorisation means authorisation to use the service, the namespace, and the priority level
within that namespace:

1) Authorisation based on subscription in the IM CN subsystem only, priority requested by the UE using the
Resource Priority header field. Whether the user is allowed to use priority or not, and the appropriate namespace
and priority levels, is stored as part of the user profile in the HSS. As part of the reg event package subscription,
thisinformation is given to the P-CSCF when the contact information for any public user identity changes, and
based on thisinformation, the P-CSCF acts as the authorisation point for priority on individual requests. At the
P-CSCF, when a Resource-Priority header field is received from the UE, if the requested priority equatesto a
value (namespace and priority level) that the P-CSCF knows is allowed for that public user identity, the the
priority is authorised.

2) Authorisation based on a database deployed by an AS; priority requested by the UE using a specia diastring. In
this case the user requires no priority subscription information in the HSS. Specific dialstrings are configured in
the P-CSCF. When arequest is received from the UE by the P-CSCEF, if the request contains a specific dialstring
that is recognised by the P-CSCF as being eligible for priority treatment, the request is marked for temporary
priority, subject to subsequent authorisation by an authorisation point (i.e., AS). And all such requests are routed
to an AS. Final authorisation is granted by the AS, based on a PIN or password exchange with the UE.
Subsequent requests or responses after authorisation are only given priority by the P-CSCF and S-CSCF if some
backwards indication is received for that specific dialog. The definition of this backwards indication is outside
the scope of this document (because non-standardised mechanisms have already been implemented in
association with this approach).

3) Authorisation based on subscription in the IM CN subsystem on a database deployed by an AS; priority
requested by the UE using a special dialstring. Specific dialstrings are configured in the P-CSCF. When a request
isreceived from the UE by the P-CSCF, if the request contains a specific diastring that is recognised by the P-
CSCF as being digible for priority treatment, the request is marked for temporary priority, subject to subsequent
authorisation by an authorisation point (i.e., AS). Based on i FC functionality that exists at the S-CSCF (from the
users subscription in the HSS), such requests are routed to an AS. Final authorisation is granted by the AS, based
on aPIN or password exchange with the UE or based on user profile. Subsequent requests or responses after
authorisation are only given priority by the P-CSCF and S-CSCF if some backwards indication is received for
that specific dialog. The definition of this backwards indication is outside the scope of this document (because
non-standardised mechanisms have aready been implemented in association with this approach).

Some administrations can require the use of multiple approaches in the same network.

For the cases of interworking with other networks, where the P-CSCF of the other network does not support priority,
but it isintended or required to give users of that P-CSCF priority in the home network, provision is made for
recognition of dialstrings by the IBCF and the S-CSCF.
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5 Application usage of SIP

5.1 Procedures at the UE

51.0 General

The UE procedures for UE detectable emergency calls are defined in subclause 5.1.6. Exceptions to UE procedures for
SIP that do not relate to emergency, are documented in subclause 5.1.6 and shall apply. These exceptions include
handling of aresponse to arequest not detected by the UE as relating to an emergency.

51.1 Registration and authentication

5111 General
The UE shall register public user identities (see table A.4/1 and dependencies on that major capability).

NOTE 1: The UE can use multiple Contact header field parameter values simultaneously containing the same IP
address and port number.

In case a UE registers severa public user identities at different points in time, the procedures to re-register, deregister
and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

The UE can register any one of its public user identities with any 1P address acquired by the UE. The same public user
identity can be bound to more than one | P address of the UE. While having valid registrations of previously registered
public user identities, the UE can register any additional public user identity with any of its | P addresses. When binding
any one of its public user identities to an additional contact address, the UE shall follow the procedures described in
RFC 5626 [92].

If SIP digest without TLSis used, the UE shall not include signalling plane security mechanismsin the header fields
defined in RFC 3329 [48] in any SIP messages.

NOTE 2: The UE determinesif SIP digest is used with or without TL'S based on device configuration. If SIP digest
with TLS is used, then the UE includes the TL S signalling plane security mechanism in the header fields
defined in RFC 3329 [48] as described in subclause 5.1.1.2.4.

SIP requests that indicate security mechanisms for both the signalling plane and the media plane can contain multiple
instances or a single instance of the Security-Client, Security-Verify, or Security-Server header fields defined in
RFC 3329 [48].

In case a device performing address and/or port number conversionsis provided by aNA(P)T or NA(P)T-PT, the UE
may need to modify the SIP contents according to the procedures described in either annex F or annex K.

NOTE 3: If UE populates the display-name of the Contact header field included in the REGISTER request with UE
name, other UEs of the user can discover the UE name of the UE in the reg event package notification.
The UE nameis atext string chosen by the user allowing the user to distinguish individual UEs of the
same User.
5.1.1.1A Parameters contained in the ISIM
This subclause applies when a UE contains either an ISIM or aUSIM.

The ISIM shall aways be used for authentication to the IM CN subsystem, if it is present, as described in
3GPP TS 33.203[19].

The ISIM is preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These
parameters include:

- the private user identity;

- one or more public user identities; and
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- the home network domain name used to address the SIP REGISTER request
Thefirst public user identity in thelist stored in the ISIM is used in emergency registration requests.
In case the UE does not contain an ISIM, the UE shall:

- generate aprivate user identity;

- generate atemporary public user identity; and

- generate a home network domain name to address the SIP REGISTER request to;
in accordance with the proceduresin clause C.2.

The temporary public user identity isonly used in REGISTER requests, i.e. initial registration, re-registration, UE-
initiated deregistration.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The
temporary public user identity is not barred if received by the UE in the P-Associated-URI header field.

If the UE is unable to derive the parametersin this subclause for any reason, then the UE shall not proceed with the
request associated with the use of these parameters and will not be able to register to the IM CN subsystem.

5.1.1.1B Parameters provisioned to a UE without ISIM or USIM

5.1.1.1B.1 Parameters provisioned in the IMC

In case the UE contains neither an ISIM nor aUSIM, but IMC is present the UE shall use preconfigured parametersin
the IMC to initiate the registration to the IM CN subsystem and for authentication.

The following IM S parameters are assumed to be available to the UE:

- aprivate user identity;

- apublic user identity; and

- ahome network domain name to address the SIP REGISTER request to.
These parameters may not necessarily residein aUICC.

Thefirst public user identity in the list stored in the IMC is used in emergency registration requests.

5.1.1.1B.2 Parameters when UE does not contain ISIM, USIM or IMC

If the UE contains neither ISIM, nor USIM nor IMC, the UE shall generate atemporary public user identity, a private
user identity and a home network domain name to address the SIP REGISTER request to, according
3GPPTS23.003[3].

5.1.1.2 Initial registration

5.1.1.2.1 General

Theinitial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged
depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or
other appropriate response to the challenge. The UE can register a public user identity with any of its contact addresses
at any time after it has acquired an I P address, discovered a P-CSCF, and established an IP-CAN bearer that can be used
for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final
response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.

When registering any public user identity belonging to the UE, the UE shall either use an already active pair of security
associations or a TLS session to protect the REGISTER requests, or register the public user identity via a new initial
registration procedure.
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When binding any one of its public user identities to an additional contact address viaanew initia registration
procedure, the UE shall follow the procedures described in RFC 5626 [92]. The set of security associationsor aTLS
session resulting from thisinitial registration procedure will have no impact on the existing set of security associations
or TLS sessions that have been established as aresult of previousinitial registration procedures. However, if the UE
registers any one of its public user identities with a new contact address viaa new initial registration procedure and does
not employ the procedures described in RFC 5626 [92], then the new set of security associations or TLS session shall
replace any existing set of security association or TLS session.

If the UE detects that the existing security associations or TLS sessions associated with a given contact address are no
longer active (e.g., after receiving no response to several protected messages), the UE shall:

- consider all previously registered public user identities bound to this security associations or TLS session that are
only associated with this contact address as deregistered; and

- stop processing all associated ongoing dialogs and transactions that were using the security associationsor TLS
session associated with this contact address, if any (i.e. no further SIP signalling will be sent by the UE on behalf
of these transactions or dialogs).

The UE shall send the unprotected REGISTER requests to the port advertised to the UE during the P-CSCF discovery
procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, or if the
UE was pre-configured with the P-CSCF's | P address or domain name and was unable to obtain specific port
information, the UE shall send the unprotected REGISTER request to the SIP default port values as specified in

RFC 3261 [26].

NOTE 1. The UE will only send further registration and subsequent SI P messages towards the same port of the P-
CSCF for security mechanisms that do not require to use negotiated ports for exchanging protected

messages.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:
a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

¢) aContact header field set to include SIP URI(s) containing the IP address or FQDN of the UE in the hostport
parameter. If the UE:

1) supports GRUU (seetable A.4, item A.4/53);
2) supports multiple registrations;

3) hasan IMEI available; or

4) hasan MEID available;

the UE shall include a"+sip.instance" header field parameter containing the instance ID. Only the IMEI shall be
used for generating an instance 1D for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio
access networks.

NOTE 2: The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the
UE does not support GRUU and does not support multiple registrations does not imply any additional
reguirements on the network.

If the UE supports multiple registrationsit shall include "reg-id" header field parameter as described in

RFC 5626 [92]. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) ina
g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS communication
servicesit intends to use, and |ARI values (coded as specified in subclause 7.2A.9.2), for the IMS applications it
intends to use in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3840 [62];

d) aViaheader field set to include the sent-by field containing the |P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the response is
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
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parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223 [143];

NOTE 3: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
I P address and port on which it expects to receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 4: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be regjected with a423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

0) the Supported header field containing the option-tag "path", and
1) if GRUU is supported, the option-tag "gruu”; and
2) if multiple registrationsis supported, the option-tag "outbound".

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-1nfo header field set as specified for the
access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec” header field parameter specified in subclause 7.2A.7.

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) storethe expiration time of the registration for the public user identities found in the To header field value and
bind it either to the respective contact address of the UE or to the registration flow and the associated contact
address (if the multiple registration mechanism is used);

b) store asthe default public user identity the first URI on the list of URIs present in the P-Associated-URI header
field and bind it to the respective contact address of the UE and the associated set of security associationsor TLS
session;

NOTE 6: When using the respective contact address and associated set of security associations or TLS session, the
UE can utilize additional URIs contained in the P-Associated-URI header field and bound it to the
respective contact address of the UE and the associated set of security associations or TLS session, e.g. for
application purposes.

c) treat theidentity under registration as a barred public user identity, if it is not included in the P-Associated-URI
header field;

d) storethelist of service route values contained in the Service-Route header field and bind the list either to the
contact address or to the registration flow and the associated contact address (if the multiple registration
mechanism is used), and the associated set of security associations or TLS session over which the REGISTER
request was sent;

NOTE 7: When multiple registration mechanism is not used, there will be only onelist of service route values
bound to a contact address. However, when multiple registration mechanism is used, there will be
different list of service route values bound to each registration flow and the associated contact address.

NOTE 8: The UE will use the stored list of service route valuesto build a proper preloaded Route header field for
new dialogs and standal one transactions when using either the respective contact address or to the
registration flow and the associated contact address (if the multiple registration mechanism is used), and
the associated set of security associationsor TLS session.
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e) find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu” header field parameter or a "temp-gruu” header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUs for the UE
in association with the public user identity and the contact address that was registered;

f) if the REGISTER request contained the "reg-id" and "+sip.instance" Contact header field parameter and the
"outbound" option tag in a Supported header field, the UE shall check whether the option-tag "outbound" is
present in the Require header field:

- if no option-tag "outbound" is present, the UE shall conclude that the S-CSCF does not support the
registration procedure as described in RFC 5626 [92], and the S-CSCF has followed the registration
procedure as described in RFC 5627 [93] or RFC 3261 [26], i.e., if thereis a previously registered contact
address, the S-CSCF replaced the old contact address and associated information with the new contact
address and associated information (see bullet €) above). Upon detecting that the S-CSCF does not support
the registration procedure as defined in RFC 5626 [92], the UE shall refrain from registering any additional
IMS flows for the same private identity as described in RFC 5626 [92]; or

NOTE 9: Upon replaces the old contact address with the new contact address, the S-CSCF performs the network
initiated deregistration procedure for the previously registered public user identities and the associated old
contact address as described in subclause 5.4.1.5. Hence, the UE will receive aNOTIFY request
informing the UE about thederegistration of the old contact address.

- if an option-tag "outbound" is present, the UE may establish additional IMS flows for the same private
identity, as defined in RFC 5626 [92];

g) storethe announcement of media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the
"mediasec” header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any. Once the UE chooses a media security mechanism from the list received in the Security-Server
header field from the server, it may initiate that mechanism on a media level when it initiates new mediain an
existing session; and

NOTE 10: The "mediasec” header field parameter indicates that security mechanisms are specific to the media plane.

h) if the Viaheader field contains a"keep" header field parameter with avalue, unlessthe UE detects that it is not
behind a NAT, start to send keep-alives associated with the registration towards the P-CSCF, as described in
RFC 6223 [143].

On receiving a 305 (Use Proxy) response to the unprotected REGISTER request, the UE shall:
a) ignore the contents of the Contact header field if it isincluded in the received message;
NOTE 11: The 305 response is not expected to contain a Contact header field.
b) release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

c) initiate either a new P-CSCF discovery procedure as described in subclause 9.2.1, or select a new P-CSCF, if the
UE was pre-configured with more than one P-CSCF's | P addresses or domain names;

d) select a P-CSCF address, which is different from the previously used address, from the addresslist; and
e) perform the proceduresfor initial registration as described in subclause 5.1.1.2.
On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request popul ating the registration expiration interval value with an expiration timer of
at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.

On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) or
600 (Busy Everywhere) response for an initial registration, the UE may attempt to perform initial registration again.

When the timer F expires at the UE, the UE may:

a) select adifferent P-CSCF address from the list of P-CSCF addresses discovered during the procedures described
in subclause 9.2.1 or fromits pre-configured list of P-CSCF's | P addresses or domain names;
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b) if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get a
new set of P-CSCF-addresses as described in subclause 9.2.1; and

c) perform the proceduresfor initial registration as described in subclause 5.1.1.2.

NOTE 12:1t is an implementation option whether these actions are al so triggered by other means than expiration of
timer F, e.g. based on ICMP messages.

On receiving a 4xx, 5xx or 6xx response to the REGISTER request, whereby the response contains a Retry-After header
field, the UE shall not automatically attempt an initia registration viathe same IP-CAN and the same P-CSCF for the
amount of time indicated in the Retry-After header field. If the UE is power cycled, the UE can attempt an initial
registration. If no initial registration occurs within the time period indicated by the Retry-After header field, the counter
of unsuccessful initial registration attemptsis reset.

After afirst unsuccessful initial registration attempt, if the Retry-After header field was not present and the initial
registration was not performed as a consequence of afailed reregistration, the UE shall not wait more than 5 minutes
before attempting a new registration.

After a maximum of 2 consecutive unsuccessful initial registration attempts, if the Retry-After header field was not
present in failure responses of those unsuccessful initial registration attempts, the UE shall implement the mechanism
defined in subclause 4.5 of RFC 5626 [92] for new registration attemps. The UE shall use the values of the parameters
max-time and base-time, of the algorithm defined in subclause 4.5 of RFC 5626 [92]. If no values of the parameters
max-time and base-time have been provided to the UE by the network, the default values defined in in subclause 4.5 of
RFC 5626 [92] shall be used.

The values of max-time and base-time may be provided by the network to the UE using OMA-DM with the
management objects specified in 3GPP TS 24.167 [8G]. Other mechanisms may be used as well and are outside the
scope of the present specification.

5.1.1.2.2 Initial registration using IMS AKA

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;
- the"ream" header field parameter, set to the domain name of the home network;
- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the I P address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security
association. For details on the selection of the port values see 3GPP TS 33.203 [19].

b) additionally for the Contact header field, if the REGISTER request is protected by a security association, include
the protected server port value in the hostport parameter;

c) additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field; and

d) a Security-Client header field set to specify the signalling plane security mechanism the UE supports, the | Psec
layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall
support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the
parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203[19]. The UE
shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the
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IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19], and shall
announce support for them according to the procedures defined in RFC 3329 [48].

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

1) If the UE supports multiple registrations and the REGISTER request contained the "+sip.instance” header field
parameter and the "reg-id" header field parameter in the Contact header field, and the "outbound" option-tag in
the Supported header field, the UE shall check whether the option-tag "outbound" is present in the Require
header field. If the option-tag "outbound" is present, then the UE shall use the bidirectional flow as defined in
RFC 5626 [92] asfollows:

a) for UDP, the bidirectional flow consists of two unidirectional flows, i.e. the first unidirectional flow is
identified with the UE's protected client port, the P-CSCF's protected server port, and the respective IP
addresses. The UE uses this flow to send the requests and responses to the P-CSCF. The second
unidirectional flow isidentified with the P-CSCF's protected client port, the UE's protected server port and
the IP addresses. The second unidirectional flow is used by the UE to receive the requests and responses from
the P-CSCF; or

b) for TCP, the bidirectional flow isthe TCP connection between the UE and the P-CSCF. This TCP connection
was established by the UE, i.e. from the UE's protected client port and the UE's | P address to the P-CSCF's
protected server port and the P-CSCF's | P address. This TCP connection is used to exchange SIP messages
between the UE and the P-CSCF; and

2) set the security association lifetime to the longest of either the previoudly existing security association lifetime (if
available), or the lifetime of the just completed registration plus 30 seconds.

NOTE 3: If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].

When a 401 (Unauthorized) response to aREGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

5.1.1.2.3 Initial registration using SIP digest without TLS

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] unless otherwise specified in the access specific
annexes, with:

- the"username" header field parameter, set to the value of the private user identity;

the "realm" header field parameter, set to the domain name of the home network;

the"uri" header field directive, set to the SIP URI of the domain name of the home network;

the "nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

b) the hostport parameter in the Contact header field with the port value of an unprotected port where the UE
expects to receive subsequent requests; and

c) thesent-by field in the Via header field with the port value of an unprotected port where the UE expects to
receive responses to the request.

The UE shall usethelocally available public user identity, the private user identity, and the domain name to be used in
the Request-URI in the registration. The method whereby the public user identity and private user identity are made
available to the UE is outside the scope of this document (e.g. a public user identity could be input by the end user).

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.4.
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5.1.1.2.4 Initial registration using SIP digest with TLS

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field set in accordance with subclause 5.1.1.2.3 unless otherwise specified in the access
specific annexes; and

b) a Security-Client header field set to specify the signalling plane security mechanism the UE supports. The UE
shall support the setup of a TLS session as defined in 3GPP TS 33.203 [19]. The UE shall support the "tls"
security mechanism, as specified in RFC 3329 [48]. The UE shall support TLS for integrity and confidentiality
protection as defined in RFC 3261 [26], and shall announce support for them according to the procedures
defined in RFC 3329 [48].

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

a) setthe TLS session lifetime to the longest of either the previoudly existing TLS session lifetime (if available), or
the lifetime of the just completed registration plus 30 seconds.

If a UE supports TLS, then the UE shall support TL S ciphersuites as described in 3GPP TS 33.203 [19]. TLS session
lifetime is determined by local configuration of the UE.

For SIP digest with TLS, the UE associates a protected server port with the TLS session port on the UE.
When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.6.

5.1.1.25 Initial registration using NASS-IMS bundled authentication

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) optionally, an Authorization header field, with the "username" header field parameter, set to the value of the
private user identity;

NOTE 1: In case the Authorization header field is absent, the mechanism only supports that one public user identity
isassociated with only one private user identity. The public user identity is set so that it is possible to
derive the private user identity from the public user identity by removing SIP URI scheme and the
following parts of the SIP URI if present: port number, URI parameters, and To header field parameters.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When NASS-IMS bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.2.6 Initial registration using GPRS-IMS-Bundled authentication

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] shall not be included, in order to indicate support for
GPRS-IMS-Bundled authentication.

b) the Security-Client header field as defined in RFC 3329 [48] shall not contain signalling plane security
mechanisms;

¢) aFrom header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003[3], asthe public user identity to be registered,;

d) aTo header field set to atemporary public user identity derived from the IMSI, asdefined in
3GPP TS 23.003 [3], as the public user identity to be registered,

€) the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and
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f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Sincethe private user identity isnot included in the REGISTER requests when GPRS-IM S-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.
5.1.1.3 Subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public
user identity registered at the user'sregistrar (S-CSCF) as described in RFC 3680 [43].

The UE shall subscribe to the reg event package upon registering a new contact address via an initial registration
procedure. If the UE receives aNOTIFY request via the newly established subscription dialog and via the previously
established subscription dialogs (there will be at least one), the UE may terminate the previously established
subscription dialogs and keep only the newly established subscription dial og.

The UE shall use the default public user identity for subscription to the registration-state event package, if the public
user identity that was used for initia registration is a barred public user identity. The UE may use either the default
public user identity or the public user identity used for initial registration for the subscription to the registration-state
event package, if theinitia public user identity that was used for initial registration is not barred.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;

¢) aTo header field set to a SIP URI that contains the public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;
f) void; and

g) void.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header field of the received response.

If continued subscription is required, the UE shall automatically refresh the subscription by the reg event package, for a
previously registered public user identity, either 600 seconds before the expiration time if the initial subscription was
for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or
less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the UE shall till consider the
original subscription valid for the duration of the most recently known "Expires’ value according to RFC 3265 [28].
Otherwise, the UE shall consider the subscription invalid and start a new initial subscription according to

RFC 3265 [28].
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5.1.1.3A Void

5.1.1.4 User-initiated reregistration and registration of an additional public user
identity
5.1.1.4.1 General

The UE can perform the reregistration of a previously registered public user identity bound to any one of its contact
addresses and the associated set of security associations or TLS sessions at any time after the initial registration has
been completed.

The UE can perform the reregistration of a previously registered public user identity over any existing set of security
associations or TLS session that is associated with the related contact address.

The UE can perform the reregistration of a previously registered public user identity viaan initial registration as
specified in subclause 5.1.1.2, when binding the previoudly registered public user identity to new contact address or to
the registration flow and the associated contact address (if the multiple registration mechanism is used).

The UE can perform registration of additional public user identities at any time after the initial registration has been
completed. The UE shall perform the registration of additional public user identities either:

- over the existing set of security associationsor TLS sessions, if appropriate to the security mechanism in use,
that is associated with the related contact address; or

- viaaninitial registration as specified in subclause 5.1.1.2.

The UE can fetch bindings as defined in RFC 3261 [26] at any time after the initial registration has been completed.
The procedure for fetching bindings is the same as for a reregistration except that the REGISTER request does not
contain a Contact header field.

Unless either the user or the application within the UE has determined that a continued registration is not required the
UE shall reregister an already registered public user identity either 600 seconds before the expiration time if the
previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration
was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840 [62] or when the
UE needs to modify the ICSI valuesthat the UE intends to use in ag.3gpp.icsi-ref media feature tag or IARI values that
the UE intends to use in the g.3gpp.iari-ref media feature tag.

When sending a protected REGISTER request, the UE shall use a security association or TLS session associated either
with the contact address or to the registration flow and the associated contact address used to send the request, see
3GPP TS 33.203 [19], established as aresult of an earlier initial registration.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as
follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

c) aContact header field set to include SIP URI(S) that contain(s) in the hostport parameter the I P address or FQDN
of the UE, and containing the instance ID of the UE in the "+sip.instance" header field parameter, if the UE:

1) supports GRUU (seetable A.4, item A.4/53);
2) supports multiple registrations;

3) hasan IMEI available; or

4) hasan MEID available.

Only the IMEI shall be used for generating an instance ID for a multi-mode UE that supports both 3GPP and
3GPP2 defined radio access networks.
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NOTE 1. The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the
UE does not support GRUU and does not support multiple registrations does not imply any additional
requirements on the network.

If the UE support multiple registrations, it shall include "reg-id" header field as described in RFC 5626 [92]. The
UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media
feature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS communication it intends to use, and
IARI values (coded as specified in subclause 7.2A.9.2), for the IMS applicationsit intendsto usein a
g.3gpp.iari-ref mediafeature tag as defined in subclause 7.9.3 and RFC 3840 [62];

d) aViaheader field set to include the | P address or FQDN of the UE in the sent-by field. For the TCP, the
response is received on the TCP connection on which the request was sent. If the UE previously has previously
negotiated sending of keep-alives associated with the registration, it shall include a"keep" header field parameter
with no valuein the Via header field, in order to indicate continuous support to send keep-alives, as described in
RFC 6223 [143];

€) aregistration expiration interval value, set to 600 000 seconds as the value desired for the duration of the
registration;

NOTE 2: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) the Supported header field containing the option-tag "path”, and:
1) if GRUU is supported, the option-tag "gruu”; and
2) if multiple registrationsis supported, the option-tag "outbound";

h) if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec” header field parameter specified in subclause 7.2A.7.

NOTE 3: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) hind the new expiration time of the registration for this public user identity found in the To header field value
either to the contact address or to the registration flow and the associated contact address used in this
registration;

b) storethelist of service route values contained in the Service-Route header field and bind the list either to the
contact address or to the registration flow and the associated contact address (if the multiple registration
mechanism is used);

NOTE 4: The stored list of service route values will be used to build a proper prel oaded Route header field for new
dialogs and standal one transactions when using either the respective contact address or to the registration
flow and the associated contact address (if the multiple registration mechanism is used).

NOTE 5: If thelist of Service-Route headers saved from a previous registration and bound either to this contact
address or to the registration flow and the associated contact address (if the multiple registration mechanismis
used), and the associated set of security associations or TLS session already exist, then the received list of
Service-Route headers replaces the old list.

NOTE 6: The UE can utilize additional URIs contained in the P-Associated-URI header field, e.g. for application
purposes.

¢) find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu" header field parameter or a "temp-gruu" header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUs for the UE
in association with the public user identity and the contact address that was registered;
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d) store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field and labelled with the "mediasec” header field parameter specified in
subclause 7.2A.7, if any. Once the UE chooses a media security mechanism from the list received in the
Security-Server header field from the server, it may initiate that mechanism on a medialevel when it initiates
new mediain an existing session; and

NOTE 7: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

e) if the Viaheader field contains a"keep" header field parameter with avalue, continue to send keep-alives as
described in RFC 6223 [143], towards the P-CSCF.

When a 401 (Unauthorized) response to aREGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the registration expiration interval value with an expiration timer of
at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.

On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out)
response for areregistration, the UE shall perform the procedures for initial registration as described in
subclause 5.1.1.2.

On receiving a 305 (Use Proxy) response to the REGISTER request, the UE shall:
a) ignore the contents of the Contact header field if it isincluded in the received message;
NOTE 4: The 305 response is not expected to contain a Contact header field.
b) release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

¢) initiate either a new P-CSCF discovery procedure as described in subclause 9.2.1, or select a new P-CSCF, if the
UE was pre-configured with more than one P-CSCF's | P addresses or domain names;

d) select a P-CSCF address, which is different from the previously used address, from the addresslist; and
€) perform the proceduresfor initial registration as described in subclause 5.1.1.2.
When the timer F expires at the UE:

1) the UE shall stop processing of all ongoing dialogs and transactions associated with that flow, if any (i.e. no
further SIP signalling will be sent by the UE on behalf of these transactions or dialogs); and

2) after releasing all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

a) the UE may select adifferent P-CSCF address from the list of P-CSCF addresses discovered during the
procedures described in subclause 9.2.1 or fromits pre-configured list of P-CSCF's | P addresses or domain
names,

b) if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get
anew set of P-CSCF-addresses as described in subclause 9.2.1;

c) the UE may perform the procedures for initial registration as described in subclause 5.1.1.2; and

d) the UE shall perform the proceduresin RFC 5626 [92] to form a new flow to replace the failed oneif it
supports multiple registrations. If failed registration attempts occur in the process of creating a new flow, the
flow recovery procedures defined in RFC 5626 [92] shall apply. The UE shall use the values of the
parameters max-time and base-time, of the algorithm defined in subclause 4.5 of RFC 5626 [92]. If no values
of the parameters max-time and base-time have been provided to the UE by the network, the default values
defined inin subclause 4.5 of RFC 5626 [92] shall be used.

NOTE 8: It isan implementation option whether these actions are also triggered by other means than expiration of
timer F, e.g. based on ICMP messages.
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5.1.1.4.2 IMS AKA as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter set to the value of the private user identity;

- the"ream" header field parameter directive, set to the value asreceived in the "realm” WWW-A uthenticate
header field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to last received nonce value; and
- the"response" header field parameter, set to the last calculated response value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it hasto ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the IP address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security
associations. For details on the selection of the protected port value see 3GPP TS 33.203 [19].

NOTE 3: If the UE is setting up an additional registration using procedures specified in RFC 5626 [92] and the UE
accesses the network through 3GPP or 3GPP2 systems without any NAT, the flow is considered to be
"logical flow".

b) additionally for the Contact header field, include the protected server port value in the hostport parameter;

c) additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field;

d) a Security-Client header field, set to specify the signalling plane security mechanism it supports, the IPsec layer
algorithms for security and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48];
and

€) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

On receiving the 200 (OK) response to the REGISTER request, the UE shall additionally:

a) set the security association lifetime associated with either this contact address or to the registration flow and the
associated contact address (if the multiple registration mechanism is used), and the associated set of security
associations to the longest of either the previously existing security association lifetime, or the lifetime of the just
completed registration plus 30 seconds.

NOTE 4: If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].

5.1.1.4.3 SIP digest without TLS as a security mechanism

On sending a REGISTER request that does not contain a challenge response, the UE shall additionally populate the
header fields as follows:

a) an Authorization header field as defined in RFC 2617 [21], including:
- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the domain name of the home network;

the "uri" header field parameter, set to the SIP URI of the domain name of the home network;

- the"nonce" header field parameter, set to an empty value; and
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- the"response" header field parameter, set to an empty value;

b) the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
reguests; and

¢) theViaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.
51144 SIP digest with TLS as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field set in accordance with subclause 5.1.1.2.3;

b) the Security-Client header field set to specify the signalling plane security mechanism the UE supports. The UE
shall support the setup of a TLS session as defined in 3GPP TS 33.203 [19]. The UE shall support the "tls"
security mechanism, as specified in RFC 3329 [48]. The UE shall support TLS for integrity and confidentiality
protection as defined in RFC 3261 [26], and shall announce support for them according to the procedures
defined in RFC 3329 [48]; and

c) a Security-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

a) set thelifetime of the respective TLS session to the value configured.

5.1.1.4.5 NASS-IMS bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) optionaly, an Authorization header field, with the "username” header field parameter, set to the value of the
private user identity;

NOTE 1: In case the Authorization header field is absent, the mechanism only supports that one public user identity
is associated with only one private user identity.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When NASS-IMS bundled authentication isin use, a401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.4.6 GPRS-IMS-Bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] shall not be included, in order to indicate support
GPRS-IMS-Bundled authentication.

b) security agreement header field values as required by RFC 3329 [48] shall not contain signalling plane security
mechanisms;

¢) aFrom header field set to atemporary public user identity derived fromthe IMSI, as defined in
3GPP TS 23.003[3], asthe public user identity to be registered,;

d) aTo header field set to atemporary public user identity derived from the IMSI, asdefined in
3GPP TS 23.003[3], asthe public user identity to be registered,;

€) the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and
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f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Sincethe private user identity isnot included in the REGISTER requests when GPRS-IM S-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.4.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5115 Authentication

5.1.1.5.1 IMS AKA - general

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations,
deregistrations or registrations of additional public user identities. When the network requires authentication or re-
authentication of the UE, the UE will receive a401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:
1) extract the RAND and AUTN parameters;

2) check the validity of areceived authentication challenge, as described in 3GPP TS 33.203[19] i.e. the locally
calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN
parameter derived from the AUTN part of the challenge must be within the correct range; and

3) check the existence of the Security-Server header field as described in RFC 3329 [48]. If the Security-Server
header field is not present or it does not contain the parameters required for the setup of the set of security
associations (see annex H of 3GPP TS 33.203 [19]), the UE shall abandon the authentication procedure and send
anew REGISTER request with anew Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:
1) caculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

2) set up atemporary set of security associations for this registration based on the static list and parameters the UE
received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header field in the
REGISTER request. The UE sets up the temporary set of security associations using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if
encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header
field to setup the temporary set of security associations. The UE shall set atemporary SIP level lifetime for the
temporary set of security associationsto the value of reg-await-auth timer;

3) store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field and labelled with the "mediasec” header field parameter specified in
subclause 7.2A.7, if any; and

NOTE 1. The"mediasec" header field parameter indicates that security mechanisms are specific to the media
plane..

4) send another REGISTER request towards the protected server port indicated in the response using the temporary
set of security associations to protect the message. The header fields are populated as defined for the initial
REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that
the UE shall include an Authorization header field containing:

- the"ream" header field parameter set to the value asreceived in the "realm" WWW-Authenticate header
field parameter;

- the"username" header field parameter, set to the value of the private user identity;
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- the"response" header field parameter that contains the RES parameter, as described in RFC 3310 [49];

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;

- the"agorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and
- the"nonce" header field parameter, set to the value received in the 401 (Unauthorized) response.

The UE shall also insert the Security-Client header field that isidentical to the Security-Client header field that
was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the
received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request,
by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response.
The UE shall set the Call-ID of the security association protected REGISTER request which carries the
authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which
carried the challenge.

On receiving the 200 (OK) response for the security association protected REGISTER request registering a public user
identity with the associated contact address, the UE shall:

- change the temporary set of security associations to a newly established set of security associations, i.e. set its
SIP level lifetime to the longest of either the previoudly existing set of security associations SIP level lifetime, or
the lifetime of the just completed registration plus 30 seconds; and

- if thisisthe only set of security associations available toward the P-CSCF, use the newly established set of
security associations for further messages sent towards the P-CSCF. If there are additional sets of security
associations (e.g. dueto registration of multiple contact addresses), the UE can either use them or use the newly
established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE 2: If the UE has registered multiple contact addresses, the UE can either send requests towards the P-CSCF
over the newly established set of security associations, or use different UE's contact address and
associated set of security associations when sending the requests towards the P-CSCF. Responses towards
the P-CSCF that are sent via UDP will be sent over the same set of security associations that the related
request was received on. Responses towards the P-CSCF that are sent via TCP will be sent over the same
set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associationsis received from the
P-CSCF or when the lifetime of the old set of security associations expires, the UE shall delete the old set of security
associations and related keysit may have with the P-CSCF after al SIP transactions that use the old set of security
associations are compl eted.

NOTE 3: If the UE has registered multiple contact addresses, the S-CSCF can use different contact address when
sending the requests destined for the UE. In this case the UE will not receive the subsequent requests over
the newly established set of security associations.

Whenever the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security
associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The
UE shall delete the temporary set of security associationsit was trying to establish, and use the old set of security
associations. The UE should send an unprotected REGISTER request according to the procedure specified in

subclause 5.1.1.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in
subclause 5.1.1.5.3.

5.1.1.5.2 Void

5.1.1.5.3 IMS AKA abnormal cases

If, in 2401 (Unauthorized) response, either the MAC or SQN isincorrect the UE shall respond with a further
REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

- inthe case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall
contain no "auts' Authorization header field parameter and an empty "response” Authorization header field
parameter, i.e. no authentication challenge response;
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- inthe case where the UE deems the SOQN to be out of range, the subsequent REGISTER request shall contain the
"auts' Authorization header field parameter (see 3GPP TS 33.102 [18]).

NOTE: Inthe case of the SQN being out of range, a "response” Authorization header field parameter can be
included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

- send the REGISTER request using an existing set of security associations, if available (see
3GPP TS 33.203[19]);

- populate a new Security-Client header field within the REGISTER request and associated contact address, set to
specify the security mechanisms it supports, the |Psec layer algorithms for integrity and confidentiality
protection it supports and the parameters needed for the new security association setup; and

- not create atemporary set of security associations.

On receiving a 420 (Bad Extension) in which the Unsupported header field contains the value "sec-agree” and if the UE
supports GPRS-IM S-Bundled authentication, the UE shall initiate a new authentication attempt with the GPRS-IMS-
Bundled authentication procedures as specified in subclause 5.1.1.2.6.

5.1.1.54 SIP digest without TLS — general

On receiving a 401 (Unauthorized) response to the REGISTER request, and where the "algorithm™ Authorization header
field parameter is"MD5", the UE shall extract the digest-challenge parameters asindicated in RFC 2617 [21] from the
WWW-Authenticate header field. The UE shall calculate digest-response parameters asindicated in RFC 2617 [21].
The UE shall send another REGISTER request containing an Authorization header field. The header fields are
populated as defined in subclause 5.1.1.2.3, with the addition that the UE shall include an Authorization header field
containing a challenge response, i.e. "cnonce”, "qop", and "nonce-count” header field parameters asindicated in

RFC 2617 [21]. The UE shall set the Call-ID of the REGISTER request which carries the authentication challenge
response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge. If SIP digest

without TLSis used, the UE shall not include RFC 3329 [48] header fields with this REGISTER.

On receiving the 200 (OK) response for the REGISTER request, if the "algorithm™ Authentication-Info header field
parameter is"MD5", the UE shall authenticate the S-CSCF using the "rspauth” Authentication-1nfo header field
parameter as described in RFC 2617 [21]. If the nextnonce field is present in the Authentication-Info header field the
UE should use it when constructing the Authorization header for its next request as specified in RFC 2617 [21].

5.1.155 SIP digest without TLS — abnormal procedures

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed.

5.1.1.5.6 SIP digest with TLS — general

On receiving a 401 (Unauthorized) response to the REGISTER request, the procedures in subclause 5.1.1.5.4 apply with
the following differences:

- The UE shall check the existence of the Security-Server header field as described in RFC 3329 [48]. If the
Security-Server header field is not present or the list of supported security mechanisms does not include "tIs", the
UE shall abandon the authentication procedure and send a new REGISTER request.

In the case that the 401 (Unauthorized) response to the REGISTER is deemed to be valid the UE shall:

- store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with
the "mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any; and

NOTE 1: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
- send another REGISTER request using the TLS session to protect the message.

The header fields are populated as defined for the initial request, with the addition that the UE shall include an
Authorization header field containing a challenge response, "cnonce", "gop", and "nonce-count” header field parameters

asindicated in RFC 2617 [21]. The UE shall also insert the Security-Client header field that isidentical to the Security-
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Client header field that was included in the previous REGISTER request (i.e. the REGISTER request that was
challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field
into the request, by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized)
response. The UE shall set the Call-ID to the same value as the Call-1D of the 401 (Unauthorized) response which
carried the challenge.

When SIP digest with TLSis used, and for the case where the 401 (Unauthorized) response to the REGISTER request is
deemed to be valid, the UE shall establish the TLS session as described in 3GPP TS 33.203 [19]. The UE shall usethis
TLS session to send all further messages towards the P-CSCF towards the protected server port.

5.1.1.5.7 SIP digest with TLS — abnormal procedures

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed. If performing SIP digest
with TLS, the UE should send an initial REGISTER according to the procedure specified in subclause 5.1.1.2 if the UE
considersthe TLS session to be no longer active at the P-CSCF.

5.1.1.5.8 NASS-IMS bundled authentication — general

NASS-IMS bundled authentication is only applicable to UEs that contain neither USIM nor ISIM. Authenticationis
achieved viathe registration and re-registration procedures as defined in subclause 5.1.1.2 and subclause 5.1.1.4.
NASS-bundled authentication is granted by the network upon receipt by the UE of a 200 (OK) response to the initial
REGISTER request.

There is no separate authentication procedure.

5.1.1.5.9 NASS-IMS bundled authentication — abnormal procedures

Thereis no separate authentication procedure, and therefore no abnormal procedures.

5.1.1.5.10 GPRS-IMS-Bundled authentication — general

Authentication is achieved via the registration and re-registration procedures as defined in subclause 5.1.1.2 and
subclause 5.1.1.4. GPRS-IM S-Bundled authentication is granted by the network upon receipt by the UE of a 200 (OK)
response to the initial REGISTER request.

5.1.1.5.11 GPRS-IMS-Bundled authentication — abnormal procedures

Thereis no separate authentication procedure and therefore no abnormal procedures.

5.1.1.5.12 Abnormal procedures for all security mechanisms

A UE shall only respond to two consecutive invalid challenges and shall not automatically attempt authentication after
two consecutive failed attempts to authenticate. The UE may attempt to register with the network again after an
implementation specific time.

5.1.1.5A Network-initiated re-authentication

At any time, the UE can receive aNOTIFY request carrying information related to the reg event package (as described
in subclause 5.1.1.3). If:

- the state attribute in any of the <registration> elementsis set to "active";

- thevalue of the <uri> sub-element inside the <contact> sub-element is set to the Contact address that the UE
registered; and

- the event attribute of that <contact> sub-element(s) is set to "shortened";
the UE shall:

1) usethe expiry attribute within the <contact> sub-element that the UE registered to adjust the expiration time for
that public user identity; and

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 81 ETSI TS 124 229 V10.16.0 (2014-07)
2) dstart the re-authentication procedures at the appropriate time (as aresult of the S-CSCF procedure described in
subclause 5.4.1.6) by initiating a reregistration as described in subclause 5.1.1.4, if required.

NOTE: When authenticating a given private user identity, the S-CSCF will only shorten the expiry time within
the <contact> sub-element that the UE registered using its private user identity. The <contact> elements
for the same public user identity, if registered by another UE using different private user identities remain
unchanged. The UE will not initiate a reregistration procedure, if none of its <contact> sub-elements was
modified.

5.1.1.5B Change of IPv6 address due to privacy

Stateless address autoconfiguration as described in RFC 2462 [20E] defines how an I Pv6 prefix and an interface
identifier is used by the UE to construct a complete |Pv6 address.

If the UE receives an IPv6 prefix, the UE may change the interface identity of the |Pv6 address as described in
RFC 3041 [25A] due to privacy but this can result in service discontinuity for services provided by the IM CN
subsystem.

NOTE: When the UE constructs new | Pv6 address by changing the interface identity, the UE can either transfer
al established dialogs to new 1Pv6 address as specified in 3GPP TS 24.237 [8M] and subsequently
relinquish the old IPv6 address, or terminate all established dialogs and transactions. While transferring
the established dialogs to new IPv6 address, the UE will have double registration, i.e. one registration for
the old I Pv6 address and another for the new |Pv6 address.

The procedure described below assumes that the UE will terminate al established dialogs and transactions and
temporarily disconnect the UE from the IM CN subsystem until the new registration is performed. If the UE decides to
change the IPv6 address due to privacy and terminate all established dialogs and transaction, associated with old IPv6
address, the UE shall:

1) terminate al ongoing dialogs (e.g., sessions) and transactions (e.g., subscription to the reg event) that were using
the old | Pv6 address,

2) deregister al registered public user identities that were using the old I Pv6 address as described in
subsclause 5.1.1.4;

3) construct a new |Pv6 address according to the procedures specified in RFC 3041 [25A];

4) register the public user identities that were deregistered in step 2 above with a new 1Pv6 address, as follows:
a) by performing aninitia registration as described in subsclause 5.1.1.2; and
b) by performing a subscription to the reg event package as described in subsclause 5.1.1.3; and

5) subscribe to other event packages it was subscribed to before the change of |Pv6 address procedure started.

To ensure a maximum degree of continuous service to the end user, the UE should transfer all established dialogs to the
new |Pv6 address as specified in 3GPP TS 24.237 [8M] rather than terminate all established dialogs and transactions
and temporarily disconnect the UE from the IM CN subsystem as described above.

5.1.1.6 User-initiated deregistration

5.1.16.1 General

For any public user identity that the UE has previously registered, the UE can deregister viaa single registration
procedure:

- al contact addresses bound to the indicated public user identity;
- some contact addresses bound to the indicated public user identity;
- aparticular contact address bound to the indicated public user identity; or

- when the UE supports multiple registrations (i.e. the "outbound" option tag isincluded in the Supported header
field) one or more flows bound to the indicated public user identity.
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The UE can deregister a public user identity that it has previoudy registered with its contact address at any time. The
UE shall protect the REGISTER request using a security association or TLS session that is associated with contact
address, see 3GPP TS 33.203 [19], established as aresult of an earlier registration, if one is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

Prior to sending a REGISTER request for deregistration, the UE shall release al dialogs that were using the contact
addresses or the flow that is going to be deregistered and related to the public user identity that is going to be
deregistered or to one of the implicitly registered public user identities. However:

- if the dialog that was established by the UE subscribing to the reg event package used the public user identity
that is going to be deregistered; and

- thisdialog isthe only remaining dialog used for subscription to reg event package of the user, i.e. there are no
other contact addresses registered with associated subscription to the reg event package of the user;

then the UE shall not release this dialog.

On sending a REGISTER request that will remove the binding between the public user identity and one of its contact
addresses or one of its flows, the UE shall populate the header fields as follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be deregistered;
b) aTo header field set to the SIP URI that contains the public user identity to be deregistered;

¢) aContact header field set to the SIP URI(s) that contain(s) in the hostport parameter the | P address of the UE or
FQDN, and:

1) if the UE isremoving the binding between the public user identity indicated in the To header field, (together
with the associated implicitly registered public user identities), and the contact address indicated in the
Contact header field; and

- if the UE supports GRUU, or multiple registrations (i.e. the " outbound" option tag isincluded in the
Supported header field), or has an IMEI available, or has an MEID available, the Contact header field
also contains the "+sip.instance" header field parameter. Only the IMEI shall be used for generating an
instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio access networks,

- if the UE supports multiple registrations (i.e. the "outbound" option tag isincluded in the Supported
header field), the Contact header field does not contain the "reg-id" header field parameter;

- if the UE does not supports GRUU and does not support multiple registrations (i.e. the "outbound" option
tag is not included in the Supported header field), and does not have an IMEI available, and does not have
an MEID available, the Contact header field does not contain either the "+sip.instance” header field
parameter or the "reg-id" header field parameter;

NOTE 1: Since the contact addressis deregistered, if there are any flows that were previously registered with the
respective contact address, all flows terminating at the respective contact address are removed.

2) if the UE is removing the binding between the public user identity indicated in the To header field, (together
with the associated implicitly registered public user identities) and one of its flows, the Contact header field
contains the "+sip.instance”" header field parameter and the "reg-id" header field parameter that identifies the
flow;

NOTE 2: The requirement placed on the UE to include an instance ID based on the IMEI when the UE does not
support GRUU and does not support multiple registrations does not imply any additional requirements on
the network.

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field;

€) aregistration expiration interval value set to the value of zero, appropriate to the deregistration requirements of
the user;

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;
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g) if availableto the UE (as defined in the access technology specific annexes for each access technology), aP-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

h) a Security-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE 3: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field
parameter.

For a public user identity that the UE has registered with multiple contact addresses or multiple flows (e.g. via different
P-CSCFs), the UE shall also be able to deregister multiple contact addresses or multiple flows, bound to its public user
identity, via single deregistration proceduere as specified in RFC 3261 [26]. The UE shall send asingle REGISTER
reguest, using one of its contact addresses and the associated set of security associations or TLS session, containing a
list of Contact headers. Each Contact header field is populated as specifed above in bullets a) through h).

The UE can deregister all contact addresses bound to its public user identity and associated with its private user identity.
The UE shall send asingle REGISTER request, using one of its contact addresses and the associated set of security
associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a
single Contact header field with value of "*" and the Expires header field with avaue of "0". The UE shall not include
the "instance-id" feature tag and the "reg-id" header field parameter in the Contact header field in the REGISTER
request.

NOTE 4: All entities subscribed to the reg event package of the user will beinform viaNOTIFY request which
contact addresses bound to the public user identity have been deregistered.

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:
- remove all registration detail s relating to this public user identity and the associated contact address.

- store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with
the "mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any.

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

If there are no more public user identities registered with this contact address, the UE shall delete any stored media
plane security mechanisms and related keys and any security associations or TLS sessions and related keys it may have
towards the IM CN subsystem.

If al public user identities are deregistered and all security association or TLS session is removed, then the UE shall
consider subscription to the reg event package cancelled (i.e. asif the UE had sent a SUBSCRIBE request with an
Expires header field containing a value of zero).

5.1.1.6.2 IMS AKA as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the value as received in the "realm" WWW-A uthenticate header
field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to last received nonce value; and
- theresponse directive, set to the last calculated response value;

b) additionally for each Contact header field and associated contact address, include the associated protected server
port value in the hostport parameter;
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c) additionally for the Via header field, include the protected server port value bound to the security association in
the sent-by field;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the I P address that is bound to the security association.

d) aSecurity-Client header field, set to specify the signalling plane security mechanisms it supports, the IPsec layer
algorithms for integrity and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48];
and

€) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

NOTE 2: When the UE has received the 200 (OK) response for the REGISTER request of the only public user
identity currently registered with this contact address and its associated set of implicitly registered public
user identities (i.e. no other public user identity is registered), the UE removes the security association
(between the P-CSCF and the UE) that were using this contact address. Therefore further SIP signalling
using this security association (e.g. the NOTIFY request containing the deregistration event) will not
reach the UE.

5.1.1.6.3 SIP digest without TLS as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21], including:
- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the domain name of the home network;

the "uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

b) for each Contact header field and associated contact address include the associated unprotected port value (where
the UE was expecting to receive mid-dialog requests); and

¢) theViaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.
5.1.1.6.4 SIP digest with TLS as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field set in accordance with subclause 5.1.1.6.3; and

b) a Security-Client header field, set to specify the signalling plane security mechanism it supports. For further
details see 3GPP TS 33.203 [19] and RFC 3329 [48]; and

c) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

5.1.1.6.5 NASS-IMS bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) optionaly, an Authorization header field, with the "username” header field parameter, set to the value of the
private user identity;
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NOTE 1: In case the Authorization header field is absent, the mechanism only supports that one public user identity
is associated with only one private user identity.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional
requirements for the UE.

NOTE 2: When NASS-IMS bundled authentication isin use, a401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.6.6 GPRS-IMS-Bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] shall not be included, in order to indicate support
GPRS-IMS-Bundled authentication.

b) the Security-Verify header field and the Security-Client header field values as defined by RFC 3329 [48] shall
not contain signalling plane security mechanisms,

¢) aFrom header field set to atemporary public user identity derived fromthe IMSI, as defined in
3GPP TS 23.003 [3], asthe public user identity to be deregistered;

d) aTo header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003 [3], asthe public user identity to be deregistered;

e) for each Contact header field and associated contact address include the associated unprotected port value (where
the UE was expecting to receive mid-dialog requests); and

f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Since the private user identity is hot included in the REGISTER requests when GPRS-IM S-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration S|P requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.7 Network-initiated deregistration

Upon receipt of aNOTIFY request, on any dialog which was generated during the subscription to the reg event package
as described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE,
with:

1) the state attribute within the <registration> element set to "terminated", and within each <contact> element
belonging to this UE, the state attribute set to "terminated" and the event attribute set either to "unregistered”, or
"rejected”, or "deactivated", the UE shall remove all registration details relating to the respective public user
identity (i.e. consider the public user identity indicated in the aor attribute of the <registration> element as
deregistered); or

2) the state attribute within the <registration> element set to "active", and within a given <contact> element
belonging to this UE, the state attribute set to "terminated”, and the associated event attribute set either to
"unregistered”, or "rejected" or "deactivated”, the UE shall consider the binding between the public user identity
and either the contact address or the registration flow and the associated contact address (if the multiple
registration mechanism is used) indicated in the respective <contact> element as removed. The UE shall consider
its public user identity as deregistered when all bindings between the respective public user identity and all
contact addresses and all registration flow and the associated contact address (if the multiple registration
mechanism is used) belonging to this UE are removed.
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NOTE 1. When multiple registration mechanism is used to register a public user identity and bind it to a
registration flow and the associated contact address, there will be one <contact> element for each
registration flow and the associated contact address.

NOTE 2: If the state attribute within the <registration> element is set to "active" and the <contact> element
belonging to this UE is set to "active", the UE will consider that the binding between the public user
identity and either the respective contact address or the registration flow and the associated contact
address as left unchanged.

In case of a"deactivated” event attribute, the UE shall start theinitial registration procedure as described in
subclause 5.1.1.2. In case of a"rejected" event attribute, the UE shall release all dialogs related to those public user
identities.

Upon receipt of aNOTIFY request, the UE shall delete all security associations or TL S sessions towards the P-CSCF
either:

- if dl <registration> element(s) have their state attribute set to "terminated” (i.e. all public user identities are
deregistered) and the Subscription-State header field contains the value of "terminated”; or

- if each <registration> element that was registered by this UE has either the state attribute set to "terminated”, or
the state attribute set to "active" and the state attribute within the <contact> element belonging to this UE set to
"terminated".

When all UE's public user identities are registered via a single P-CSCF and the subscription dialog to the reg event
package of the UE is set via the respective P-CSCF, the UE shall delete these security associations or TLS sessions
towards the respective P-CSCF when all public user identities have been deregistered and after the server transaction (as
defined in RFC 3261 [26]) pertaining to the received NOTIFY reguest terminates.

NOTE 3: Deleting a security association or TLS session is an internal procedure of the UE and does not involve
any SIP procedures.

NOTE 4: If al the public user identities (i.e. <contact> elements) registered by this UE are deregistered and the
security associations or TLS sessions have been removed, the UE considers the subscription to the reg
event package terminated since the NOTIFY request was received with Subscription-State header field
containing the value of "terminated".

5.1.2 Subscription and notification

5.1.2.1 Notification about multiple registered public user identities

Upon receipt of a 2xx response to the SUBSCRIBE request the UE shall maintain the generated dialog (identified by
the values of the Call-ID header field, and the values of tagsin To and From header fields).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package the
UE shall perform the following actions:

- if agtate attribute "active", i.e. registered is received for one or more public user identities, the UE shall store the
indicated public user identities as registered;

- if adtate attribute "active” isreceived, and the UE supports GRUU (seetable A.4, item A.4/53), then for each
public user identity indicated in the notification that contains a <pub-gruu> element or a <temp-gruu> element or
both (as defined in RFC 5628 [94]) then the UE shall store the value of those elementsin association with the
public user identity;

- if astate attribute "terminated", i.e. deregistered is received for one or more public user identities, the UE shall
store the indicated public user identities as deregistered and shall remove any associated GRUUS.
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NOTE 1. There can be public user identities which are automatically registered within the registrar (S-CSCF) of the
user upon registration of one public user identity or when S-CSCF receives a Push-Profile-Reguest (PPR)
from the HSS (as described in 3GPP TS 29.228 [14]) changing the status of a public user identity
associated with aregistered implicit set from barred to non-barred. Usually these automatically or
implicitly registered public user identities belong to the same service profile of the user and they might
not be available within the UE. The implicitly registered public user identities can also belong to different
service profiles. The here-described procedures provide a different mechanism (to the 200 (OK) response
to the REGISTER request) to inform the UE about these automatically registered public user identities.

NOTE 2: RFC 5628 [94] provides guidance on the management of temporary GRUUS, utilizing information
provided in the reg event notification.
5.1.2.2 General SUBSCRIBE requirements

If the UE receives a 503 (Service Unavailable) response to an initiadl SUBSCRIBE request containing a Retry-After
header field, then the UE shall not automatically reattempt the request until after the period indicated by the Retry-After
header field contents.

5.1.2A Generic procedures applicable to all methods excluding the
REGISTER method

5.1.2A.1 UE-originating case

5.1.2A1.1 General
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request using either a given contact address or to the registration flow and the associated
contact address, the UE shall:

- if IMSAKA isin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port and the respective contact address; and

b) include the protected server port and the respective contact address in the Via header field entry relating to
the UE;

- if SIP digest without TLSisin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the port value of an
unprotected port and the contact address where the UE expects to receive subsequent mid-dial og requests;
and

b) populate the Via header field of the request with the port value of an unprotected port and the respective
contact address where the UE expects to receive responses to the request;

- if SIP digest with TLSisin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port; and

b) include the protected server port in the Via header field entry relating to the UE;

- if NASS-IMS bundled authentication is in use as a security mechanism, and therefore no port is provided for
subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used
for the initia registration as described in subclause 5.1.1.2;

- if GPRS-IMS-Bundled authentication is in use as a security mechanism, and therefore no port is provided for
subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used
for theinitial registration as described in subclause 5.1.1.2.

If SIP digest without TLSis used, the UE shall not include RFC 3329 [48] header field sin any SIP messages.
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When SIP digest isin use, upon receiving a 407 (Proxy Authentication Required) response to an initial request, the
originating UE shall:

- extract the digest-challenge parameters asindicated in RFC 2617 [21] from the Proxy-Authenticate header field;
- calculate the response as described in RFC 2617 [21]; and

- send anew reguest containing a Proxy-Authorization header field in which the header field parameters are
populated as defined in RFC 2617 [21] using the calculated response.

Where a security association or TLS session exists, the UE shall discard any SIP response that is not protected by the
security association or TLS session and is received from the P-CSCF outside of the registration and authentication
procedures. The reguirements on the UE within the registration and authentication procedures are defined in
subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-1dentity header field in any initial request for a
dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-
Identity header field) within the IM CN subsystem.

NOTE 1. Sincethe S-CSCF uses the P-Asserted-Identity header field when checking whether the UE originating
request matches the initial filter criteria, the P-Preferred-Identity header field inserted by the UE
determines which services and applications are invoked.

When sending any initial request for adialog or request for a standalone transaction using either a given contact address
or to the registration flow and the associated contact address, the UE may include any of the following in the P-
Preferred-1dentity header field:

- apublic user identity which has been registered by the user with the respective contact address;

- animplicitly registered public user identity returned in aregistration-state event package of aNOTIFY request
whose <uri> sub-element inside the <contact> sub-element of the <registration> element is the same as the
contact address being used for this request and was not subsequently deregistered or that has not expired; or

- any other public user identity which the user has assumed by mechanisms outside the scope of this specification
to have a current registration.

NOTE 2: The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for
use in the P-Preferred-1dentity header field.

NOTE 3: Proceduresin the network require international public telecommunication numbers when telephone
numbers are used in P-Preferred-lIdentity header field.

NOTE 4: A number of header fields can reveal information about the identity of the user. Where privacy is
required, implementers should also give consideration to other header fields that can reveal identity
information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.

Where privacy is required, in any initial request for adialog or request for a standalone transaction, the UE shall set the
From header field to "Anonymous" as specified in RFC 3261 [26].

NOTE 5: The contents of the From header field are not necessarily modified by the network based on any privacy
specified by the user either within the UE indication of privacy or by network subscription or network
policy. Therefore the user should include the value " Anonymous' whenever privacy is explicitly required.
Asthe user can well have privacy requirements, terminal manufacturers should not automatically derive
and include values in this header field from the public user identity or other values stored in or derived
from the UICC. Where the user has not expressed a preference in the configuration of the terminal
implementation, the implementation should assume that privacy is required. Users that require to identify
themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination
does not implement RFC 3325 [34], will need to include a value in the From header field other than
Anonymous.

The UE shall determine the public user identity to be used for this request as follows:
1) if aP-Preferred-ldentity was included, then use that as the public user identity for this request; or

2) if no P-Preferred-ldentity was included, then use the default public user identity for the security association or
TLS session and the associated contact address as the public user identity for this request;
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The UE shall not include its " +sip.instance” header field parameter in the Contact header field in its non-register
requests and responses except when the request or response is guaranteed to be sent to a trusted intermediary that will
remove the "+sip.instance” header field parameter prior to forwarding the request or response to the destination.

NOTE 6: Such trusted intermediariesinclude an AS that all such requests as part of an application or service
traverse. In order to ensure that all requests or responses containing the "+sip.instance" header field
parameter are forwarded viathe trusted intermediary the UE needs to have first verified that the trusted
intermediary is present (e.g first contacted via aregistration or configuration procedure). Including the
"+sip.instance” header field parameter containing an IMEI URN does not violate draft-montemurro-
gsma-imei-urn [153] even when the UE requests privacy using RFC 3323 [33].

If thisisarequest for anew dialog, the Contact header field is populated as follows:
1) acontact header value which is one of:

- if apublic GRUU value ("pub-gruu” header field parameter) has been saved associated with the public user
identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-1dentity, then the
UE should insert the public GRUU (" pub-gruu" header field parameter) value as specified in RFC 5627 [93];
or

- if atemporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public
user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-ldentity, then the
UE should insert the temporary GRUU ("temp-gruu” header field parameter) value as specified in
RFC 5627 [93]; or

- otherwise, a SIP URI containing the contact address of the UE;
NOTE 7: The above items are mutually exclusive.

2) include an "ob" SIP URI parameter, if the UE supports multiple registrations, and the UE wants all subsequent
requestsin the dialog to arrive over the same flow identified by the flow token as described in RFC 5626 [92];

3) if the request isrelated to an IM'S communication service that requires the use of an ICS| then the UE shall
include in ag.3gpp.icsi-ref media feature tag, as defined in subclause 7.9.2 and RFC 3841 [56B], the ICSI value
(coded as specified in subclause 7.2A.8.2) for the IMS communication service. The UE may a so include other
ICSl values that the UE is prepared to use for al dialogs with the terminating UE(s); and

4) if the request isrelated to an IM S application that is supported by the UE, then the UE may includein a
g.3gpp.iari-ref media feature tag, as defined in subclause 7.9.3 and RFC 3841 [56B], the IARI value (coded as
specified in subclause 7.2A.9.2) that is related to the IM S application and that applies for the dialog.

If thisisarequest within an existing dialog, and the request includes a Contact header field, then the UE should insert
the previously used Contact header field.

If the UE support multiple registrations as specified in RFC 5626 [92], the UE should include option-tag "outbound" in
the Supported header field.

If thisisarequest for anew dialog or standal one transaction and the request isrelated to an IMS communication service
that requires the use of an ICSl then the UE:

1) shall include the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service that
isrelated to the request in a P-Preferred-Service header field according to RFC 6050 [121]. If alist of network
supported ICSI values was received as specified in 3GPP TS 24.167 [8G], the UE shall only include an ICSI
valuethat isin the received list;

NOTE 8: The UE only receives those ICSI values corresponding to the IMS communication services that the
network provides to the user.

2) may include an Accept-Contact header field containing an 1CSl value (coded as specified in subclause 7.2A.8.2)
that is related to the request in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 if the ICS| for the
IMS communication service is known.
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NOTE 9: If the UE includes the same | CSl values into the Accept-Contact header field and the P-Preferred-Service
header field, there is a possibility that one of the involved S-CSCFs or an AS changes the ICS| valuein
the P-Asserted-Service header field, which results in the message including two different ICSI values
(onein the P-Asserted-Service header field, changed in the network and one in the Accept-Contact header
field).

If an IMS application indicates that an IARI isto beincluded in arequest for a new dialog or standalone transaction, the
UE shall include an Accept-Contact header field containing an IARI value (coded as specified in subclause 7.2A.9.2)
that is related to the request in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].

NOTE 10:RFC 3841 [56B] allows multiple Accept-Contact header fields along with multiple Reject-Contact header
fieldsin a SIP request, and within those header fields, expressions that include one or more logical
operations based on combinations of media feature tags. Which registered UE will be contacted depends
on the Accept-Contact header field and Reject-Contact header field combinations included that evaluate
to alogical expression and the relative qvalues of the registered contacts for the targeted registered public
user identity. Thereis therefore no guarantee that when multiple Accept-Contact header fields or
additional Reject-Contact header field(s) along with the Accept-Contact header field containing the ICSI
value or IARI value are included in a request that the request will be routed to a contact that registered the
same ICSl| value or IARI value. Charging and accounting is based upon the contents of the P-Asserted-
Service header field and the actual media related contents of the SIP request and not the Accept-Contact
header field contents or the contact reached.

NOTE 11: The UE only includes the header field parameters "require" and "explicit” in the Accept-Contact header
field containing the ICSI value or IARI value if the IMS communication service absolutely requires that
the terminating UE understand the IM'S communication service in order to be able to accept the session.
Including the header field parameters "require" and "explicit" in Accept-Contact header fieldsin requests
which don"t absolutely require that the terminating UE understand the IMS communication servicein
order to accept the session creates an interoperability problem for sessions which otherwise would
interoperate and violates the interoperability requirements for the ICSI in 3GPP TS 23.228 [7].

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary
service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise,
the UE shall initiate a new initial request to the other user.

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with
RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

If resource priority in accordance with RFC 4412 [116] isrequired for adialog, then the UE shall include the Resource-
Priority header field in all requests associated with that dial og.

NOTE 12: The case where the UE is unaware of the requirement for resource priority because the user requested the
capability as part of the diastring falls outside the scope of this requirement. Such cases can exist and will
need to be dealt with by an appropriate functional entity (e.g. P-CSCF) to process the dialstring. For
certain national implementations, signalling of a Resource-Priority header field to or from a UE is not
required.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any request for adialog, any subsequent request (except ACK requests
and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone
method (see subclause 7.2A.4).

NOTE 13:;During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connectsto
different cells). The UE will populate the P-Access-Network-Info header field in any request or response
within adialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header field value for all new dialogs and standal one transactions. The UE
shall build alist of Route header field values made out of the following, in this order:

a) the P-CSCF URI containing the |P address or the FQDN learnt through the P-CSCF discovery procedures; and
b) the P-CSCF port based on the security mechanismin use:

- if IMSAKA or SIP digest with TLSisin use as a security mechanism, the protected server port learnt during
the registration procedure;
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- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IMS-Bundled authenticationisin
use as a security mechanism, the unprotected server port used during the registration procedure;

¢) and the values received in the Service-Route header field saved from the 200 (OK) response to the last
registration or re-registration of the public user identity with associated contact address.

NOTE 14:When the UE registers multiple contact addresses, there will be alist of Service-Route headers for each
contact address. When sending a request using a given contact address and the associated security
associations or TLS session, the UE will use the corresponding list of Service-Route headers to construct
alist of Route headers.

The UE may indicate that proxies should not fork the request by including a"no-fork™ directive within the Request-
Disposition header field in the request as described in RFC 3841 [56B].

If the UE receives a 1xx or 200 (OK) response to an initial request for a dialog, the response containing a P-Asserted-
Identity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], the UE proceduresin
subclause 5.1.6.10 apply.

5.1.2A1.2 Structure of Request-URI

The UE may include a SIP URI complying with RFC 3261 [26], atel URI complying with RFC 3966 [22], apres URI
complying with RFC 3859 [179], an im URI complying with RFC 3860 [180] or amailto URI complying with
RFC 2368 [181].

The UE may use non-international formats of E.164 numbers or non-E.164 numbers, including geo-local numbers and
home-local numbers and other local numbers (e.g. private number), in the Request-URI.

Loca numbering information is sent in the Request-URI in initials requests or stand alone transaction, using one of the
following formats:

1) atel-URI, complying with RFC 3966 [22], with alocal number followed by a " phone-context” tel URI parameter
value.

2) aSIP URI, complying with RFC 3261 [26], with the "user" SIP URI parameter set to "phone”

3) aSIP URI, complying with RFC 3261 [26] and RFC 4967 [103], with the "user" SIP URI parameter set to
"dialstring"

The actua value of the URI depends on whether user equipment performs an analysis of the dial string input by the end
user or not.
5.1.2A.1.3 UE without dial string processing capabilities

In this case the UE does not perform any analysis of the dial string. This requiresthat the dialling plan is designed so it
enables the network to differentiate local numbers from other numbers.

Thedia string is sent to the network, in the Request-URI of ainitial request or a stand a one transaction, using one of
the following formats:

1) atel-URI, syntactically complying with RFC 3966 [22], with the dial string encoded as alocal number followed
by a"phone-context” tel URI parameter value;

EXAMPLE: tel:<input dial string>;phone-context=operator.com

2) aSIP URI, syntactically complying with RFC 3261 [26], with the user =phone parameter, embedding a tel-URI
with a"phone-context" tel URI parameter value;

EXAMPLE: sip:<input dial string>;
phone-context=operator.com@operator.com;user=phone

3) aSIP URI, complying with RFC 3261 [26] and RFC 4967 [103], with the user=dialstring parameter and a with a
"phone-context” tel-URI parameter value in the user part; or

EXAMPLE: sip:<input dial string>;
phone-context=operator.com@operator.com;user=dialstring
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4) aSIP URI syntactically complying with RFC 3261 [26], where the user part contains the dial string and the
domain name is specific enough to enable to network to understand that the user part contains a dial string.
EXAMPLE: sip:<input dial string>@dialstrings.entreprise.com

For cases 1), 2), and 3) the UE shall set the "phone-context” tel URI parameter in accordance with subclause 5.1.2A.1.5.

5.1.2A1.4 UE with dial string processing capabilities

In this case the UE performs sufficient dial string analysis (or receives an explicit indication from the user) to identify
the type of numbering that is used and processes the dia string accordingly before building the Request-URI

If the UE detects that alocal dialling plan is being used, where the terminal is able to identify a global telephone
number, the normal procedures apply after removing all dial string elements used for local numbering detection
purposes (e.g. escape codes).

If the UE detects that alocal (private or public) dialling plan isbeing used, it may decide to send the dial string
unchanged to the network as described in subclause 5.1.2A.1.3 or the UE may decide to alter it to comply with the local
numbering plan (e.g. remove al dial string elements used for local numbering detection).

In the latter case the local numbering information is sent using one of the following formats:

1) atel-URI, complying with RFC 3966 [22], with alocal number followed by a " phone-context” tel-URI
parameter value;

2) aSIP URI, complying with RFC 3261 [26], with the "user" SIP URI parameter set to "phone" and a user part
embedding alocal number with a phone-context parameter; and

3) if the UE intends to send information related to supplementary services, a SIP URI, complying with
RFC 3261 [26] and RFC 4967 [103], with the "user" SIP URI parameter set to "dialstring" and a with a " phone-
context" tel URI parameter value in the user part.

The UE shall set the "phone-context” tel URI parameter in accordance with subclause 5.1.2A.1.5.

NOTE: The way how the UE process the dial-string and handles specia characters (e.g. pause) in order to
produce a conformant SIP URI or tel-URI according to RFC 3966 [22] isimplementation specific.

Asageneral rule, recognition of special service numbers shall take priority over other dialling plan issues. If the dial
string equates to a pre-configured service URN as specified in RFC 5031 [69]) then the service-urn should be sent.

5.1.2A.1.5 Setting the "phone-context” tel URI parameter

When the UE uses home-local number, the UE shall include in the "phone-context” tel URI parameter the home domain
name in accordance with RFC 3966 [22].

When the UE uses geo-local number, the UE shall:

- if access technology information available to the UE (i.e., the UE can insert P-Access-Network-Info header field
into the request), include the access technology information in the "phone-context” tel URI parameter according
to RFC 3966 [22] as defined in subclause 7.2A.10; and

- if accesstechnology information is not available to the UE (i.e., the UE cannot insert P-Access-Network-I1nfo
header field into the request), include in the "phone-context” tel URI parameter the home domain name prefixed
by the "geo-local." string according to RFC 3966 [22] as defined in subclause 7.2A.10.

When the UE uses other local numbers, than geo-local number or home local numbers, e.g. private numbersthat are
different from home-local number or the UE is unable to determine the type of the dialled number, the UE shall include
a"phone-context" tel URI parameter set according to RFC 3966 [22], e.g. if private numbers are used a domain name to
which the private addressing plan is associated.

NOTE 1: The"phone-context" tel URI parameter value can be entered or selected by the subscriber, or can be a
"pre-configured” value (e.g. using OMA-DM with the management object specified in
3GPP TS 24.167 [8G]) inserted by the UE.
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NOTE 2: The way how the UE determines whether numbers in a non-international format are geo-local, home-local
or relating to another network, isimplementation specific.

NOTE 3: Home operator'slocal policy can define a prefix string(s) to enable subscribers to differentiate dialling a
geo-local number and/or a home-local number.

5.1.2A.1.6 Abnormal cases
In the event the UE receives a 504 (Server Time-out) response containing:
1) aP-Asserted-ldentity header field set to avalue equal to a URI:
a) from the Service-Route header field value received during registration; or
b) from the Path header field value received during registration; and

NOTE 1: If there are multiple registration flows associated with the registration, then the UE has received from the
P-CSCF during registration multiple sets of Path header field and Service-Route header field values. The
Path header field value and Service-Route header field value corresponding to the flow on which the 504
(Server Time-out) response was received are checked.

2) aContent-Type header field set according to subclause 7.6 (i.e. "application/3gpp-ims+xml™), independent of the
value or presence of the Content-Disposition header field, independent of the value or presence of Content-
Disposition parameters, then the following treatment is applied:

a) if the 504 (Server Time-out) response includes an IM CN subsystem XML body as described in subclause 7.6
with the <ims-3gpp> element, including a version attribute, with the <alternative-service> child element:

A) with the <type> child element set to "restoration” (see table 7.6.2); and
B) with the <action> child element set to "initial-registration” (see table 7.6.3);
then the UE:

- shall initiate S-CSCF restoration procedures by performing an initial registration as specified in
subclause 5.1.1.2; and

- may provide an indication to the user based on the text string contained in the <reason> child element of
the <alternative-service> child element of the <ims-3gpp> element.

NOTE 2: If the UE has discovered multiple P-CSCF addresses and has information that the P-CSCF was unable to
forward the request resulting in sending back the 504 (Server Time-out) response, when starting the initial
registration it is appropriate for the UE to select a P-CSCF address different from the one used for the
registration binding on which the 504 (Server Time-out) response was received.

When sending a reguest from a contact address (or via aregistration flow if the multiple registration mechanism is used)
which is bound to a public user identity by registration which used a P-CSCF address, and:

- if timer F expiresinthe "Trying" state of non-INVITE client transaction as described in IETF RFC 3261 [26];

- if afatal transport error is reported by the transport layer in the " Trying" state of non-INVITE client transaction
as described in IETF RFC 3261 [26];

- if timer B expiresin the"Calling" state of INVITE client transaction as described in IETF RFC 6026 [163]; or

- if afatal transport error is reported by the transport layer in "Calling" state of INVITE client transaction as
described in IETF RFC 6026 [163];

then the UE shall:

1) if the multiple registration mechanism is not used, consider the contact address as not bound to any public user
identity and remove the P-CSCF address from the list of P-CSCF addresses discovered during the procedures
described in subclause 9.2.1; and
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2) if the multiple registration mechanism is used, declare the registration flow dead as defined in RFC 5626 [92]
and remove the P-CSCF address from the list of P-CSCF addresses discovered during the procedures described
in subclause 9.2.1.

NOTE 3: When afatal transport error occurs, further steps might be necessary to restore the transport layer,
possibly including re-establishment of an IP-CAN bearer.

5.1.2A.2 UE-terminating case
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

Where a security association or TL S session exists, the UE shall discard any SIP request that is not protected by the
security association or TLS session and is received from the P-CSCF outside of the registration and authentication
procedures. The requirements on the UE within the registration and authentication procedures are defined in
subclause 5.1.1.

If aninitial request contains an Accept-Contact header field containing the g.3gpp.icsi-ref media feature tag with an
ICSl value, the UE should invoke the IM S application that is the best match for the ICSI value.

If aninitial request contains an Accept-Contact header field containing the g.3gpp.iari-ref media feature tag with an
IARI value the UE should invoke the IMS application that is the best match for the IARI value.

The UE can receive multiple ICSI values, IARI values or both in an Accept-Contact header field. In this caseit is up to
the implementation which of the multiple ICSI values or IARI values the UE takes action on.

NOTE 1: The application verifies that the contents of the request (e.g. SDP media capabilities, Content-Type
header field) are consistent with the the ICSI value in the g.3gpp.icsi-ref media feature tag and IARI value
contained in the g.3gpp.iari-ref media feature tag.

If aninitial request does not contain an Accept-Contact header field containing a g.3gpp.icsi-ref media feature tag or a
0.3gpp.iari-ref mediafeature tag the UE shall invoke the application that is the best match based on the contents of the
request (e.g. SDP media capabilities, Content-Type header field, media feature tag).

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with
RFC 3323[33], and the additional requirements contained within RFC 3325 [34].

NOTE 2: Inthe UE-terminating case, this version of the document makes no provision for the UE to provide a P-
Preferred-1dentity in the form of a hint.

NOTE 3: A number of header fields can reveal information about the identity of the user. Where, privacy is
required, implementers should also give consideration to other header fields that can reveal identity
information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.

The UE shall not include its "+sip.instance" header field parameter in the Contact header field in its non-register
requests and responses except when the request or response is guaranteed to be sent to atrusted intermediary that will
remove the "+sip.instance" header field parameter prior to forwarding the request or response to the destination.

NOTE 4: Such trusted intermediaries include an AS that all such requests as part of an application or service
traverse. In order to ensure that all requests or responses containing the "+sip.instance” header field
parameter are forwarded viathe trusted intermediary the UE needs to have first verified that the trusted
intermediary is present (e.g first contacted via aregistration or configuration procedure). Including the
"+gip.instance" header field parameter containing an IMEI URN does not violate draft-montemurro-
gsma-imei-urn [153] even when the UE requests privacy using RFC 3323 [33].

If the response includes a Contact header field, and the response is sent within an existing dialog, and the Contact
address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU value in the
Contact header field as specified in RFC 5627 [93].

If the response includes a Contact header field, and the response is not sent within an existing dialog, the Contact header
field is populated as follows:

1) if apublic GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user
identity from the P-Called-Party-1D header field, and the UE does not indicate privacy of the contents of the P-
Asserted-ldentity header field, then the UE should insert the public GRUU ("pub-gruu" header field parameter)
value as specified in RFC 5627 [93];
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2) if atemporary GRUU value ("temp-gruu” header field parameter) has been saved associated with the public user
identity from the P-Called-Party-1D header field, and the UE doesindicate privacy of the P-Asserted-1dentity,
then should insert the temporary GRUU ("temp-gruu” header field parameter) value in the Contact header field
as specified in RFC 5627 [93];

NOTE 5: The above items 1 and 2 are mutually exclusive.

3) if therequest isrelated to an IMS communication service that requires the use of an ICSI then the UE shall
include in ag.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3841 [56B] the ICSI value
(coded as specified in subclause 7.2A.8.2), for the IMS communication service and then the UE may include the
IARI value for any IMS application that applies for the dialog, (coded as specified in subclause 7.2A.9.2), that is
related to the request in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].
The UE may also include other ICSI values that the UE is prepared to use for all dialogs with the originating
UE(s) and other IARI values for the IMS application that is related to the IMS communication service; and

4) if therequest isrelated to an IM S application that is supported by the UE when the use of an ICSl is not needed,
then the UE may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to any IMS
application and that applies for the dialog, in ag.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and
RFC 3841 [56B].

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary
service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise,
the UE shdll initiate a new initial request to the other user.

If the UE did not insert a GRUU in the Contact header field then the UE shall include a port in the address in the
Contact header field as follows:

- if IMSAKA or SIP digest with TLSis being used as a security mechanism, the protected server port value asin
theinitial registration; or

- if SIPdigest without TLS is being used as a security mechanism, the port value of an unprotected port where the
UE expects to receive subsegquent mid-dialog requests. The UE shall set the unprotected port value to the port
value used in the initial registration.

If the UE receives a Resource-Priority header field in accordance with RFC 4412 [16] in an initial request for adialog,
then the UE shall include the Resource-Priority header field in al requests associated with that dialog.

NOTE 6: For certain national implementations, signalling of a Resource-Priority header field to and fromaUE is
not required.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any response to arequest for adialog, any subsequent request (except
CANCEL reguests) or response (except CANCEL responses) within a dialog or any response to a standalone method
(see subclause 7.2A .4).

5.1.3  Call initiation - UE-originating case

5.1.3.1 Initial INVITE request

Where multiple domains exist for initiating a call/session, before sending an initial INVITE request, the UE shall
perform access domain selection in accordance with the appropriate specification for the IP-CAN in use, taking into
account the media to be requested. Access domain selection allows the policy of the network operator to be taken into
account before an INVITE request is sent. Access dependent aspects of access domain selection are defined in the
access technology specific annexes for each access technology.

Upon generating an initial INVITE request, the UE shall include the Accept header field with "application/sdp", the
MIME type associated with the 3GPP IM CN subsystem XML body (see subclause 7.6.1) and any other MIME type the
UE iswilling and capable to accept.

The "integration of resource management and SIP" extension is hereafter in this subclause referred to as "the
precondition mechanism" and is defined in RFC 3312 [30] as updated by RFC 4032 [64].

The preconditions mechanism should be supported by the originating UE.
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The UE may initiate a session without the precondition mechanism if the originating UE does not require local resource
reservation.

NOTE 1: The originating UE can decide if local resource reservation is required based on e.g. application
reguirements, current access network capabilities, local configuration, etc.

In order to allow the peer entity to reserve its required resources, an originating UE supporting the precondition
mechani sm should make use of the precondition mechanism, evenif it does not require local resource reservation.

Upon generating an initial INVITE request using the precondition mechanism, the UE shall:

- indicate the support for reliable provisional responses and specify it using the Supported header field
mechani sm;and

- indicate the support for the preconditions mechanism and specify it using the Supported header field mechanism.

Upon generating an initial INVITE request using the precondition mechanism, the UE should not indicate the
requirement for the precondition mechanism by using the Require header field mechanism.

NOTE 2: If an UE chooses to require the precondition mechanism, i.e. if it indicates the "precondition” option-tag
within the Require header field, the interworking with a remote UE, that does not support the
precondition mechanism, is not described in this specification.

NOTE 3: Table A.4 specifiesthat UE support of forking is required in accordance with RFC 3261 [26]. The UE can
accept or regject any of the forked responses, for example, if the UE is capable of supporting alimited
number of simultaneous transactions or early dialogs.

Upon successful reservation of local resources the UE shall confirm the successful resource reservation (see
subclause 6.1.2) within the next SIP request.

NOTE 4: |In case of the precondition mechanism being used on both sides, this confirmation will be sent in either a
PRACK request or an UPDATE request. In case of the precondition mechanism not being supported on
one or both sides, alternatively arelNVITE request can be used for this confirmation after a 200 (OK)
response has been received for the initial INVITE request, in case the terminating UE does not support
the PRACK request (as described in RFC 3262 [27]) and does not support the UPDATE request (as
described in RFC 3311 [29]).

NOTE 5: If the UE supports the P-Early-Media header field, upon receiving a 18x provisional response with a P-
Early-Media header field indicating authorized early media, as described in RFC 5009 [109], if the
preconditions are met, the UE should, based on local configuration, present received early mediato the
user.

NOTE 6: If the UE supports the P-Early-Media header field, upon receiving a 180 (Ringing) provisional response
with a P-Early-Media header field indicating authorized early media, as described in RFC 5009 [109], if
the preconditions are met, and the UE presents the received early media to the user based on local
configuration, the UE will not provide an indication that the invited user is being alerted.

NOTE 7: If the UE supports the P-Early-Media header field and if the most recently received P-Early-Media header
field within the dialog includes a parameter applicable to media stream with value "inactive", then based
on local configuration, the UE will provide an indication that the invited user is being alerted and stop
presenting received early mediato the user if requested by any previous receipt of P-Early-Media header
field within the dialog.

If the UE wishes to receive early media authorization indications, as described in RFC 5009 [109], the UE shall add the
P-Early-Media header field with the "supported” parameter to the INVITE request.

To request end to access edge media security on amedialevel, the UE shall send an SDP Offer for an SRTP stream
containing one or more SDES crypto attributes, each with a key and other security context parameters required
according to RFC 4568 [168], together with the attribute "a=3ge2age".

When afinal answer isreceived for one of the early dialogues, the UE proceeds to set up the SIP session. The UE shall
not progress any remaining early dialoguesto established dialogs. Therefore, upon the reception of a subsequent final
200 (OK) response for an INVITE request (e.g., due to forking), the UE shall:

1) acknowledge the response with an ACK request; and
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2) send aBYE request to thisdialog in order to terminate it.

Upon receiving a 488 (Not Acceptable Here) response to an initial INVITE request, the originating UE should send a
new INVITE request containing SDP according to the procedures defined in subclause 6.1.

NOTE 8: An example of where a new request would not be sent is where knowledge exists within the UE, or
interaction occurs with the user, such that it is known that the resulting SDP would describe a session that
did not meet the user requirements.

Upon receiving a421 (Extension Required) response to an initial INVITE request in which the precondition mechanism
was not used, including the "precondition” option-tag in the Require header field, the originating UE shall:

- send anew INVITE reguest using the precondition mechanism, if the originating UE supports the precondition
mechanism; and

- send an UPDATE request as soon as the necessary resources are available and a 200 (OK) response for the first
PRACK request has been received.

Upon receiving a 503 (Service Unavailable) response to an initial INVITE request containing a Retry-After header
field, then the originating UE shall not automatically reattempt the request until after the period indicated by the Retry-
After header field contents.

The UE may include a"cic" tel-URI parameter in atel-URI, or in the userinfo part of a SIP URI with user=phone, in the
Request-URI of aninitial INVITE request if the UE wants to identify a user-dialed carrier, as described in
RFC 4694 [112].

NOTE 9: The method whereby the UE determines when to include a"cic" tel-URI parameter and what value it
should contain is outside the scope of this document (e.g. the UE could use alocally configured digit map
to look for special prefix digitsthat indicate the user has dialled a carrier).

NOTE 10: The value of the "cic" tel-URI parameter reported by the UE is not dependent on UE location (e.g. the
reported value is not affected by roaming scenarios).

In the event the UE receives a 380 (Alternative Service) response to an INVITE request the response containing a P-
Asserted-ldentity header field with a value equal to the value of the last entry of the Path header field value received
during registration and the the response containing a 3GPP IM CN subsystem XML body that includes an <ims-3gpp>
element, including a version attribute, with an <alternative-service> child element with the <type> child element set to
"emergency” (seetable 7.6.2), the UE shall select a domain in accordance with the conventions and rules specified in
3GPPTS22.101 [1A] and 3GPP TS 23.167 [4B], and:

- if the CSdomain is selected, the UE behavior is defined in subclause 7.1.2 of 3GPP TS 23.167 [4B] and, where
appropriate, in the access technology specific annex; and

- if theIM CN subsystem is selected, the UE shall apply the procedures in subclause 5.1.6.

NOTE 11: The last entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

Upon receiving a 199 (Early Dialog Terminated) provisional response to an established early dialog the UE shall release
resources specifically related to that early dialog.

5.1.4  Call initiation - UE-terminating case

514.1 Initial INVITE request
The preconditions mechanism should be supported by the terminating UE.

The handling of incoming initial INVITE requests at the terminating UE is mainly dependent on the following
conditions:
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- the specific service requirements for "integration of resource management and SIP" extension (hereafter in this
subclause known as the precondition mechanism and defined in RFC 3312 [30] as updated by RFC 4032 [64],
and with the request for such a mechanism known as a precondition); and

- the UEs configuration for the case when the specific service does not require the precondition mechanism.

If aninitial INVITE request is received the terminating UE shall check whether the terminating UE requires local
resource reservation.

NOTE 1. Theterminating UE can decideif local resource reservation is required based on e.g. application
requirements, current access network capabilities, local configuration, etc.

If local resource reservation is required at the terminating UE and the terminating UE supports the precondition
mechanism, and:

a) thereceived INVITE request includes the "precondition” option-tag in the Supported header field or Require
header field, the terminating UE shall make use of the precondition mechanism and shall indicate a Require
header field with the "precondition” option-tag in any response or subsequent request it sends towards to the
originating UE; or

b) thereceived INVITE regquest does not include the " precondition” option-tag in the Supported header field or
Require header field, the terminating UE shall not make use of the precondition mechanism.

If local resource reservation is not required by the terminating UE and the terminating UE supports the precondition
mechanism and:

a) thereceived INVITE request includes the "precondition” option-tag in the Supported header field and:

- therequired resources at the originating UE are not reserved, the terminating UE shall use the precondition
mechanism; or

- thereqguired local resources at the originating UE and the terminating UE are available, the terminating UE
may use the precondition mechanism;

b) thereceived INVITE request does not include the "precondition" option-tag in the Supported header field or
Require header field, the terminating UE shall not make use of the precondition mechanism; or

c) thereceived INVITE request includes the "precondition” option-tag in the Require header field, the terminating
UE shall use the precondition mechanism.

NOTE 2: Table A.4 specifiesthat UE support of forking is required in accordance with RFC 3261 [26].

NOTE 3: If the terminating UE does not support the precondition mechanism it will apply regular SIP session
initiation procedures.

If the terminating UE requires areliable alerting indication at the originating side, the UE shall send the 180 (Ringing)
response reliably. If the received INVITE request indicated support for reliable provisionable responses, but did not
require their use, the terminating UE shall send provisional responsesreliably only if the provisional response carries
SDP or for other application related purposes that requiresits reliable transport.

NOTE 4: Certain applications, services and operator policies might mandate the terminating UE to send a 199
(Early Dialog Terminated) provisional response (see RFC 6228 [142]) prior to sending a non-2xx final
response to the INVITE request.

515 Call release
Void.
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5.1.6 Emergency service

516.1 General

A CSand IM CN subsystem capable UE shall follow the conventions and rules specified in 3GPP TS 22.101 [1A] and
3GPP TS 23.167 [4B] to select the domain for the emergency call attempt. If the CS domain is selected, the UE shall
attempt an emergency call setup using appropriate access technology specific procedures.

The UE shall determine, whether it is currently attached to its home operator's network (e.g. HPLMN) or to a different
network than its home operator's network (e.g. VPLMN) by applying access technology specific procedures described
in the access technology specific annexes.

If the IM CN subsystem is selected and the UE is currently attached to its home operator's network (e.g. HPLMN) and
the UE is currently registered and the IP-CAN does not define emergency bearers, the UE shall attempt an emergency
call as described in subclause 5.1.6.8.4.

If the IM CN subsystem is selected and the UE is currently attached to its home operator's network (e.g. HPLMN) and
the UE is currently registered and the IP-CAN defines emergency bearers and the core network has indicated that it
supports emergency bearers, the UE shall:

1) performaninitial emergency registration, as described in subclause 5.1.6.2; and
2) attempt an emergency call as described in subclause 5.1.6.8.3.

If the IM CN subsystem is selected and the UE is currently attached to its home operator's network (e.g. HPLMN) and
the UE is not currently registered, the UE shall:

1) perform aninitial emergency registration, as described in subclause 5.1.6.2; and
2) attempt an emergency call as described in subclause 5.1.6.8.3.

If the IM CN subsystem is selected and the UE is attached to a different network than its home operator's network (e.g.
VPLMN), the UE shall:

1) perform an initial emergency registration, as described in subclause 5.1.6.2; and
2) attempt an emergency call as described in subclause 5.1.6.8.3.

If the IM CN subsystem is selected and the UE has no credentials the UE can make an emergency call without being
registered. The UE shall attempt an emergency call as described in subclause 5.1.6.8.2.

The IP-CAN can, dependent on the IP-CAN capabilities, provide local emergency numbers (including information
about emergency service categories) to the UE which has that capability, in order for the UE to recognize these numbers
as emergency call.

5.1.6.2 Initial emergency registration

When the user initiates an emergency call, if emergency registration is needed (including cases described in
subclause 5.1.6.2A), the UE shall perform an emergency registration prior to sending the SIP request related to the
emergency call.

The UE shall have only one valid emergency registration at any given time. If the UE initiates a new emergency
registration using different contact address, and the previous emergency registration has not expired, the UE shall
consider the previous emergency registration as expired.

IP-CAN procedures for emergency registration are defined in 3GPP TS 23.167 [4B] and in each access technology
specific annex.

When a UE performs an initial emergency registration the UE shall perform the actions as specified in subclause 5.1.1.2
with the following additions and modifications:

a) theUE shall includea"sos' SIP URI parameter in the Contact header field as described in subclause 7.2A.13,
indicating that indicates that thisis an emergency registration and that the associated contact addressis allowed
only for emergency service; and
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b) the UE shall populate the From and To header fields of the REGISTER request with:
- thefirst entry in thelist of public user identities provisioned in the UE;

- thedefault public user identity obtained during the normal registration, if the UE is not provisioned with alist
of public user identites, but the UE is currently registered to the IM CN subsystem; and

- thederived temporary public user identity, in all other cases.
When the UE performs an initial emergency registration and whilst this emergency registration is active, the UE shall:
- handle the emergency registration independently from any other ongoing registration to the IM CN subsystem;

- handle any signalling or mediarelated IP-CAN for the purpose of emergency calls independently from any other
established IP-CAN for IM CN subsystem related signalling or media; and

- handle al SIP signalling and all mediarelated to the emergency call independently from any other ongoing IM
CN subsystem signalling and media.

5.1.6.2A New initial emergency registration
The UE shall perform anew initial emergency registration, as specified in subclause 5.1.6.2, if the UE determines that:
- it has previously performed an emergency registration which has not yet expired; and

- it has obtained an IP address from the serving IP-CAN, as specified in subclause 9.2.1, different than the IP
address used for the emergency registration.

5.1.6.3 Initial subscription to the registration-state event package

Upon receiving the 200 (OK) to the REGISTER request that completes the emergency registration, the UE shall not
subscribe to the reg event package of the public user identity specified in the REGISTER request.

5.1.6.4 User-initiated emergency reregistration

The UE shall perform user-initiated emergency reregistration as specified in subclause 5.1.1.4 if half of the time for the
emergency registration has expired and:

- the UE has emergency related ongoing dialog; or
- standalone transactions exist; or
- theuser initiates an emergency call.

The UE shall not perform user-initiated emergency reregistration in any other cases.

5.1.6.5 Authentication

When a UE performs authentication a UE shall perform the procedures as specified in subclause 5.1.1.5.

5.1.6.6 User-initiated emergency deregistration

Once the UE registers a public user identity and an associated contact address via emergency registration, the UE shall
not perform user-initiated deregistration of the respective public user identity and the associated contact address.

NOTE: The UE will be deregistered when the emergency registration expires.

5.1.6.7 Network-initiated emergency deregistration

An emergency registration will not be deregistered by the network (see subclause 5.4.8.4).

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 101 ETSI TS 124 229 V10.16.0 (2014-07)

5.1.6.8 Emergency session setup

5.1.6.8.1 General

The UE shall trandlate any user indicated emergency number as specified in 3GPP TS 22.101 [1A] to an emergency
service URN, i.e. aservice URN with atop-level service type of "sos' as specified in RFC 5031 [69].

When an initial request for adialog or a standal one transaction, or an unknown method transmitted as part of UE
detected emergency call procedures as defined in subclause 5.1.6 isinitiated:

- inevent other than reception of a 380 (Alternative Service) response to an initial request for adialog, or a
standalone transaction, or an unknown method as defined in proceduresin subclause 5.1.3.1, subclause 5.1.6.8.1,
subclause 5.1.6.8.3 and subclause 5.1.6.8.4; or

- upon reception of a 380 (Alternative Service) response to an initial request for adialog, or a standalone
transaction, or an unknown method as defined in proceduresin subclause 5.1.3.1, subclause 5.1.6.8.1,
subclause 5.1.6.8.3 and subclause 5.1.6.8.4, and the 380 (Alternative Service) response does not contain a
Contact header field containing a service URN with atop-level servicetype of "sos';

the Reguest-URI of the initial request for adialog or the standalone transaction, or the unknown method transmitted as
part of UE detected emergency call procedures as defined in subclause 5.1.6 shall include one of the following service
URNS; "urn:service:sos', "urn:service:sos.ambulance”, "urn:service:sos.police”, "urn:service:sosfire",

"urn:service:sos.marine”, "urn:service:sos.mountain”. If the UE can determine the type of emergency service the UE

shall include a sub-service type.

NOTE 1: A service URN with atop-level servicetype of "sos" is used only when the user intends to establish an
emergency call.

When an initial request for a dialog or a standal one transaction, or an unknown method transmitted as part of UE
detected emergency call procedures as defined in subclause 5.1.6 isinitiated upon reception of 380 (Alternative
Service) response to an initial request for adiaog, or a standal one transaction, or an unknown method as defined in
procedures in subclause 5.1.3.1, subclause 5.1.6.8.1, subclause 5.1.6.8.3 and subclause 5.1.6.8.4, and if the 380
(Alternative Service) response contains a Contact header field containing a service URN with atop-level service type of
"sos', the UE shall set the Request-URI of the initial request for a dialog or the standalone transaction, or the unknown
method transmitted as part of UE detected emergency call procedures as defined in subclause 5.1.6 to the service URN
of the Contact header field of the 380 (Alternative Service) response.

In the event the UE receives a 380 (Alternative Service) response to an INVITE request the response including a 3GPP
IM CN subsystem XML body as described in subclause 7.6 that includes an <ims-3gpp> element, including a version
attribute, with an <alternative-service> child element with the <type> child element set to "emergency"” (see

table 7.6.2), the UE shall automatically send an ACK request to the P-CSCF as per normal SIP procedures and
terminate the session. In addition, if the 380 (Alternative Service) response includes a P-Asserted-ldentity header field
with avalue equal to the value of the last entry on the Path header field value received during registration:

- the UE may also provide an indication to the user based on the text string contained in the <reason> child
element of the <alternative-service> child element of the <ims-3gpp> element; and

- one of subclause 5.1.6.8.3 or subclause 5.1.6.8.4 applies.
NOTE 2: Emergency numbers which the UE does not detect, will be treated as a normal call.

NOTE 3: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

5.1.6.8.2 Emergency session set-up in case of no registration

When establishing an emergency session for an unregistered user, the UE is allowed to receive responses to emergency
reguests and requests inside an established emergency session on the unprotected ports. The UE shall reject or silently
discard al other messages not arriving on a protected port. Additionally, the UE shall transmit signalling packets
pertaining to the emergency session from the same IP address and unprotected port on which it expectsto receive
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signalling packets containing the responses to emergency requests and the requests inside the established emergency
session.

Prior to establishing an emergency session for an unregistered user, the UE shall acquire alocal |P address, discover a
P-CSCF, and establish an IP-CAN bearer that can be used for SIP signalling. The UE shall send only theinitial INVITE
requests to the port advertised to the UE during the P-CSCF discovery procedure. If the UE does not receive any
specific port information during the P-CSCF discovery procedure, the UE shall send the initial INVITE request to the
SIP default port values as specified in RFC 3261 [26].

The UE shall apply the procedures as specified in subclause 5.1.2A.1 and subclause 5.1.3 with the following additions:
1) the UE shall set the From header field of the INVITE request to "Anonymous" as specified in RFC 3261 [26];

2) the UE shall include a service URN in the Request-URI of theinitial INVITE request in accordance with
subclause 5.1.6.8.1;

NOTE 1: Other specifications make provision for emergency service identifiers, that are not specifically the
emergency service URN, to be recognised in the UE. Emergency service identifiers which the UE does
not detect will be treated as anormal call by the UE.

3) the UE shall insert in the INVITE request, a To header field with the same emergency service URN asin the
Request-URI;

4) if availableto the UE (as defined in the access technol ogy specific annexes for each access technology), the UE
shall include in the P-Access-Network-1nfo header field in any request for adialog, any subsequent request
(except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog or any
request. The UE shall populate the P-Access-Network-Info header field with the current point of attachment to
the IP-CAN as specified for the access network technology (see subclause 7.2A.4). The P-Access-Network-Info
header field contains the location identifier such asthe cell id, the lineid or the identity of the I-WLAN access
node, which isrelevant for routeing the emergency call;

5) if defined by the access technology specific annex, the UE shall populate the P-Preferred-1dentity header field in
the INVITE request with an equipment identifier asa SIP URI. The specia details of the equipment identifier to
use depends on the IP-CAN;

6) aContact header field set to include SIP URI that containsin the hostport parameter the | P address of the UE and
an unprotected port where the UE will receive incoming regquests belonging to this dialog. The UE shall also
include a"sip.instance" media feature tag containing Instance ID as described in RFC 5626 [92]. The UE shall
not include either the public or temporary GRUU in the Contact header field;

7) aViaheader field set to include the IP address of the UE in the sent-by field and for the UDP the unprotected
server port value where the UE will receive response to the emergency request, while for the TCP, the response
isreceived on the TCP connection on which the emergency request was sent. The UE shall aso include "rport"
header field parameter with no value in the top Via header field. Unless the UE has been configured to not send
keep-alives, and unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it
shall include a"keep" header field parameter with no valuein the Via header field, in order to indicate support of
sending keep-alives associated with, and during the lifetime of, the emergency session, as described in
RFC 6223 [143];

NOTE 2: The UE inserts the same I P address and port number into the Contact header field and the Via header
field, and sends al 1P packets to the P-CSCF from this I P address and port number.

8) if the UE hasitslocation information available, or a URI that points to the location information, the UE shall
include a Geolocation header field in the INVITE request in the following way:

- if the UE isaware of the URI that points to where the UE's location is stored, include the URI asthe
Geolocation header field value, as described in RFC 6442 [89]; or

- if the UE isaware of itslocation information, include the location information in a PIDF location object, in
accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89]; and
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9) if the UE includes a Geolocation header field, the UE shall also include a Geol ocation-Routing header field with
a"yes' header field value, which indicates that the location of the UE can be used by other entities to make
routing decisions, as described in RFC 6442 [89];

10)if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request.

NOTE 3: It issuggested that UE's only use the option of providing a URI when the domain part belongs to the
current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency cal is
inapplicablein this area.

NOTE 5: During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connects to
different cells). The UE will populate the P-Access-Network-Info header field in any request or response
within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header field value for al new dialogs. The UE shall build a Route header
field value containing only the P-CSCF URI (containing the unprotected port number and the | P address or the FQDN
learnt through the P-CSCF discovery procedures).

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave asif timer F
expired, as described in subclause 5.1.1.4.

NOTE 6: It isan implementation option whether these actions are al so triggered by other means.

NOTE 7: A number of header fields can reveal information about the identity of the user. Where privacy is
required, implementers should also give consideration to other header fields that can reveal identity
information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.

NOTE 8: RFC 3261 [26] provides for the use of the Priority header field with a suggested value of "emergency". It
is not precluded that emergency sessions contain this value, but such usage will have no impact on the
processing within the IM CN subsystem.

If the response for the initial INVITE request indicates that the UE isbehind NAT, and the INVITE request was sent
over TCP connection, the UE shall keep the TCP connection during the entire duration of the emergency session. In this
case the UE will receive all responses to the emergency requests and the requests inside the established emergency
session over this TCP connection.

If the Via header field of any provisional response, or of the final 200 (OK) response, for the initial INVITE request
contains a "keep" header field parameter with a value, unless the UE detectsthat it is not behind a NAT, the UE shall
start to send keep-alives associated with the session towards the P-CSCF, as described in RFC 6223 [143].

5.1.6.8.3 Emergency session set-up within an emergency registration

After asuccessful initial emergency registration, the UE shall apply the procedures as specified in subclause 5.1.2A,
5.1.3 and 5.1.4 with the following additions:

1) the UE shall insert inthe INVITE request, a From header field that includes the public user identity registered
viaemergency registration or the tel URI associated with the public user identity registered via emergency
registration, as described in subclause 4.2;

2) the UE shall include a service URN in the Request-URI of theinitial INVITE request in accordance with
subclause 5.1.6.8.1;

3) the UE shall insert in the INVITE request, a To header field with the same emergency service URN asin the
Request-URI;

4) if availableto the UE, and if defined for the access type as specified in subclause 7.2A .4, the P-Access-Network-
Info header field shall contain alocation identifier such asthe cell id, lineid or the identity of the I-WLAN
access node, which is relevant for routeing the IMS emergency call;

NOTE 1: The IMS emergency specification in 3GPP TS 23.167 [4B] describes several methods how the UE can get
its location information from the access network or from a server. Such methods are not in the scope of
this specification.
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5)

the UE shall insert in the INVITE request, one or two P-Preferred-I1dentity header field(s) that include the public
user identity registered via emergency registration or the tel URI associated with the public user identity
registered via emergency registration as described in subclause 4.2;

NOTE 2: Providing two P-Preferred-1dentity header fieldsis usually supported by UE acting as enterprise network.

6)
7)

8)

void;

if the UE has its location information available, or a URI that points to the location information, then the UE
shall include a Geolocation header field in the INVITE request in the following way:

- if the UE isaware of the URI that points to where the UE'slocation is stored, include the URI asthe
Geolocation header field value, as described in RFC 6442 [89]; or

- if the UE isaware of itslocation information, include the location information in a PIDF location object, in
accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

if the UE includes a Geolocation header field, the UE shall also include a Geolocation-Routing header field with
a"yes' header field value, which indicates that the location of the UE can be used by other entities to make
routing decisions, as described in RFC 6442 [89]; and

NOTE 3: It issuggested that UE's only use the option of providing a URI when the domain part belongs to the

9)

current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is
not desirable.

if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request.

NOTE 4: RFC 3261 [26] provides for the use of the Priority header field with a suggested value of "emergency”. It

is not precluded that emergency sessions contain this value, but such usage will have no impact on the
processing within the IM CN subsystem.

In the event the UE receives a 380 (Alternative Service) response with a P-Asserted-Identity header field with avalue
equal to the value of the last entry on the Path header field value received during registration, and the Content-Type
header field set according to subclause 7.6 (i.e. "application/3gpp-ims+xml"), independent of the value or presence of
the Content-Disposition header field, independent of the value or presence of Content-Disposition parameters, then the
following treatment is applied:

1)

2)

if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 the <ims-3gpp> element, including a version attribute, with the <alternative-service> child element
with with the <type> child element set to "emergency" (seetable 7.6.2), then the UE shall:

a) if the CSdomain isavailable to the UE, and no prior attempt using the CS domain for the current emergency
call attempt has been made, attempt emergency call via CS domain using appropriate access technol ogy
specific procedures;

b) if the CS domain is not available to the UE or the emergency call has already been attempted using the CS
domain, then perform one of the following actions:

- if the <action> child element of the <alternative-service> child element of the <ims-3gpp> element in the
IM CN subsystem XML body as described in subclause 7.6 is set to "emergency-registration” (see
table 7.6.3), perform an initial emergency registration using adifferent VPLMN if available, as described
in subclause 5.1.6.2 and if the new emergency registration succeeded, attempt an emergency call as
described in this subclause; or

- perform implementation specific actions to establish the emergency call; and

if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 with the <ims-3gpp> element, including a version attribute, with the <alternative-service> child
element with the <type> child element set to "emergency” (see table 7.6.2) then the UE may also provide an
indication to the user based on the text string contained in the <reason> child element of the <alternative-
service> child element of the <ims-3gpp> element.
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NOTE 5: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

5.1.6.8.4 Emergency session setup within a non-emergency registration
The UE shall apply the procedures as specified in subclauses 5.1.2A, 5.1.3 and 5.1.4 with the following additions:

1) the UE shall include a service URN in the Request-URI of theinitial INVITE request in accordance with
subclause 5.1.6.8.1;

2) the UE shall insert in the INVITE request, a To header field with the same emergency service URN asin the
Request-URI;

3) the UE shall insert inthe INVITE request, a From header field that includes the public user identity or the tel
URI associated with the public user identity, as described in subclause 4.2;

4) if available to the UE, and if defined for the access type as specified in subclause 7.2A .4, the UE shall insert in
the P-Access-Network-Info header field alocation identifier such asthe cell id, lineid or the identity of the I-
WLAN access node, which is relevant for routeing the IMS emergency call;

NOTE 1. 3GPP TS 23.167 [4B] describes several methods how the UE can get itslocation information from the
access network or from a server. Such methods are not in the scope of this specification.

5) the UE shall insertin the INVITE reguest one or two P-Preferred-ldentity header field(s) that include the public
user identity or the tel URI associated with the public user identity as described in subclause 4.2;

NOTE 2: Providing two P-Preferred-Identity header fieldsis usually supported by UE acting as enterprise network.

6) if the UE hasitslocation information available, or a URI that points to the location information, then the UE
shall include a Geolocation header field in the INVITE request in the following way:

- if the UE isaware of the URI that points to where the UE's location is stored, include the URI asthe
Geolocation header field value, as described in RFC 6442 [89]; or

- if the UE isaware of itslocation information, include the location information in a PIDF location object, in
accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

7) if the UE includes a Geolocation header field, the UE shall also include a Geol ocation-Routing header field with
a"yes' header field value, which indicates that the location of the UE can be used by other entities to make
routing decisions, as described in RFC 6442 [89];

8) if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request in the INVITE request;
and

NOTE 3: It issuggested that UE's only use the option of providing a URI when the domain part belongs to the
current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency cal is
not desirable.

9) if apublic GRUU value ("pub-gruu” header field parameter) has been saved associated with the public user
identity to be used for this request, then insert the public GRUU ("pub-gruu” header field parameter) value in the
Contact header field as specified in RFC 5627 [93]. Otherwise the UE shall include the address in the Contact
header field set to contain the IP address or FQDN of the UE, and the UE shall also include:

- if IMSAKA or SIP digest with TLSis being used as a security mechanism, the protected server port value as
intheinitial registration; or

- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IMS-Bundled Authenticationis
being used as a security mechanism, the port value of an unprotected port where the UE expects to receive
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subsequent mid-dialog requests. The UE shall set the unprotected port value to the port value used in the
initial registration.

In the event the UE receives a 380 (Alternative Service) response with a P-Asserted-Identity header field with avalue
equal to the value of the SIP URI of the P-CSCF received in the Path header field during registration, and the Content-
Type header field set according to subclause 7.6 (i.e. "application/3gpp-ims+xml"), independent of the value or
presence of the Content-Disposition header field, independent of the value or presence of Content-Disposition
parameters, then the following treatment is applied:

a) if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 with an <ims-3gpp> element, including a version attribute, with an <alternative-service> child
element with the <type> child element set to "emergency"” (see table 7.6.2), then the UE shall:

- if the <action> child element of the <alternative-service> child element of the <ims-3gpp> element in the IM
CN subsystem XML body as described in subclause 7.6 is set to "emergency-registration” (seetable 7.6.3),
perform an initial emergency registration, as described in subclause 5.1.6.2 and attempt an emergency call as
described in subclause 5.1.6.8.3;

- attempt emergency call via CS domain using appropriate access technology specific procedures, if available
and not aready tried; or

- perform implementation specific actions to establish the emergency call; and

b) if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 with an <ims-3gpp> element, including a version attribute, with an <alternative-service> child
element with the <type> child element set to "emergency” (see table 7.6.2) then the UE may also provide an
indication to the user based on the text string contained in the <reason> child element of the <alternative-
service> child element of the <ims-3gpp> element.

NOTE 4: RFC 3261 [26] provides for the use of the Priority header field with a suggested value of "emergency"”. It
is not precluded that emergency sessions contain this value, but such usage will have no impact on the
processing within the IM CN subsystem.

NOTE 5: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

5.1.6.9 Emergency session release

Normal call release procedure shall apply, as specified in the subclause 5.1.5.

5.1.6.10 Successful or provisional response to a request not detected by the UE as
relating to an emergency session

If the UE receives a 1xx or 200 (OK) response to an initial request for a dial og, the response containing a P-Asserted-
Identity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], and:

- if apublic GRUU value (pub-gruu) has been saved associated with the public user identity, the public GRUU
value has not been included in the Contact header field of the initial request for adialog as specified in
RFC 5627 [93];

- if apublic GRUU value (pub-gruu) has not been saved and a protected server port was not included in the
addressin the Contact header field of the the initial request for adialog; or

- if the UE hasits geographical location information available and the geographical location information has not
been included in the initial request for a dialog; then the UE shall send an UPDATE request according to
RFC 3311 [29]; and

1) if availableto the UE, and if defined for the access type as specified in subclause 7.2A.4, the UE shall
include in the UPDATE request a P-Access-Network-Info header field and it shall contain a location
identifier such asthe cell id or the identity of the I-WLAN access node;
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2) if the UE hasits geographical location information available, or a URI that points to the location information,
then the UE shall includeit in the UPDATE request in the following way:

)

if the UE is aware of the URI that pointsto where the UE's location is stored, include the URI as the
Geolocation header field value, as described in RFC 6442 [89]; or

I) if the UE is aware of itslocation information, include the location information in a PIDF |ocation object,

in accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

3) if the UE includes a Geolocation header field, the UE shall also include a Geolocation-Routing header field
with a"yes" header field value, which indicates that the location of the UE can be used by other entities to
make routing decisions, as described in RFC 6442 [89];

4) if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request; and

5) if apublic GRUU value ("pub-gruu” header field parameter) has been saved associated with the public user
identity, then the UE shall insert the public GRUU (" pub-gruu" header field parameter) value in the Contact
header field of the UPDATE request as specified in RFC 5627 [93]; otherwise the UE shall include the
addressin the Contact header field set in accordance with subclause 5.1.6.8.4, item 8.

NOTE 1

NOTE 2:

NOTE 3:

NOTE 4:

The IMS emergency specification in 3GPP TS 23.167 [4B] describes several methods how the UE can get
its location information from the access network or from a server. Such methods are not in the scope of
this specification.

It is suggested that UEs only use the option of providing a URI when the domain part belongs to the
current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is
not desirable.

During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connectsto
different cells). The UE will populate the P-Access-Network-Info header field in any request (except
ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog with the
current point of attachment to the IP-CAN (e.g. the current cell information).

In this version of the specification, only requests creating a dialog can request emergency services.

If the UE receives a 1xx or 200 (OK) response to an initial request for a dialog the response containing a P-Asserted-
Identity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], then the UE may indicate the
nature of the session to the user.

5.1.7

5.1.8

5.2

5.2.1

Void
Void
Procedures at the P-CSCF

General

Where the P CSCF provides emergency call support, the procedures of subclause 5.2.10 shall be applied first.

Subclause 5.2.2 through subclause 5.2.9 define P-CSCF procedures for SIP that do not relate to emergency. All SIP
requests are first screened according to the procedures of subclause 5.2.10 to see if they do relate to an emergency.

For all SIP transactions identified:

- asrelating to an emergency; or
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- if priority is supported, as containing an authorised Resource-Priority header field or atemporarily authorised
Resource-Priority header field, or, if such an option is supported, relating to a dialog which previously contained
an authorised Resource-Priority header field;

the P-CSCF shall give priority over other transactions or dialogs. This allows special treatment of such transactions or
diaogs. If the P-CSCF recognises the need for priority processing to arequest or if the P-CSCF recognises the need to
provide different priority processing than the one indicated by the originating UE, based on the information stored
during registration, the P-CSCF may insert or modify Resource-Priority header in accordance with RFC 4412 [116].

NOTE 1: The specia treatment can include filtering, higher priority processing, routeing, call gapping. The exact
meaning of priority is not defined further in this document, but isleft to national regulation and network
configuration.

The P-CSCF shall support the Path and Service-Route header fields.

NOTE 2: The Path header field is only applicable to the REGISTER request and its 200 (OK) response. The
Service-Route header field is only applicable to the 200 (OK) response of REGISTER request.

NOTE 3: In subsequent procedures, the P-CSCF can address the needs of individual users (e.g. in support of
attached enterprise networks or in support of priority mechanisms, from information saved during
registration. In this release of the specification, no information is specified in the registration procedures
to perform this, and therefore this information has to either be associated with the user at time of
registration from configured information, or by a mechanism outside the scope of this release of the
specification.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:
- remove the P-Charging-Function-Addresses and P-Charging-V ector header fields, if present.
When the P-CSCF receives any request or response from the UE, the P-CSCF:

1) shall remove the P-Charging-Function-Addresses and P-Charging-V ector header fields, if present. Also, the P-
CSCF shall ignore any data received in the P-Charging-Function-Addresses and P-Charging-V ector header
fields; and

2) may insert previously saved valuesinto the P-Charging-Function-Addresses and P-Charging-V ector header
fields before forwarding the message;

NOTE 4: When the P-CSCF islocated in the visited network, then it will not receive the P-Charging-Function-
Addresses header field from the S-CSCF, IBCF, or |-CSCF. Instead, the P-CSCF discovers charging
function addresses by other means not specified in this document.

3) shall remove the P-Access-Network-Info header field, if the request or the response include a P-Access-
Network-Info header field with a " network-provided" parameter;

4) may insert a P-Access-Network-Info header field where, if the request or the response are sent using:

- XxDSL asan IP-CAN, the access-type field is set to one of "ADSL", "ADSL2", "ADSL2+", "RADSL",
"SbsL, "HDSL", "HDSL2", "G.SHDSL", "VDSL", or "IDSL", the "network-provided" parameter is added
and the "ddl-location" parameter is set with the value received in the Location-Information header field in the
User-Data Answer command as specified in ETSI ES 283 035 [98];

- Ethernet asan IP-CAN, the access-type field is set to one of "IEEE-802.3", "|EEE-802.3a", "I EEE-802.3¢",
"IEEE-802.3i", "IEEE-802.3]", "IEEE-802.3u" ,"|EEE-802.3ab"or "|EEE-802.3a€", "|EEE-802.3ak", "I EEE-
802.3aq", "|EEE-802.3an", "|EEE-802.3y" or "|EEE-802.3z" and if NASS subsystem is used, the "network-
provided" parameter is added and the "eth-location" parameter is set with the value received in the Location-
Information header field in the User-Data Answer command as specified in ETSI ES 283 035 [98];

NOTE 5: The way the P-CSCF deduces that the request comes using xDSL or Ethernet access isimplementation
dependent.

- DOCSIS asan IP-CAN, the access-type field is set to "DOCSIS" and the "network-provided" parameter is
added; and

NOTE 6: The way the P-CSCF deduces that the request comes using DOCSI S access isimplementation dependent.

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 109 ETSI TS 124 229 V10.16.0 (2014-07)

- 3GPPasan IP-CAN, the access-classfield is set to the val ue has been obtained from the PCRF using the
procedures specified in 3GPP TS 29.214 [13D] and the "network-provided" parameter is added.

NOTE 7: Theway the IM CN subsystem functionalities (e.g. S-CSCF, AS) deduce the request comes using a 3GPP
Rel-8 P-CSCF is implementation dependent.

NOTE 8: The above requirementsto insert a P-Access-Network-Info header field overrides the preclusion of this
functionality by RFC 3455 [52].

5) shall remove all Feature-Caps header fields, if present, from a UE that is not considered as priviledged sender.

When the P-CSCF receives any reguest or response containing the P-Media-Authorization header field, the P-CSCF
shall remove the header field.

NOTE 9: Depending on the security mechanism in use, the P-CSCF can integrity protect al SIP messages sent to
the UE outside of the registration and authentication procedures by using a security association or TLS
session. The P-CSCF will discard any SIP message that is not protected by using a security association or
TLSsession and is received outside of the registration and authentication procedures. The integrity and
confidentiality protection and checking requirements on the P-CSCF within the registration and
authentication procedures are defined in subclause 5.2.2.

With the exception of 305 (Use Proxy) responses, the P-CSCF shall not recurse on 3xx responses.

NOTE 10:1f the P-CSCF is connected to a PDF the requirements for this interconnection is specified in the Release
6 version of this specification.

The P-CSCF may add, remove, or modify, the P-Early-Media header field within forwarded SIP requests and responses
according to proceduresin RFC 5009 [109].

NOTE 11: The P-CSCF can use the P-Early-Media header field for the gate control procedures, as described in
3GPP TS 29.214 [13D]. In the presence of early media for multiple dialogs due to forking, if the P-CSCF
is ableto identify the media associated with adialog, (i.e., if symmetric RTP is used by the UE and and
the P-CSCF can use the remote SDP information to determine the source of the media) the P-CSCF can
selectively open the gate corresponding to an authorized early media flow for the selected media.

When SIP digest without TLS is used, the P-CSCF shall discard any SIP messages received outside of the registration
and authentication procedures that do not map to an existing | P association as defined in subclause 5.2.3.

In case a device performing address and/or port number conversions is provided by aNA(P)T or NA(P)T-PT controlled
by the P-CSCF, the P-CSCF may need to modify the SIP contents according to the procedures described in annex F. In
case a device performing address and/or port number conversionsis provided by aNA(P)T or NA(P)T-PT not
controlled by the P-CSCF, the P-CSCF may need to modify the SIP contents according to the procedures described in
annex K if both a"reg-id" and "+sip.instance" header field parameters are present in the received Contact header field
as described in RFC 5626 [92].

5.2.2 Registration

5221 General

The P-CSCF shall be prepared to receive the unprotected REGISTER requests on the SIP default port values as
specified in RFC 3261 [26]. The P-CSCF shall also be prepared to receive the unprotected REGISTER requests on the
port advertised to the UE during the P-CSCF discovery procedure.

NOTE 1: The P-CSCF will only accept further registration and subsequent SIP messages on the same ports for
security mechanisms that do not require to use negotiated ports for exchanging protected messages.

The P-CSCF shall distinguish between security mechanisms through the use of the Security-Client header field and
Authorization header field as follows:

1) if aREGISTER request from the UE contains a Security-Client header field and the Require and Proxy-Require
header fields contain "sec-agree”, then for an initial registration, the P-CSCF shall select the sec-mechanism and
mode (as described in Annex H of 3GPP TS 33.203 [19]) from the corresponding parameters offered in the
Security-Client header field according to its priorities, as follows:
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- if the P-CSCF sel ects the sec-mechanism "ipsec- 3gpp" then follow the procedures as described in
subclause 5.2.2.2, in addition to the procedures described in this subclause;

- if the P-CSCF selects the sec-mechanism "tIs" then follow the procedures as described in subclause 5.2.2.4,
in addition to the procedures described in this subclause.

NOTE 2: If the Security-Client header field contains only media plane security mechanisms then Require and
Proxy-Require header fields will not contain "sec-agree”. The P-CSCF will then continue as per the
procedure in bullet 2), not select a signalling plane security mechanism and then distinguish signalling
plane security based upon the Authorization header field as described in the steps below.

2) if:
a) aREGISTER request from the UE does not contain a Security-Client header field;

b) aREGISTER request from the UE contains a Security-Client header field containing only media plane
security mechanisms and the Require and Proxy-Require header fields do not contain "sec-agree'; or

¢) the P-CSCF does not select any signalling plane security mechanism from the Security-Client header field;

then the P-CSCF shall behave as follows, in addition to the procedures described in the remainder of this
subclause:

- if the REGISTER request does not contain an Authorization header field and was received over an access
network defined in 3GPP specifications then follow the GPRS-IM S-Bundled authentication procedures as
described in subclause 5.2.2.6; or

- if the REGISTER request does not contain an Authorization header field and was received over a TISPAN
NASS and the P-CSCF supports both SIP digest and NASS-IM S bundled authentication, then the P-CSCF
shall perform the steps required for NASS-IM S bundled authentication, in subclause 5.2.2.5, as well asthe
stepsrequired for SIP digest without TLS, in subclause 5.2.2.3, unlessit is configured to behave differently
or the P-CSCF only supports either SIP digest without TLS or NASS-IM S bundled authentication. If the
NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS fails, then the P-
CSCF shdll only continue with the SIP digest related steps; or

- if the REGISTER request does not contain an Authorization header field, and was received over an access
other than defined in 3GPP specifications or TISPAN NASS, then follow the SIP digest without TLS
procedures described in subclause 5.2.2.3; or

NOTE 3: How the P-CSCF recognizes over which access network a request was received is an implementation
specific feature.

- if the REGISTER request contains an Authorization header field and was not received over a TISPAN NASS
then follow the SIP digest without TLS procedures as described in subclause 5.2.2.3; or

- if the REGISTER request contains an Authorization header field and was received over a TISPAN NASS,
and the P-CSCF supports both SIP digest and NASS-IM S bundled authentication, then the P-CSCF shall
perform the steps required for NASS-IM S bundled authentication, in subclause 5.2.2.5, aswell as the steps
required for SIP digest without TLS, in subclause 5.2.2.3, unlessit is configured to behave differently. If the
NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS fails, then the P-
CSCF shdll only continue with the SIP digest related steps.

For subsequent registrations, the P-CSCF shall continue to use the selected mechanism.

NOTE 4: The steps required for SIP digest and for NASS-IM S bundled authentcation are not in contradiction.
Rather, for NASS-IM S bundled authentication the P-CSCF needs to perform additional steps, namely an
exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER
reguest, on top of the steps required for SIP digest.

NOTE 5: How the P-CSCF knows the access network type of a specific network interface isimplementation-
dependent (e.g. it can know the access network type from different UE I P address ranges or by using
different network interfaces for different access network types).

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1) insert a Path header field in the request including an entry containing:
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- the SIP URI identifying the P-CSCF;

- anindication that requests routed in this direction of the path (i.e. from the S-CSCF towards the P-CSCF) are
expected to be treated as for the UE-terminating case. Thisindication may e.g. bein a parameter in the URI,
acharacter string in the user part of the URI, or be a port number in the URI;

- anIMSflow token in the user portion of the P-CSCF's SIP URI inserted into the Path header field, and the
"ob" SIP URI parameter according to RFC 5626 [92]. The same SIP URI (user portion, hostport parameter
and SIP URI parameters) shall be used for the initial registration, and the re-registrations, binding fetchings,
and de-registration that refreshes of the respective registration;

- the P-CSCF shall use adifferent IMS flow token for each registration. If the multiple registration mechanism
isused, the P-CSCF shall also use adifferent IMS flow token for each registration flow associated with the
registration;

NOTE 6: The form of the IMS flow token is of local significance to the P-CSCF only and can thus be chosen freely
by a P-CSCF implementation.

NOTE 7: By inserting the "ob" SIP URI parameter in its SIP URI, the P-CSCF indicates that it supports multiple
registrations as specified in RFC 5626 [92]. The presence of the "ob" SIP URI parameter is not an
indication that the P-CSCF supports the keep-alive mechanism. When the P-CSCF detects that the UE is
behind aNAT and the P-CSCF supports a keep-alive mechanism defined in RFC 5626 [92].

2) insert a Require header field containing the option-tag "path";

3) insert a P-Charging-Vector header field with the "icid-value" header field parameter populated as specified in
3GPP TS 32.260[17] and atype 1 "orig-ioi" header field parameter. The P-CSCF shall set the type 1 "orig-ioi”
header field parameter to a value that identifies the sending network of the request. The P-CSCF shall not
include the type 1 "term-ioi" header field parameter;

4) insert aP-Visited-Network-1D header field, with the value of a pre-provisioned string that identifies the visited
network at the home network;

4A)  store the announcement of the media plane security mechanisms the UE supports labelled with the
"mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Client header field,
if any. Also, if the Security-Client header field contains only media plane security mechanisms, remove the
header field;

NOTE 8: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

4B) if the REGISTER request contains an Authorization header field, remove the "integrity-protected” header
field parameter, if present;

4C) if the host portion of the sent-by field in the topmost Via header field contains a FQDN, or if it containsan IP
address that differs from the source address of the IP packet, the P-CSCF shall add a"received" Via header field
parameter in accordance with the procedure defined in RFC 3261 [26];

5) if the P-CSCF islocated in the visited network, and local policy requires the application of IBCF capabilitiesin
the visited network towards the home network:

a) if thereguest is not to be forwarded to an ATCF according to local policy select an exit point in visited
network;

NOTE 9: Thelist of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-
CSCF.

b) if therequest isto be forwarded to an ATCF according to local policy:
i) insert a Route header field with the ATCF URI for originating requests; and
ii) forward the request; and

c) if therequest is not to be forwarded to an ATCF according to local policy, then forward the request to the
selected exit point.
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- no responseis received to the REGISTER request and its retransmissions by the P-CSCF; or
- a3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;
the P-CSCF shall repeat the actions of this bullet with a different exit point or a different ATCF.

If the P-CSCF fails to forward the REGISTER request to any exit point or any ATCF, the P-CSCF shall send
back a 504 (Server Time-Out) response to the user, in accordance with the proceduresin RFC 3261 [26] unless
local policy allows omitting the exit point;

NOTE 10:1f the P-CSCF forwards the request to an IBCF in the visited network, the IBCF in the visited network
can determine the entry point of the home network, as specified in RFC 3263 [27A] or the entry point of
the home network can be provisioned in the IBCF in the visited network.

6) if the P-CSCF islocated in the visited network and local policy does not require the application of IBCF
capabilitiesin the visited network towards the home network:

a) if therequest isnot to be forwarded to an ATCF according to local policy select an entry point of the home
network;

NOTE 11: The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-
CSCF.

b) if the request isto be forwarded to an ATCF according to local policy:
i) insert a Route header field with the ATCF URI for originating requests; and
ii) forward the request; and

c) if therequest isnot to be forwarded to an ATCF according to local policy, then forward the request to the
selected entry point.

- no responseis received to the REGISTER request and its retransmissions by the P-CSCF; or
- a3xx response or 480 (Temporarily Unavailable) response to a REGISTER request is received,;
the P-CSCF shall repeat the actions of this bullet with a different entry point or a different ATCF.

If the P-CSCF fails to forward the REGISTER request to any entry point or any ATCF, the P-CSCF shall send
back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]; and

7) if the P-CSCF islocated in the home network:

a) if therequest is not to be forwarded to an AT CF according to local policy select the [-CSCF of the home
network;

NOTE 12: Thelist of the I-CSCFs can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-
CSCF.

b) if therequest isto be forwarded to an ATCF according to local policy:
i) insert a Route header field with the ATCF URI for originating requests; and
ii) forward the request; and

c) if theregquest is not to be forwarded to an ATCF according to local policy, then forward the request to the
selected |-CSCF.

- noresponse isreceived to the REGISTER request and its retransmissions by the P-CSCF; or

- a3xx response or 480 (Temporarily Unavailable) response to a REGISTER request is received;
the P-CSCF shall repeat the actions of this bullet with a different 1-CSCF or a different ATCF.
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If the P-CSCF fails to forward the REGISTER request to any I-CSCF or any ATCF, the P-CSCF shall send back
a 504 (Server Time-Out) response to the user, in accordance with the proceduresin RFC 3261 [26].

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the
registration expiration interval value. When the registration expiration interval value is different than zero, then the P-
CSCF shall:

1) savethelist of service route valuesin the Service-Route header fields preserving the order, and bind the list

either to the contact address or to the registration flow and the associated contact address (if the multiple
registration mechanism is used) and the associated security association or TLS session over which the
REGISTER request was received. The P-CSCF shall store thislist during the entire registration period of the
respective public user identity and bind it either to the associated contact address or to the registration flow and
the associated contact address (if the multiple registration mechanism is used). The P-CSCF shall use thislist to
validate the routeing information in the requests originated by the UE using either the respective contact address
or to the registration flow and the associated contact address, and received over the respective security
association or a TLS session. If the list of Service-Route header fields already exists either for this contact
address or to the registration flow and the associated contact address (if the multiple registration mechanismis
used), then the P-CSCF shall replace the already existing list of service route values with the list of Service-
Route header fields received in the 200 (OK) response;

NOTE 13:When the UE registers multiple registration flows and the associated contact addresses, then the UE and

2)

3)

4)

the P-CSCF will have alist of Service-Route header fields for each registration flow and the associated
contact address and the associated security association or TLS session. When sending arequest using a
given registration flow and the associated contact address and the associated security association or TLS
session, the UE will use the corresponding list of Service-Route header fields, when building alist of
Route header fields.

associate the list of service route values with the registered public user identity and either the associated contact
address or to the registration flow and the associated contact address (if the multiple registration mechanismis
used) and the associated security association or TLS session;

store the public user identities, found in the P-Associated-URI header field value, including any associated
display names, and any parameters associated with either the user or the identities of the user, and associate them
to the registered public user identity, i.e. the registered public user identity and its associated set of implicitly
registered public user identities are bound to the contact address and security association or TLS session over
which the REGISTER request was received;

store the default public user identity, including its associated display name, if provided, for use with procedures
for the P-Asserted-1dentity header field for requests received from the UE over the respective security
association or TLS session. The default public user identity isthe first on thelist of URIs present in the P-
Associated-URI header field;

NOTE 14: There can be more than one default public user identity stored in the P-CSCF, as the result of the multiple

registrations of public user identities.

NOTE 15:For each contact address and the associated security association or TLS session the P-CSCF will maintain

5)
6)

alist of registered public user identities and the associated default public user identities, that it will use
when populating the P-Asserted |dentity header.

store the values received in the P-Charging-Function-Addresses header field;

if a"term-ioi" header field parameter is received in the P-Charging-V ector header field, store the value of the
received "term-ioi" header field parameter;

NOTE 16:Any received "term-ioi" header field parameter will contain atype 1 |0Il. The type 1 10l identifies the

7)

home network of the registered user.

if the P-CSCF included an IMS flow token and the "ob" SIP URI parameter in the Path header field of the
REGISTER request, check for presence of the option-tag "outbound" in the Require header field of the a 200
(OK) response:;

- if the option-tag "outbound" is present, it indicates that the UE has successfully registered its public user
identity with anew bidirectional flow as defined in RFC 5626 [92]. In this case the P-CSCF shall route the
subsequent requests and responses destined for the UE as specified in RFC 5626 [92]; or
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- if the option-tag "outbound" is not present, it indicates that the public user identity has not been registered as
specified in RFC 5626 [92]. In this case the P-CSCF shall route the subsequent requests and responses
destined for the UE as specified in RFC 3261 [26]; and

8) if the P-CSCF detects that the UE is behind aNAT, and the UE's Via header field contains a"keep" header field
parameter, the P-CSCF shall add a value to the parameter, to indicate thet it is willing to receive keep-alives
associated with the registration from the UE, as defined in RFC 6223 [143].

If the P-CSCF detects that the UE is behind a NAT, and the regquest was received over a TCP connection, the P-CSCF
shall not close the TCP connection during the duration of the registration.

NOTE 17: The P-CSCF can conclude whether the UE is behind aNAT or not by comparing the valuesin the
"received” header field parameter and "rport" header field parameter with the corresponding valuesin the
sent-by parameter in the topmost Via header field. If the values do not match, the P-CSCF can conclude
that the UE is not behind a NAT.

5.2.2.2 IMS AKA as a security mechanism

When the P-CSCF receives a REGISTER reguest from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall
additionally:

1) insert the "integrity-protected” header field parameter (described in subclause 7.2A.2) with avalue "yes' into the
Authorization header field in case the REGISTER request was either received protected with the security
association created during an ongoing authentication procedure and includes an authentication challenge
response (i.e. RES parameter), or it was received on the security association created during the last successful
authentication procedure, otherwise insert the parameter with the value "no";

1A) if the"reg-id" header field parameter wasincluded in the Contact header field of the REGISTER requedt,
insert in the Path header an IM S flow token and the "ob" URI parameter according to RFC 5626 [92]. The IMS
flow token shall identify the flow from the P-CSCF toward the UE, as follows:

a) for UDP, the IMS flow token identifies the unidirectional flow from the P-CSCF's protected client port and
the P-CSCF's | P address to the UE's protected server port and the UE's IP address. This flow is used by the P-
CSCF to send requests and responses to the UE. The P-CSCF shall receive the requests and responses from
the UE on its protected server port; or

b) for TCP, the IMS flow token identifies the excising TCP connection between the UE and the P-CSCF. This
TCP connection was established by the UE, i.e. from the UE's protected server port and the UE's | P address
to the P-CSCF's protected client port and the P-CSCF's I P address. This TCP connection is used to exchange
SIP messages between the UE and the P-CSCF;

2) incasethe REGISTER request was received without protection, on the default port or port advertised to UE for
P-CSCF discovery:

a) check the existence of the Security-Client header field. If the Security-Client header field is present, then
remove and store it. If the Security-Client header field is not present, then the P-CSCF shall return a suitable
4xx responss;

b) set the value of the "rport" header field parameter in the Via header field to the source port of the received
REGISTER request;

c) insert the "received" header field parameter in the Via header field containing the source IP address that the
request came from, as defined in RFC 3581 [56A]; and

NOTE 1: Asdefined in RFC 3581 [56A], the P-CSCF will insert a "received" header field parameter containing the
source | P address that the request came from, even if it isidentical to the value of the "sent-by"
component.

NOTE 2: Upon receiving the unprotected REGISTER request the P-CSCF detects if the UE is behind a NAT.

3) incasethe REGISTER request was received protected, then towards the port that was notified to the UE in the
previous response:

a) check the security association which protected the request. If the security association is atemporary one, then
the request is expected to contain a Security-Verify header field in addition to a Security-Client header field.
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If there are no such header fields, then the P-CSCF shall return a suitable 4xx response. If there are such
header fields, then the P-CSCF shall compare the content of the Security-Verify header field with the content
of the Security-Server header field sent earlier and the content of the Security-Client header field with the
content of the Security-Client header field received in the challenged REGISTER request. If those do not
match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a
suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-
Client header field;

b) if the security association the REGISTER request was received on, is an already established one, then:
- the P-CSCF shall remove the Security-Verify header field if it is present;

- aSecurity-Client header field containing new parameter values is expected. If the Security-Client header
field or any required parameter is missing, then the P-CSCF shall return a suitable 4xx response; and

- the P-CSCF shall remove and store the Security-Client header field before forwarding the request to the
S-CSCF;

c) check if the private user identity conveyed in the Authorization header field of the protected REGISTER
reguest is the same as the private user identity which was previously challenged or authenticated. If the
private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403
(Forbidden) response; and

d) ignorethe"rport" Viaheader field parameter, if included.

NOTE 3: Once the I Psec security associations between the UE and the P-CSCF have been created, in case of UDP

the P-CSCF sends the responses to a different UE's port then the one from which the request was received
from the UE. For the TCP, the responses are sent on the TCP connection on which the request was
received. Hence, the P-CSCF will ignore the "rport" Via header field parameter in all protected requests
and responses, if received.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
2)

3)

delete any temporary set of security associations established towards the UE;

remove the "ck" and "ik" WWW-Authenticate header field parameters contained in the 401 (Unauthorized)
response and bind the values to the proper private user identity and to the temporary set of security associations
which will be setup as aresult of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to
the UE if and only if the "ck™ and "ik" header field parameters have been removed;

insert a Security-Server header field in the response, containing the P-CSCF static signalling plane security list
and the parameters needed for this security association setup, as specified in Annex H of 3GPP TS 33.203 [19].
The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF
shall support the |Psec layer algorithms for integrity and confidentiality protection as defined in

3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in

RFC 3329 [48];

3A) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)

supports, if any, labelled with the "mediasec" header field parameter specified in subclause 7.2A.7;

NOTE 4 The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane

4)

5)

set up the temporary set of security associations for this registration with atemporary SIP level lifetime between
the UE and the P-CSCF for the user identified with the private user identity. For further details see

3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the
temporary set of security associations to the value of reg-await-auth timer; and

send the 401 (Unauthorized) response to the UE using the security association with which the associated
REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected. If
the 401 (Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall
send the response to the | P address listed in the "received” Via header field parameter and the port in the "rport”
Viaheader field parameter. In case of TCP, the P-CSCF shall send the response over the same TCP connection
over which the request was received from the UE.
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NOTE 5: The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the
REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header fieldinit. The S-
CSCF authenticates the UE, while the P-CSCF negotiates and sets up two pairs of security associations
with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, the P-CSCF
shall additionally:

1) if an existing set of security association is available, set the SIP level lifetime of the security association to the
longest of either the previously existing security association lifetime, or the lifetime of the just completed
registration plus 30 seconds,

2) if atemporary set of security associations exists, change the temporary set of security associations to a newly
established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously
existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30
seconds; and

3) protect the 200 (OK) response to the REGISTER request within the same security association to that in which
the REGISTER request was protected.

If the P-CSCF receives a SIP message (including REGISTER reguests) from the UE over the newly established set of
security associations that have not yet been taken into use, the P-CSCF shall:

1) reducethe SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently
longer than 64*T1); and

2) usethe newly established set of security associations for further messages sent towards the UE as appropriate
(i.e. take the newly established set of security associations into use).

NOTE 6: If the UE hasregistered other contact addresses and established security associations for these contact
addresses, it can use them when sending subsequent SIP messages rather than using the newly established
set of security associations. In this case the P-CSCF will not receive any SIP message over the newly
established set of security associations.

NOTE 7: Inthis case, the P-CSCF will send requests (that specify the associated contact address in the Request-
URI) towards the UE over the newly established set of security associations. Responses towards the UE
that are sent via UDP will be sent over the newly established set of security associations. Responses
towards the UE that are sent via TCP will be sent over the same set of security associations that the
related request was received on.

NOTE 8: When receiving a SIP message (including REGISTER requests) from the UE over a set of security
associations that is different from the newly established set of security associations, the P-CSCF will not
take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetimeis shorter
than 64*T1 and a newly established set of security associations has not been taken into use, the P-CSCF shall use the
newly established set of security associations for further messages towards the UE as appropriate (see NOTE 2).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P-CSCF shall:
1) keep the set of security associations that was used for the REGISTER request that initiated the re-authentication;
2) keep the newly established set of security associations created during this authentication; and

3) go on using for further requests sent towards the UE the set of security associations and associated contact
address that was used to protect the REGISTER request that initiated the re-authentication as appropriate (see
NOTE 6).

When sending the 200 (OK) respone for a REGISTER request that concludes an initial authentication of the user
registering its public user identity with a given contact address the associated security association, i.e. the REGISTER
request that initiated the authentication was received unprotected, the P-CSCF shall:

1) keep the newly established set of security associations created during this authentication; and

2) usethe kept newly established set of security associations and associated contact address for further messages
sent towards the UE as appropriate (see NOTE 6).
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NOTE 9: For each contact address or for each registration flow and the associated contact address and bound to a
set of security associations the P-CSCF will maintain two Route header field lists. The first Route header
field list (constructed form the Service-Route header fields received during the last registration procedure
of either the respective contact address or aregistration flow and the associated contact address) is used
only to validate the routeing information in the initial requests for a dialog and stand alone transactions
originating from the UE using either the respective contact address or a registration flow and the
associated contact address and are the respective security association. Thislistisvalid aslong asthereis
at least one public user identity registered either with the associated contact address or a registration flow
and the associated contact address. The second list isthe list of Route header fields (constructed from the
Record Route header fieldsin theinitial INVITE request and associated response) is used during the
duration of the call. Once the call isterminated, thislist of Route header fieldsis discarded.

The P-CSCF shall delete any security association from the | Psec database when their SIP level lifetime expires.

The handling of the security associations at the P-CSCF is summarized in table 5.2.2-1.

Table 5.2.2-1: Handling of security associations at the P-CSCF

Temporary set of security
associations

Newly established set of
security associations

Old set of security
associations

SIP message received over
newly established set of

Reduce SIP level lifetime to

security associations that No action Take into use 64*T1, if lifetime is larger
have not yet been taken into than 64*T1
use

SIP message received over

old set of security No action No action No action
associations

Old set of security

associations currently in use | No action Take into use No action
will expire in 64*T1

Sending an authorization Create

challenge within a 401 Remove any previously No action No action

(Unauthorized) response for
a REGISTER request

existing temporary set of
security associations

Sending 200 (OK) response
for REGISTER request that
concludes re-authentication

Change to a newly
established set of security
associations

Convert to and treat as old
set of security associations
(see next column)

Continue using the old set
of security associations over
which the REGISTER
request, that initiated the re-
authentication was received.
Delete all other old sets of
security associations
immediately

Sending 200 (OK) response
for REGISTER request that
concludes initial
authentication

Change to a newly
established set of security
associations and take into
use immediately

Convert to old set of
security associations, i.e.
delete

Delete

5.2.2.3

SIP digest without TLS as a security mechanism

When the P-CSCF receives a REGISTER reguest from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall

additionally:

1) if the REGISTER request includes an Authorization header field update the "integrity-protected" header field

parameter as follows:

a) if the REGISTER request does not map to an existing | P association, and does not contain a challenge
response, not include the "integrity-protected" header field parameter; or

b) if the REGISTER request does not map to an existing | P association, and does contain a challenge response,
include an "integrity-protected” header field parameter with the value set to "ip-assoc-pending”; or

c¢) if the REGISTER request does map to an existing IP association, include an "integrity-protected" header field
parameter with the value set to "ip-assoc-yes';
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NOTE 1. The vaue of "ip-assoc-pending” for the "integrity-protected” header field parameter or the absence of an
"integrity-protected” header field parameter in the Authorization header field is an indication to the |-
CSCF and S-CSCF that thisis an initial REGISTER request.

2) if the P-CSCF adds a "received" header field parameter and UDP is being used, also add an "rport" Via header
field parameter with the IP source port of the received REGISTER request; and

3) if the REGISTER request does not contain an Authorization header field and and the requests was received over
anon 3GPP access network, insert a P-Access-Network-Info header field as described in subclause 5.2.1 step 4).

NOTE 2: How the P-CSCF recognizes over which access network a regquest was received is an implementation
specific feature.

NOTE 3: Subclause 5.2.1 describes the encoding of the P-Access-Network-Info header field, the mandatory
requirement is defined in the above bullet.

If the P-CSCF receives a 500 (Server Internal Error) or 504 (Server Time-Out) response to a REGISTER request, and if
the REGISTER reguest is mapped to an existing | P association, then the P-CSCF shall delete the | P association.

NOTE 2: The P-CSCF deletes the I P association on receipt of 500 (Server Internal Error) or 504 (Server Time-Out)
so that the next REGISTER request received from the UE will 1ook like an initial REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the
registration expiration interval valueis different than zero, the P-CSCF shall additionally:

a) create an IP association by storing and associating the UE's packet source IP address along with the "sent-by"
parameter of the Via header field, cf. RFC 3261 [26], of the REGISTER request with the private user identity
and all the successfully registered public user identities related to that private user identity. If required by the use
case, e.g. RFC 5626 [92] is used, then the P-CSCF shall also include the UE's packet source port of the
REGISTER request as part of the |P association;

b) if the port has been stored as part of the IP associaton, overwrite any existing |P association which has the same
pair of IP address and port, but a different private user identity. If the port has not been stored as part of the IP
association then overwrite any existing | P association which has the same IP address, but a different private user
identy;

¢) insert a Security-Server header field to specify the media plane security mechanismsthe P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec” header field parameter specified in subclause 7.2A.7; and

NOTE 3: The P-CSCF does not include signalling plane security mechanisms because the Require and Proxy-
Require header fields in the REGISTER request do not contain "sec-agree”.

d) send the 200 (OK) response to the UE unprotected as defined in clause 4 of RFC 3581 [56A].

5224 SIP digest with TLS as a security mechanism

TLSisoptional to implement and is used only in combination with SIP digest authentication. If the P-CSCF supports
TLS, then the P-CSCF shall support TLS as described in 3GPP TS 33.203 [19]. If the P-CSCF supports TLS, the P-
CSCF shall support TL S ciphersuites as described in 3GPP TS 33.203 [19].

When the P-CSCF receives a REGISTER reguest from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall
additionally:

1) incasethe REGISTER request was received without protection on the default port or port advertised to UE for
P-CSCF discovery and with the Security-Client header field indicating "tls", then:

a) remove and store the Security-Client header field;
b) do not include the "integrity-protected” header field parameter in the Authorization header;

c) set the value of the "rport" header field parameter in the Via header to the source port of the received
REGISTER request; and

d) insert the "received" header field parameter in the Via header containing the source | P address that the
request came from, as defined in RFC 3581 [56A];
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NOTE 1. The absence of an "integrity-protected" header field parameter in the Authorization header is an

indication to the I-CSCF and S-CSCF that thisisaninitial REGISTER request.

NOTE 2: Asdefined in RFC 3581 [56A], the P-CSCF will insert a "received" header field parameter containing the

source | P address that the request came from, even if it isidentical to the value of the " sent-by"
component.

NOTE 3: Upon receiving the unprotected REGISTER request the P-CSCF detectsif the UE is behind a NAT.

2) if the REGISTER request was received protected with a TLS session, on the protected server port, created during
an ongoing authentication procedure, where the Session ID for the TLS session is not yet bound to a private user
identity, and includes an authentication challenge response (i.e. response parameter), then:

3)

a)

b)

©)
d)

check if the private user identity conveyed in the Authorization header of the protected REGISTER request is
the same as the private user identity which was previously challenged. If the private user identities are
different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;

check the existence of the Security-Verify header field and the Security-Client header field. If there are no
such headers, then the P CSCF shall return a suitable 4xx response. If there are such headers, then the
P-CSCF shall compare the content of the Security-V erify header field with the content of the Security-Server
header field sent earlier and the content of the Security-Client header field with the content of the Security-
Client header field received in the challenged REGISTER request. If those do not match, then thereisa
potential man-in-the-middle attack. The P-CSCF should reject the request by sending a suitable 4xx response.
If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header fields;

include an "integrity-protected" header field parameter with the value set to "tls-pending"; and

if the hostport parameter in the Contact header field isin the form of a FQDN, the P-CSCF shall ensure that
the given FQDN will resolve (e.g. by reverse DNS lookup) to the I P address bound to the TLS session; or

if the REGISTER request was received on an existing TLS session created during a previous authentication
procedure, then:

a)

b)

©)

d)

if the REGISTER request includes an Authorization header field, check if the private user identity conveyed
in the Authorization header of the protected REGISTER request is the same as the private user identity which
was previously authenticated, i.e. the private user identity previoudly associated with the Session ID for this
TLSsession. If the private user identities are different, the P-CSCF shall reject the REGISTER request by
returning a 403 (Forbidden) response;

check the existence of the Security-Verify header field and Security-Client header field. If there are no such
header fields, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-
CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server
header field sent earlier and the content of the Security-Client header field with the content of the Security-
Client header field received in the challenged REGISTER request. If those do not match, then thereisa
potential man-in-the-middle attack. The P-CSCF should reject the request by sending a suitable 4xx
response;

the P-CSCF shall remove and store the Security-Client header field and remove the Security-Verify header
field before forwarding the request to the S-CSCF; and

include an "integrity-protected” header field parameter with the value set to "tls-yes".

If the P-CSCF require security agreement, and the Security-Client header field is not present, then the P-CSCF shall
return a suitable 4xx response.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1) insert a Security-Server header field in the response, containing the P-CSCF selected signalling plane mechanism
name, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support and indicate the "tIS" security
mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the TLS ciphersuites as described in
3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in

RFC 3329 [48]; and

1A)
any, labelled with the "mediasec” header field parameter specified in subclause 7.2A.7;

insert a Security-Server header field in the response, containing the P-CSCF static media plane security lit, if
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2) send the 401 (Unauthorized) response to the UE using the TL'S session with which the associated REGISTER
request was protected, or unprotected in case the REGISTER request was received unprotected. If the 401
(Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall send the
response to the IP address listed in the "received” header field parameter and the port in the "rport" header field
parameter. In case of TCP, the P-CSCF shall send the response over the same TCP connection over which the
request was received from the UE.

NOTE 4: The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the
REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field init.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the
registration expiration interval valueis different than zero, the P-CSCF shall additionally:

- create an association by storing and associating the UEs | P address and port of the TLS connection with the TLS
Session ID, the private user identity and all the successfully registered public user identities related to that
private user identity; and

- protect the 200 (OK) response to the REGISTER request within the same TL S session to that in which the
request was protected.

5.2.25 NASS-IMS bundled authentication as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall
additionally:

1) perform the NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS;

2) if thequery in step 1) is successful, insert a P-Access-Network-Info header field as described in subclause 5.2.1
step 4); and

3) if the P-CSCF adds a "received" header field parameter and UDP is being used, the P-CSCF shall also add an
"rport" Viaheader field parameter with the IP source port of the received REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request from the UE, as defined in subclause 5.2.2.1,
the P-CSCF shall additionally:

1) store an association between the |P source address and port of the initial REGISTER request and the public user
identities found in the P-Associated-URI header field value and associate them to the public user identity under
registration;

2) store an association between the | P source address and port of the initial REGISTER request the default public
user identity for use with procedures for the P-Asserted-1dentity header field. The default public user identity is
thefirst on the list of URIs present in the P-Associated-URI header field; and

3) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE 3: The P-CSCF does not include signalling plane security mechanisms because the Require and Proxy-
Require header fields in the REGISTER request do not contain "sec-agree”.

5.2.2.6 GPRS-IMS-Bundled authentication as a security mechanism

When the P-CSCF receives a SIP request from a GPRS-IM S-Bundled UE, the P-CSCF checks the |P address in the
"sent-by" parameter of the Via header field provided by the UE as specified in RFC 3261 [6]. If the "sent-by" parameter
contains adomain name, or if it contains an I P address that differs from the packet source | P address, the P-CSCF adds
a"received" header field parameter to that Via header field value. This parameter contains the source | P address from
which the packet was received.

When the P-CSCF receives a 200 (OK) response to a REGISTER request from the UE, as defined in subclause 5.2.2.1,
the P-CSCF shall additionally:

1) store an association between the | P source address and port of the initial REGISTER request and the public user
identities found in the P-Associated-URI header field value and associate them to the public user identity under
registration;
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2) store an association between the | P source address and port of theinitial REGISTER request the default public
user identity for use with procedures for the P-Asserted-ldentity header field. The default public user identity is
thefirst on the list of URIs present in the P-Associated-URI header field;

3) if the P-CSCF adds a "received" header field parameter and UDP is being used, the P-CSCF shall also add an
"rport" Via header field parameter with the IP source port of the received REGISTER request; and

4) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE: The P-CSCF does not include signalling plane security mechanisms because the Require and Proxy-
Require header fields in the REGISTER request do not contain "sec-agree”.
5.2.2.7 P-CSCF reconfigured to not accept registrations

If the P-CSCF has been reconfigured to not accept initial registrations and reregistrations and to redirect incoming
registrations to another P-CSCF, on recepetion of a REGISTER request the P-CSCF shall return a 305 (Use Proxy)
response.

NOTE 1: Asan example, this situation can happen in case the P-CSCF has been administratively configured to
force the UEs to attempt initial registration with another P-CSCF before shutdown.

NOTE 2: The UE does not use the Contact header field of 305 (Use Proxy) response to determine the I P address of
the new P-CSCF through which the UE will attempt a new initial registration.
5.2.3  Subscription to the user's registration-state event package

Upon receipt of a 200 (OK) response to the first initial REGISTER request (i.e. thiswas the first initial REGISTER
request that the P-CSCF received from the user identified with its private user identity), the P-CSCF shall:

1) generate a SUBSCRIBE request in accordance with RFC 3680 [43], with the following elements:

- aRequest-URI set to the resource to which the P-CSCF wants to be subscribed to, i.e. to a SIP URI that
contains the default public user identity of the user;

- aFrom header field set to the P-CSCF's SIP URI;
- aTo header field, set to a SIP URI that contains the default public user identity of the user;
- an Event header field set to the "reg" event package;

- an Expires header field set to avalue higher then the registration expiration interval value indicated in the
200 (OK) response to the REGISTER request;

- aP-Asserted-Identity header field set to the SIP URI of the P-CSCF,which was inserted into the Path header
field during the registration of the user to whose registration state the P-CSCF subscribes to; and

- aP-Charging-Vector header field with the "icid-value" header field parameter populated as specified in
3GPP TS 32.260 [17];

2) if the P-CSCF islocated in the visited network, and local policy requires the application of IBCF capabilitiesin
the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the
visited network;

3) if the P-CSCFislocated in the visited network and local policy does not require the application of IBCF
capahilities in the visited network towards the home network, determine the entry point of the home network
(e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures
of RFC 3261 [26]; and

4) if the P-CSCF islocated in the home network, then the P-CSCF shall forward the request to an I-CSCF in the
home network.

NOTE: The subscription to reg event package is done once per private user identity.
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Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so
established dialog and the expiration time as indicated in the Expires header field of the received response.

If continued subscription is required the P-CSCF shall automatically refresh the subscription by the reg event package
600 seconds before the expiration time for a previously registered public user identity, either 600 seconds before the
expiration timeif the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the
initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with a non-481
response, the P-CSCF shall still consider the original subscription valid for the duration of the most recently known
"Expires" value according to RFC 3265 [28]. Otherwise, the P-CSCF shall consider the subscription invalid and start a
new initial subscription according to RFC 3265 [28].

5.2.3A Void

5.2.3B SUBSCRIBE request

Upon receipt of aNOTIFY request with the Subscription-State header field set to "terminated”, once the NOTIFY
transaction is terminated, the P-CSCF can remove all the stored information related to the associated subscription.
5.2.4 Registration of multiple public user identities

Upon receipt of a 2xx response to the SUBSCRIBE request the P-CSCF shall maintain the generated dialog (identified
by the values of the Call-1D header field, and the values of tagsin To and From header fields).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package of
the user, the P-CSCF shall identify the public user identity as follows:

1) if no <wildcardedl Dentity> subelement isincluded in the <registration> element, the public user identity is taken
from the 'aor' attribute of the registration element; or

2) if a<wildcardedldentity> sub element isincluded in the <registration> element, the wildcarded public user
identity is taken from the <wildcardedldentity> sub element. The wildcardcarded public user identity is treated
as apublic user identity in the procedures of this subclause.

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package of
the user, the P-CSCF shall perform the following actions:

1) for each public user identity whose state attribute in the <registration> element is set to "active", i.e. registered;
and

- the state attribute within the <contact> sub-element is set to "active"; and

- thevalue of the <uri> sub-element inside the <contact> sub-element is set to the contact address of the user's
UE; and

- theevent attribute of that <contact> sub-element(s) is set to "registered" or "created”;
the P-CSCF shall:

- bind theindicated public user identity as registered to the contact address of the respective user, including
any associated display names, and any parameters associated with either the user or the identities of the user;

- add the public user identity to the list of the public user identities that are registered for the user saved against
the contact address;

- if the <actions> child element isincluded in the <registration> element, bind the policy received in the
<actions> child element of the <registration> element to each contact address of the public user identity; and

- if the <actions> child element is not included in the <registration> element, remove the policy bound to each
contact address of the public user identity;

2) for each public user identity whose state attribute in the <registration> element is set to "active", i.e. registered:
and
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- the state attribute within the <contact> sub-element is set to "terminated”;

- thevalue of the <uri> sub-element inside the <contact> sub-element is set to the contact address of the user's
UE; and

- the event attribute of that <contact> sub-element(s) is set to "deactivated”, "expired”, "probation”,
"unregistered”, or "rejected"”;

the P-CSCF shall consider the binding between the indicated public user identity and the contact address and its
related information as deregistered for this user, and shall release al stored information associated with the
deregistered contact address and related information associated with this contact address; and

3) for each public user identity whose state attribute in the <registration> element is set to "terminated”, i.e.
deregistered; and for each <contact> sub-element, if

- thevalue of the <uri> sub-element inside each <contact> sub-element is set to the respective contact address
of the user's UE; and

- the event attribute of each <contact> sub-element(s) is set to "deactivated", "expired", "probation”,
"unregistered”, or "rejected"”;

the P-CSCF shall consider the indicated public user identity and all its contact addresses as deregistered for this
UE, and shall release all stored information for these public user identity bound to the respective user and
remove the public user identity from the list of the public user identities that are registered for the user.

If the P-CSCF isinformed that all contact addresses that are registered with this P-CSCF and belonging to the user
using its private user identity have been deregistered, i.e. the state attribute within each <contact> sub-element is set to
"terminated", the P-CSCF shall either unsubscribe to the reg event package or let the subscription expire.

NOTE 1: Sincethere can be other active registrations of the user via other P-CSCFs, the S-CSCF will not terminate
the by sending a NOTIFY request that includes the Subscription-State header set to "terminated”.

If al public user identities, that were registered by the user using its private user identity, have been deregistered, the P-
CSCF, will receive from the S-CSCF aNOTIFY request that may include the Subscription-State header field set to
"terminated"”, as described in subclause 5.4.2.1.2. If the Subscription-State header field was not set to "terminated"”, the
P-CSCF may either unsubscribe to the reg event package of the user or let the subscription expire.

NOTE 2: Upon receipt of aNOTIFY reguest with the Subscription-State header field set to "terminated”, the P-
CSCF considers the subscription to the reg event package terminated (i.e. asif the P-CSCF had sent a
SUBSCRIBE request with an Expires header field containing a value of zero).

NOTE 3: There can be public user identities which are implicitly registered within the registrar (S-CSCF) of the
user upon registration of one public user identity. The procedures in this subclause provide a mechanism
to inform the P-CSCF about these implicitly registered public user identities.

5.2.5 Deregistration

5.25.1 User-initiated deregistration

When the P-CSCF receives a 200 (OK) response to a REGISTER request (sent according to subclause 5.2.2) sent by
this UE, then the P-CSCF shall check each Contact header field included in the response. If there is a Contact header
field that contains the contact address registered via this P-CSCF via the respective security associationsor TLS
sessions, and the value of the registration expiration interval value equals zero, then the P-CSCF shall:

1) if the"reg-id" header field parameter is not included in the Contact header field, remove the binding between the
public user identity found in the To header field (together with the implicitly registered public user identities)
and the contact address indicated in the Contact header field, from the registered public user identities list
belonging to this UE and all related stored information;

1A) if the"reg-id" header field parameter isincluded in the Contact header field, remove the public user identity
found in the To header field (together with the implicitly registered public user identities) and the flow identified
by the "reg-id" header field parameter and all its related stored information belonging to this UE;
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2) if multipleregistrationsis not used, check if the UE has left any other registered public user identity. When al of
the public user identities that were registered by this UE are deregistered, the P-CSCF shall delete any security
associations, TLS sessions or | P associations towards the UE, after the server transaction (as defined in
RFC 3261 [26]) pertaining to this deregistration terminates; and

2A) if multiple registrationsis used, check if the UE has left any other registered public user identity that is bound
to this flow. When all of the public user identities that were registered and are bound to this flow are
deregistered, the P-CSCF shall delete any security associations or TL S sessions associated with this flow, after
the server transaction (as defined in RFC 3261 [26]) pertaining to this deregistration terminates.

NOTE 1: Upon receipt of aNOTIFY reguest with all <registration> element(s) having their state attribute set to
"terminated" (i.e. al public user identities are deregistered) and the Subscription-State header field set to
"terminated"”, the P-CSCF considers the subscription to the reg event package terminated (i.e. asif the P-
CSCF had sent a SUBSCRIBE request with an Expires header field containing avalue of zero).

NOTE 2: Thereis no requirement to distinguish a REGISTER request relating to a registration from that relating to
a deregistration. For administration reasons the P-CSCF may distinguish such requests, however this has
no impact on the SIP procedures.

NOTE 3: When the P-CSCF has sent the 200 (OK) response for the REGISTER request of the only public user
identity currently registered with its associated set of implicitly registered public user identities using the
respective security association or TLS session (i.e. no other public user identity belonging to the user is
registered with this contact address the associated security association or TLS session), the P-CSCF
removes the security association or TLS session established between the P-CSCF and the UE. Therefore
further SIP signalling sent over this security association or TLS session (e.g. the NOTIFY request
containing the deregistration event) will not reach the UE.

5.25.2 Network-initiated deregistration

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package of
the UE, as described in subclause 5.2.3, including one or more <registration> element(s) which were registered by the
UE with either:

- the state attribute within the <registration> element set to "terminated”; or

- the state attribute within the <registration> element set to "active" and the state attribute within the <contact>
sub-element belonging to this UE and registered viathis P-CSCF set to "terminated”, and the event attribute
within the <contact> sub-element belonging to this UE set either to "unregistered”, or "rejected” or
"deactivated";

the P-CSCF shall remove all stored information for these public user identities for this UE and remove these public user
identities from the list of the public user identities that are registered for the user.

NOTE 1: If al public user identities have been removed from the list of the public user identities registered viathis
P-CSCF, and the NOTIFY request indicates that the UE is still registered (e.g. via another P-CSCF), the
P-CSCF can unsubscribe from the reg event package of the UE.

Upon receipt of aNOTIFY request with all <registration> element(s) having their state attribute set to "terminated” (i.e.
al public user identities are deregistered) and the Subscription-State header field set to "terminated” or when all public
user identities of the UE have been deregistered, the P-CSCF shall shorten any security associations or TLS sessions
towards the UE.

NOTE 2: The security association between the P-CSCF and the UE is shortened to a value that will allow the
NOTIFY request containing the deregistration event to reach the UE.

NOTE 3: When the P-CSCF receives the NOTIFY request with Subscription-State header field containing the value
of "terminated”, the P-CSCF considers the subscription to the reg event package terminated (i.e. asif the
P-CSCF had sent a SUBSCRIBE request to the S-CSCF with an Expires header field containing a value
of zero).
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5.2.6 General treatment for all dialogs and standalone transactions
excluding the REGISTER method

526.1 Introduction

The procedures of subclause 5.2.6 and its subclauses are general to al regquests and responses, except those for the
REGISTER method.

The P-CSCF shall support the provision of the user-related policies (e.g. consideration of the user as a priviledged
sender):

- fromthe S-CSCF during registration; and
- by local configuration.

For the same policy, the precedence between the locally configured policy and a policy received during registration
shall be based on local operator policy.

5.2.6.2 Determination of UE-originated or UE-terminated case
Upon receipt of an initial request or atarget refresh request or a stand-alone transaction, the P-CSCF shall:

- perform the procedures for the UE-terminating case as described in subclause 5.2.6.4 if the request makes use of
the information for UE-terminating calls, which was added to the Path header field entry of the P-CSCF during
registration (see subclause 5.2.2), e.g. the message is received at a certain port or the topmost Route header field
contains a specific user part or parameter;

- perform the procedures for the UE-originating case as described in subclause 5.2.6.3 if thisinformation is not

used by the request.
5.2.6.3 Requests initiated by the UE
5.2.6.3.1 General for all requests

When the P-CSCF receives an initial request for adialog or arequest for a standalone transaction from a UE that is not
considered as priviledged sender, and:

- therequest does not include any P-Preferred-1dentity header field or none of the P-Preferred-1dentity header
fields included in the request matches any of the registered public user identities or any of the registered
wildcarded public user identities, then the P-CSCF shall identify the originator and the served user of the request
by the default public user identity;

- therequest includes one or two P-Preferred-Identity header field(s) each of which matches one of the registered
public user identity or aregistered wildcarded public user identity, the P-CSCF shall identify the originator and
the served user of the request by the public user identity from the first such P-Preferred-1dentity header field; and

- thereguest includes two P-Preferred-1dentity header fields, each of which matches a registered public user
identity or aregistered wildcarded public user identity, the P-CSCF shall identify the alternative identity of the
originator of the request by the public user identity from the second such P-Preferred-Identity header field.

NOTE: When two identities are provided in the P-Preferred-ldentity header fields, it is assumed that oneisan
alias of the other but P-CSCF does not have the information to verify this.

When the P-CSCF receives an initial request for adialog or arequest for a standalone transaction from a UE that is
considered as priviledged sender, and the request:

a) does not include any P-Preferred-ldentity header field, then the P-CSCF shall identify the served user of the
reguest by the default public user identity;

b) includes a P-Preferred-1dentity header field that does not match one of the registered public user identities or
wildcarded public user identities, then the P-CSCF shall identify the served user of the request by the default
public user identity; or

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 126 ETSI TS 124 229 V10.16.0 (2014-07)

¢) includes a P-Preferred-1dentity header field that matches one of the registered public user identities or
wildcarded public user identities, then the P-CSCF shall identify the served user of the request by the public user
identity from the P-Preferred-Identity header field.

In addition, if the request from a UE that is considered as priviledged sender:

1) includes one or two P-Asserted-1dentity header field(s) then the P-CSCF shall identify the originator of that
request by the public user identity from the first P-Asserted-Identity header field; or

2) does not include a P-Asserted-ldentity header field then the P-CSCF shall identify the originator of that request
by the same identity that has been determined for the served user according to steps a), b), and c) above.

NOTE 1: If no security association was set-up during registration, the P-CSCF identifies the originator and served
user of the request by using the I P association information stored during the registration for which it holds
the list of registered public user identities.

NOTE 2: The contents of the From header field do not form any part of this decision process.

NOTE 3: The display-name portion of the P-Preferred-1dentity header field and the registered public user identities
is not included in the comparison to determine a match.

NOTE 4: The P-CSCF determinesif the UE is considered as priviledged sender using the user-related policies
provisioned to the P-CSCF (see subclause 5.2.6.1).

When the P-CSCF receives from the UE an initial request for adialog or arequest for a standalone transaction, if the
host portion of the sent-by field in the topmost Via header field contains a FQDN, or if it contains an | P address that
differs from the source address of the |P packet, the P-CSCF shall add a "received" header field parameter in
accordance with the procedure defined in RFC 3261 [26].

If the P-CSCF adds a "received” header field parameter and UDP is being used, the P-CSCF shall also add an "rport"
header field parameter. If IMS AKA is used, the parameter value shall contain the UES protected server port. Otherwise
the parameter value shall contain the IP source of the request.

5.2.6.3.2 Void

5.2.6.3.2A Abnormal cases

When the P-CSCF is unable to forward the regquest to the next hop by the Route header fields, as determined by one of
the following:

- thereisno response to the service request and its retransmissions by the P-CSCF; or
- by unspecified means available to the P-CSCF,;
and:
- the P-CSCF supports S-CSCF restoration procedures;
then the P-CSCF:
1) shall reject the request by returning a 504 (Server Time-out) response to the UE;

2) shall assume that the UE supports version 1 of the XML Schema for the 3GPP IM CN subsystem XML body if
support for the 3GPP IM CN subsystem XML body as described in subclause 7.6 in the Accept header field is
not indicated; and

3) shall include in the 504 (Server Time-out) response:

- aContent-Type header field with the value set to associated MIME type of the 3GPP IM CN subsystem
XML body as described in subclause 7.6.1;

- aP-Asserted-Identity header field set to the value of the SIP URI of the P-CSCF included in the Path header
field during the registration of the user whose UE sent the request causing this response (see
subclause 5.2.2.1); and
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- a3GPPIM CN subsystem XML body containing:

a) an <ims-3gpp> element with the "version" attribute set to "1" and with an <alternative-service> child
element, set to the parameters of the aternative service:

i) a<type> child element, set to "restoration” (seetable 7.6.2) to indicate that S-CSCF restoration
procedures are supported;

ii) a<reason> child element, set to an operator configurable reason; and

iii) an <action> child element, set to "initial-registration" (seetable 7.6.3).

NOTE: These procedures do not prevent the usage of unspecified reliability or recovery techniques above and

beyond those specified in this subclause.

5.2.6.3.3 Initial request for a dialog

When the P-CSCF receives from the UE an initial request for adialog, and a service route value list exists for the served
user of the request, the P-CSCF shall:

1)
2)

3)

remove its own SIP URI from the top of the list of Route header fields;

verify that the resulting list of Route header fields matches the list of URIs received in the Service-Route header
field (during the last successful registration or re-registration). This verification is done on aper URI basis, not
asawhole string. If the verification fails, then the P-CSCFshall either:

a) return a400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with
the execution of steps 2 onwards; or

b) replace the preloaded Route header field value in the request with the val ue of the Service-Route header field
received during the last 200 (OK) response for the last successful registration or reregistration;

if the 200 (OK) response to the last REGISTER request, which created or refreshed the binding of the contact
address from which the request is received, has not contained a Feature-Caps header field, specified in
RFC 6809 [190] with a"+g.3gpp.atcf" header field parameter, then:

a) if the P-CSCFislocated in the visited network, and local policy requires the application of IBCF capabilities
in the visited network towards the home network, select an IBCF in the visited network and add the URI of
the selected IBCF to the topmost Route header field;

NOTE 1: It isimplementation dependent as to how the P-CSCF obtains the address of the IBCF exit point.

3A) if the 200 (OK) response to the last REGISTER request, which created or refreshed the binding of the contact

4)

5)

address from which the request is received, contained a Feature-Caps header field with a"+g.3gpp.atcf" header
field parameter, then:

a) addthe ATCF URI for originating requests that the P-CSCF used to forward the last REGISTER request
which created or refreshed the binding of the contact address from which the request is received, to the
topmost Route header field;

add its own address to the Via header field. The P-CSCF Viaheader field entry isbuilt in aformat that contains
the port number of the P-CSCF in accordance with the procedures of RFC 3261 [26], and either:

a) the P-CSCF FQDN that resolvesto the IP address, or
b) the P-CSCF IP address,

when adding its own SIP URI to the Record-Route header field, build the P-CSCF SIP URI in aformat that
contains the port number of the P-CSCF where it awaits subsequent reguests from the called party, and either:

a) the P-CSCF FQDN that resolvesto the | P address; or
b) the P-CSCF IP address.

If the Contact header field in the request contains an "ob" SIP URI parameter, the P-CSCF shall add a flow token
and the "ob" SIP URI parameter to its SIP URI;

ETSI



3GPP TS 24.229 version 10.16.0 Release 10 128 ETSI TS 124 229 V10.16.0 (2014-07)

NOTE 2: Theinclusion of these valuesin the Record-Route header field will ensure that all subsequent mid dialog
requests destined for the UE are sent over the same IMS flow over which the initial dialog-forming
request was received.

5A) if aP-Private-Network-Indication header field isincluded in the request, check whether the information
saved during registration or from configuration allows the receipt of private network traffic from this source. If
private network traffic is allowed, the P-CSCF shall check whether the received domain name in any included P-
Private-Network-Indication header field in the request is the same as the domain name associated with that saved
information. If private network traffic is not allowed, or the received domain name does not match, then the P-
CSCF shall remove the P-Private-Network-Indication header field;

5B) if the ser