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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document provides the stage 3 specification of the Go interface. The functional requirements and the
stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go
interface is the interface between the GGSN and the Policy Control Function (PCF).

The present document defines:
- the protocol to be used between PCF and GGSN over the Go interface;
- thesignaling interactions to be performed between PCF and GGSN over the Go interface;

- theinformation to be exchanged between PCF and GGSN over the Go interface.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.002: "Network architecture”.

[3] 3GPP TS 23.207: "End to end quality of service concept and architecture”.

[4] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[5] IETF RFC 2475: "An Architecture for Differentiated Services'.

[6] IETF RFC 2753: "A Framework for Policy-based Admission Control".

[7] IETF RFC 2748: "The COPS (Common Open Policy Service) Protocol”.

[8] IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)".

[9] IETF RFC 3159: " Structure of Policy Provisioning Information (SPPI)".

[10] IETF RFC 2205: "Resource ReSerVation Protocol (RSVP) — Version 1 Functional Specification”.

[11] IETF RFC thd: "Session Authorisation for RSVP" (draft-ietf-rap-rsvp-authsession-03.txt).

[12] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core network protocols;
Stage 3".

[13] 3GPP TS 27.060: "Mobile Station (MS) supporting Packet Switched Services'.

[14] 3GPP TS 24.229: " |P Multimedia Call Control Protocol based on SIP and SDP’

[15] IETF RFC 3318: "Framework Policy Information Base".

[16] IETF RFC 3289: "Management Information Base for the Differentiated Services Architecture”

[17] IETF RFC 2327: "SDP: Session Description Protocol”.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply:

Common Open Policy Service (COPS) protocoal: isasimple query and response protocol that can be used to
exchange policy information between a policy server (Policy Decision Point) and its clients (Policy Enforcement
Points)

Differentiated Services (DiffServ): Diffserv networks classify packets into one of a small number of aggregated flows
or "classes', based on the DiffServ codepoint (DSCP) in the packet's | P header

Thisisknown as behaviour aggregate (BA) classification. At each Diff Serv router, packets are subjected to a " per-hop
behaviour" (PHB), which isinvoked by the DSCP.

Flow identifier: used for the identification of an IP flow within a media component associated with a SIP session

For example, asingle, unidirectional media component may contain one IP flow, or two IP flowsin the case of an RTP
media stream. In case of abidirectional flow, the same flow identifier is used for both directions. A flow identifier
consists of two parts: 1) Media component number defined in increasing order according to the sequence of the "m="
linesin the SDP [17], session description and 2) 1P flow number defined in the order of increasing port numbers within
each media component, see Annex C.

Go Interface: interface between PCF and GGSN [2]

IP Bearer Service Manager: uses standard |P mechanisms to manage the |P Bearer Service. It residesin the GGSN
and optionally in the UE

M edia component: is a part of an SDP session description conveying information about one media stream (e.g. type,
format, |P address, port, transport protocol, bandwidth, direction)

The media stream described by a media component can be either bi- or unidirectional. A media stream containing an
RTP flow may also contain an associated RTCP flow. An SDP session description can consist of more than one media
component. A media component shall not be deleted nor its position changed within the SDP session description. A
media component line where the port number has previously been set to 0 may be reused for a new media component.

Policy Control Function (PCF): isalogica policy decision element that uses standard I P mechanisms to implement
policy in the IP medialayer

The PCF makes decisions in regard to network based IP policy using policy rules, and communicates these decisions to
the PEP in the GGSN.

Proxy Call Session Control Function (P-CSCF): is anetwork element providing session management services (e.g.
telephony call control)

Policy Enforcement Point (PEP): isalogical entity that enforces policy decisions made by the PCF. It residesin the
IP BS Manager of the GGSN

Poalicy Information Base (PIB): data carried by COPS-PR isa set of policy data

The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and
purpose of solicited and unsolicited policy information that is sent from the Policy Decision Point to the Policy
Enforcement Point for provisioning policy or sent from the Policy Enforcement Point to the Policy Decision Point as a
notification.

Provisioning Instance I dentifier (PRID): uniquely identifies an instance of a PRC

Resour ce ReSer Vation Protocol (RSVP): isused by a host to request specific qualities of service from the network
for particular application data streams or flows
The network responds by explicitly admitting or rejecting RSV P requests.

Trandation/mapping function: provides the inter-working between the mechanisms and parameters used within the
UMTS Bearer Service and those used within the |P Bearer Service

UMTS Bearer Service Manager: handles resource reservation requests from the UE. It residesin the GGSN and the
UE
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3.2 Abbreviations

For the purposes of the present document, the abbreviations as specified in 3GPP TR 21.905 [1] and the following
abbreviations apply:

COPS Common Open Policy Service protocol
COPS-PR COPS for policy PRovisioning
DEC COPS DECision message
DiffServ Differentiated Services
DRQ COPS Delete ReQuest state message
DSCP DiffServ Code Point
GCID GPRS Charging IDentifier
ICID IMS Charging IDentifier
IMS IP Multimedia core network Subsystem
MIB Management Information Base
PCF Policy Control Function
P-CSCF Proxy Call Session Control Function
PEP Policy Enforcement Point
PHB Per Hop Behaviour
PIB Policy Information Base
PRC PRovisioning Class (atype of policy data)
PRI PRovisioning Instance (an instance of a PRC)
PRID PRovisioning Instance iDentifier
QoS Quality of Service
REQ COPS REQuest message
RPT COPS RePorT state message
RSVP resource ReSerVation Protocol
RTCP RTP Control Protocol
SBLP Service Based Local Policy
SDP Session Description Protocol
4 Go interface

4.1 Overview

The Go interface allows service-based local policy information to be "pushed” to or requested by the Policy
Enforcement Point (PEP) in the GGSN from a Policy Control Function (PCF). As defined in the stage 2 specifications
[3], thisinformation is used by the GGSN for:

- GPRS bearer authorisation;

- Charging correlation;

- Policy based "gating" function in GGSN;
The Go interface uses | P flow based policies.

The Common Open Policy Service (COPS) protocol has been developed as a protocol for use between a policy server
and a network device, as described in [7].

In addition, COPS for Provisioning extensions have been developed as described in [8] with [9] describing a structure
for specifying policy information that can then be transmitted to a network device for the purpose of configuring policy
at that device. The model underlying this structure is one of well-defined provisioning classes and instances of these
classesresiding in a virtual information store called the Policy Information Base (PIB).

The Go interface shall conform to the IETF COPS [7] and the extensions of COPS-PR [8]. For the purpose of
exchanging the required specific Go information, a 3GPP Go COPS-PR Policy Information Base (PIB) is defined in the
present document.

ETSI
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COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security,
etc.). In the present document, COPS-PR is used to communicate service-based local policy information between PCF
and GGSN. COPS-PR can be extended to provide per-flow policy control along with a 3GPP Go Policy Information
Base (PIB). The 3GPP Go PIB may inherit part of the data object definitions from other PIBs and MI1Bs defined in the
IETF.

The minimum functionalities that the Go interface shall cover are introduced below.
1. MediaAuthorisation request from GGSN:

The GGSN receives the binding information during the activation of a (Secondary) PDP context or during the
modification of an existing PDP context that has been previously authorized by the PCF. To authorise the
PDP context activation, the GGSN shall send a media authorisation request to the PCF. To authorise the PDP
context modification, the GGSN shall send a media authorisation request to the PCF when the requested QoS
exceeds the authorised QoS or new binding information is received.

This authorisation request shall include the following information:
- Binding information:

The binding information is used by the GGSN to identify the correct PCF and subsequently request
service-based local policy information from the PCF. The GGSN may receive one or more sets of the
binding information during an activation or modification of a PDP context. Each binding information
consists of:

- One Authorisation token;
- Oneor more Flow id(s) within the session.
It is assumed that only one set of binding information is carried within a PDP context in this Release.
2. Media authorisation decision from PCF:

The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following
information:

- Decision on the binding information.

The PCF shall respond with an authorisation decision for the binding information. The authorisation decision
shall identify that the binding information is validated with an ongoing SIP session. Additionally, the PCF shall
verify if the multiple media components are correctly assigned to the PDP Context. If validated, the PCF shall
also communicate the following media authorisation details to the GGSN:

"Authorised QoS".

Thisinformation is used by the GGSN to authorise the media resources according to the service-based
local policy and the requested bearer QoS.

The"Authorised QoS" for media components signalled over the Go interface is based on the SDP
requirements signalled and agreed previoudly within SIP signalling for this session.

The"Authorised QoS" specifies the maximum QoS that is authorised for a PDP context for that specific
binding information. In case of an aggregation of multiple media components within one PDP context, the
combination of the "Authorised QoS" information of the individual media componentsis provided as the
"Authorised QoS' for the bearer.

The"Authorised QoS" contains the following information:
- DiffServ class:

The Diff Serv class determines the highest QoS class that can be used for the media component. Itis
derived from the media type information of the SDP media description.

ETSI
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- Datarate:

The Datarate information is extracted from the SDP bandwidth parameter, more specifically the
bandwidth value indicated by the "b=AS:" parameter. The Datarate shall include all the overhead
coming from the IP-layer and the layers above, e.g. UDP, RTP. The Data rate shall also include the
overhead coming from the possible usage of RTCP. The Data rate within the "Authorized QoS"
information for the bearer is determined from the data rate values of the individual media components
identified in the binding information.

- Packet Classifier.

The packet classifier for media components is based on the |P-address and port number information in the
SDP and shall allow for all IP flows associated with the SDP media component description.

3. Charging correlation:

The PCF shall send the ICID provided by the P-CSCF as part of the authorisation decision. The GGSN shall
send the GCID of the PDP Context and the GGSN address to the PCF as part of the authorisation report.

4. Approva of QoS Commit / Removal of QoS Commit / Revoke Authorisation for GPRS and I P resources:

The PCF controls media components and may revoke resources at any time. Approval of QoS Commit /
Removal of QoS Commit / Revoke Authorisation for GPRS and | P resources is communicated by the PCF to the
GGSN.

5. Indication of PDP Context Release / Modification to/from 0 kbit/s:

The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session in the
following cases:

- Lossof radio contact (modification to/from 0 kbit/s for conversational and streaming class);

- Deactivation of PDP context.

4.2 Go reference model
The Go interface is defined between the PCF and the GGSN [2].

The PCF isalogical entity of the P-CSCF (if the PCF isimplemented in a separate physical node, the interface between
the PCF and P-CSCF is not standardised).

The P-CSCF(PCF) isin the same PLMN as the GGSN.

The relationships between the different functional entitiesinvolved are depicted in figure 4.2.
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UE
. P-CSCF
SPaier Mg SPOPSgHling >
i GGSN
Go PCF
PEP ' .
(Policy Erfor PointH _T (Policy Control Function)
IP BS Manager IP BS Manager
Translation/mapping Translation/mapping
function function
; ;
<4—>» Signalling path
UMTS BS Manager UMTS BS Manager

NOTE: For clarity in the diagram, network elements that are not involved in service-based local policy are not
presented here (e.g. radio network elements, SGSN, etc).

Figure 4.2: Go interface architecture model

4.3 Functional elements and capabilities
4.3.1 GGSN
4311 Service-based local policy enforcement point

The Policy Enforcement Point (PEP) isalogical entity which resides in the GGSN and communicates with the PCF
regarding Service-based local policy (SBLP) control. Hereafter in the present document, the GGSN is assumed to
contain the PEP implicitly unless otherwise stated. The GGSN sends requests to and receives decisions from the PCF.
The GGSN may cache the policy decision data of the PCF decisions. This cached information may be used later for a
local policy decision allowing the GGSN to make policy control decision about the QoS authorization for PDP context
modifications without requiring additional interaction with the PCF.

The following policy enforcement point functionalities for SBLP in the GGSN are identified:
- Policy based Authorisation:

The GGSN requests authorisation information from PCF for the media components carried by a PDP context.
The GGSN enforces the PCF decisions related to the media components carried by a PDP context.

The GGSN shall enforce unsolicited authorisation decisions which update the QoS and packet classifiers.
Additionally, policy-based authorisation ensures that the resources, which can be used by each particular media

component, are within the “ Authorised QoS’ specified by the PCF. Thisinformation is mapped by the
Tranglation/mapping function in the GGSN to give the authorised resources for GPRS bearer admission control.

The GGSN shall also report to the PCF its success or failure in carrying out the PCF decision.
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- Policy based gating functionality:

Policy based gating functionality represent the control of the GGSN over the Gate Function in the user plane, i.e.
the forwarding of | P packets associated with a media component. In the user plane, a"gate" is defined for each
direction of a media component. The PCF provides the gate description and the commands to open or close the
gate. The gate description is received from the PCF in the authorisation decision. The command to open or close
the gate shall be sent either in the authorisation decision or in subsequent decisions from the PCF.

- Indication of bearer release/modification to/from 0 kb/s

The GGSN shall inform the PCF when the bearer changes to or from a data rate of 0 kb/s (an indication of bearer
loss/recovery), and at bearer release.

- Charging Correlation
To ensure charging correlation, the PEP shall send the GCID and the GGSN address to the PCF. The PCF shall
also send the IM S charging identifier to the GGSN.
4.3.1.1.1 QoS Information processing

The GGSN isresponsible for the policy based authorisation, i.e. to ensure that the requested QoS is in-line with the
"Authorized QoS'.

The GGSN needs the "Authorised QoS" information of the PDP context for the uplink as well as for the downlink
direction. Therefore, the "Authorized QoS" information for the combination of all 1P flows of each direction associated
with the media component as determined by the PCF is used.

In case of an aggregation of multiple media components within one PDP context, the " Authorised QoS" for the bearer is
provided by the PCF as the combination of the "Authorised QoS' information of the individual media components.

The GGSN shall perform the proper mapping between the | P QoS information and the UM TS QoS information. This
mapping is performed by the Trand ation/mapping function which maps the " Authorised QoS' information for the PDP
context into authorised UMTS QoS information.

It is recommended that the GGSN derives the highest allowed UMTS Traffic class for the PDP context from the
Diffserv PHB in the " Authorized QoS' according to table 4.3.1.1.1.

Table 4.3.1.1.1
Diffserv PHB | Traffic Class | Traffic Handling Priority
EF Conversational N/A
AF4, Streaming N/A
AF3; 1
AF2, Interactive 2
AF1,; 3
BE Background N/A

The Data rate within the "Authorized QoS' information for the bearer is the combination of the data rate values of the
"Authorised QoS' of the individual media components.

In the case of real-time UMTS bearers (conversational and streaming traffic classes), the GGSN shall consider, the Data
rate value of the "Authorized QoS' information as the maximum value of the ‘Guaranteed bitrate' UMTS QoS
parameter, whereas the ‘Maximum bitrate’ UM TS QoS parameter is limited by the subscriber and service specific
setting in the HLR/HSS (SGSN) and by the capacity/capabilities/service configuration of the network (GGSN, SGSN).
In the case of non-real-time bearers (interactive and background traffic classes) the GGSN shall consider, the Data rate
value of the “ Authorized QoS’ information as the maximum value of the 'Maximum bitrate’ UMTS QoS parameter.

The UMTS BS Manager receives the authorised UMTS QoS information for the PDP context from the
Trandlation/mapping function. If the requested QoS exceeds the authorised QoS, the UMTS BS Manager shall
downgrade the requested UMTS QoS information to the authorised UM TS QoS information.

The GGSN may store the authorized QoS for the binding information of an active PDP context in order to be able to
make local decisions, when the UE requests for a PDP context modification.
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4.3.1.2 Initialisation and maintenance

The GGSN shall comply to the procedures described in [7] for the initialisation and maintenance of the COPS protocol
over the Go interface.

431.3 Gate function

The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gateis
described by a set of packet classifiersthat identify IP flows associated to the gate. The packet classifier includes the
standard 5-tuple (source | P address, destination | P address, source port, destination port, protocol) explicitly describing
aunidirectional IP flow.

The packet classifier isreceived from the PCF in an authorisation decision. In the packet classifier the source | P address
shall be taken from the SDP information if provided. Otherwise, for bi-directional flows the operator may choose to
identify the source | P address from the 64 bit prefix of the destination |P address in order to reduce the possibilities of
bearer misuse. If the source IP address is not identified by the SDP information and not identified by the 64 bit prefix of
the destination I P address then the source | P address shall be wildcarded by the PCF. If the source port number is not
identified by the SDP information then the source port number shall be wildcarded by the PCF.

The GGSN installs the packet filter corresponding to the packet classifier. The packet classifier includes the status that
the gate shall be set to.

The commands to open or close the gate lead to the enabling or disabling of the passage for IP packets. If the gateis
closed al packets of the related IP flows are dropped. If the gate is opened the packets of the related IP flows are
alowed to be forwarded. The opening of the gate may be part of the authorisation decision event. The closing of the
gate may be part of the revoke authorisation decision event.

I P Packets matching a SBLP supplied filter are subject to the gate associated with that packet filter. In the uplink
direction, 1P packets which do not match any packet filter shall be silently discarded. In the downlink direction, IP
packets which do not match any SBLP supplied filter shall be matched against TFT supplied filters.

43.1.4 Void

4315 Binding mechanism handling

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local
policy information from the PCF. The binding information associates a PDP context with one or more media
components of an IM S session. The GGSN may receive one or more sets of the binding information during an
activation or modification of a PDP context. Each binding information consists of an authorisation token and the flow
identifier(s) related to the I P flows of the actual media component. If there is more than one media component to be
transported within the PDP context the binding information includes the flow identifier(s) for the IP flows of each of the
media components.

The GGSN shall store the binding information and apply it to correlate events and actions between the PDP context and
the service-based local policy.

The GGSN shall determine the IP address of the PCF from the PCF identifier received as part of the Authorization
Token. Thisidentifier shall bein the format of afully qualified domain name.

The GGSN shall forward the binding information received from the UE to the PCF. If multiple binding information are
received by the GGSN, it shall forward them to the PCF. If none of the tokens included in the binding information are
of type AUTH_SESSION, or they do not contain an AUTH_ENT_ID attribute to resolve the PCF address, then the
GGSN shall reject the PDP context activation request. The reason for the rejection is indicated to the UE with the error
code value "Invalid binding information”. The error code is transferred to the UE in the Protocol Configuration Options
information element as defined in 3GPP TS 24.008 [12].

When the GGSN receives a PDP context activation/modification to an APN for which binding information is required,
the GGSN shall reject the PDP context activation/modification request if binding information is not received. The

reason for the rejection isindicated to the UE with the error code value "Missing binding information". The error code
istransferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12].

When binding information is received, the GGSN shall ignore any UE supplied TFT, and filtersin that TFT shall not be
installed in the packet processing table.
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4.3.2 PCF

4321 Service-based local policy decision point

The PCF functions as a Policy Decision Point for the service-based local policy control. The PCF makes policy
decisions based on session and media related information obtained from the P-CSCF. The PCF shall exchange the
decision information with the GGSN viathe Go interface.

The following policy decision point functionalities for SBLP are identified:

- Authorisation function:

The PCF shall be able to provide an authorisation decision upon receiving a bearer authorisation request from the
GGSN. The PCF shall authorise the request according to the stored session and media related information received

from the P-CSCF.

The PCF shall use the binding information to determine the IMS session and the set of media components. Based
on the media components, the PCF shall determine the authorised QoS, packet filters, and gate status to be applied.
The authorised QoS specifies the maximum allowed QoS class, and the data rate for the set of media components

identified in the binding information.

The PCF shall be able to provide updates to the authorisation decision at session modifications which change the

QoS and packet classifiers for PDP contexts which are already established.

Editor's Note: a potential for theft of service scenario has been identified with the current mechanism for

authorisation. Extensions to the authorisation mechanisms to close potential theft of service scenarios are
currently under investigation, and will be specified when determined.

Revoke function:

The PCF may revoke the authorisation of resources at any time. Revoke Authorisation for GPRS and IP
resources is communicated by the PCF to the GGSN.

Approval of QoS Commit / Removal of QoS Commit:

The PCF may allow or deny for the media component(s) the usage of the PDP context by controlling the
correlated gate(s).

The"Approva of QoS Commit" command may either be part of the authorisation decision, or the PCF may
provide a separate decision with the " Approva of QoS Commit" command to open the gate.

The"Removal of QoS Commit" command may either be part of the revoke authorisation decision, or the PCF
may provide a separate decision with the "Removal of QoS Commit" command to close the gate.

Actions due to Indication of bearer release:

When the GGSN informs the PCF of bearer deactivation, the PCF shall remove the corresponding authorisation
request state. Additionally, the PCF shall inform the P-CSCF about this deletion event.

Actions due to Indication of bearer modification:

When the PCF receives an indication of bearer modification of the maximum bitrate to or from 0 kbits/s, the
PCF shall inform the P-CSCF about this modification event.

Generation of authorisation token:
During the session set-up the PCF generates an authorisation token for the IMS session.
Mapping SDP parameters to "Authorized QoS' parameters:

To perform proper authorisation, the PCF shall map the necessary SDP parameters containing session and media
related information to "Authorized QoS' parameters.

Charging identifiers exchange:
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The PCF shall send the ICID provided by the P-CSCF as part of the initial authorisation decision of al the bearer
authorization requests that correspond to the respective SIP session.

When the PCF receives the GCID together with the GGSN address from the GGSN, it shall forward this
information to the P-CSCF to ensure charging correlation.

4.3.2.2 Initialisation and maintenance

The PCF shall comply to the procedures described in [7] for the initialisation and maintenance of the COPS protocol
over the Go interface.

4.3.2.3 Binding mechanism handling

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local
policy information from the PCF. Each set of binding information consists of an authorisation token and one or more
flow identifier(s).

During the session set-up the PCF generates an Authorisation Token for the IMS session. The Authorisation token shall
be sent to the P-CSCF which forwards it to the UE in the SIP signalling. The PCF shall alocate its PCF identifier as
part of the Authorization Token. Thisidentifier shall be in the format of afully qualified domain name.

The PCF receives the binding information and a Client Handle as part of a REQ from the GGSN. The PCF shall store
the Client Handle for each media component identified by the binding information for subsequent message exchanges.

The authorisation token is applied by the PCF to identify the IMS session. If no IM S session can be found for an
authorisation token, or if the PCF is otherwise unable to authorise the binding information, the PCF shall send a COPS
decision message carrying both an INSTALL and REMOVE decision. The INSTALL decision shall identify an
authorisation failure to the GGSN, and may include further details identifying the cause. The REMOV E decision shall
subsequently remove this state from the GGSN. For an initial authorisation, the PCF shall then initiate a remove for the
authorisation reguest.

For avalid authorisation token the flow identifier(s) is used to select the available information on the media
component(s) of this IMS session. The PCF sends the available authorisation information on the media component(s)
back to the GGSN.

If the binding information consists of more than one flow identifier, the PCF shall also verify that the media
components identified by the flow identifiers are allowed to be transferred in the same PDP context. If any of these
media components was mandated to be carried in a separate PDP Context, the PCF shall send a COPS decision message
carrying both an INSTALL and REMOVE decision. The INSTALL decision shall identify an authorisation failure to
the GGSN, and may include further details identifying the cause. The REMOVE decision shall subsequently remove
this state from the GGSN. For an initial authorisation, the PCF shall then initiate a remove for the authorisation request.

For avalid binding information consisting of more than one flow identifier, the information sent back to the GGSN
shall include the aggregated QoS for al the flows and a packet filter for each flow. The flow identifiers within the
binding information can span one or more media components.

5 Policy control procedures

5.1 GGSN

51.1 Initial authorization at PDP context activation

The GGSN receives binding information during the activation of a PDP context by the UE. To perform initial
authorization at the PDP context activation the GGSN shall send an authorisation request to the PCF including the
binding information received from the UE.

The GGSN identifies the required PCF from the binding information. The binding information is formatted according to
the structure of the policy element defined in [11] and shall include the AUTH_ENT _ID and the SESSION_ID
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attributes. The GGSN checks for a Policy Element of type AUTH_SESSION ([11]) and retrievesthe AUTH_ENT _ID
atribute from this. If thisisin the form of a Fully Qualified Domain Name, then thisis used to identify the correct PCF.

The GGSN authorisation request message to the PCF shall allow the GGSN to request policy information for
authorisation of the media components carried by a PDP context identified by binding information.

When the GGSN receives the PCF decision regarding authorisation of the media components, the GGSN shall enforce
the policy decision. To enforce the policy decision, the GGSN shall install the packet filters received from the PCF, and
ignore the UE supplied TFT.

If the PCF decision information indicates that the binding information provided by the GGSN is authorised, the GGSN
shall proceed with activation of the PDP context. The GGSN shall map the authorized QoS resources into authorized
resources for the bearer admission control.

To ensure charging correlation, the GGSN shall send the GCID and GGSN address information to the PCF after the
successful establishment of the PDP context, i.e. with the report following the initial authorization decision.

When the PCF detects that the binding information provided by the GGSN is not associated with an ongoing SIP
session at application layer, or is otherwise unable to authorise the binding information, the GGSN will receive a COPS
decision message from the PCF carrying both an INSTALL and REMOVE decision. The GGSN shall reject the PDP
context activation with the error code value 'Authorization failure of the request'. The error code is transferred to the UE
in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12]. The GGSN shall
subsequently remove this state according to the REMOVE decision. For an initial authorisation request, the GGSN shall
then send a COPS Delete Request State (DRQ) message to the PCF to remove the state in the GGSN and the PCF.

When the GGSN sends an authorization reguest to the PCF but the PCF does not respond with the decision message, the
GGSN's action is according to the local policy in the GGSN. The local policy may be configured by the operator.

If the GGSN supports alocal policy decision point (LPDP) configuration it may make local policy decisionsin the
absence of the PCF. The local policy decisions may be used to accept new PDP context activations while the connection
to the PCF islost. The synchronization behaviour between the GGSN and the PCF is based on the local policy
configured by operators.

5.1.2 Modification of previously authorized PDP context

The GGSN isresponsible for notifying the PCF when a procedure of PDP context modification of a previously
authorized PDP context is performed. To authorise the PDP context modification the GGSN shall send an authorisation
request to the PCF including the binding information received from the UE in the following cases:

- Requested QoS exceeds " Authorised QoS";
- New binding information is received.

The GGSN on receiving the PDP context modification request from the UE will verify the authorisation. If the GGSN
does not have sufficient information to authorize the PDP context modification request then the GGSN shall interrogate
the PCF for modification request authorisation.

If the requested QoS is within the aready "Authorized QoS" and the binding information is not changed, the GGSN
need not send an authorization request to the PCF.

The GGSN isresponsible for notifying to the PCF when the procedure of the PDP context modification is performed in
the following cases:

- Requested QoS maximum bit rate is 0 kbit/s;

- Requested QoS maximum bit rate changes from 0 kbit/s.

5.1.3 Session modification initiated decision
A session modification may occur that modifies the media components without adding or removing media lines, for

example, a change in the bandwidth for the medialine, or a change to the port number. The GGSN will receive
unsolicited authorisation decision from the PCF due to such modifications.
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When the GGSN receives an unsolicited authorisation decision from the PCF with updated QoS information, the GGSN
shall update the stored authorised QOoS. If the existing QoS of the PDP context exceeds the updated authorised QoS, the
GGSN shall initiate atimer for the UE to modify the PDP context to decrease the QoS to within the authorised limit. At
expiry of the timer, if the PDP context still exceeds the authorised QoS, the GGSN shall perform a network initiated
PDP context modification to reduce the QoS to the authorised level.

When the GGSN receives an unsolicited authorisation decision from the PCF, the GGSN shall also install the new set of
packet classifiers, removing any existing packet classifiersthat are not included in the new set.

514 PDP context deactivation

The GGSN isresponsible for notifying the PCF when a procedure of a PDP context deactivation is performed. In case
of a PDP context deactivation, the GGSN shall inform the PCF of the bearer release related to the SIP session.

When arevoke authorisation for the set of media components on that PDP context is performed, the GGSN receives a
decision message from the PCF for disabling the use of the " Authorised QoS" resources and deactivation of the PDP
context associated with the binding information. The GGSN shall disable the use of the " Authorized QoS' resources.
The GGSN shall initiate deactivation of the PDP context used for carrying these media components, in case that the UE
has not performed it yet.

5.1.5 Gate control operation

Upon receiving a gate decision from the PCF, the GGSN shall enforce this decision on the user plane. For each gate
contained in the gate decision the GGSN shall perform the specified command. In case of an “ Approva of QoS
Commit” command the GGSN shall open the corresponding gate. In case of a“Removal of QoS Commit” command the
GGSN shall close the corresponding gate.

5.1.6 User plane operation

The GGSN shall enforce the configuration of the policy based "gating" functionality according to additional
authorisation information received from the PCF.

The filter(s) and associated gate(s) are connected to the PDP contexts where SBLP applies. For each such PDP context,
theinformation received in the TFT isignored. In the downlink direction, packets are processed against each filter in
turn until a match isfound. If a match is not found, packet processing shall then continue against filtersinstalled from
UE supplied TFTsfor PDP contexts where SBLP is not applied. If amatch is found against an SBLP supplied filter, the
packet shall be processed according to the associated gate function. If the gate is open, the packet shall be passed to the
UE on the associated PDP context. If the gate is closed, the packet shall be silently discarded.

In the uplink direction, packets received on a PDP context with SBLP supplied filters shall be matched against those
filters. If amatch is found, the packet shall be passed if the gate associated with that filter is open. If the gateis closed,
or if the packet does not match any of the packet filters, the packet shall be silently discarded.

5.2 PCF

521 SBLP decisions

5211 SBLP authorisation decision

The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP
message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP
address and port numbers and bandwidth requirements.

All media componentsin the SDP are authorised. The media components contain one or more | P flows each represented
by aflow identifier. Cf. the definition of flow identifier in clause 3.1. The P-CSCF shall send policy setup information
to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information
to perform media authorization for all possible IMS session setup scenarios. The policy setup information provided by
the P-CSCF to the PCF for each media component shall contain the following:
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- Destination |P address;
- Dedtination port number;
- Transport Protocol id;
- Mediadirection information;
- Direction of the source (originating or terminating side);
- Indication of the group that the media component belongs to;
Editor's note: The format of this group indication in SIP/SDP is subject to CN1's decision.
- Mediatypeinformation;
- Bandwidth parameter;
- Indication of forking/non-forking.
Additionally, upon the P-CSCF receives the ICID in SIP signalling, it shall send the ICID to the PCF.

The PCF stores the authorised policy information, and generates an Authorisation Token to identify this decision. The
Authorisation Token is passed back to the P-CSCF for inclusion in the SIP signalling back to the UE.

The Authorisation Token isin the form of a Session Authorisation Data Policy Element as described in [11]. The PCF
shall include an AUTH_ENT _ID attribute containing the Fully Qualified Domain Name of the PCF and the
SESSION_ID attribute.

Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the
stored service based local policy information for the session identified by the binding information in the request.

- Decision on the binding information:

The authorisation shall contain the decision on verifying the binding information. The PCF shall identify
whether the binding information indeed corresponds to an initiated SIP session.

The authorization shall also contain decision on thelist of flow_IDs contained in the bearer authorisation request
sent by the GGSN representing the list of media components intended to be carried in the same PDP Context.
This decision shall verify that these media components are indeed allowed to be carried in the same PDP
Context. The PCF shall make this decision by comparing the list of flow_IDs contained in the bearer
authorization request received from the GGSN to the media component grouping indication information received
from the P-CSCF.

In case the UE violates the IMS level indication, and attempts to set up multiple IMS media componentsin a
single PDP context despite of an indication that mandated separate PDP contexts, the PCF shall enforce the
rejection of this PDP context request by sending an INSTALL and REMOVE decision to the GGSN.

If the binding information and the list of flow_IDs are successfully authorised (verified) as per the means
described above, the PCF shall also communicate the authorisation details for each media component to the
GGSN.

The authorisation details contain the " Authorised QoS' and the packet classifier(s) of the associated IP flows. In
case of an aggregation of multiple media components within one PDP context, the combination of the
"Authorised QoS' information of the individual media componentsis provided as the "Authorised QoS".

Based on the media direction information and the direction of the source provided by the P-CSCF, the PCF shall
define the direction (upstream or downstream) of the "Authorised QoS" and the packet classifier(s).

- Packet classifier(s):

The PCF shall use the destination IP address(s), destination port number(s) and transport protocol id(s) to
formulate a packet classifier(s).

- If the source IP address, which is part of the standard 5-tuple for packet classifying, is provided by the P-
CSCF in the SDP, then this shall be used. Based on operator policy the source |P address for bi-directional
flows may be identified from the 64 hit prefix of the destination | P address. If the source IP addressis not

ETSI



3GPP TS 29.207 version 5.1.0 Release 5 19 ETSI TS 129 207 V5.1.0 (2002-09)

identified by the SDP information and not identified by the 64 bit prefix of the destination I P address then the
source | P address shall be wildcarded by the PCF.

- If the source port number, which is part of the standard 5-tuple for packet classifying, is not provided by the
P-CSCF in the SDP then the source port number shall be wildcarded by the PCF in the packet classifier.

- The PCF shall send the destination address and the destination port number for each IP flow associated with
the media component.

- "Authorized QoS":

The " Authorised QoS" information (consisting of maximum DiffServ Class and Data Rate) for a media
component is extracted from the media type information and bandwidth parameter of the SDP. The PCF shall
map the media type information into a Diff Serv Class which is the highest class that can be used for the media.
As an example, the audio media type shall be mapped into Expedited Forwarding PHB.

The PCF shall extract the Data Rate value from the "b=AS" SDP parameter. The "b=AS" parameter in the SDP
shall contain al the overhead coming from the I P-layer and the layers above, e.g. UDP, RTP. The Data Rate
includes the overhead coming from the possible usage of RTCP. The PCF shall use this value when determining
the data rate value applicable for the media component.

For non-real-time bearers the Datarate value shall be considered as the maximum value of the 'Maximum bitrate'
parameter.

In case of an aggregation of multiple media components within one PDP context, the PCF shall provide the
"Authorised QoS" for the bearer as the combination of the "Authorised QoS information of the individual media
components. The DiffServ Classin the "Authorised QoS" for the bearer shall contain the highest PHB amongst
the ones applied for the individual media components and indicates the highest UMTS traffic class that can be
applied to the PDP context.

Editor's note: It shall be possible the group identifiersto restrict the individual media components carried by the
same PDP context to have the same PHBs.

The Data Rate of the " Authorised QoS" for the bearer shall be the sum of the Data Rate values of the individual
media components/IP flows and it is used as the maximum Data Rate value for the PDP context.

The PCF may include the gate enabling command as part of the authorisation decision. Alternatively, the PCF may
provide a separate decision for opening the gate.

The PCF shall send the IMS charging identifier provided by the P-CSCF as part of the authorisation decision to the
GGSN.

Upon receiving the modified SDP information from the P-CSCF, the PCF shall update the media authorization
information for the session. The PCF may push this updated authorisation information to the GGSN. Under certain
condition e.g. revoke of authorization, the PCF shall push the updated policy decision to the GGSN.

521.2 Session modification initiated decision

A session modification may occur that modifies the media components without adding or removing media lines, for
example, a change in the bandwidth for the medialine, or a change to the port number.

When there are updates to the SDP parameters for media lines which are currently authorised, the authorisation
information (QoS, packet classifiers) may change. The updated information (QoS, packet classifiers) shall be pushed
down to the GGSN using an unsolicited authorisation decision.

5.2.13 SBLP revoke decision

Upon SIP session release the PCF shall send a revoke authorisation decision to the GGSN after an operator specific
time. The revoke authorisation decision shall be sent for each handle (PDP context) related to the session as a separate
decision to the GGSN corresponding to the previous SBLP authorisation decision.

The timer for a pending session release shall be terminated if the PCF receives an indication on the termination of all
PDP context(s) related to the released session.
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Additionally, when a media component which is bound to a PDP context is removed from a SIP session and the UE has
not performed the corresponding modification or deactivation of the PDP context within an operator specific time the
PCF shall revoke the authorisation for the set of media components on that PDP context.

The timer for a pending media component removal shall be terminated if the PCF receives either a new authorisation
request with the same handle where that media component has been removed, or an indication of the termination of the
PDP context.

NOTE: Thevalues of the timers for session termination and media component removal might be different, e.g. to
allow for some more time for the required modification of the PDP context.

5214 SBLP gate decision

The PCF may send a gate decision during the session set-up or whenever the status of a media component changes
during the session (e.g. a media component is put on hold, resumed or removed). The PCF shall not send a gate decision
to the GGSN before it has sent the initial authorisation decision. If the initial authorisation decision has already been
sent, the PCF may send a gate decision to the GGSN to modify the status of one or several gate(s) on the user plane.
The gate decision shall only contain the gate(s) for which the status was changed compared to the last authorisation or
gate decision sent to the GGSN. The gate decision contains for each gate either the “ Approval of QoS Commit”
command to open the gate or the “Removal of QoS Commit” command to close the gate.

5.2.2 Support for forking
The PCF shall be able to handle forking when SBLP is applied. Forking can occur as specified in 3GPP TS 23.228 [4].
The related UE procedures are described in 3GPP TS 24.229 [14].

5.2.2.1 Authorization of resources for forked responses

When a SIP session has been originated by a connected UE, the P-CSCF may receive multiple provisiona responses
dueto forking before the first final answer is received. The PCF shall allocate the same authorization token to al the
forked responses and the corresponding early dialogues.

The UE and the P-CSCF become aware of the forking only when the second provisional response arrives. For this, and
any subsequent provisional response, the PCF shall identify the existing authorization information for that session. The
PCF shall authorize any additional media components and any increased QoS requirements for the previoudy
authorized media components, as requested by the forked response. Thus, the QoS authorized for a media component
shall be equal to the highest QoS requested for that media component by any of the forked responses. Authorization is
done by the procedures for authorization request in sections 5.1.1 and 5.1.2 and SBLP decisionsin section 5.2.1.1.

Additional packet classifiers as required by the subsequent responses are sent to the GGSN by the session modification
initiated decision specified in section 5.2.1.2.

5.2.2.2 Updating the authorization information at the final answer

The PCF shall keep the authorization information requested for each of the individual early dialoguestill the first final
answer isreceived. Then the related early dialogue is progressed to establish the final SIP session. All the other early
dialogues are terminated. The authorization information for the SIP session is updated to match the requirements of the
remaining early dialogue only. Severa actions may be needed in the PCF:

¢ Only the packet classifiers and the QoS indicated by the first final answer shall remain authorized. This
information shall be sent to the GGSN by the session modification initiated decision specified in section
5.2.1.2. This should be done without delay in order to reduce the risk for initia clipping of the media stream,
and minimising possible misuse of resources.

e Theauthorization for PDP contexts that were used only for the terminated early dialogues, shall be revoked as
specified in section 5.1.4.

e The PCF shall await new authorization requests for remaining PDP contexts with updated binding information
to remove any media components that were authorized for the terminated early dialogues only. If necessary
(i.e. after timeout), the authorization for these PDP contexts shall be revoked as specified in section 5.2.1.3.
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For example, assume that three forked responses for a certain media component indicate the bandwidths 10, 30 and
20 kbps, respectively. This media component will first be authorized for 10 kbps and then upgraded to 30 kbps,
which will beits fina value for the early dialogue phase. If the first final answer corresponds to the third forked,
provisional response, then QoS isfinally downgraded to 20 kbps.

6 Go protocol

6.1 Protocol support

6.1.1 TCP connection for COPS protocol

The GGSN receives the PCF identifier received as part of the Authorization Token, during the PDP context activation
procedure. The GGSN resolves the PCF | P address from the PCF identifier, which isin the form of afully qualified
domain name.

If thereis no existing TCP connection to the PCF, the GGSN shall establish a TCP connection for COPS interactions to
the PCF. The GGSN shall use an existing TCP connection to the PCF, whenever present.

The TCP connection between the GGSN and the PCF may be pre-established by configuring the PCF addresses on the
GGSN.

All communication between the GGSN and the PCFs shall use a standardised Client-Type with a corresponding
standardised PIB, as defined in annex B.

The validity of the PCF may be ensured either by using a private DNS for resolving the PCF | P address or by
configuring alist of allowed PCF | P addresses on the GGSN.

6.1.2 COPS protocol

The Go interface allows service-based local policy and QoS inter-working information to be "pushed" to or requested
by the GGSN from a PCF.

The COPS protocol supports a client/server interface between the GGSN and the PCF. The Go interface shall conform
to the IETF COPS framework as a requirement and guideline for Stage 3 work.

The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation of QoS resources
the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or
push operations.

Policy decisions may be stored by the COPS client in alocal policy decision point allowing the GGSN to make
admission control decisions without requiring additional interaction with the PCF.

The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP
request may be followed by one or more asynchronous PCF decisions. Each of the decisions will alow the PCF to
notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.

Protocol stack: IP, TCP and COPS.

6.2 Basic COPS events/messages

The Go interface supports event triggered information transfer between the GGSN and PCF
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6.2.1 Type of messages

The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on
the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Reguest, Decision and Delete Request
State).

The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State
Complete messages are used for setting up and maintaining the connection between the PCF and the GGSN.

The following messages supported by the COPS layer for Go interface are used for the policy control operations:

- Request (REQ) message from the GGSN to the PCF is used by the GGSN to request SBLP and QoS
inter-working information.

- Decision (DEC) message from the PCF to the GGSN is aresponse to the Request message or an asynchronous
notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

- Report State (RPT) message from the GGSN to the PCF is used to communicate the success, failure or changes
to the client state of the GGSN in carrying out the PCF's decision indicated in the Decision message.

- Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client
handle is no longer available/relevant and the corresponding state may be removed from the PCF.

6.3 Go events/messages

The UMTS-specific information is carried in specific COPS-PR objects, as defined in the 3GPP Go PIB that isgivenin
annex B.

6.3.1 Event descriptions

The Go Interface uses COPS-PR [8] schematics and the 3GPP Go PIB. For COPS-PR to support the Outsourcing Model
it isrequired to add a new 3GPP Go PIB with objects to:

- Describe the Triggering Event Handling.

- Describe the Outsourcing Event.

- Describe the Decision for the Outsourced Event.

- Describe the Termination of the Outsourced Event.

- Describe the resource used for the Outsourced Event.

6.3.1.1 Common Header, Client Type
Client-typeis UMTS Go (Client type number to be assigned through IANA).

6.3.1.2 Context Object
The COPS Context Object is sent in the REQ and DEC messages. This object is used to indicate the triggering event.
C-Num=2,C-Type=1

0 1 2 3

R-Type M-Type

R-Type (Request Type Flag)

0x08 for configuration request
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M-Type (Message Type)
OxOLl initial capability negotiation
0x02 create event state
0x03 update event state

0x04 terminate event state

6.3.1.3 Client Specific Information (ClientSI) for outsourcing Operation

The binding information consisting of the Authorization Token and flow identifier(s) received by the GGSN are
encapsulated inside the Client Specific Information object of the COPS request message sent from the GGSN to the
PCF. The PCF identifier is extracted from the token and used inside the GGSN to resolve the address of the actual PCF.
However, from the Go message perspective, the token is treated as an opague entity.

6.3.1.4 Reporting of Device Capabilities and Device Limitations

The functionality of reporting of device capabilities and device limitationsis as described in RFC 3084 [8]. In addition,
the following shall apply.

The configuration request message serves as a request from the GGSN to the PCF and include provisioning client
information to provide the PCF with client-specific configuration or capability information about the GGSN. The
capability information to be exchanged shall include the PIB objects supported by the GGSN. This information from the
client assists the server in deciding what types of policy the GGSN can install and enforce.

The following GGSN capabilities may be provided in the configuration request message:
- Bearer authorisation capabilities:

The GGSN notifies the PCF that it supports bearer authorisation capabilities. The GGSN will provide the
token(s) and mediaidentifier(s) in the REQ for verifying the binding information and the grouping of the media
components by the PCF.

- "Authorised QoS" capabilities:

The GGSN notifies the PCF that it's capable to enforce the combined " Authorised QoS' for the bearer.
- Packet classifier capabilities:

The GGSN noatifies the PCF that it's capable to enforce the packet classifier for each media component direction.
- Open /close the gate capabilities:

The GGSN informs the PCF that it's capabl e to enforce a separate decision on opening the gate for the authorised
media component and it' s capable to enforce a separate decision from the PCF regarding disabling of the gate.

- Revoke media authorisation capabilities:

The GGSN natifies the PCF that it's capable to enforce the revoke authorisation for GPRS and | P resources
decision from the PCF.

- Charging coordination:
The GGSN informs the PCF that it's capable to send GCID(s) and GGSN address to the PCF.
The GGSN informs the PCF that it's capabl e to receive |CID(s) from the PCF.

- Indication of QoS modificationsto 0 kbit/s and from O kbit/s:

The GGSN informs the PCF that it is able to notify when the maximum bit rate for the PDP context is modified
to 0 kbit/s or that the maximum bit rate for the PDP context is changed from 0 kbit/s.

- Indication of the maximum number of media authorisation sessions:
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The GGSN may notify the PCF how many parallel media authorisation sessions can be supported.
The PCF responds to the configuration request with an initial DEC message.
The R-type = 0x08 for configuration request is used here and M-type = 0x01 initial capability negotiation is used here.
The device capabilities information exchanged by the initial messages shall be stored in the PCF.

6.3.1.5 Initial Go Policy Provisioning

The functionality of initial Go policy provisioning is as described in RFC 3084 [8]. In addition, the following shall
apply:

- The DEC message is sent from the PCF to the GGSN in response to the REQ message received from the GGSN.
The Client Handle shall be the same as that received in the corresponding REQ message.

- The DEC message is sent as an immediate response to a configuration request with the solicited message flag set
in the COPS message header. The PCF informs the GGSN of the capabilities that it supports. The capabilities
exchanged shall include the PIB objects supported by the PCF. The PCF shall also inform the GGSN what types
of events shall trigger policy control requests over the Go interface.

- 'rll'he R-type = 0x08 for configuration request is used here and M-type = OxO1 initial capability negotiation is used
ere.
6.3.2 Message description
The Go interface uses the COPS-PR protocol.
The following messages and events are available on the Go interface:
- Authorisation_Request (GGSN—> PCF):
This event allows the GGSN to request authorisation details from the PCF. It contains the following information:
- Client Handlg;
- Binding Information.
The R-type = 0x08 for configuration request is used here and M-type = 0x02 create event state is used here.
- Authorisation_Decision (PCF>GGSN):

This event provides the GGSN with the authorisation status, and relevant authorisation decision data if
applicable. The event contains the following information:

- Client Handle (only in theinitial Authorisation_Decision);
- ICID(s);
- Unidirectional set (this parameter shall appear once for each direction (uplink and downlink)):
- Direction indicator;
"Authorised QoS";
- Gate description (this parameter shall appear once for each required gate for this direction):

- Filter Specification - The information about the authorised 1P end points addresses and portsis
detailed below. The Filter Specification parameters are;

- Source |P address;
- Destination |P address;

- Source ports;
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- Detination ports;
- Protocol ID.

The Source and Destination ports are described with a range consisting of a minimum and maximum
value. If only one port is authorised, the minimum val ue and maximum value of the range are
identical.

A filter specification describing more than one I P flow shall be only used in case of identical Protocol
IDs, IP addresses and successive port numbers (e.g. RTP and RTCP flow of a media component).
Furthermore, the gate status of al I P flows described by this filter specification shall be identical,
too.

- Gate status (opened/closed)
Editor's note: The ICID issue should still be discussed in SA5.
The R-type = 0x08 for configuration request is used here and M-type = 0x02 create event state is used here.
- Authorisation_Failure (PCF>GGSN):

This event provides the GGSN with an indication of an authorisation failure, and may carry additional reason
details. The event contains the following information:

- Client Handle

- Authorisation failure (including any provided reason information).

The R-type = 0x08 for configuration request is used here and M-type = 0x04 terminate event state is used here.
- Gate Decision (PCF>GGSN):

The Gate Decision indicates to the GGSN the new status of the gate(s) established for a client handle (PDP
context). The gate status indicates to the GGSN that the gate shall be opened or closed. Only the gate(s) for
which the status is changed are indicated by this event. The event contains the following information:

- Client Handl€;

- Unidirectional set (this parameter shall appear once for each direction for which gates are being updated
(uplink and/or downlink)):

- Direction indicator;
- Gate description (this parameter shall appear once for each gate to be modified for this direction) :

- Filter Specification - The information about the authorised | P end points addresses and portsis
detailed below. The Filter Specification parameters are:

- Source |P address;

- Destination | P address;
- Source ports;

- Dedtination ports;

- Protocol 1D.

The Source and Destination ports are described with a range consisting of a minimum and maximum
value. If only one port is authorised, the minimum val ue and maximum value of the range are
identical.

A filter specification describing more than one | P flow shall be only used in case of identical Protocol
IDs, I P addresses and successive port numbers (e.g. RTP and RTCP flow of a media component).
Furthermore, the gate status of al IP flows described by this filter specification shall be identical,
too.
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- Gate status (opened/closed)
NOTE: The opening of the gate may occur at the same time / be part of the authorisation decision event.
The R-type = 0x08 for configuration request is used here and M-type = 0x03 update event state is used here.
- Report (RPT)s (GGSN->PCF):
- Authorisation_report; Gate _report:

The GGSN sends a COPS RPT message back to the PCF reporting that it enforced or not the
Authorisation_Decision, or the Gate_Decision.

The events contain the following information:
- Client Handlg;
- Success/ Failure.
- The Authorization_report of the initial Authorisation_Decision includes:
- GCID;
- GGSN address.
- Report of state changes:

The GGSN sends the report of state change message to the PCF reporting that the maximum bit rate for the
PDP context is modified to 0 kbit/s or that the maximum bit rate for the PDP context is changed from 0
kbit/s.

The event contains the following information:

- Client Handlg;

- Maximum bit rate (set to Okbps/ changed from 0 kbps).
- Deleterequest state (GGSN—> PCF):

The GGSN informs the PCF via the delete request state message, that the PDP context is deactivated and the
reguest state identified by the client handle is no longer available/relevant at the GGSN, so the corresponding
state shall also be removed at the PCF.

The DRQ message includes the reason why the request state was del eted.
The event contains the following information:
- Client Handle
- Reason code: "Tear", Sub-code: deactivation of the PDP context.
- Remove_Decision (PCF>GGSN):

The PCF uses the Remove Decision to inform the GGSN that the PCF revokes the authorized resources for the
client handle (PDP context).

The event contains the following information:

- Client Handle.

6.4 Go data

The detailed data description is provided in annex B.
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6.5 Security Considerations

The security mechanisms described in COPS [7] and COPS-PR [8] should be re-used in 3GPP.
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Annex A:
(Void)
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Annex B (normative):
3GPP Go PIB

BEG N

GOBGPP-PIB PIB-DEFINITIONS :: =
I MPORTS
Unsi gned32, | nteger32, MODULE-| DENTITY,

MODULE- COVPLI ANCE, OBJECT- TYPE, OBJECT- GROUP, pib

FROM COPS- PR- SPPI
I nstanceld, Prid
FROM COPS- PR- SPPI - TC

| net Addr ess,
I net Addr essPrefi xLengt h,
FROM | NET- ADDRESS- M B

I net Addr essType,

DscpOr Any
FROM DI FFSERV- DSCP- TC

go3gppPi b MODULE- | DENTI TY
SUBJECT- CATEGORI ES

LAST- UPDATED " 200208012200Z"
ORGANI ZATI ON "3GPP TSG CN WG3"
CONTACT- | NFO
"Kwok Ho Chan
Nortel Networks

I net Port Nunber

{ go3gpp (xx) } -- Go 3GPP COPS dient Type

-- xx to be assigned by | ANA

600 Technol ogy Park Drive

Billerica,
Phone: +1 978 288
Emai | :

MA 01821 USA

8175

khchan@or t el net wor ks. com

Loui s- Ni col as Haner

Nort el Networ ks

PO Box 3511 Station C

OGtawa, Ontario

Canada, K1Y 4H7
Phone: +1 613 768
Emai |

DESCRI PTI ON

3409

nhaner @or t el net wor ks. cont

"A PIB nodul e containing the set of provisioning
classes that are required for support of policies for

3GPP's O interface,
REVI SION "Rel ease 5, v.1 "
DESCRI PTI ON

"This is version 1 of the 3GPP Go PIB for

Rel ease 5."

= { pib xxx } -- xxx to be assigned by | ANA

-- The root QD for

go3gppCapabi | i tyCl asses OBJECT
go3gppEvent Handl er G asses OBJECT
go3gppEvent  asses OBJECT
go3gppEvent | nf oCl asses OBJECT
go3gppReql nf oCl asses OBJECT
go3gppDecl nf od asses OBJECT
go3gppReport d asses OBJECT
go3gppConf or mance OBJECT

PRCs in the 3GPP GO PIB

I DENTI FI ER ::
| DENTI FI ER ::
| DENTI FI ER ::
| DENTI FI ER ::
| DENTI FI ER ::
| DENTI FI ER ::
| DENTI FI ER ::
| DENTI FI ER ::

e e Y et Ran Lae Latntaan)

rel ease 5."

go3gppPib 1 }
go3gppPib 2 }
go3gppPib 3 }
go3gppPib 4 }
go3gppEvent | nf oCl asses 1 }
go3gppEvent | nf oCl asses 2 }
go3gppPib 5 }
go3gppPib 6 }

-- 3GPP QO Capability Table

Rul e O asses
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go3gppAut hReqCapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppAut hReqCapEnt ry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"The 3GPP Go Authorization Request Capability PRC "
= { go3gppCapabilityd asses 1 }

go3gppAut hReqCapEnt ry OBJECT- TYPE

SYNTAX Go3gppAut hReqCapEnt ry
STATUS current
DESCRI PTI ON

"An instance of the go3gppAuthReqCap class identifies a
specific PRC and associated attributes as supported
by the device."

Pl B-1 NDEX { go3gppAut hReqCapPrid }
UNI QUENESS { }
;= { go3gppAut hReqCapTable 1 }

Go3gppAut hReqCapEntry :: = SEQUENCE {
go3gppAut hReqCapPri d I nstancel d,
go3gppAut hReqCapBi ndi ngl nf os  Unsi gned32,
go3gppAut hReqCapFl ow ds Unsi gned32

go3gppAut hReqCapPri d OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppAut hReqCap cl ass."
= { go3gppAut hReqCapEntry 1 }

go3gppAut hRegCapBi ndi ngl nf os OBJECT- TYPE

SYNTAX Unsi gned32
STATUS current
DESCRI PTI ON

"I'ndi cation of the maxi mum nunber of Binding |nformation
the PEP can send with each Authorization Request.
The value of zero indicates limt is not specified."
DEFVAL { 0}
= { go3gppAut hReqCapEntry 2 }

go3gppAut hReqCapFl ow ds OBJECT- TYPE

SYNTAX Unsi gned32
STATUS current
DESCRI PTI ON

"I ndication of the maxi num nunber of Flow | Ds the PEP can
send with each Authorizati on Request.
The value of zero indicates limt is not specified."
DEFVAL { 0}
;.= { go3gppAut hReqCapEntry 3 }

-- Go 3GPP Authorization Request Decision Capabilities

goSgppAut hReqDecCapTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Go3gppAut hRegDecCapEntry

Pl B- ACCESS notify
STATUS current
DESCRI PTI ON

"The 3GPP Go Authorization Request Decision Capability PRC "
::= { go3gppCapabilityd asses 2 }

go3gppAut hRegDecCapEntry OBJECT- TYPE
SYNTAX Go3gppAut hRegDecCapEnt ry
STATUS current
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DESCRI PTI ON
"An instance of the go3gppAut hReqDecCap cl ass identifies a
specific PRC and associated attributes as supported
by the device."

PI B- 1 NDEX { go3gppAut hReqDecCapPrid }
UNI QUENESS { }
i1 = { go3gppAut hReqDecCapTabl e 1 }

Go3gppAut hRegDecCapEntry :: = SEQUENCE {
go3gppAut hRegDecCapPri d I nstancel d,
go3gppAut hRegDecCapl ci ds Unsi gned32
}
go3gppAut hReqDecCapPri d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppAut hRegqDecCap cl ass. "
= { go3gppAut hRegqDecCapEntry 1 }

go3gppAut hRegDecCapl ci ds OBJECT- TYPE

SYNTAX Unsi gned32
STATUS current
DESCRI PTI ON

"I'ndi cation of the maxi mum nunber of |cid possible
in a single Authorization Request Decision.
The value of zero indicates limt is not specified."
DEFVAL { 0}
;= { go3gppAut hReqDecCapEntry 2 }

-- Conponent Linmtations Table

-- This table supports the ability to export information

-- detailing provisioning class/attribute inplenentation |limtations

-- to the policy control function. This Conponent Limitiations Table

-- shall be inplenentati on dependant and does not need to be standardi zed.

-- 3GPP GO Event Handl er Provisioning O asses

-- PRCs sent fromPCF to PEP for indicating howto handl e each
-- kind of event that require actions by the G interface.

-- For 3GPP Release 5, PRCs for Event Handling of Authorization

-- Request containing Binding Information, Flow IDs, and QoS is
-- specified.

-- 3GPP GO Aut horizati on Request Event Handl er Provisioning Table

goSgppAut hReqHandl er Tabl e OBJECT- TYPE
NTAX SEQJENCE OF Go3gppAut hRegHandl er Entry

PI B- ACCESS install
STATUS current
DESCRI PTI ON

"PRC from PCF to PEP carried by COPS DEC nessages

indicating GO actions to take at the GGSN when an Authori zation

Request Event is detected by the GGSN. An exanple of an

Aut hori zati on Request Event is the receive of a PDP Context message."
;= { go3gppEvent Handl erd asses 1 }

goSgppAut hReqHand! er Ent ry OBJECT- TYPE
SYNTAX Go3gppAut hRegHandl er Entry
STATUS current
DESCRI PTI ON
"An instance of the go3gppAut hRegHandl er cl ass sent by the PCF to
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the PEP what the PEP should send upon detection of an Authorization
Request Event."
Pl B-1 NDEX { go3gppAut hReqHandl er Prid }
UNI QUENESS { go3gppAut hReqHandl er Enabl e,
go3gppAut hRegHandl er Bi ndi ngl nf o

= { go3gppAut hRegHandl er Table 1 }

Go3gppAut hRegHandl er Entry :: = SEQUENCE {
go3gppAut hRegHandl er Pri d I nstancel d,
go3gppAut hRegHandl er Enabl e | NTEGER,
go3gppAut hRegHandl er Bi ndi ngl nfo Unsi gned32

go3gppAut hRegHandl er Pri d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
instance of this class."
= { go3gppAut hRegHandl erEntry 1 }

go3gppAut hReqHand| er Enabl e OBJECT- TYPE
SYNTAX | NTEGER {
enabl e(1),
di sabl e(2)

}
STATUS current
DESCRI PTI ON
"Controls the usage of 3GPP Authorization Request Events
to trigger COPS requests to PCF on the go interface."
DEFVAL { enable }
;= { go3gppAut hReqHandl erEntry 2 }

go3gppAut hRegHandl er Bi ndi ngl nf o OBJECT- TYPE

SYNTAX Unsi gned32
STATUS current
DESCRI PTI ON

"I ndi cati on of the maxi mum nunber of Binding |Information
be associated with a each Authorizating Request.
The val ue of zero indicates policy control does not inmpose
any limt."

DEFVAL { 0}

;.= { go3gppAut hReqHandl erEntry 3 }

-- 3GPP GO Event C asses

-- PRCs fromPEP to PCF carried by COPS REQ nmessages

-- indicating the detection of specific events in the GGSN.

-- Information required for PCF to nmake decision on behave

-- of GGSN is also defined here to be carried by REQ messages.

-- 3GPP GO Authorization Request Event Table

go3gppAut hReqEvent Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Go3gppAut hReqEvent Entry

Pl B- ACCESS notify
STATUS current
DESCRI PTI ON

"PRC for indication of Authorization Request Event
and its relevant information.
Sent by PEP to PCF upon receive of an Authorization
Request. Using COPS REQ nessage. "

= { go3gppEventd asses 1 }

go3gppAut hReqEvent Entry OBJECT- TYPE
SYNTAX Go3gppAut hRegEvent Entry
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STATUS current
DESCRI PTI ON
"An entry in the Authorization Request Event Table
describe a single Event sent by the PEP to the PCF."
Pl B- 1 NDEX { go3gppAut hReqEvent Prid }
UNI QUENESS { }
;.= { go3gppAut hReqEvent Table 1 }

Go3gppAut hRegEvent Entry :: = SEQUENCE {
go3gppAut hRegEvent Pri d I nst ancel d,
go3gppAut hRegEvent Bi ndi ngl nfos Prid
}
go3gppAut hReqEvent Prid OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppAut hReqEvent cl ass."
;.= { go3gppAut hReqEvent Entry 1 }

go3gppAut hRegEvent Bi ndi ngl nf os OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the first of a list of go3gppBi ndi nglnfo
class instances that are associated with this
Aut hori zati on Request Event.
A val ue of zeroDotZero indicates there are no
go3gppBi ndi ngl nfo cl ass i nstance associated with
this Authorization Event."

= { go3gppAut hRegEventEntry 2 }

-- 3GPP Go Event Request Info O asses

-- 3GPP GO Binding Information Table

go3gppB| ndi ngl nf oTabl e OBJECT- TYPE
SYNTAX SEQJENCE OF Go3gppBi ndi ngl nf oEntry

Pl B- ACCESS notify
STATUS current
DESCRI PTI ON

"PRC representing Binding Information.
Sent by PEP to PCF as part of an Authorization
Request. In a COPS REQ nessage. "

= { go3gppReqgl nfoC asses 1 }

go3gppBi ndi ngl nf oEntry OBJECT- TYPE

SYNTAX Go3gppBi ndi ngl nf oEntry
STATUS current
DESCRI PTI ON

"An entry in the Binding Information Table
describing a single Binding Info.
Each entry is referenced by go3gppAut hReqEvent Bi ndi ngl nf os
or go3gppBi ndi ngl nf oNext . "
PI B- 1 NDEX { go3gppBi ndi ngl nfoPrid }
UNI QUENESS { }
::= { go3gppBi ndi ngl nfoTable 1 }

Go3gppBi ndi ngl nfoEntry :: = SEQUENCE {
go3gppBi ndi ngl nfoPri d I nst ancel d,
go3gppBi ndi ngl nf oToken COCTET STRI NG
go3gppBi ndi ngl nf oFl ow ds Prid,
go3gppBi ndi ngl nf oNext Prid

}

go3gppB| ndi ngl nfoPri d OBJECT- TYPE
SYNTAX I nstancel d
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STATUS current

DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppBi ndi nglnfo cl ass."

::= { go3gppBi ndi ngl nfoEntry 1 }

go3gppBi ndi ngl nf oToken OBJECT- TYPE

SYNTAX OCTET STRI NG
STATUS current
DESCRI PTI ON

"The Authorization Token associated with this

i nstance of the go3gppBi ndi ngl nfo cl ass.

Each Binding Infornation nust have a Token."
::= { go3gppBi ndi ngl nfoEntry 2 }

go3gppBi ndi ngl nf oFl ow ds OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the first of a list of Flowds associated
with this instance of go3gppBi ndi ngl nfo class.
This is the anchor of a list of go3gppFl ow dEntry
I nst ances.
A val ue of zeroDotZero indicates an enpty list which
is an error condition."

DEFVAL { zeroDot Zero }

::= { go3gppBi ndi ngl nfoEntry 3 }

go3gppBi ndi ngl nf oNext OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"Ref erences the next of a list of go3gppBindinglnfo
i nstances associated with an Authorization Request.
A val ue of zeroDotZero indicates this is the last of
a |list of go3gppBindinglnfo instances associated with
an Aut hori zation Request."

DEFVAL { zerobDot Zero }

;.= { go3gppBi ndi ngl nfoEntry 4 }

-- 3GPP Go Authorization Request Flow D Tabl e

go3gppFl ow dTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppFl ow dEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"Represents the collection of Flow Ds."
::={ go3gppReql nfod asses 2 }

go3gppFl ow dEntry OBJECT- TYPE
SYNTAX Go3gppFl oM dEnt ry
STATUS current
DESCRI PTI ON
"Each entry describes a single Flowm D."
Pl B-1 NDEX { go3gppFl owi dPrid }
UNI QUENESS { }
::= { go3gppFl owl dTable 1 }

Go3gppFl oM dEntry ::= SEQUENCE {
go3gppFl o dPri d I nstancel d,
go3gppFl o dFl ow d Unsi gned32,
go3gppFl oM dNext Prid

go3gppFl owl dPri d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
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i nstance of the go3gppFlowd class."
::= { go3gppFlow dEntry 1 }

go3gppFl ow dFl owl d OBJECT- TYPE

SYNTAX Unsi gned32
STATUS current
DESCRI PTI ON

"The Flowmd itself."
::= { go3gppFl owl dEntry 2 }

go3gppFl ow dNext OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the next Flowd in the |ist associated with the
same Binding Information of an Authorizati on Request.
This points to a |list of go3gppFl ow dEntry I nstances.
A val ue of zeroDotZero indicates end of the list."
DEFVAL { zeroDot Zero }
::= { go3gppFl owl dEntry 3 }

-- 3GPP Go Authorization Request Decisions

-- PRCs for carrying the Event Decision send fromPCF to PEP,
-- carried by the COPS DEC nmessage.
-- These PRCs include support for Gates/Filters, QS, |ClDs.

-- We can define Failure Decisions by use of COPS-PR DEC nmessage

-- containing first an install decision (wth objects indicating

-- what failed and sonme indication to the GGSN how to react to this
-- Error Decision), and second a renove decision (for cleanup of

-- the installed Error Decision Object).

-- Failures indicated by PCF to GGSN
-- Aut hori zation Failure

-- Authorization Request Failure Decision Table

go3gppAut hReqgFai | DecTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppAut hReqFai | DecEntry
PI B- ACCESS install

STATUS current

DESCRI PTI ON

"The Authorization failure Table. Indicates failures decisions to the PEP."
::={ go3gppDecl nfod asses 1 }

go3gppAut hRegFai | DecEntry OBJECT- TYPE

SYNTAX Go3gppAut hRegFai | DecEntry
STATUS current
DESCRI PTI ON

"Each go3gppAut hRegFai | DecEntry is per request."
PI B-1 NDEX { go3gppAut hReqFai | DecPrid }
UNI QUENESS { }
;= { go3gppAut hReqFai | DecTable 1 }

Go3gppAut hRegFai | DecEntry ::= SEQUENCE {
go3gppAut hReqgFai | DecPri d I nstancel d,
go3gppAut hRegFai | DecReason | NTEGER
}
go3gppAut hRegFai | DecPrid OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
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i nstance of the go3gppAut hRegFail Dec cl ass."
;= { go3gppAut hReqFai | DecEntry 1 }

go3gppAut hRegFai | DecReason OBJECT- TYPE

SYNTAX | NTEGER {
noCor r espondi ngl msSessi on (1),
i nval i dBundling (2)
}
STATUS current
DESCRI PTI ON
"Reason for Auth Request Failure Decision given by PCF:
noCor r espondi ngl nsSessi on: No corresponding | M5 Session was found
by the PCF
i nval i dBundl i ng: In case the UE violates the I M5 | evel indication, and

attenpts to set up multiple | MS nedia conponents in a single PDP context despite of an indication
that mandated separate PDP contexts."
::= { go3gppAut hReqFai | DecEntry 2 }

-- Authorizati on Request Decision Table

go3gppAut hRegDecTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Go3gppAut hReqDecEnt ry

Pl B- ACCESS install
STATUS current
DESCRI PTI ON

"The Authorization Request Decision Table.
;1= { go3gppDecl nfod asses 2 }

go3gppAut hReqDecEnt ry OBJECT- TYPE

SYNTAX Go3gppAut hRegDecEnt ry
STATUS current
DESCRI PTI ON

"Each go3gppAut hRegDecEntry is per Authorization Request."
Pl B-1 NDEX { go3gppAut hReqDecPrid }
UNI QUENESS { }
;.= { go3gppAut hReqDecTable 1 }

Go3gppAut hRegDecEntry :: = SEQUENCE {
go3gppAut hRegDecPri d I nst ancel d,
go3gppAut hRegDecl ci ds Prid,
go3gppAut hRegDecDi r Decs Prid

go3gppAut hRegDecPri d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppAut hReqDec cl ass. "
;.= { go3gppAut hReqDecEntry 1 }

go3gppAut hRegDecl ci ds OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the first of a list of IclDs associated
with this instance of go3gppAut hReqDec cl ass.
There should be one IcID on this list for each Binding
Information in the correspondi ng Authorization Request.
A val ue of zeroDotZero indicates an enpty list and there
is no lclD change associated with this Authorizati on Request
Deci sion."
DEFVAL { zeroDot Zero }
;= { go3gppAut hReqDecEntry 2 }

go3gppAut hRegDecDi r Decs OBJECT- TYPE
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SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the first of a list of Directional Decisions
associated with this instance of go3gppAut hRegDec cl ass.
There should be at | east one and at nost two Directional
Deci si ons per Authorization Request Deci sion.
Hence a val ue of zeroDotZero is illegal."

;= { go3gppAut hReqDecEntry 3 }

-- 3GPP Go ICID Tabl e

go3gppl ci dTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppl ci dEntry
Pl B- ACCESS install

STATUS current

DESCRI PTI ON

"Represents the collection of ICID entries"
;1= { go3gppDecl nf od asses 3 }

go3gppl ci dEntry OBJECT- TYPE

SYNTAX Go3gppl ci dEntry
STATUS current
DESCRI PTI ON

"Represents the ICID Entry"
PI B-1 NDEX { go3gpplcidPrid }
UNI QUENESS { go3gppl ci dval ue }
;.= { go3gpplcidTable 1}

Go3gppl ci dEntry ::= SEQUENCE {
go3gppl cidPrid I nst ancel d,
go3gppl ci dval ue OCTET STRI NG
go3gppl ci dNext Prid

go3gppl ci dPrid OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gpplcid class."
;.= { go3gpplcidEntry 1}

go3gppl ci dVal ue OBJECT- TYPE

SYNTAX COCTET STRI NG
STATUS current
DESCRI PTI ON

"The ICID itself. The syntax of this OBJECT- TYPE needs to be confirned.
::= { go3gpplcidEntry 2 }

go3gppl ci dNext OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"Ref erences the next go3gpplcidEntry of a list of IclDs
associated with this instance of go3gppAut hRegDec cl ass.
There should be one IcID on this list for each Binding
Information in the correspondi ng Aut horization Request.
A val ue of zeroDotZero indicates the end of the list of
IclDs associated with an Authorization Request Decision."
DEFVAL { zeroDot Zero }
;.= { go3gpplcidEntry 3}

-- 3GPP Go Authorization Request Directional Decision Table

go3gppAut hRegDi r DecTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppAut hRegDi r DecEntry
PI B- ACCESS install
STATUS current
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DESCRI PTI ON
"This table represents the authorization request decision for a unique direction (e.g.
uplink and downlink)."
;1= { go3gppDecl nf od asses 4 }

go3gppAut hReqDi r DecEntry OBJECT- TYPE
SYNTAX Go3gppAut hRegDi r DecEnt ry
STATUS current
DESCRI PTI ON
"There shoul d be one of these per direction per AuthRegDec."
PI B-1 NDEX { go3gppAut hReqDi r DecPrid }
UNI QUENESS { }
;= { go3gppAut hReqDi r DecTable 1 }

Go3gppAut hRegDi r DecEntry :: = SEQUENCE {
go3gppAut hRegDi r DecPri d I nstancel d,
go3gppAut hRegDi r DecDi recti on | NTEGER,
go3gppAut hRegDi r DecQos Prid,
go3gppAut hRegDi r DecGat es Prid,
go3gppAut hRegDi r DecNext Prid

}

go3gppAut hReqDi r DecPri d OBJECT- TYPE

SYNTAX I nstancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely | dentifies an
i nstance of the go3gppAut hReqDirDec cl ass.'
= { go3gppAut hRegDi rDecEntry 1 }

go3gppAut hRegDi r DecDi recti on OBJECT- TYPE

SYNTAX I NTEGER {
upl i nk (1),
downl i nk (2)
}
STATUS current
DESCRI PTI ON

"I ndicates the direction this decision applies to."
= { go3gppAut hRegDi r DecEntry 2 }

go3gppAut hRegDi r DecQos OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

' The Authorized QoS. References the go3gppQos class."
= { go3gppAut hRegDi r DecEntry 3 }

go3gppAut hRegDi r DecGat es OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the first instance of a |ist of the go3gppGate class."
::= { go3gppAut hReqDi r DecEntry 4 }

goSgppAut hReqDi r DecNext OBJECT- TYPE
NTAX Prid
STATUS current
DESCRI PTI ON
"Ref erences the next instance of a |ist of
go3gppAut hRegDi r Dec cl ass. "
;= { go3gppAut hReqDi r DecEntry 5 }

-- 3GPP Go @S Table

go3gppQosTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppQosEntry
Pl B- ACCESS install

STATUS current

DESCRI PTI ON
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"This table represents the Authorised QuS. It is referenced by the go3gppAut hRegD r DecQos
entry of the go3gppAuthRegDi rDecEntry class."
::= { go3gppDecl nfod asses 5 }

go3gppQosEntry OBJECT- TYPE

SYNTAX CGo3gppQosEnt ry
STATUS current
DESCRI PTI ON

"There shoul d be one of these per direction per AuthRegDec."
Pl B- 1 NDEX { go3gppQosPrid }
UNI QUENESS { }

;1= { go3gppQosTable 1 }

Go3gppQosEntry ::= SEQUENCE {
go3gppQosPrid I nstancel d,
go3gppQosServi ced ass DscpOr Any,
go3gppQosDat aRat eUni t I NTEGER,
go3gppQosDat aRat e Unsi gned32

go3gppQosPrid OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppQos class."
;.= { go3gppQosEntry 1 }

go3gppQosServi ceC ass OBJECT- TYPE

SYNTAX DscpOr Any
STATUS current
DESCRI PTI ON

"A Service Cass Indication using DSCP Encoding."
;.= { go3gppQosEntry 2 }

go3gppQosDat aRat eUni t OBJECT- TYPE

SYNTAX I NTEGER {
bps (1),
kbps (2),
Mops (3)
}
STATUS current
DESCRI PTI ON

"Indication of the unit of neasure for go3gppQosDataRate."
;.= { go3gppQosEntry 3 }

go3gppQosDat aRat e OBJECT- TYPE

SYNTAX Unsi gned32
STATUS current
DESCRI PTI ON

"The Data Rate with unit of neasure indicated by
go3gppQosDat aRateUnit."
;.= { go3gppQosEntry 4 }

-- 3GPP Go Gate Decision Table

-- There could be one of these per direction per GateDec.

-- This is for changing Gating Status only when used al one
-- (not as part of Direction Decision).

-- go3gppGateDec is sent in a different COPS DEC nmessage
-- fromthe DEC nessage carrying go3gppAut hReqDec. PCF nust
-- have sent a go3gppAut hRegDec before using go3gppGat eDec.

go3gppGat eDecTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF Go3gppGat eDecEntry
Pl B- ACCESS install

STATUS current

DESCRI PTI ON

"This table represents an updated gating decision."
;.= { go3gppDecl nfod asses 6 }

go3gppCat eDecEntry OBJECT- TYPE

SYNTAX Co3gppGat eDecEntry
STATUS current
DESCRI PTI ON

"There shoul d be one of these per direction per AuthReqDec."
PI B- 1 NDEX { go3gppGat eDecPrid }
UNI QUENESS { }
;1= { go3gppCGateDecTable 1 }

Go3gppGat eDecEntry ::= SEQUENCE {
go3gppCGat eDecPrid I nstancel d,
go3gppGat eDecDi recti on | NTEGER,
go3gppGat eDecGat es Prid,
go3gppCat eDecNext Prid

go3gppCGat eDecPri d OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppCGateDec class."
::= { go3gppGat eDecEntry 1 }

go3gppCGat eDecDi recti on OBJECT- TYPE

SYNTAX I NTEGER {
upl i nk (1),
downl i nk (2)
}
STATUS current
DESCRI PTI ON

"References the gate direction."
::= { go3gppGat eDecEntry 2 }

go3gppGat eDecCGat es OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References the first instance of a |ist of go3gppGate class."
;.= { go3gppGat eDecEntry 3 }

go3gppGat eDecNext OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"Ref erences the next instance of a |list of go3gppGateDec class."
;.= { go3gppGat eDecEntry 4 }

-- 3GPP Go Gate Table

go3gppGat eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppGat eEntry
Pl B- ACCESS install

STATUS current

DESCRI PTI ON

"PRC representing a Gate."
::= { go3gppDecl nfod asses 7 }

go3gppGat eEntry OBJECT- TYPE
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SYNTAX Co3gppCGat eEntry
STATUS current
DESCRI PTI ON

"Each instance represents one Gate."
Pl B-1 NDEX { go3gppGatePrid }
UNI QUENESS { }
;.= { go3gppGateTable 1 }

Go3gppGat eEntry :: = SEQUENCE {
go3gppGatePri d I nstancel d,
go3gppCGat eFi | ter Prid,
go3gppCat eSt at us I NTEGER,
go3gppGat eNext Prid

go3gppGat ePri d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gppGate class."
::= { go3gppGateEntry 1 }

go3gppGat eFi | t er OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"Ref erences an instance of the go3gpplpFilter class.
A val ue of zeroDot Zero indicates no go3gpplpFilter is
used with this go3gppGate."

;.= { go3gppGateEntry 2 }

go3gppCat eSt at us OBJECT- TYPE

SYNTAX I NTEGER {
close (1),
open (2)
}
STATUS current
DESCRI PTI ON

"Indicates if this gate will allowtraffic to flow"
DEFVAL { close }
;.= { go3gppGateEntry 3 }

go3gppGat eNext OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"Reference the next Gate on a list of go3gppGate instances.
A val ue of zeroDotZero indicates this is the last Gate
on the list."

::= { go3gppGateEntry 4 }

-- The Base Filter Table

go3gppBaseFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppBaseFilterEntry
Pl B- ACCESS install

STATUS current

DESCRI PTI ON

"The Base Filter class. A packet has to match all
fields in an Filter. W Idcards nay be specified for those
fields that are not relevant."
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;.= { go3gppDecl| nfod asses 8 }

Go3gppBaseFi | terEntry OBJECT- TYPE

SYNTAX go3gppBaseFi | terEntry
STATUS current
DESCRI PTI ON

"An instance of the go3gppBaseFilter class."

PI B-1 NDEX { go3gppBaseFilterPrid }

UNI QUENESS { } ;.= { go3gppBaseFilterTable 1 }
go3gppBaseFi | terEntry ::= SEQUENCE {
go3gppBaseFil terPrid I nstancel d
}
go3gppBaseFi |l terPrid OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON
"An integer index to uniquely identify this Filter anong all
the Filters."

::={ go3gppBaseFilterEntry 1 }

-- The Go 3GPP IP Filter Table

go3gppl pFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppl pFilterEntry
Pl B- ACCESS install

STATUS current

DESCRI PTI ON

"Filter definitions. A packet has to match all fields in a
filter. WIdcards may be specified for those fields that
are not relevant."

;1= { go3gppDecl nf od asses 9 }

go3gppl pFi | terEntry OBJECT- TYPE

SYNTAX Go3gpp!l pFilterEntry
STATUS current
DESCRI PTI ON

"An instance of the go3gpplpFilter class."

EXTENDS { go3gppBaseFilterEntry }

UNI QUENESS ({
go3gppl pFi | t er Addr Type,
go3gpp! pFi | t er Dst Addr,
go3gppl pFi | ter Dst Prefi xLengt h,
go3gpp! pFi | t er SrcAddr,
go3gppl pFi |l ter SrcPrefixLength,
go3gpp! pFi | ter Prot ocol ,
go3gpp! pFi |l t er Dst L4Port M n,
go3gpp! pFi | t er Dst L4Por t Max,
go3gpp! pFilterSrcL4Port M n,
go3gppl pFil ter SrcL4Port Max }

::={ go3gpplpFilterTable 1}

Go3gppl pFilterEntry ::= SEQUENCE {
go3gpp! pFi | t er Addr Type | net Addr essType,
go3gpp! pFi | t er Dst Addr | net Addr ess,
go3gpp!l pFil terDst Prefi xLength | net AddressPrefixLength,
go3gppl! pFi | t er SrcAddr | net Addr ess,
go3gpp! pFilterSrcPrefixLength | net AddressPrefixLength,
go3gpp! pFi |l ter Prot ocol | nt eger 32,
go3gpp! pFi |l ter Dst L4Port M n | net Por t Nunber,
go3gpp! pFi | t er Dst L4Por t Max I net Port Nurber ,
go3gpp! pFilterSrcL4Port M n I net Port Nurber ,
go3gpp! pFi | t er SrcL4Por t Max | net Por t Nunber
}
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go3gppl pFi | t er Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
STATUS current
DESCRI PTI ON

"The address type enuneration value [| NETADDR] to specify
the type of the packet's IP address."

c:={ go3gpplpFilterEntry 1}

go3gppl pFi | t er Dst Addr OBJECT- TYPE

SYNTAX | net Addr ess
STATUS current
DESCRI PTI ON

"The | P address [| NETADDR] to match agai nst the packet's
destination | P address. go3gppl pFilterDstPrefixLength
i ndi cates the nunber of bits that are relevant.

::= { go3gpplpFilterEntry 2 }

go3gpp! pFi |l ter Dst Prefi xLengt h OBJECT- TYPE

SYNTAX | net Addr essPrefi xLengt h
STATUS current
DESCRI PTI ON

"The length of a mask for the matching of the destination

| P address. Masks are constructed by setting bits in
sequence fromthe nost-significant bit downwards for

go3gppl pFil terDst Prefi xLength bits length. Al other bits in
the mask, up to the nunber needed to fill the length of

the address go3gppl pFilterDst Addr are cleared to zero. A zero
bit in the mask then neans that the corresponding bit in

the address al ways natches. "

::= { go3gpplpFilterEntry 3}

go3gppl pFi | ter SrcAddr OBJECT- TYPE

SYNTAX | net Addr ess
STATUS current
DESCRI PTI ON

"The | P address to match agai nst the packet's source |P
address. go3gppl pFilterSrcPrefixLength indicates the
nunber of bits that are relevant.

:= { go3gppl pFilterEntry 4 }

go3gpp! pFi |l ter SrcPrefixLength OBJECT- TYPE

SYNTAX | net Addr essPrefi xLengt h
UNI TS "bits"

STATUS current

DESCRI PTI ON

"The length of a mask for the matching of the source |IP
address. Masks are constructed by setting bits in sequence
fromthe nost-significant bit downwards for

go3gppl pFilterSrcPrefixLength bits length. All other bits in
the mask, up to the nunber needed to fill the length of

the address go3gppl pFilterSrcAddr are cleared to zero. A
zero bit in the mask then nmeans that the corresponding bit
in the address al ways matches. "

::= { go3gpplpFilterEntry 5 }

go3gpp! pFil ter Protocol OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..255)
STATUS current
DESCRI PTI ON

"The | P protocol to match against the packet's protocol.
A value of -1 nmeans match all."

;.= { go3gpplpFilterEntry 6 }
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go3gppl pFi | t er Dst L4Port M n OBJECT- TYPE

SYNTAX I net Port Nunber
STATUS current
DESCRI PTI ON

"The m ni mum val ue that the packet's |layer 4 destination
port nunber can have and match this filter. This val ue nust
be equal to or |esser that the value specified for this
filter in go3gppl pFilterDstL4Port Max. "

::= { go3gpplpFilterEntry 7 }

go3gpp! pFi | t er Dst L4Por t Max OBJECT- TYPE

SYNTAX I net Por t Nunber
STATUS current
DESCRI PTI ON

"The maxi mum val ue that the packet's |ayer 4 destination
port number can have and match this filter. This val ue mnust
be equal to or greater that the value specified for this
filter in go3gppl pFilterDstL4PortMn."

c:={ go3gpplpFilterEntry 8 }

go3gppl pFi |l ter SrcL4Port M n OBJECT- TYPE

SYNTAX I net Port Nunber
STATUS current
DESCRI PTI ON

"The m nimum val ue that the packet's |layer 4 source port
nunber can have and match this filter. This val ue nust
be equal to or |esser that the value specified for this
filter in go3gppl pFilterSrcL4Port Max. "

c:={ go3gpplpFilterEntry 9 }

go3gpp! pFi | ter SrcL4Por t Max OBJECT- TYPE

SYNTAX I net Port Nunber
STATUS current
DESCRI PTI ON

"The maxi mum val ue that the packet's |layer 4 source port
nunber can have and match this filter. This value nmust be
equal to or greater that the value specified for this filter
in go3gppl pFilterSrcL4PortMn. "

::={ go3gpplpFilterEntry 10 }

-- 3GPP G0 Reports

-- PRCs for carrying the Decision enforcenent result sent from PEP to PCF,
-- carried using the COPS REPORT nessage.

-- These PRCs include support for the success or failure of the PEP in

-- carrying out the PCF's decision or -change of the state in the GGSN.

go3gppReport Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppReportEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"This table represents the success or failure of the decision enforcement and
state changes in the PEP."
::={ go3gppReportd asses 1 }

go3gppRepor t Entry OBJECT- TYPE
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SYNTAX go3gppReportEntry
STATUS current

DESCRI PTI ON

Pl B- | NDEX { go3gppReportPrid }
UNI QUENESS { }
::= { go3gppReportTable 1 }

go3gppReportEntry ::= SEQUENCE {
go3gppReportPrid I nst ancel d,
go3gppReport St at us I NTEGER,

go3gppReportDetails Prid}

go3gppReport Prid OBJECT- TYPE

SYNTAX I nstancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an

i nstance of the go3gpgReport class."
::= { go3gppReportEntry 1 }

go3gppReport St at us OBJECT- TYPE

SYNTAX I NTEGER {
success (1),
failure (2),
usage (3) }

STATUS current

DESCRI PTI ON

"When Status is:

success: |ndicates the successful inplenmentation of the

deci si on.
go3gppReportDetails:

ETSI TS 129 207 V5.1.0 (2002-09)

Ref erence an instance of go3gppRprt GPRSChr gl nfo

for initial authorization request decision;

Ref erences not hi ng ot herwi se (contains the val ue

zer oDot Zer o) .

Failure: Indicates the failure of inplenenting the decision.

go3gppReportDetails may references an Error object,

or may have the val ue zeroDot Zero when no error

obj ect is needed, in which case COPS and COPS-PR
error codes and error objects are sufficient.
Usage: go3gppReportDetails references an instance of

go3gppRprt Usage cl ass.”

1= { go3gppReportEntry 2 }

go3gppReportDetail s OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"May reference an instance of go3gppRprt GPRSChr gl nf o,
go3gppRprtError(not defined), or go3gppRprtUsage cl ass,

or may have the value of zeroDotZero depending on the val ue of

go3gppReport Status. "
::= { go3gppReportEntry 3 }

go3gppRpr t GPRSChr gl nf oTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppRprt GPRSChr gl nf oEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"This table represents the GPRS Charging information"

::= { go3gppReportd asses 2 }

go3gppRpr t GPRSChr gl nf oEnt ry OBJECT- TYPE

SYNTAX go3gppRpr t GPRSChr gl nf oENnt ry
STATUS current
DESCRI PTI ON

"This entry represents the GPRS Charging ldentifier and GGSN address."

PI B- 1 NDEX { go3gppRprt GPRSChr gl nfoPrid }

ETSI



3GPP TS 29.207 version 5.1.0 Release 5 46

UNI QUENESS { go3gppRprt GPRSChr gl nf oGGSNAddTr ,
go3gppRpr t GPRSChr gl nf oGCI D }
::= { go3gppRprt GPRSChr gl nfoTable 1 }

go3gppRprt GPRSChr gl nfoEntry :: = SEQUENCE {
go3gppRprt GPRSChr gl nf oPri d I nst ancel d,
go3gppRpr t GPRSChr gl nf o GGSNAddr | net Addr ess,
go3gppRpr t GPRSChr gl nf 0oGCl D OCTET STRING }

go3gppRprt GPRSChr gl nf oPri d OBJECT- TYPE

SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the go3gpgRprt GPRSChrglnfo class."
;= { go3gppRprt GPRSChrgl nfoEntry 1 }

go3gppRpr t GPRSChr gl nf 0GGSNAddr OBJECT- TYPE

SYNTAX | net Addr ess
STATUS current
DESCRI PTI ON

"Contains the | P Address of the GGSN providing the GCID
upon successful handling of an Authorization Request."
::= { go3gppRprt GPRSChr gl nfoEntry 2 }

go3gppRpr t GPRSChr gl nf oGCI D OBJECT- TYPE

SYNTAX COCTET STRI NG
STATUS current
DESCRI PTI ON

"The GPRS Charging IDrelated to this Authorization Request."

;= { go3gppRprt GPRSChr gl nfoEntry 3 }

-- Notice go3gppRprtError PRCis currently not defined because all
-- error condition handling is satisfactorily covered by using the
-- standard COPS-PR error handling nmechani smand error objects.

-- go3gppRprtError PRC should only be used for 3GPP GO Application
-- error indications if necessary.

go3gppRprt UsageTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Go3gppRprtUsageEntry
Pl B- ACCESS notify
STATUS current

DESCRI PTI ON

.= { go3gppReportd asses 3 }

go3gppRprt UsageEnt ry OBJECT- TYPE

SYNTAX go3gppRprt UsageEnt ry
STATUS current
DESCRI PTI ON

"This entry represents the PEP state changes."
PI B-1 NDEX { go3gppRprtUsagePrid }
UNI QUENESS { go3gppRprt Usagel ndi cation }
::= { go3gppRprt UsageTable 1 }

go3gppRprt UsageEntry :: = SEQUENCE {
go3gppRprt UsagePri d I nst ancel d,
go3gppRprt Usagel ndi cation | NTEGER }

go3gppRprt UsagePri d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the go3gpgRprtUsage cl ass."

;.= { go3gppRprtUsageEntry 1 }
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go3gppRprt Usagel ndi cati on OBJECT- TYPE
SYNTAX I NTEGER {
chngdToOkbs (1),
chngdFronDkbs (2) }
STATUS current
DESCRI PTI ON
"I'ndi cati on of GPRS Usage change.
chngdToOkbs i ndi cates changi ng to Okbs,
chngdFr onDkbs indi cates changi ng from Okbs."
::= { go3gppRprtUsageEntry 2 }

-- Conformance Section

go3gppConpl i ances OBJECT | DENTI FIER ::= { go3gppConfornmance 1 }
go3gppG oups OBJECT | DENTI FI ER :: = { go3gppConformance 2 }

go3gppConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirements for conformance to the
3GPP GO PIB."

MODULE FRAMEWORK- PI B
MANDATORY- GROUPS {
f rwkPr cSupport G oup,
frwkDevi cel dG oup }

MODULE GOBGPP-PIB -- this nodul e
MANDATORY- GROUPS {

go3gppAut hReqCapG oup,
go3gppAut hRegDecCapG oup,
go3gppAut hRegHandl er G- oup,
go3gppAut hRegEvent Gr oup,
go3gppBi ndi ngl nf oG oup,
go3gppFl ow dGr oup,
go3gppAut hRegFai | DecG oup,
go3gppAut hRegqDecG oup,
go3gpp! ci dG oup,
go3gppAut hRegDi r DecG oup,
g03gppQosG oup,
go3gppCat eDecG oup,
go3gppGat eG oup,

--SPPl does not allow the OBJECTS cl ause to be enpty. Since there

--are no objects to report in the Base Filter group, it is comented out.

-- go3gppBaseFi | t er G oup,
go3gpp! pFi | ter Group,
go3gppReport G oup,
go3gppRpr t GPRSChr gl nf oG oup,
go3gppRprt UsageG oup }

::= { go3gppConpliances 1 }

go3gppAut hReqCapG oup OBJECT- GROUP
OBJECTS {
go3gppAut hReqCapBi ndi ngl nf os,
go3gppAut hReqCapFl ow ds
}

STATUS current

DESCRI PTI ON
"This Group defines the PIB Objects that describe the
Aut hori sati on Request capabilities."

;.= { go3gppG oups 1}

go3gppAut hRegDecCapG oup OBJECT- GROUP

OBJECTS {
go3gppAut hRegDecCapl ci ds
}
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STATUS current
DESCRI PTI ON

"This Goup defines the PIB

bj ects that describe the Authorisation Decision capabilities."
::={ go3gppGoups 2}

go3gppAut hRegHandl er G oup OBJECT- GROUP
OBJECTS {
go3gppAut hRegHandl er Enabl e,
go3gppAut hRegHandl er Bi ndi ngl nf o

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

Ohj ects that describe the Authorisation request event handler."
::={ go3gppGoups 3}

go3gppAut hRegEvent G- oup OBJECT- GROUP
OBJECTS {
go3gppAut hRegEvent Bi ndi ngl nf os

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

oj ects that describe the Authorisation request events."
;.= { go3gppG oups 4 }

go3gppBi ndi ngl nf oG oup OBJECT- GROUP
OBJECTS {
go3gppBi ndi ngl nf oToken,
go3gppBi ndi ngl nf oFl ow ds,
go3gppBi ndi ngl nf oNext

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

oj ects that describe the binding information."
::={ go3gppGoups 5}

go3gppFl ow dG oup OBJECT- GROUP
OBJECTS {
go3gppFl ow dFl ow d,
go3gppFl o dNext
}

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

hj ects that describe the flow ID. "
::={ go3gppG oups 6 }

go3gppAut hRegFai | DecG oup OBJECT- GROUP
OBJECTS {

go3gppAut hRegFai | DecReason

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

bj ects that describe the Authorisation failure decisions.”
;.= { go3gppG oups 7 }

go3gppAut hRegDec G oup OBJECT- GROUP
OBJECTS {
go3gppAut hRegDecl ci ds,
go3gppAut hRegDecDi r Decs
}

STATUS current
DESCRI PTI ON
"This Goup defines the PIB
bj ects that describe the Authorisation decisions."
::={ go3gppGoups 8 }
go3gppl ci dG oup OBJECT- GROUP
OBJECTS ({
go3gppl ci dVal ue,
go3gppl ci dNext

STATUS current
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DESCRI PTI ON

"This Goup defines the PIB

bj ects that describe the ICID."
::= { go3gppG oups 9 }

go3gppAut hRegDi r DecGr oup OBJECT- GROUP
OBJECTS {
go3gppAut hRegDi r DecDi recti on,
go3gppAut hRegDi r DecQos,
go3gppAut hRegDi r DecGat es,
go3gppAut hRegDi r DecNext
}

STATUS current
DESCRI PTI ON
"This Goup defines the PIB

bj ects that describe the authorisation decision direction.”

::={ go3gppGoups 10 }

go3gppQosG oup OBJECT- GROUP
OBJECTS {
go3gppQosServi ced ass,
go3gppQosDat aRat eUni t,
go3gppQosDat aRat e
}

STATUS current
DESCRI PTI ON

"This G oup defines the PIB

bj ects that describe the QoS information."
::={ go3gppGoups 11 }

go3gppGat eDecG oup OBJECT- GROUP
OBJECTS {
go3gppGat eDecDi recti on,
go3gppCat eDecCat es,
go3gppGat eDecNext

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

Ohj ects that describe the Gate decision.”
::={ go3gppGoups 12 }

go3gppGat eG oup OBJECT- GROUP
OBJECTS {
go3gppGat eFi l ter,
go3gppCat eSt at us,
go3gppCat eNext

STATUS current
DESCRI PTI ON

"This G oup defines the PIB

Ohj ects that describe the gate."
;.= { go3gppG oups 13 }

--SPPI does not allow the OBJECTS clause to be enpty. Since there
--are no objects to report in this group, it is comented out.

--go3gppBaseFi | t er G oup OBJECT- GROUP
-- OBJECTS { }

-- STATUS current

-- DESCRI PTI ON
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-- "This Goup defines the PIB Objects that describe the base filter."

-- ::= { go3gppG oups 14 }

go3gpp! pFi | ter G oup OBJECT- GROUP
OBJECTS {

go3gppl pFi | t er Addr Type,
go3gpp! pFi | t er Dst Addr,
go3gppl pFi | ter Dst Prefi xLengt h,
go3gpp! pFi | t er Sr cAddr,
go3gpp! pFi |l terSrcPrefixLength,
go3gpp! pFi |l ter Protocol ,
go3gpp! pFi |l t er Dst L4Port M n,
go3gpp! pFi | t er Dst L4Por t Max,
go3gpp! pFilterSrcL4Port M n,
go3gpp! pFi | t er SrcL4Port Max

STATUS current
DESCRI PTI ON
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"This Goup defines the PIB Objects that describe the IP Filter."
;.= { go3gppG oups 14 }

go3gppReport Group OBJECT- GROUP
OBJECTS {
go3gppReport St at us,
go3gppReportDetails
}

STATUS current
DESCRI PTI ON

"This G oup defines the PIB

bj ects that describe the PEP reports.”
::={ go3gppGoups 15 }

go3gppRpr t GPRSChr gl nf oG oup OBJECT- GROUP
OBJECTS {
go3gppRpr t GPRSChr gl nf oGGSNAddTr
go3gppRpr t GPRSChr gl nf 0oGCl D

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

Ohj ects that describe the charging information."
::={ go3gppGoups 16 }

go3gppRprt UsageG oup OBJECT- GROUP
OBJECTS

{
go3gppRprt Usagel ndi cati on

STATUS current
DESCRI PTI ON

"This Goup defines the PIB

bj ects that describe the report usage."
::={ go3gppG oups 17 }

END
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Annex C (normative):
Flow identifiers: Format definition and examples

C.1Format of aflow identifier
A flow identifier is expressed as a 2-tuple as follows:
<Media component no, IP flow no.>

where both are numbered starting from 1.

0 3
Media component no. IP flow no.

C.2 Example 1l

The second "m=" - line in the SDP information contains one RTP media specification, as follows:

m=video 49160 RTP/AVP 31

Two flow identifiers are assigned as shown in the table below:

IP flow Port number Flow id.
RTP 49160 <2,1>
Associated RTCP 49161 <2,2>

C.3Example2
In the general case, multiple ports may be specified with a*“number of ports’ qualifier as follows, ref. [17]:
m=<media> <port>/<number of ports> <transport> <fmt list>
If the third “m="-line indicates a series of port numbers as follows:
m=video 49170/2 RTP/AVP 31

Four flow identifiers are assigned as shown in the table below:

I P flow Port number | Flow id.
First RTP 49170 <3,1>
First associated RTCP 49171 <3,2>
Second RTP 49172 <3,3>
Second associated RTCP | 49173 <3,4>
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Annex D (normative):
Go interface related error code values for the PDP context
handling

The following error codes are used to indicate Go interface related errors from the GGSN to the UE. The error codes are
transferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008:

Error code No. 1" Authorization failure of the request”
This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity
is unable to provide an authorization decision for the binding information.

Error code No. 2 " Missing binding infor mation”

This error code indicates that the PDP context activation/modification request is rejected because the binding
information was not included in the request although required.

Error code No. 3" Invalid binding infor mation™

This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity
could not be resolved from the binding information.
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Annex E (informative):
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