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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document is part of a series of documents that specify charging functionality and charging management in
GSM/UMTS networks. The GSM/UMTS core network-charging architecture and principles are specified in TS 32.240
[1], which provides an umbrella for other charging management documents that specify.

e The content of the CDRS' per domain and subsystem (offline charging);
e The content of real-time charging messages per domain / subsystem (online charging);
e Thefunctionality of online and offline charging for those domains and subsystems;

e Theinterfacesthat are used in the charging framework to transfer the charging information (i.e. CDRs or
charging events).

The complete document structure for these TSsisdefined in TS 32.240 [1].

The present document specifiesin detail the Diameter based offline and online charging applications for 3GPP
networks. It includes all charging parameters, scenarios and message flows..

All terms, definitions and, abbreviations used in the present document, that are common across 3GPP TSs, are defined
in TR 21.905 [100]. Those that are common across charging management in GSM/UMTS domains, services or
subsystems are provided in the umbrella document TS 32.240 [1] and are copied into clause 3 of the present document
for ease of reading. Finally, those items that are specific to the present document are defined exclusively in the present
document.

Furthermore, requirements that govern the charging work are specified in TS 22.115 [101].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

o For aspecific reference, subsequent revisions do not apply.

o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 32.240: "Telecommunication management; Charging management; Charging
Architecture and Principles'.

[2]-[99] Void.

[100] 3GPP TR 21.905: “Vocabulary for 3GPP Specifications’

[101] 3GPP TS 22.115: " Service aspects; Charging and billing".

[102]-[199] Void.

[200] 3GPP TS 23.207: "End to end quality of service concept and architecture”.

[201] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[202] 3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP; Stage 3."
[203] 3GPP TS 29.207: "Policy control over Go interface".

[204] 3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol; Protocol Details".
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[205]
[206]
[207]

[208]
[209]
[210]

[211]
[212]
[213]
[214]
[215]
[216]
[217]
[218]
[219]

[220]

[221]
[222]
[223]
[224]
[225]

[226]
[227]
[228]
[401]
[402]
[403]
[404]

[405]
[406]

- [400]

Void.
3GPP TS 29.230: "3GPP specific codes and identifiers'.

3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services and Packet Data Networks (PDN)".

3GPP TS 23.140: " Multimedia Messaging Service (MMS); Functional description; Stage 2".
OMA "Multimedia Messaging Service; Encapsulation Protocol”.

OMNA WSP Content Type Numbers
http://www.openmobileal liance.org/tech/omna/omna-wsp-content-type.aspx

OMA-CP-POC: "OMA PoC Control Plane"

3GPP 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
3GPP TS 29.140: "MM 10 interface based on Diameter protocol; Stage 3".

3GPP TS 29.214: "Policy and Charging Control over Rx reference point; Stage 3".

3GPP TS 29.212: "Policy and Charging Control over Gx reference point".

3GPP TS 23.040: "Technical realization of Short Message Service (SMS)".

3GPP TS 22.142: "Vaue Added Services (VAS) for Short Message Service (SMS) requirements”.
3GPP TS 23.203: "Policy and Charging control architecture”.

3GPP TS 29.272: " Mohility Management Entity (MME) and Serving GPRS Support Node
(SGSN) related interfaces based on Diameter protocol”.

3GPP TS 24.605: " Conference (CONF) using IP Multimedia (IM) Core Network (CN) subsystem;
Protocol specification”.

3GPP TS 29.329: "Sh Interface based on the Diameter protocol;Protocol details'.
3GPP TS 29.658: "SIP Transfer of IP Multimedia Service Tariff Information”.
OMA-DDS-Charging_Data: "Charging Data".

3GPP TS 23.003: "Numbering, Addressing and Identification”.

3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP)
across the Gn and Gp interface”.

3GPP TS 29.274: "Evolved GPRS Tunnelling Protocol for Control Plane (GTPv2-C); Stage 3".
3GPP TS 23.032: "Universal Geographical Area Description (GAD)".

Void.

IETF RFC 3588: "Diameter Base Protocol”.

IETF RFC 4006: "Diameter Credit Control Application”

IETF RFC 5580: "Carrying Location Objectsin RADIUS'

IETF RFC 3455 , "Private Extensions to the Session Initiation Protocol (SIP) for the 3"
Generation Partnership Projects (3GPP)".

IETF RFC 3261: "SIP: Session Initiation Protocol".
IETF RFC 4566: " SDP: Session Description Protocol”.

[407] IETF RFC 4005: "Diameter Network Access Server Application”.
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[408] IETF RFC 3264: An Offer/Answer Model with the Session Description Protocol (SDP).

NOTE: The above reference will need to be updated to reference the assigned RFC number, once the draft
achieves RFC status within the IETF.
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

middletier (charging) TS: term used for the 3GPP charging T Ss that specify the domain / subsystem / service specific,
online and offline, charging functionality. These are al the TSsin the numbering range from 3GPP TS 32.250 to 3GPP
TS 32.279, e.g. 3GPP TS 32.250 [10] for the CS domain, or 3GPP TS 32.270 [30] for the MM S service. Currently,
thereisonly one "tier 1" TSin 3GPP, which isthe TS 32.240 that specifies the charging architecture and principles.
Finally, there are a number of top tier TSsin the 32.29x numbering range ([50] ff) that specify common charging
aspects such as parameter definitions, encoding rules, the common billing domain interface or common charging
applications.

offline char ging: charging mechanism where charging information does not affect, in real-time, the service rendered

online charging: charging mechanism where charging information can affect, in real-time, the service rendered and
therefore a direct interaction of the charging mechanism with session/service control isrequired

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Rf Offline Charging Reference Point between a 3G network element and the CDF.
Ro Online Charging Reference Point between a 3G network element and the OCS.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACA ACcounting Answer

ACR ACcounting Request

AoC Advice of Charge

AS Application Server

ASA Abort Session Answer

ASR Abort Session Request

AVP Attribute Value Pair

CCA Credit Control Answer

CCR Credit Control Request

CDF Charging Data Function

CDR Charging Data Record

CEA Capabilities Exchange Answer
CER Capabilities Exchange Request
CGl Cell Glaobal Identification

Cl Cost-Information

CSG Closed Subscriber Group
CSGID Closed Subscriber Group Identity
DBPA Diameter Base Protocol Accounting
DCD Dynamic Content Delivery

DPA Disconnect Peer Answer

DPR Disconnect Peer Request

DRM Digital Rights Management
DWA Device Watchdog Answer

DWR Device Watchdog Request

ECGI E-UTRAN Cell Global Identifier
ECUR Event Charging with Unit Reservation
FQDN Fully Qualified Domain Name
FUI Final-Unit-Indication
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HSGW HRPD Serving GateWay
GSU Granted-Service-Unit
IEC Immediate Event Charging
IM Instant Messaging
IMS IP Multimedia Subsystem
MSCC Multiple Services Credit Control
OCs Online Charging System
RAA Re-Auth Answer
RAI Routeing Area | dentity
RAR Re-Auth Request
SAl Service Area ldentifier
SDP Session Description Protocol
TAI Tracking Area ldentity
4 Architecture Considerations
4.1 High level architecture

The Rf and the Ro are reference points from the Charging Trigger Function (CTF) to the Charging Data Function
(CDF) and the Online Charging Function (OCF) respectively, and are intended for the transport of charging events. Rf
isused for offline charging whereas Ro is used for online charging. The following figures depict the position of the Rf
and Ro reference points within the overall 3GPP online and offline charging architecture.

CTF:
CDF:
CGF:
BD:

3GPP network
CN
Domain —
s
C C
Service Rf N Ga
nodes | T |— D ]
F F

Charging Trigger Function
Charging Data Function
Charging Gateway Function
Billing Domain. This may also be a billing mediation device / post-processing system.

Figure 4.1.1: Logical ubiquitous offline charging architecture
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3GPP network
CN
Doman —
SO
C O
Service Ro B Ga Bo
nodes | T |— c —1 i

CTF: Charging Trigger Function

OCF: Online Charging Function

CGF: Charging Gateway Function

BD: Billing Domain. This may also be a billing mediation device / post-processing system.

Figure 4.1.2: Logical ubiquitous online charging architecture

Different mappings of the ubiquitous offline charging functions, CTF, CDF and CGF, onto physical implementations
are possible. Further details of the configuration refer toTS 32.240 [1]. Details of the implementation options per
domain / subsystem / service (usually a subset of the overall possible variants described above) are specified in the
respective middletier TS.

4.1.1 Charging related transfer requirements

Each CTF would have CDF and OCF address list to which it can send its charging events and/or charging requests. The
list will be organized in address priority order. If the primary charging function is not available (e.g., out of service)
then the CTF shall send the charging information to the secondary charging function and so on.

Within the scope of thisrelease, each network element that generates charging information will send the information
only to the charging entities of the same PLMN, and not to charging entitiesin other PLMNs.

Each CDF in the PLMN may know of other CDFs' network addresses (e.g., for redundancy reasons, to be able to
recommend another CDF address with the Redirection Request message). Thisis achieved by OAM& P configuration
facilities that will enable each CDF to have a configurable list of peer CDF addresses.
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5 3GPP charging applications requirements

5.1 Offline Charging Scenarios

51.1 Basic Principles

Offline charging for both events and sessions between CTF and the CDF is performed using the Rf reference point as
defined in TS 32.240[1].

Two basic scenarios are used:
e Event based Charging;
e  Session based Charging.
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51.1.1 Event based charging

In the following scenario, CTF asks the CDF to store event related charging data.

A w DN

UE-A CDF CTF

I
1. ReqLSt for resource usage

A
\ 4

2. Contenjt/Service Ddivery

3. Charging Data
Generation

Event Based Charging

4.Charging Data Request (Event Related Charging Data)

A

5. Process
Request

6.Charging Data Response

Figure 5.1.1.1: Event Based Charging

Request for resource usage: UE-A requests the desired resource from the network element.
Content/Service Delivery: the network element delivers the content/service.
Charging Data Generation: the CTF generates charging data related to service delivery

Record Charging Data Request: the CTF requests the CDF to store event related charging datafor CDR
generation purposes.

Process Request: CDF stores received information. Whether the CDR is generated or not depends on CDR
generation configuration.

Record Charging Data Response: the CDF informs the CTF that charging data was stored.
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51.1.2 Session based charging

In the following scenario, CTF asks the CDF to store session related charging data.

UE-A CDF CTF

1. Reqgiest for resource usage

[
L

A

2. Session Ongoing

[
|

A

3.Charging Data
Generation

Session Based Charging
4.Charging Data Request (Session Related Charging Data)
d
l
5. Process
Request
6.Charging Data Response
>
7.Charging Data
Generation
8.Charging Data Request (Session Related Charging Data)
<
9. Process
Request
10.Charging Data Response

\4

11. Session released

A

12.Charging Data
Generation

13.Charging Data Request (Session Related Charging Data)

>
hal

14. Process
Request

15.Charging Data Response

v

Figure 5.1.1.2: Session based charging

Request for resource usage: UE-A requests the desired session from the network element.
Session ongoing: the network element establish the session
Charging Data Generation: the CTF generates charging data related to session.

Record Charging Data Request: the CTF requests the CDF to store session related charging data for CDR
generation purposes.

5. Process Request: CDF stores received information. Whether the CDR is generated or not depends on CDR
generation configuration.

6. Record Charging Data Response: the CDF informs the CTF that charging data was stored

7. Charging Data Generation: the CTF generates charging data related to session due of e.g. intermediate timer
expiry

A w NP
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8. Record Charging Data Request: the CTF requests the CDF to store session related charging data for CDR
generation purposes.

9. Process Request: CDF stores received information. Whether the CDR is generated or not depends on CDR
generation configuration.

10. Record Charging Data Response: the CDF informsthe CTF that charging data was stored
11. Session release: the session is released
12. Charging Data Generation: the CTF generates charging data related to session due of session termination.

13. Record Charging Data Request: the CTF requests the CDF to store session related charging datafor CDR
generation purposes.

14. Process Reguest: CDF stores received information. Whether the CDR is generated or not depends on CDR
generation configuration.

15. Record Charging Data Response: the CDF informs the CTF that charging data was stored.
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Event and session based Charging are performed by the use of the "Charging Data Transfer" operation:

e "Charging Data Request”; sent from CTF - CDF
After detecting a chargeable event, the CTF sends a Charging Data Request to the CDF.

e "Charging Data Response"; sent from CDF > CTF
The CDF replies with a Charging Data Response, which informs the CTF that charging data was received.

Table5.1.2.1 and table 5.1.2.2 describe the content of these operations.

Table 5.1.2.1: Charging Data Request Content

Charging Data Request Category Description

Session Identifier M This field identifies the operation session.

Originator Host M This field contains the identification of the source point of the
operation and the realm of the operation originator.

Originator Domain M This field contains the realm of the operation originator.

Destination Domain M This field contains the realm of the operation destination.

Operation Type M This field defines the transfer type: event for event based charging
and start, interim, stop for session based charging.

Operation Number M This field contains the sequence number of the transferred
messages.

Operation Identifier Owm The field corresponds to the unique operation identification.

User Name Oc The field contains the identification of the service user.

Operation Interval Oc

Origination State Oc

Origination Timestamp Oc This field contains the time when the operation is requested.

Proxy Information Oc This field contains the parameter of the proxy.

Route Information Oc This field contains the parameter of the route.

Operation Token Owm This field identifies the domain, subsystem or service and release.

Service information Owm This parameter holds the individual service specific parameters as
defined in the corresponding ‘middle tier’ TS.

Table 5.1.2.2: Charging Data Response Content

Charging Data Response Category Description

Session Identifier M This field identifies the operation session.

Operation Result M This field identifies the result of the operation.

Originator Host M This field contains the identification of the source point of the
operation and the realm of the operation originator.

Originator Domain M This field contains the realm of the operation originator.

Operation Type M This field defines the transfer type: event for event based charging
and start, interim, stop for session based charging.

Operation Number M This field contains the sequence number of the transferred
messages.

Operation Identifier Owm The field corresponds to the unigue operation identification.

Operation Interval Oc

Error Reporting Host Oc If proxies exist between the accounting client and the accounting
server this field contains the identity of the proxy that sent a
response other than 2001 (Success).

Origination State Oc

Origination Timestamp Oc This field contains the time when the operation is requested.

Proxy Information Oc This field contains the parameter of the proxy.
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5.2 Online Charging scenarios

Online charging for both events and sessions between CTF and the OCF is performed using the Ro reference point.
The Ro reference point supports integrity protection and authentication for the case that the CTF is outside the operator
domain.

5.2.1 Basic principles

There are two sub-functions for online charging that affect online charging principles and require a more detailed
description: rating and unit determination. Both rating and unit determination can be implemented centralized, i.e. on
the OCF, or decentralized, that is, on the CTF.

Unit determination refers to the calculation of the number of hon-monetary units (service units, data volume, time and
events) that shall be assigned prior to starting service delivery.

e With Centralized Unit Determination, the OCF determines the number of non-monetary units that a certain
service user can consume based on a service identifier received from the CTF.

e  With the Decentralized Unit Determination approach, the CTF determinesitself how many units are required
to start service delivery, and requests these units from the OCF.

After checking the service user's account balance, the OCF returns the number of granted unitsto the CTF. The CTFis
then responsible for the supervision of service delivery. Particularly, the CTF shall limit service delivery to the
corresponding number of granted units.

Rating refersto the calculation of a price out of the non-monetary units calculated by the unit determination function.

e With the Centralized Rating approach, the CTF and the OCF exchange information about non-monetary units.
The OCF trangdlates these units into monetary units.

e With the Decentralized Rating approach, the corresponding rating control is performed within the CTF.
Consequently, CTF and OCF exchange information about monetary units.

Three cases for online charging can be distinguished: immediate event charging (IEC), event charging with unit
reservation (ECUR) and session charging with unit reservation (SCUR). These cases are further described in TS 32.240

[1].
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5.2.2 Charging Scenarios

In order to perform event charging via Ro, the scenarios between the involved entities UE-A, OCF and CTF need to be
defined. The charging flows shown in this subclause include scenarios with immediate event charging and event
charging with reservation. In particular, the following cases are shown:

1 Immediate Event Charging
a) Decentralized Unit Determination and Centralized Rating
b) Centralized Unit Determination and Centralized Rating
c) Decentralized Unit Determination and Decentralized Rating

2 Event charging with Reservation
a) Decentralized Unit Determination and Centralized Rating
b) Centralized Unit Determination and Centralized Rating
c) Decentralized Unit Determination and Decentralized Rating

3 Session charging with Reservation
a) Decentralized Unit Determination and Centralized Rating
b) Centralized Unit Determination and Centralized Rating
¢) Decentralized Unit Determination and Decentralized Rating

The combination of Centralized Unit Determination with Decentralized Rating is not possible.

5.221 Immediate Event Charging

ETSI



3GPP TS 32.299 version 9.13.0 Release 9 24 ETSI TS 132 299 v9.13.0 (2013-01)

5.2.2.1.1 Decentralized Unit Determination and Centralized Rating

In the following scenario, CTF asks the OCF to assign a defined number of units.

UE-A OCF CTF

1. Regyiest for resource usage

A

Credit Unit
2. Units
Determination
3. Debit Units Request (Non-monetary Units)
4. Rating
Control
[
5. Account

Control

6. Debit Units Response (Non-monetary Units)

7. Conterjt/Service Delivery

r N

8. Credit Unit Control (cont.)

A

10. Spssion released

A

Figure 5.2.2.1.1: Immediate Event Charging with Centralized Rating and Decentralized Unit
Determination

1. Request for resource usage: UE-A requests the desired resource from the network element.

2. Units Determination: depending on the requested service the CTF determines the number of units
accordingly.

3. Debit Units Request: the CTF requests the OCF to assign the defined number of units.

4. Rating Control: assisted by the rating entity the OCF cal cul ates the number of monetary units that represents
the price for the number of units determined in item 2.

5. Account Control: provided that the user's credit balance is sufficient, the OCF triggers the deduction of the
calculated amount from the subscriber's account.

6. Debit Units Response: the OCF informs the CTF of the number of granted units.

7. Content/Service Delivery: the CTF delivers the content/service at once, in fractions or in individually
chargeable items, corresponding to the number of granted units.

8. Credit Unit Control (cont.): this function block is optional and areplication of items 2 to 6.

9. Content/Service Delivery (cont.): the continuation of content delivery occurs in correspondence with the
occurrence of item 8.

10. Session released: Session isreleased.
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5.2.2.1.2 Centralized Unit Determination and Centralized Rating

In the following scenario, CTF asks the OCF to assign units based on the service identifier specified by the CTF.

UE-A OCF CTF

1. Reqgyiest for resource usage

A

Credit Service
2. Debit Units Request (Service Key)

<
<

3. Units
Determination
[

4. Rating
Control
[

5. Account
Control

6. Debit Units Response (Non-monetary Units)

7. Contert/Service Delivery

A

8. Credit Service Control (cont.)

9. Content/Sgrvice Delivery (cont.)

A

10. Session released

A

Figure 5.2.2.1.2: Immediate Event Charging with Centralized Rating and Centralized Unit
Determination

1. Request for resource usage: The UE-A requests the desired resource or content from the network element.
2. Debit Units Request: depending on the service requested by the UE-A, the CTF selects the service identifier and
forwards the Debit Units Request to the OCF.

3. Units Determination: the OCF determines the number of non-monetary units needed for the content/service
delivery, based on the received service key.

4. Rating Control: assisted by the rating entity the OCF cal cul ates the number of monetary units that represent the
price for the number of units determined in item 3.

5. Account Control: provided that the user's credit balance is sufficient, the OCF triggers the deduction of the
calculated amount from the subscriber's account.

6. Debit Units Response: the OCF informs the CTF of the number of granted units. This includes the case where the
number of units granted indicates the permission to render the service that was identified by the received service

key.
7. Content/Service Delivery: the CTF delivers the content/service at once, in fractions or in individually chargeable
items, corresponding to the number of granted units.

8. Credit Service Control (cont.): thisfunction block is optional and areplication of items 2 to 6.
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9. Content/Service Delivery (cont.): the continuation of content delivery occursin correspondence with the
occurrence of item 8.

10. Session released: the session isreleased.
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5.2.2.1.3 Decentralized Unit Determination and Decentralized Rating

In the following scenario, the CTF asks the OCF to assure the deduction of an amount of the specified number of
monetary units from the subscriber's account.

UE-A OCF CTF
1. Reqyiest for resource usage
Credit Amount
2. Units
Determination
3. Rating
Control
4. Debit Units Request(Monetary Units)
5. Account
Control
6. Debit Units Response(Monetary Units)

7. Content/Service Delivery

A

8. Credit Amount Control (cont.)

9. Content/Sgrvice Delivery (cont.)

r N

10. Spssion released

A

Figure 5.2.2.1.3: Immediate Event Charging with Decentralized Rating and Decentralized Unit
Determination

1. Request for resource usage: The UE-A requests the desired content from the network element.

2. Units Determination: depending on the service requested by the UE-A, the CTF determines the number of units
accordingly.

3. Rating Control: the CTF calculates the number of monetary units that represent the price for the number of units
determined in item 2.

4. Debit Units Request: the CTF requests the OCF to assure the deduction of an amount corresponding to the
calculated number of monetary units from the subscriber's account.

5. Account Control: provided that the user's credit balance is sufficient, the OCF triggers the deduction of the
calculated amount from the subscriber's account.

6. Debit Units Response: the OCF indicates to the CTF the number of deducted monetary units.

7. Content/Service Delivery: the CTF delivers the content/service at once, in fractions or in individually chargeable
items, corresponding to the number of units as specified initems 2 and 3.

8. Credit Amount Control (cont.): thisfunction block is optional and areplication of items 2 to 6.

9. Content/Service Delivery (cont.): the continuation of content delivery occurs in correspondence with the
occurrence of item 8.

10. Session released: the session isreleased.
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5.2.2.1.4 Furter Options

In addition to the flows that are specified in the previous subclauses, the Debit Unit operation may alternatively be
carried out concurrently with service delivery, or after completion of service delivery.
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5.2.2.2 Event charging with Reservation

5.2.2.2.1 Decentralized Unit Determination and Centralized Rating

In the following scenario, the CTF requests the reservation of units prior to service delivery. An account debit operation
is carried out following the conclusion of service delivery.

UE-A OCF CTF

1. Request for resource usage

2. Units
Determination

3. Reserve Units Request (Non-monetary Units)

4. Rating
Control

5. Account
Control

6.Reservation
Control

7. Reserve Units Response (Non-monetary Units)

>
»

8. Reserved Units
Supervision

9. Content/Service Delivery

A

10. Debit Units Request (Non-monetary Units)

<

11. Rating
Control

12. Account
Control

13. Debit Units Response (Non-monetary Units)

14. Sestion released

Figure 5.2.2.2.1: Event Charging with Reservation / Decentralized Unit Determination and Centralized

A w DN

o

Rating

Request for resource usage: The UE-A requests the desired content/service from the NE.
Units Deter mination: depending on the requested service the CTF determines the number of units accordingly.
Reserve Units Request: the CTF requests the OCF to reserve the number of units determined in item 2.

Rating Control: assisted by the rating entity the OCF cal culates the number of monetary units that represents the
price for the number of units determined in item 2.

Account Control: the OCF checks whether the user's account balance is sufficient for the requested reservation.
Reservation Control: if the user's account balance is sufficient then the corresponding reservation is made.
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7. Reserve Units Response: the OCF informs the CTF of the reserved number of units.

8. Reserved Units Supervision: simultaneously with the service delivery, the CTF monitors the consumption of the
reserved units.

9. Content/Service Delivery: the CTF delivers the content/service at once, in fractions or in individually chargeable
items, corresponding to the reserved number of units.

10. Debit Units Request: the CTF requests the OCF to assure the deduction of an amount corresponding to the
consumed number of units from the subscriber's account. In the case that no further units are required for this
service, an appropriate indication triggering the release of the remaining reservation is given.

11. Rating Control: assisted by the rating entity the OCF cal culates the number of monetary units to deduct from the
subscriber's account.

12. Account Control: the OCF triggers the deduction of the calculated amount from the subscriber's account.
13. Debit Units Response: the OCF informs the CTF of the actually deducted units.
14. Session Release: the session is rel eased.
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5.2.2.2.2 Centralized Unit Determination and Centralized Rating

In the following scenario, the CTF requests the OCF to reserve units based on the service identifier specified by the
CTF. An account debit operation is carried out following the conclusion of service delivery.
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Figure 5.2.2.2.2: Event Charging with Reservation / Centralized Unit Determination and Centralized
Rating

1. Request for resource usage: The UE-A requests the desired content from the CTF.

2. Reserve Units Request: depending on the service requested by the UE-A, the CTF selects the service identifier
and forwards the Reserve Units Request to the OCF.

3. Units Determination: the OCF determines the number of non-monetary units needed for the content/service
delivery, based on the received service key.

4. Rating Control: assisted by the rating entity the OCF cal cul ates the number of monetary units that represent the
price for the number of units determined in item 3.

5. Account Control: the OCF checks whether the user's account balance is sufficient for the requested reservation.
6. Reservation Control: if the user's account balance is sufficient, then the corresponding reservation is made.

7. Reserve Units Response: the OCF informsthe CTF of the reserved number of units. This includes the case where
the number of units reserved indicates the permission to render the service that was identified by the received
service key.
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8. Granted Units Supervision: simultaneously with the service delivery, the CTF monitors the consumption of the
reserved units.

9. Content/Service Delivery: the CTF delivers the content/service at once, in fractions or in individually chargeable
items, corresponding to the reserved number of units.

10. Debit Units Request: the CTF provides according to previous Reserve Units Response the request to deduct the
amount of units corresponding to the consumed number of units.

11. Rating Control: assisted by the rating entity the OCF cal culates the number of monetary units to deduct from the
subscriber's account.

12. Account Control: the OCF triggers the deduction of the calculated amount from the subscriber's account.
13. Debit Units Response: the OCF informs the CTF of the actually deducted units.
14. Session Released: the session isreleased.
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5.2.2.2.3 Decentralized Unit Determination and Decentralized Rating

In the following scenario, the CTF request the OCF to assure the reservation of an amount of the specified number of
monetary units from the subscriber's account. An account debit operation that triggers the deduction the amount from
the subscriber's account is carried out following the conclusion of service delivery.
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Figure 5.2.2.2.3: Event Charging with Reservation / Centralized Unit Determination and Centralized

Rating

Request for resource usage: The UE-A requests the desired content from the CTF.

Units Deter mination: depending on the service requested by the UE-A, the CTF determines the number of units
accordingly.

Rating Control: the CTF calculates the number of monetary units that represent the price for the number of units
determined in item 2.

Reserve Units Request: the CTF requests the OCF to assure the reservation of an amount corresponding to the
calculated number of monetary units from the subscriber's account.

Account Control: the OCF checks whether the user's account balance is sufficient for the requested reservation.
Reservation Control: if the user's credit balance is sufficient, then the corresponding reservation is made.
Reserve Units Response: the OCF informs the CTF of the reserved number of monetary units.

Budget Control: simultaneously with the service delivery, the CTF monitors the consumption of the granted
amount.

Content/Service Delivery: the CTF delivers the content/service at once, in fractions or in individually chargesble
items, corresponding to the number of units.
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10. Debit Units Request: the CTF requests the OCF to assure the deduction of an amount corresponding to the
consumed number of monetary units from the subscriber's account.

11. Account Control: the OCF triggers the deduction of the consumed amount from the subscriber's account.
12. Debit Units Response: the OCF indicates to the CTF the number of deducted monetary units.
13. Session Released: the session isreleased.

5.2.2.3 Session charging with Reservation

5.2.2.3.1 Decentralized Unit Determination and Centralized Rating

In the following scenario, the CTF requests the reservation of units prior to session supervision. An account debit
operation is carried out following the conclusion of session termination.
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Figure 5.2.2.3.1: Session Charging with Reservation / Decentralized Unit Determination and
Centralized Rating

1. Request for resour ce usage: The UE-A requests session establishment from the CTF.
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2. Units Determination: depending on the requested type of the session the CTF determines the number of units
accordingly.

Reserve Units Request: the CTF requests the OCF to reserve the number of units determined in item 2

Rating Control: assisted by the rating entity the OCF cal cul ates the number of monetary units that represents the
price for the number of units determined in item 2.

Account Control: the OCF checks whether the user's account balance is sufficient for the requested reservation.
Reservation Control: if the user's account balance is sufficient then the corresponding reservation is made.
Reserve Units Response: the OCF informs the CTF of the reserved number of units.

Reserved Units Supervision: simultaneously with the ongoing session, the CTF monitors the consumption of the
reserved units.

9. Session ongoing: the CTF maintains the session. One or more debit and reserve operations may be performed
when the session is ongoing.

10. Session Release: the session is released

11. Debit Units Request: the CTF requests the OCF to assure the deduction of an amount corresponding to the
consumed number of units from the subscriber's account.

12. Rating Control: assisted by the rating entity the OCF cal culates the number of monetary units to deduct from the
subscriber's account.

13. Account Control: the OCF triggers the deduction of the calculated amount from the subscriber's account.
14. Debit Units Response: the OCF informs the CTF of the actually deducted units.

> w
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ETSI



3GPP TS 32.299 version 9.13.0 Release 9 36 ETSI TS 132 299 v9.13.0 (2013-01)

5.2.2.3.2 Centralized Unit Determination and Centralized Rating

In the following scenario, the CTF requests the OCF to reserve units based on the session identifiers specified by the
CTF. An account debit operation is carried out following the conclusion of session.
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Figure 5.2.2.3.2: Session Charging with Reservation / Centralized Unit Determination and Centralized
Rating

1. Request for resource usage: The UE-A requests the session establishment from the CTF.

2. Reserve UnitsRequest: depending on the requested type of the session by the UE-A, the CTF selects the service
identifier and forwards the Reserve Units Request to the OCF.

3. Units Determination: the OCF determines the number of non-monetary units needed for the content/service
delivery, based on the received service key.

4. Rating Control: assisted by the rating entity the OCF cal cul ates the number of monetary units that represent the
price for the number of units determined in item 3.

5. Account Control: the OCF checks whether the user's account balance is sufficient for the requested reservation.
6. Reservation Control: if the user's account balance is sufficient, then the corresponding reservation is made.
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7. Reserve Units Response: the OCF informsthe CTF of the reserved number of units. Thisincludes the case where
the number of units reserved indicates the permission to render the service that was identified by the received
service key.

8. Granted Units Supervision: simultaneously with the ongoing session, the CTF monitors the consumption of the
reserved units.

9. Session ongoing: the CTF maintains the session. One or more debit and reserve operations may be performed
when the session is ongoing.

10. Session Released: the session is released.

11. Debit Units Request: the CTF requests the OCF to assure the deduction of an amount corresponding to the
consumed number of units from the subscriber’s account

12. Rating Control: assisted by the rating entity the OCF cal culates the number of monetary units to deduct from the
subscriber's account.

13. Account Control: the OCF triggers the deduction of the calculated amount from the subscriber's account.
14. Debit Units Response: the OCF informs the CTF of the actually deducted units.
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5.2.2.3.3 Decentralized Unit Determination and Decentralized Rating

In the following scenario, the CTF request the OCF to assure the reservation of an amount of the specified number of
monetary units from the subscriber's account. An account debit operation that triggers the deduction the amount from
the subscriber's account is carried out following the conclusion of session establishment.
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Figure 5.2.2.3.3: Session Charging with Reservation / Decentralized Unit Determination and
Decentralized Rating

Request for resource usage: The UE-A requests the session establishment from the CTF.

Units Deter mination: depending on the requested type of the session by the UE-A, the CTF determines the
number of units accordingly.

Rating Control: the CTF calculates the number of monetary units that represent the price for the number of units
determined in item 2.

Reserve Units Request: the CTF requests the OCF to assure the reservation of an amount corresponding to the
calculated number of monetary units from the subscriber's account.

Account Control: the OCF checks whether the user's account balance is sufficient for the requested reservation.
Reservation Control: if the user's credit balance is sufficient, then the corresponding reservation is made.
Reserve Units Response: the OCF informs the CTF of the reserved number of monetary units.

Budget Control: simultaneously with the ongoing session, the CTF monitors the consumption of the granted
amount.

Session ongoing: the CTF maintains the session. One or more debit and reserve operations may be performed
when the session is ongoing.
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10. Session Released: the session is released.

11. Debit Units Request: the CTF requests the OCF to assure the deduction of an amount corresponding to the
consumed number of monetary units from the subscriber's account.

12. Account Control: the OCF triggers the deduction of the consumed amount from the subscriber's account.
13. Debit Units Response: the OCF indicates to the CTF the number of deducted monetary units.
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5.2.3 Basic Operations
On-line credit control uses two basic logical operations: Debit Units and Reserve Units.

e "Debit Units Request”; sent from CTF - OCF
After receiving a service request from the subscriber, the CTF sends a Debit Units Request to the OCF. The CTF
may either specify a service identifier (centralised unit determination) or the number of units requested
(decentralised unit determination).
For refund purpose, the CTF sends a Debit Units Request to the OCF as well.

e "Debit Units Response"; sent from OCF - CTF
The OCF replies with a Debit Units Response, which informs the CTF of the number of units granted as aresult of
the Debit Units Request. This includes the case where the number of units granted indicates the permission to
render the requested service.
For refund purpose, the OCF replies with a Debit Units Response.

e "Reserve Units Request"; sent from CTF > OCF
Request to reserve a number of units for the service to be provided by an CTF. In case of centralised unit
determination, the CTF specifies a service identifier in the Reserve Unit Request, and the OCF determines the
number of units requested. In case of decentralised unit determination, the number of units requested is specified by
the CTF.

e "Reserve Units Response”; sent from OCF - CTF
Response from the OCF which informs the CTF of the number of units that were reserved as aresult of the
"Reserve Units Request”.

|EC uses the Direct Debiting One Time Event procedure specified in RFC 4006 and therefore is performed by the use
of thelogical "Debit Units" operation, as specified in section 6.3.3.

SCUR and ECUR use both the "Debit Units" and "Reserve Units" operations.

SCUR uses the Session Based Credit Control procedure specified in RFC 4006. In session charging with unit
reservation, when the "Debit Units" and "Reserve Units" operations are both needed, they shall be combined in one
message, as specified in section 6.3.5.

For SCUR and ECUR the consumed units are deducted from the subscriber's account after service delivery. Thus, the
reserved and consumed units are not necessarily the same. Using this operation, it is also possible for the CTF to modify
the current reservation, including the return of previously reserved units.

Table 5.2.3.1 and table 5.2.3.2 describe the content of these operations.
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Table 5.2.3.1: Debit and Reserve Units Request Content

Debit and Reserve Units |Category Description
Request

Session Identifier M This field identifies the operation session.

Originator Host M This field contains the identification of the source point of the operation.

Originator Domain M This field contains the realm of the operation originator.

Destination Domain M This field contains the realm of the operation destination.

Operation Identifier M This field is a unique operation identifier.

Operation Token M This field contains the service identifier.

Operation Type M This field defines the transfer type: event for event based charging and start,
interim, stop for session based charging.

Operation Number M This field contains the sequence number of the transferred messages.

Destination Host Oc This field contains the identification of the destination point of the operation.

User Name Oc This field contains the identification of the user.

Origination State Oc Thd.

Origination Timestamp Oc This field contains the time when the operation is requested.

Subscriber Identifier Owm This field contains the identification of the mobile subscriber (i.e. MSISDN) that
uses the requested service.

Termination Cause Oc This field contains the termination reason of the service.

Requested Action Oc This field contains the requested action.

Multiple Operation Owm This field indicate the occurrence of multiple operations.

Multiple Unit Operation Oc This field contains the parameter for the quota management.

Subscriber Equipment Oc This field contains the identification of the mobile device (i.e. IMEI) that uses the

Number subscriber.

Proxy Information Oc This field contains the parameter of the proxy.

Route Information Oc This field contains the parameter of the route.

Service Information Owm This parameter holds the individual service specific parameters as defined in the
corresponding ‘middle tier’ TS.

Table 5.2.3.2: Debit and Reserve Units Response Content

Debit and Reserve Units Response |Category Description

Session Identifier M This field identifies the operation session.

Operation Result M This field identifies the result of the operation.

Originator Host M This field contains the identification of the source point of the
operation.

Originator Domain M This field contains the realm of the operation originator.

Operation Identifier M This field is a unique operation identifier.

Operation Type M This field defines the transfer type: event for event based charging
and start, interim, stop for session based charging.

Operation Number M This field contains the sequence number of the transferred
messages.

Operation Failover Oc This field contains an indication to the CTF whether or not a failover
handling is to be used when necessary.

Multiple Unit Operation Oc This field contains the parameter for the quota management.

Operation Failure Action Oc For credit control sessions the content of this field enables the

credit-control client to decide what to do if sending credit-control
messages to the credit-control server has been temporarily
prevented.

Operation Event Failure Action

Oc For one time event direct debiting the content of this field enables
the credit-control client to decide what to do if sending credit-control
messages to the credit-control server has been temporarily

prevented.

Redirection Host Oc Thd.

Redirection Host Usage Oc Thd.

Redirection Cache Time Oc Thd.

Proxy Information Oc This field contains the parameter of the proxy.

Route Information Oc This field contains the parameter of the route.

Failed parameter Oc This field contains missing and/or unsupported parameter that
caused the failure.

Service Information Oc This parameter holds the individual service specific parameters as

defined in the corresponding ‘middle tier' TS.
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5.3 Other requirements

531 Re-authorization

The server may specify an idle timeout associated with a granted quota. Alternatively, the client may have a
configurable default value. The expiry of that timer shall trigger a re-authorization request.

Mid-session service events (re-authorisation triggers) may affect the rating of the current service usage. The server may
instruct the credit control client to re-authorize the quota upon a number of different session related triggers that can
affect the rating conditions.

When are-authorization is trigger, the client shall reports quota usage. The reason for the quota being reported shall be
notified to the server.

5.3.2 Threshold based re-authorization triggers

The server may optionally include an indication to the client of the remaining quota threshold that shall trigger a quota
re-authorization.

5.3.3 Termination action

The server may specify to the client the behaviour on consumption of the final granted units; thisis known as
termination action.

5.3.4  Account Expiration

The server may provide to the client the date and time of account expiration, which the client may use depending on
operator policy.
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6 3GPP Charging Applications — Protocol Aspects

6.1 Basic Principles for Diameter Offline Charging

In order to support the offline charging principles described in the present document, the Diameter client and server
must implement at least the following Diameter options listed in RFC 3588 [401], i.e. the basic functionality of
Diameter accounting, as defined by the Diameter Base Protocol (RFC 3588 [401]) is re-used..

The charging architecture implementing Diameter adheres to the structure where all communications for offline
charging purposes between the CTF (Diameter client) and the CDF (Diameter server) are carried out on the Diameter
Rf reference point, where the CTF reports charging information to the Charging Data Function (CDF). The CDF uses
thisinformation to construct and format CDRs. The above-mentioned reference points are defined in TS 32.240 [1].

A configurable timer is supported in the CDF to supervise the reception of the ACR [Interim] and/or ACR [Stop]. An
instance of the "Timer" is started at the beginning of the accounting session, reset on the receipt of an ACR [Interim]
and stopped at the reception of the ACR [Stop]. Upon expiration of the timer, the CDF stops the accounting session
with the appropriate error indication.

For offline charging, the CTF implements the accounting state machine described in RFC 3588 [401]. The server (CDF)
implements the accounting state machine "SERVER, STATELESS ACCOUNTING" as specified in RFC 3588 [401],
i.e. thereisno order in which the server expects to receive the accounting information.

The offline charging functionality is based on the network elements reporting accounting information upon reception of
various messages which trigger charging generation, as most of the accounting relevant information is contained in
these messages. This reporting is achieved by sending Diameter Accounting Requests (ACR) [Start, Interim, Stop and
Event] from the network elementsto the CDF.

Following the Diameter base protocol specification, the following "types' of accounting data may be sent with regard to
offline charging:

e START session accounting data.
e INTERIM session accounting data.
e STOP session accounting data.
e EVENT accounting data.
Two cases are currently distinguished for offline charging purposes:
e Event based charging; and
e Session based charging.

ACR types START, INTERIM and STOP are used for accounting data related to successful sessions. In contrast,
EVENT accounting datais unrelated to sessions, and is used e.g. for a simple registration or interrogation and
successful service event triggered by a network element. In addition, EVENT accounting datais also used for
unsuccessful session establishment attempts.

The flows and scenarios for the above two described cases are further detailed bel ow.
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6.1.1 Event based charging

In the case of event based charging, the network reports the usage or the service rendered where the service offering is
rendered in asingle operation. It is reported using the ACR EVENT.

The following figure shows the transactions that are required on the Diameter offline interface in order to perform event
based charging. The operation may alternatively be carried out prior to, concurrently with or after service/content
delivery.

CTF CDF/
Server

Event Based Charging

2. ACR (EVENT_RECQRD)

3. Process Accounting Request

4. ACA (EVENT_RECORD)

A

Figure 6.1.1: Event Based offline charging

Step 1: The network element receives indication that service has been used/delivered.

Step 2: The network element (acting as client) sends Accounting-Request (ACR) with Accounting-Record-
Type AVP set to EVENT_RECORD to indicate service specific information to the CDF (acting as
server).

Step 3: The CDF receives the relevant service charging parameters and processes accounting request.

Step 4: The CDF returns Accounting-Answer message with Accounting-Record-Type AVP set to
EVENT_RECORD to the network element in order to inform that charging information was
received.
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6.1.2

Session based charging

Session based charging is the process of reporting usage reports for a session and usesthe START, INTERIM & STOP
accounting data. During a session, a hetwork element may transmit multiple ACR Interims' depending on the
proceeding of the session.

The following figure shows the transactions that are required on the Diameter offline interface in order to perform
session based charging.
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Figure 6.1.2: Session based offline charging

The network element receives a service request. The service request may be initiated either by the
user or the other network element.

In order to start accounting session, the network element sends a Accounting-Request (ACR) with
Accounting-Record-Type AVP set to START_RECORD to the CDF.

The CDF opens a CDR for current session.

The CDF returns Accounting-Answer (ACA) message with Accounting-Record-Type set to
START_RECORD to the network element and possibly Acct-Interim-Interval AVP (All) set to
non-zero value indicating the desired intermediate charging interval.

When either All elapses or charging conditions changes are recognized at Network Element (NE),
the NE sends an Accounting-Request (ACR) with Accounting-Record-Type AVP set to
INTERIM_RECORD to the CDF.

The CDF updates the CDR in question.

The CDF returns Accounting-Answer (ACA) message with Accounting-Record-Type set to
INTERIM_RECORD to the network element.

The service is terminated.
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Step 9: The network element sends a Accounting-Request (ACR) with Accounting-Record-Type AV P set
to STOP_RECORD to the CDF.

Step 10: The CDF updates the CDR accordingly and closes the CDR.

Step 11. The CDF returns Accounting-Answer (ACA) message with Accounting-Record-Type set to

STOP_RECORD to the network element.
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6.1.3 Offline charging error cases - Diameter procedures

6.1.3.1 CDF Connection Failure

When the connection towards the primary CDF is broken, the process of sending accounting information should
continue towards a secondary CDF (if such a CDF is configured). For further CDF connection failure functionality, see
subclause "Transport Failure Detection” in the RFC 3588 [401].

If no CDF isreachable the network element may buffer the generated accounting data in non-volatile memory. Once the
CDF connection isworking again, al accounting messages stored in the buffer is sent to the CDF, in the order they
were stored in the buffer.

6.1.3.2 No Reply from CDF

In case a network element does not receive an ACA in response to an ACR, it may retransmit the ACR message. The
waiting time until aretransmission is sent, and the maximum number of repetitions are both configurable by the
operator. When the maximum number of retransmissionsis reached and still no ACA reply has been received, the
network element executes the CDF connection failure procedure as specified above.

If retransmitted ACRS are sent, they are marked with the T-flag as described in RFC 3588 [401], in order to allow
duplicate detection in the CDF, as specified in the next subclause.
6.1.3.3 Duplicate Detection

A Diameter client marks possible duplicate request messages (e.g. retransmission due to the link fail over process) with
the T-flag as described in RFC 3588 [401].

If the CDF receives a message that is marked as retransmitted and this message was already received, then it discards
the duplicate message. However, if the original of the re-transmitted message was not yet received, it is the information
in the marked message that is taken into account when generating the CDR. The CDRs are marked if information from
duplicated message(s) is used.

6.1.3.4 CDF Detected Failure

The CDF closes a CDR when it detects that expected Diameter ACRs for a particular session have not been received for
aperiod of time. The exact behaviour of the CDF is operator configurable.
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6.2 Message Contents for Offline Charging

6.2.1 Summary of Offline Charging Message Formats

6.2.1.1 General

The corresponding Diameter accounting application messages for the Charging Data Transfer operation is Accounting
Request (ACR) and Accounting Answer (ACA) as specified in the Diameter Base Protocol Accounting (DBPA)
application in RFC 3588 [401].

The following table describes the use of these messages which are adapted for 3GPP offline charging.

Table 6.2.1.1: Offline Charging Messages Reference Table

Command-Name Source|Destination|Abbreviation
Accounting-Request CTF CDF ACR
Accounting-Answer CDF CTF ACA
Capabilities-Exchange-Request| CTF CDF CER
Capabilities Exchange Answer | CDF CTF CEA

Additional Diameter messages (i.e. DPR/DPA, DWR/DWA)are used according to the Diameter Base Protocol
Accounting (DBPA) specification in RFC 3588 [401].

6.2.1.2 Structure for the Accounting Message Formats

The following is the basic structure shared by all offline charging messages. Thisis based directly on the format of the
messages defined in the Diameter Base Protocol Application specification in RFC 3588 [401].

Those Diameter Accounting AV Psthat are used for 3GPP Offline Charging are marked in the table 6.2.2 and table 6.2.3
with a category as specified in TS 32.240 [1].

An AVP in grey strikethrough in the message format (in grey in the tables) is not used by 3GPP.
The following symbols are used in the message format definition:

e <AVP> indicates a mandatory AVP with afixed position in the message.

e {AVP} indicates a mandatory AVP in the message.

e [AVP] indicates an optional AVP in the message.

e *AVPindicates that multiple occurrences of an AVPis possible.
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6.2.2 Accounting-Request Message

The ACR messages, indicated by the Command-Code field set to 271 is sent by the CTF to the CDF in order to sent
charging information for the request bearer / subsystem /service.

The ACR message format is defined according to the Diameter Base Protocol in RFC 3588 [401] as follows:
<ACR> ::= < Diameter Header: 271, REQ, PXY >

Session-Id >

Origin-Host }
Origin-Realm }
Destination-Realm }
Accounting-Record-Type }
Accounting-Record-Number }
Acct-Application-Id ]

N N

[ User-Name ]

[ Acct-Interim-Interval ]

[ Origin-State-Id ]

[ Event-Timestamp ]

[ Proxy-Info ]

[ Route-Record ]

[ Service-Context-Id ]
[ Service-Information ]
[

* AVP ]

NOTE: Similar information asin subscription_id should be added as 3GPP parameter, IMEI.
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Table 6.2.2 illustrates the basic structure of a 3GPP Diameter Accounting-Request message as used for 3GPP offline

charging.
Table 6.2.2: 3GPP Accounting-Request Message Contents
AVP Category Description

Session-Id M This field identifies the operation session.

Origin-Host M This field contains the identification of the source point of the
operation and the realm of the operation originator.

Origin-Realm M This field contains the realm of the operation originator.

Destination-Realm M This field contains the realm of the operator domain. The realm will
be addressed with the domain address of the corresponding public
URI.

Accounting-Record-Type M This field defines the transfer type: event for event based charging
and start, interim, stop for session based charging.

Accounting-Record-Number M This field contains the sequence number of the transferred
messages.

Acct-Application-Id Owm The field corresponds to the application ID of the Diameter
Accounting Application and is defined with the value 3.

User-Name Oc Contains the user name determined by the domain: bearer, sub-
system or service as described in middle tier TS.

Acct-Interim-Interval Oc

Origin-State-Id Oc This field contains the state associated to the CTF.

Event-Timestamp Oc This field corresponds to the exact time the accounting is requested.

Proxy-Info Oc This field contains information of the host.

Proxy-Host M This field contains the identity of the host that added the Proxy-Info
field.
Proxy-State M This field contains state local information.

Route-Record Oc This field contains an identifier inserted by a relaying or proxying
node to identify the node it received the message from.

Service-Context-Id Owm $g|s field indicates the service and the corresponding 'middle tier

Service-Information Owm This parameter holds the individual service specific parameters as
defined in the corresponding ‘middle tier’ TS.

AVP Oc

NOTE: A detailed description of the AVPsis provided in clause 7.
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6.2.3 Accounting-Answer Message

The Accounting Answer (ACA) messages, indicated by the Command-Code field set to 271 is sent by the CDF to the
CTF in order to reply to the ACR.

The ACA message format is defined according to the Diameter Base Protocol in RFC 3588 [401] as follows:
<ACA> ::= < Diameter Header: 271, PXY >

Session-Id >

Result-Code }

Origin-Host }
Origin-Realm }
Accounting-Record-Type }
Accounting-Record-Number }
Acct-Application-Id ]

N N

[ User-Name ]

Error-Reporting-Host ]
Acct-Interim-Interval ]

Origin-State-Id ]
Event-Timestamp ]
Proxy-Info ]

AVP ]

*  *
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This message is always used by the CDF as specified below, regardless of the CTF it isreceived from and the ACR

record type that is being replied to.

Table 6.2.3: 3GPP Accounting-Answer (ACA) Message Content

AVP Category Description

Session-Id M This field identifies the operation session.

Result-Code M This field contains the result of the specific query.

Origin-Host M This field contains the identification of the source point of the
operation and the realm of the operation originator.

Origin-Realm M This field contains the realm of the operation originator.

Accounting-Record-Type M This field defines the transfer type: event for event based charging
and start, interim, stop for session based charging.

Accounting-Record-Number M This field contains the sequence number of the transferred
messages.

Acct-Application-Id Owm The field corresponds to the application ID of the Diameter
Accounting Application and is defined with the value 3.

User-Name Oc Contains the user name determined by the domain: bearer, sub-
system or service as described in middle tier TS.

Error-Reporting-Host Oc This field contains the identity of the Diameter host that sent the
Result-Code AVP to a value other than 2001 (Success) if the host
setting the Result-Code is different from the one encoded in the
Origin-Host AVP.

Acct-Interim-Interval Oc

Origin-State-Id Oc

Event-Timestamp Oc This field contains the time when the operation is requested.

Proxy-Info Oc This field contains information of the host.

Proxy-Host M This field contains the identity of the host that added the Proxy-Info
field.
Proxy-State M This field contains state local information.
AVP Oc Not used in 3GPP
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6.3 Basic Principles for Diameter Online charging

Editor's note: This clause has been added to update the document to the Rel-6 IETF dependency on the Diameter
Credit Control Application and currently does not exist in the 3GPP Rel-5 3GPP TS 32.225 Page: 43
Here we have:- Basic principles
- List of mandatory Diameter Credit Control Application AV Ps used for online charging,
- No 3GPP AVPs unless they MUST be used every and each domain
- Basic client - server signalling flow showing how CCR/CCA is used
- Signalling flows for and + other common methods
- (Maybe) Content of CCR/CCA in INITIAL/UPDATE/TERMINATE/EVENT cases

6.3.1 Online Specific Credit Control Application Requirements

For online charging, the basic functionality as defined by the IETF Diameter Credit Control application is used. The
basic structure follows a mechanism where the online client (CTF) requests resource allocation and reports credit
control information to the Online Charging System (OCS).

The usage and values of Validity-Time AVP and the timer "Tcc" are under the sole control of the credit control server
(OCS) and determined by operator configuration of the OCS.

Editor’s note: There may be a requirement to add a minimum value for the Validity-Time AVP. It may need to be
moved the subsection where the Validity-Time AVP is handled.

The online client implements the state machine described in RFC 4006 [402] for "CLIENT, EVENT BASED" and/or
"CLIENT, SESSION BASED". |.e. when the client applies IEC it usesthe "CLIENT, EVENT BASED" state machine,
and when the client applies ECUR defined in 3GPP it usesthe "CLIENT, SESSION BASED" state machine for the first
and final interrogations.

The OCS implements the state machine described in RFC 4006 [402] for the "SERVER, SESSION AND EVENT
BASED" in order to support Immediate Event Charging and Event Charging with Unit Reservation.
6.3.2 Diameter Description on the Ro reference point

Editor’ s note: Message flows and scenarios should be moved into clause 5.

6.3.2.1 Basic Principles

For online charging the Diameter Credit Control Application (DCCA) defined in RFC 4006 [402] is used with
additional AV Ps defined in the present document.

Three cases for control of user credit for online charging are distinguished:
e Immediate Event Charging IEC; and
e Event Charging with Unit Reservation (ECUR).
e Session Charging with Unit Reservation (SCUR)

In the case of Immediate Event Charging (IEC),the credit control process for eventsis controlled by the corresponding
CC-Requested-Type EVENT_REQUEST that is sent with Credit-Control-Request (CCR) for a given credit control
event.

In the case of Event Charging with Unit Reservation (ECUR) the CC-Request-Type INITIAL /
TERMINATION_REQUEST are used for charging for a given credit control event, however, where areservation is
made prior to service delivery and committed on execution of a successful delivery.

Session Charging with Unit Reservation is used for credit control of sessions and uses the CC-Request-Type INITIAL /
UPDATE and TERMINATION_REQUEST.

The network element may apply IEC, where CCR Event messages are generated, or ECUR, using CCR Initial and
Termination. The decision whether to apply IEC or ECUR is based on the service and/or operator's paolicy.
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6.3.3

Immediate Event Charging (IEC)

Figure 6.3.3 shows the transactions that are required on the Ro reference point in order to perform event based Direct
Debiting operation. The Direct Debiting operation may alternatively be carried out prior to service/content delivery.
The Network Element must ensure that the requested service execution is successful, when this scenario is used.

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

NOTE:

CTF oCs

Direct Debiting Operation

2. CCR (EVENT_REQUEST, RA, RSU)

. 4. Perform Direct
3. Timer Tx Debiting

5. CCA (EVENT_REQUEST, GSU, [CI], [RI])

6. Service Delivery

Figure 6.3.3: IEC Direct Debiting Operation

The network element receives a service request.

The Direct Debiting Operation is performed as described in RFC 4006 [402].

The network element performs direct debiting prior to service execution. Network element (acting
as DCCA client) sends Credit-Control-Request (CCR) with CC-Request-Type AVP set to
EVENT_REQUEST to indicate service specific information to the OCS (acting as DCCA server).
The Reguested-Action AVP (RA) is set to DIRECT_DEBITING. If known, the network element
may include Requested-Service-Unit AVP (RSU) (monetary or non-monetary units) in the request
message.

Having transmitted the Credit-Control-Request message the network element starts the
communication supervision timer "Tx' (RFC 4006 [402]). Upon receipt of the Credit-Control-
Answer (CCA) message the network element shall stop timer Tx.

The OCS determines the relevant service charging parameters .

The OCS returns Credit-Control-Answer message with CC-Request-Type AVP set to
EVENT_REQUEST to the network element in order to authorize the service execution
(Granted-Service-Unit AVP (GSU) and possibly Cost-Information AVP (Cl) indicating the cost of
the service and Remaining-Balance AVP areincluded in the Credit-Control-Answer message).
The Credit-Control-Answer message has to be checked by the network element accordingly and
the requested service is controlled concurrently with service delivery. The Refund-Information
AVP may be included in the Credit-Control-Answer message in order to be sent during the
REFUND-ACCOUNT mechanism, see below scenario.

Serviceisbeing delivered.

Itis possible to perform a'so, CHECK_BALANCE and PRICE_ENQUIRY using above described
mechanism RFC 4006 [402].
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Figure 6.3.3a shows the transactions for refund purpose.

CTF OCSs

1. Service unsuccessful

Refund account Operation

2. CCR (EVENT_REQUEST, RA, [RI])

) 4. Perform
3. Timer Tx Refund

5. CCA (EVENT _REQUEST)

Figure 6.3.3a: IEC Direct Debiting Operation for refund purpose

The Direct debiting operation is performed, previously, as described in RFC 4006 [402].

Step 1. The service charged previously through Direct Debiting Operation is finally proved to be
unsuccessfully delivered.
Step 2. As a consequence, the network element performs direct debiting operation in order to perform the

related refund. Network element (acting as DCCA client) sends Credit-Control-Request (CCR)
with CC-Request-Type AVP set to EVENT_REQUEST to indicate service specific information to
the OCS (acting as DCCA server). The Requested-Action AVP (RA) is set to REFUND-
ACCOUNT. The network element includes Refund-Information AVP if received in the previous
IEC CCA.

Step 3. Having transmitted the Credit-Control-Request message the network element starts the
communication supervision timer "Tx' (RFC 4006 [402]). Upon receipt of the Credit-Control-
Answer (CCA) message the network element shall stop timer Tx.

Step 4. The OCS reads the AVPs included in the CCR and performs the refund accordingly.

Step 5. The OCS returns Credit-Control-Answer message with CC-Request-Type AVP set to
EVENT_REQUEST and the related result code.
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6.3.4

Event Charging with Unit Reservation (ECUR)

Figure 6.3.4 shows the transactions that are required on the Ro reference point in order to perform the ECUR. ECUR is
used when event charging needs separate reserve and commit actions.

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

CTF OCSs

1. Service Request

Reserve Units Operation

2. CCR (INITIAL_REQUEST, RSU)

3. Perform
Charging Control

4. CCA (INITIAL_REQUEST, GSU, [VT])

P
<

< 5. Service Delivery D

Debit Units Operation

6. CCR (TERMINATION_REQUEST, USU)

7.. Perform Charging Control

8. CCA (TERMINATION_REQUEST, Cl)

<

Figure 6.3.4: ECUR for session based credit control

The network element receives a service request. The service request may be initiated either by the
user or the other network element.

In order to perform Reserve Units operation for a number of units (monetary or non-monetary
units), the network element sends a Credit-Control-Request (CCR) with CC-Request-Type AVP
set to INITIAL_REQUEST to the OCS. If known, the network element may include Requested-
Service-Unit (RSU) AVP (monetary or non monetary units) in the request message.

If the service cost information is not received by the OCS, the OCS determines the price of the
desired service according to the service specific information received by issuing arating request to
the Rating Function. If the cost of the service isincluded in the request, the OCS directly reserves
the specified monetary amount. If the credit balance is sufficient, the OCS reservesthe
corresponding amount from the users account.

Once the reservation has been made, the OCS returns Credit-Control-Answer (CCA) message with
CC-Request-Type set to INITIAL_REQUEST to the network element in order to authorize the
service execution (Granted-Service-Unit and possibly Cost-1nformation indicating the cost of the
service and Remaining-Balance AV P are included in the Credit-Control-Answer message). The
OCS may return the Validity-Time (VT) AVP with value field set to anon-zero value. The OCS
may indicate in the Low-Balance-Indication AV P that the subscriber account balance has fallen
below a predefined treshold of this account.

Content/service delivery starts and the reserved units are concurrently controlled.
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Step 6. When content/service delivery is completed, the network element sends CCR with CC-Request-
Type AVP set to TERMINATION_REQUEST to terminate the active credit control session and
report the used units.

Step 7. The OCS deducts the amount used from the account. Unused reserved units are released, if
applicable.

Step 8. The OCS acknowledges the reception of the CCR message by sending CCA message with CC-

Request-Type AVP indicating TERMINATION_REQUEST (possibly Cost-Information AVP
indicating the cumulative cost of the service and Remaining-Balance AVP areincluded in the
Credit-Control-Answer message).

NOTE: Thisscenario is supervised by corresponding timers (e.g. validity time timer) that are not shown in the
figure 6.3.4.
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6.3.5

Session Charging with Unit Reservation (SCUR)

Figure 6.3.5 shows the transactions that are required on the Ro reference point in order to perform the SCUR.

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

CTF ocs/

1. Session Request

|

Reserve Units Operation

2. CCR (INITIAL_REQUEST, RSU)

»

3. Perform
Charging Control

4.CCA (INITIAL_REQUEST, GSU, [VT])

<
%

5. Session Delivery

Reserve Units and Debit Units Operations

6. CCR (UPDATE_REQUEST, RSU, USU)

>

7. Perform Charging Control

8. CCA (UPDATE_REQUEST, GSU, [FUI])

%

9. Session Delivery

10. Session Terminate

]

Debit Units Operation

11. CCR (TERMINATION_REQUEST, USU)
»

P>

12. Perform Charging Control

13. CCA (TERMINATION_REQUEST, Cl)

<

Figure 6.3.5: SCUR for session based credit control

The network element receives a session initiation. The session initiation may be done either by the
user or the other network element.

In order to perform Reserve Units operation for a number of units (monetary or non-monetary
units), the network element sends a Credit-Control-Request (CCR) with CC-Request-Type AVP
set to INITIAL_REQUEST to the OCS. If known, the network element may include Requested-
Service-Unit (RSU) AVP (monetary or non monetary units) in the request message.

If the service cost information is not received by the OCS, the OCS determines the price of the
desired service according to the service specific information received by issuing arating request to
the Rating Function. If the cost of the service isincluded in the request, the OCS directly reserves
the specified monetary amount. If the credit balance is sufficient, the OCS reserves the
corresponding amount from the users account.

Once the reservation has been made, the OCS returns Credit-Control-Answer (CCA) message with
CC-Request-Type set to INITIAL_REQUEST to the network element in order to authorize the
service execution (Granted-Service-Unit and possibly Cost-1nformation indicating the cost of the
service and Remaining-Balance AVP are included in the Credit-Control-Answer message). The
OCS may return the Validity-Time (VT) AVP with value field set to a non-zero value. The OCS
may indicate in the Low-Balance-Indication AV P that the subscriber account balance has fallen
below a predefined threshold of this account.

Content/service delivery starts and the reserved units are concurrently controlled.
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Step 6.

Step 7.

Step 8.

Step 9.

Step 10.
Step 11.

Step 12.

Step 13.

NOTE:

During session delivery, in order to perform Debit Units and subsequent Reserve Units operations,
the network element sends a CCR with CC-Request-Type AVP set to UPDATE_REQUEST, to
report the units used and request additional units, respectively. The CCR message with CC-
Request-Type AVP set to UPDATE_REQUEST must be sent by the network element between the
INITIAL_REQUEST and TERMINATION_REQUEST either on request of the credit control
application within the validity time or if the validity timeis elapsed. If known, the network
element may include Requested-Service-Unit AV P (monetary or non monetary units) in the
reguest message. The Used-Service-Unit (USU) AVP is complemented in the CCR message to
deduct units from both the user's account and the reserved units, respectively.

The OCS deducts the amount used from the account. If the service cost information is not received
by the OCS, the OCS determines the price of the desired service according to the service specific
information received by issuing arating request to the Rating Function. If the cost of the serviceis
included in the request, the OCS directly reserves the specified monetary amount. If the credit
balance is sufficient, the OCS reserves the corresponding amount from the users account.

Once the deduction and reservation have been made, the OCS returns Credit-Control-Answer
message with CC-Request-Type set to UPDATE_REQUEST to the network element, in order to
allow the content/service delivery to continue (new Granted-Service-Unit (GSU) AVP and possibly
Cost-Information (Cl) AVP indicating the cumulative cost of the service and Remaining-Balance
AVP are included in the Credit-Control-Answer message). The OCS may include in the CCA
message the Final-Unit-Indication (FUI) AVP to indicate the final granted units. The OCS may
indicate in the Low-Balance-Indication AV P that the subscriber account balance has fallen below a
predefined threshold of this account.

Session delivery continues and the reserved units are concurrently controlled.

The session isterminated at the network element.

The network element sends CCR with CC-Request-Type AVP set to TERMINATION _REQUEST
to terminate the active credit control session and report the used units.

The OCS deducts the amount used from the account. Unused reserved units are released, if
applicable.

The OCS acknowledges the reception of the CCR message by sending CCA message with CC-
Request-Type AVP indicating TERMINATION_REQUEST (possibly Cost-Information AVP
indicating the cumulative cost of the service and Remaining-Balance AVP areincluded in the
Credit-Control-Answer message).

This scenario is supervised by corresponding timers (e.g. validity time timer) that are not shown in figure
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6.3.6 Error Cases and Scenarios

This subclause describes various error cases and how these should be handled.

The failure handling behaviour islocally configurable in the network element. If the Direct-Debiting-Failure-Handling
or Credit-Control-Failure-Handling AVP is not used, the locally configured values are used instead.

6.3.6.1 Duplicate Detection

The detection of duplicate request is needed and must be enabled. To speed up and simplify as much as possible the
duplicate detection, the all-against-all record checking should be avoided and just those records marked as potential
duplicates need to be checked against other received requests (in real-time ) by the receiver entity.

The network element marks the request messages that are retransmitted after alink fail over as possible duplicates with
the T-flag as described in RFC 3588 [401]. For optimized performance, uniqueness checking against other received
requests is only necessary for those records marked with the T-flag received within a reasonabl e time window. This
focused check is based on the inspection of the Session-Id and CC-Request-Number AVP pairs.

Note that for EBCC the duplicate detection is performed in the Correlation Function that is part of the OCS. The OCS
that receives the possible duplicate request should mark as possible duplicate the corresponding request that is sent over
the 'Rc' reference point. However, this assumption aboveis for further study and needs to be clarified.

For credit control duplicate detection, please refer to the Diameter Credit Control.

6.3.6.2 Reserve Units and Debit Units Operation Failure

In the case of an OCS connection failure, and/or receiving error responses from the OCS, please refer to
RFC 3588 [401] and RFC 4006 [402] for failure handling descriptions.

6.3.7 Support of Tariff Changes during an Active User Session

6.3.7.1 Support of Tariff Changes using the Tariff Switch Mechanism

After atariff switch has been reached, al the active user sessions shall report their session usage by the end of the
validity period of the current request and receive new quota for resource usage for the new tariff period.

In order to avoid the need for mass simultaneous quota refresh, the traffic usage can be split into resource usage before
atariff switch and resources used after atariff switch.

The Tariff-Time-Change AV P is used to determine the tariff switch time as described by RFC 4006 [402]. In addition
to the scenarios described in RFC 4006 [402], the Tariff-Time-Change AVP may also be used in the context of
continuously time-based charging.

The Tariff-Change-Usage AV P is used within the Used-Service-Units AV P to distinguish reported usage before and
after the tariff time change.

The Tariff-Change-Usage AV P is not used directly within the Multiple-Services-Credit-Control AVP.

6.3.7.2 Support of Tariff Changes using Validity Time AVP

Changes to the tariffs pertaining to the service during active user sessions may also be handled using the Validity Time
AVP.

NOTE: RFC 4006 does not directly describe how tariff changes are handled with validity time. If validity timeis
used for tariff time changesit might overload the client and the server.
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6.3.8 Support of Re-authorisation

Mid Diameter CC session re-authorisations of multiple active resource quotas within a DCC session can be achieved
using asingle Diameter Credit Control Request/Answer message sequence.

The OCS may also re-authorise multiple active resource quotas within a DCC session by using asingle Diameter Re-
Auth-Request/Answer message sequence.

New quota alocations received by the Network Element override any remaining held quota resources after accounting
for any resource usage while the re-authorisation wasin progress.

6.3.9 Support of Failure Handling

The Credit-Control-Failure-Handling AV P as defined in RFC 4006 [402] determines what to do if the sending of
Diameter credit-control messages to the OCS has been temporarily prevented. The usage of Credit-Control-Failure-
Handling AVP gives flexibility to have different failure handling for credit-control session.

This AVP may be received from the OCS or may be locally configured. The value received from the OCSin the
Diameter Credit-Control-Answer message always override any already existing value.

Asdefined in RFC 4006 [402], the Tx timer isintroduced to limit the waiting time in the CTF for an answer to the
credit control request sent to the OCS. When the Tx timer elapses the CTF takes an action to the end user according to
the value of the Credit-Control-Failure-Handling AVP.

It is possible that several concurrent Credit Control Request messages are triggered for the same online charging
session. In this case, each Credit Control Request message shall reset the Tx timer as defined in RFC 4006 [402].
6.3.10 Support of Failover

Asdefined in RFC 4006 [402] if afailure occurs during an ongoing credit-control session, the CTF may move the credit
control message stream to an alternative OCS if the primary OCS indicated FAILOVER_SUPPORTED in the CC-
Session-Failover AVP. In case CC-Session-Failover AVP is set to FAILOVER _NOT SUPPORTED the credit control
message stream is not moved to a backup OCS.

For new credit control sessions, failover to an alternative OCS should be performed if possible. For instance, if an
implementation of the CTF can determine primary OCS unavailability it can establish the new credit control sessions
with a possibly available secondary OCS.

Since the OCS has to maintain session states, moving the credit-control message stream to a backup OCS requires a

complex charging context transfer solution. This charging context transfer mechanism by OCS is out of the scope of
the 3GPP standardization work.

6.3.11 Credit Pooling
Credit pooling shall be supported as described in TS 32.240[1].

Note: Credit pooling is not applicable to |EC since there is no quota management between CTF and OCF.
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6.4 Message formats for Online Charging

6.4.1 Summary of Online Charging Message Formats

6.4.1.1 General

The corresponding Diameter credit control application messages for the Debit / Reserve Unit Request operation is
Credit-Control-Request (CCR) and for the Debit / Reserve Unit Response operation is Credit-Control-Answer (CCA) as
specified in RFC 4006 [402].

The Diameter Credit-Control Application (DCCA) specifies an approach based on a series of "interrogations':
e |nitial interrogation.
e Zero, One or more interim interrogations.
e Find interrogation.

In addition to a series of interrogations, also a one time event (interrogation) can be used e.g. in the case when service
execution is always successful.

All of these interrogations use Credit-Control-Request and Credit-Control-Answer messages. The Credit-Control-
Request for the "interim interrogation” and "final interrogation” reports the actual number of "units" that were used,
from what was previously reserved. This determines the actual amount debited from the subscriber's account.

Table 6.4.1.1 describes the use of these Diameter messages which are adapted for 3GPP online charging.

Table 6.4.1.1: Online Charging Messages Reference Table

Command-Name Source Destination Abbreviation
Credit-Control-Request CTF OCs CCR
Credit-Control-Answer OCS CTF CCA
Capabilities-Exchange-Request CTF OCS CER
Capabilities Exchange Answer OCS CTF CEA

Additional Diameter messages (i.e. ASR/ASA, DPR/DPA, DWR/DWA, RAR/RAA) are used according to the
Diameter Base Protocol Accounting (DBPA) specification in RFC 3588 [401] and to the DCCA specification in RFC
4006 [402].
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6.4.1.2 Structure for the Credit Control Message Formats

The following is the basic structure shared by all online charging messages. Thisis based directly on the format of the
messages defined in RFC 4006 [402].

Those Diameter Accounting AV Psthat are used for 3GPP online charging are marked in the table of contents 6.4.2 and
6.4.3 with a category as specified in TS 32.240 [1].

In the definition of the Diameter Commands, the AV Ps that are specified in the referenced specifications but not used
by the 3GPP charging specifications are marked with strikethrough, e.g.

The following symbols are used in the message format definitions:
e <AVP> indicates a mandatory AVP with afixed position in the message.
e {AVP} indicates a mandatory AV P in the message.
e [AVP] indicates an optional AVP in the message.

e *AVPindicatesthat multiple occurrences of an AVPis possible.
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6.4.2 Credit-Control-Request Message

The CCR messages, indicated by the Command-Code field set to 272 is sent by the CTF to the OCF in order to request
credits for the request bearer / subsystem /service.

The CCR message format is defined according to RFC 4006 [402] as follows:
<CCR> ::= < Diameter Header: 272, REQ, PXY >

Session-Id >
Origin-Host }
Origin-Realm }
Destination-Realm }
Auth-Application-Id }
Service-Context-Id }
CC-Request-Type }
CC-Request-Number }
Destination-Host ]
User-Name ]

N N N

Origin-State-Id ]
Event-Timestamp ]
*[ Subscription-Id ]

[ Termination-Cause ]

[ Requested-Action ]

AoC-Request-Type ]
Multiple-Services-Indicator ]
*[ Multiple-Services-Credit-Control ]

CC-Correlation-Id ]
User-Equipment-Info ]
Proxy-Info ]
Route-Record ]
Service-Information ]
AVP ]

*  *

*

Table 6.4.2 illustrates the basic structure of a 3GPP Diameter Credit Control Credit-Control-Request message as used
for Online Charging.
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Table 6.4.2: 3GPP Credit-Control-Request Message Content

AVP Category Description

Session-Id M This field identifies the operation session.

Origin-Host This field contains the identification of the source point of the
operation and the realm of the operation originator.

M
Origin-Realm M This field contains the realm of the operation originator.
Destination-Realm M This field contains the realm of the operator domain. The realm
will be addressed with the domain address of the corresponding
public URI.

Auth-Application-Id M The field corresponds to the application ID of the Diameter Credit
Control Application and is defined with the value 4.

Service-Context-Id M This field indicates the supported protocol version.

M This field defines the transfer type: event for event based

CC-Request-Type charging and initial, update, terminate for session based
charging.

CC-Request-Number M This field contains the sequence number of the transferred
messages.

Destination-Host Oc This field contains the destination peer address of the OCS
identity.

User-Name Oc Contains the user name determined by the domain: bearer, sub-
system or service as described in middle tier TS.

Origin-State-Id Oc This field contains the state associated to the CTF.

Event-Timestamp Oc This field corresponds to the exact time the guota is requested.

Owm This field contains the identification of the user that is going to

Subscription-d access the service in order to be identified by the OCS.

M This field determines the type of the identifier, e.g. t value O is
Subscription-1d-Type used for the international E.164 format according to ITU-T E.164
numbering plan.
Subscription-ld-Data M This field contains the user data content e.g. the MSISDN.
Termination-Cause Oc This field contains the reason the credit control session was
terminated.

Oc The field defines the type of action if the CC-Request-Type

Requested-Action indicates EVENT.

Oc This field denotes if AoC Information is requested and what type

AoC-Request-Type of information is needed.

Owm This field indicates whether the CTF is capable of handling
multiple services independently.

Multiple-Services-Indicator
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. . . Oc This field contains all parameters for the CTF quota management
Multiple-Services-Credit Control and defines the quotas to allow traffic to flow.
Oc This field contains the amount of requested service units for a
Requested-Service-Unit particular category or an indication that units are needed for a
particular category, as defined in DCCA [402].
CC-Time Oc This field contains the amount of requested time.
CC-Total-Octets Oc Thls_fleld contains the requested amount of octets to be sent and
received.
CC-Input-Octets Oc This field contains the requested amount of octets to be received.
CC-Output-Octets Oc This field contains the requested amount of octets to be sent.
. . . Oc This field contains the requested amount of service specific units,
CC-Service-Specific-Units e.g. number of events.
Used-Service-Unit Oc This field contains the amount of used non-monetary service units
measured for a particular category to a particular quota type.
Reporting-Reason Oc Used as defined in clause 7.2.
. Oc This field identifies the reporting period for the used service unit,
Tarifi-Change-Usage i.e. before, after or during tariff change.
CC-Time Oc This field contains the amount of used time.
CC-Total-Octets Oc This field contains the amount of sent and received octets.
CC-Input-Octets Oc This field contains the amount of received octets.
CC-Output-Octets Oc This field contains the amount of sent octets.
CC-Senvice-Specific-Units Oc This field contains the amount of service specific units, e.g.
number of events.
Event-Charging-TimeStamp Oc Used as defined in clause 7.2.
Oc This field contains identity of the used service. This ID with the
Service-ldentifier Service-Context-1D together forms an unique identification of the
service.
Rating-Group Oc This field contains the identifier of a rating group.
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Reporting-Reason Oc Used as defined in clause 7.2.

Trigger Oc Used as defined in clause 7.2.
Trigger-Type Oc Used as defined in clause 7.2.

Refund-Information Oc Used as defined in clause 7.2.

Envelope Oc Used as defined in clause 7.2.
Envelope-Start-Time M Used as defined in clause 7.2.
Envelope-End-Time Oc Used as defined in clause 7.2.
CC-Total-Octets Oc Used as defined in clause 7.2.
CC-Input-Octets Oc Used as defined in clause 7.2.
CC-Output-Octets Oc Used as defined in clause 7.2.
CC-Service-Specific-Units Oc Used as defined in clause 7.2
AVP Oc

AF-Correlation-Information Oc Used as defined in clause 7.2.

Service-Specific-Info Oc Used as defined in clause 7.2.
Service-Specific-Type Oc Used as defined in clause 7.2.
Service-Specific-Data Oc Used as defined in clause 7.2.

Oc This field contains authorized QoS applicable for service data

flow, which initially triggers the activation of this MSCC instance.
QoS-Information IncIqud in first quotg rfequest to rating group if service data flow
specific QoS control is in use, see TS 29.212 [215] for more
information. For IP-CAN bearer specific Rating Group/Service
Identifier this field is not included.
QoS-Class-Identifier M See TS 29.212 [215] for more information.
Max-Requested-Bandwidth-UL Oc See TS 29.212 [215] for more information.
Max-Requested-Bandwidth-DL Oc See TS 29.212 [215] for more information.
Guaranteed-Bitrate-UL Oc See TS 29.212 [215] for more information.
Guaranteed-Bitrate-DL Oc See TS 29.212 [215] for more information.
Bearer-ldentifier Oc See TS 29.212 [215] for more information.
Allocation-Retention-Priority Oc See TS 29.212 [215] for more information.
Priority-Level Oc See TS 29.212 [215] for more information.
Pre-emption-Capability Oc See TS 29.212 [215] for more information.
Pre-emption-Vulnerability Oc See TS 29.212 [215] for more information.
APN-Aggregate-Max-Bitrate-UL Oc See TS 29.212 [215] for more information.
APN-Aggregate-Max-Bitrate-DL Oc See TS 29.212 [215] for more information.

Oc This field contains information to correlate credit-control requests
generated for different components of the service, e.g., transport
and service level.

Oc This field contains the identification of the identity and terminal

User-Equipment-Info capability the subscriber is using for the connection to mobile
network if available.

M This field determines the type of the identifier. The used value is 0

User-Equipment-Info-Type for the international mobile equipment identifier and software
version according to TS 23.003[224].
User-Equipment-Info-Value M This field contains the user IMEISV.
Proxy-Info Oc This field contains information of the host.
Proxy-Host M This field contains the identity of the host that added the Proxy-
Info field.
Proxy-State M This field contains state local information.
Route-Record Oc This field contains an identifier inserted by a relaying or proxying
node to identify the node it received the message from.
Service-Information Owm This parameter holds the individual service specific parameters
as defined in the corresponding ‘middle tier’ TS.
AVP Oc
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6.4.3 Credit-Control-Answer Message

The Credit-Control-Answer (CCA) messages, indicated by the Command-Code field set to 272 is sent by the OCF to
the CTF in order to reply to the CCR.

The CCA message format is defined according to RFC 4006 [402] as follows:
<CCA> ::= < Diameter Header: 272, PXY >

Session-Id >
Result-Code }
Origin-Host }
Origin-Realm }
Auth-Application-Id }
CC-Request-Type }
CC-Request-Number }

PONIGDNI NI DN N

[ CC-Session-Failover ]

Multiple-Services-Credit-Control ]
Cost-Information]
Low-Balance-Indication ]
Remaining-Balance ]

Credit-Control-Failure-Handling ]
Direct-Debiting-Failure-Handling ]

Redirect-Host]
Redirect-Host-Usage ]
Redirect-Max-Cache-Time ]
Proxy-Info ]

Route-Record ]

Failed-AVP ]
Service-Information ]

AVP ]

* F *

*
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Table 6.4.3 illustrates the basic structure of a 3GPP Diameter Credit-Control Credit-Control-Answer message as used
for online charging. This message is always used by the OCF as specified below, independent of the receiving CTF and
the CCR record type that is being replied to.

Table 6.4.3: 3GPP Credit-Control-Answer Message Content

AVP Category Description
Session-Id M This field identifies the operation session.
Result-Code M This field contains the result of the specific query.
Origin-Host M This field contains the identification of the source point of the
operation and the realm of the operation originator.
Origin-Realm M This field contains the realm of the operation originator.
Auth-Application-Id M The field corresponds to the application ID of the Diameter Credit
Control Application and is defined with the value 4.
M This field defines the transfer type: initial, update, terminate for
CC-Request-Type session based charging and event for event based charging.
M This field contains the sequence number of the transferred

CC-Request-Number

messages.

CC-Session Failover Oc This field contains an indication to the CTF whether or not a failover
handling is to be used when necessary.
- . . Oc This field contains all parameters for the CTF quota management
Multiple-Services-Credit-Control and defines the quotas to allow traffic to flow.
Granted-Service-Unit Oc This field contains the amount of granted service units for a particular
category.
e Oc This field identifies the reporting period for the granted service units,
Tariff-Time-Change i.e. before, after or during tariff change.
CC-Time Oc This field contains the amount of granted time.
CC-Total-Octets Oc This field contains the amount for sent and received octets.
CC-Input-Octets Oc This field contains the amount for received octets.
CC-Output-Octets Oc This field contains the amount for sent octets.
Oc This field contains the amount for service specific units, e.g. number

CC-Service-Specific-Units

of events.
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AVP Category Description
Oc This field contains identity of the used service. This ID with the

Service-ldentifier

Service-Context-ID together forms an unique identification of the
service.

Rating-Group Oc This field contains the identifier of a rating group.
G-S-U-Pool-Reference Oc Only used in ECUR and SCUR.

G-S-U-Pool-Identifier M

CC-Unit-Type M

Unit-Value M

Value-Digits M
Exponent Oc
Validitv-Ti Oc This field defines the time in order to limit the validity of the granted
alidity-Time . .
quota for a given category instance.
Result-Code Oc This field contains the result of the query.
Final-Unit-Indication Oc Th_is field indicat(?s that the Granted-Service-Unit containing the final
units for the service.

Final-Unit-Action M

Restriction-Filter-Rule Oc

Filter-1d Oc

Redirect-Server Oc

Redirect-Address-Type M

Redirect-Server-Address M
Time-Quota-Threshold Oc Used as defined in clause 7.2.
Volume-Quota-Threshold Oc Used as defined in clause 7.2.
Unit-Quota-Threshold Oc Used as defined in clause 7.2.
Quota-Holding-Time Oc Used as defined in clause 7.2.
Quota-Consumption-Time Oc Used as defined in clause 7.2.
Trigger Oc Used as defined in clause 7.2.

Trigger-Type Oc Used as defined in clause 7.2.
PS-Furnish-Charging-Information Oc Used as defined in clause 7.2.
Refund-Information Oc Used as defined in clause 7.2.
Envelope-Reporting Oc Used as defined in clause 7.2.
Time-Quota-Mechanism Oc Used as defined in clause 7.2.

Time-Quota-Type M Used as defined in clause 7.2.

Base-Time-Interval M Used as defined in clause 7.2.

Cost-Information Oc Used as defined in DCCA [402].
Unit-Value M Used as defined in DCCA [402].
Value-Digits M Used as defined in DCCA [402].
Exponent Oc Used as defined in DCCA [402].
Currency-Code M Used as defined in DCCA [402].
Cost-Unit Oc Used as defined in DCCA [402].
Low-Balance-Indication Oc This field indicates whether the subscriber account balance went
below a designated threshold set by his account.
Remaining-Balance Oc This field contains the remaining balance of the subscriber.
Unit-Value M Used as defined in DCCA [402].
Value-Digits M Used as defined in DCCA [402].
Exponent Oc Used as defined in DCCA [402].
Currency-Code M Used as defined in DCCA [402].
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AVP

Category

Description

Credit-Control-Failure-Handling

Used as defined in DCCA [402].

Direct-Debiting-Failure-Handling Oc Used as defined in DCCA [402].
Redirect-Host Oc
Redirect-Host-Usage Oc
Redirect-Max-Cache-Time Oc
Proxy-Info Oc This field contains information of the host.
Proxy-Host M This field contains the identity of the host that added the Proxy-Info
field.
Proxy-State M This field contains state local information.
Route-Record Oc This field contains an identifier inserted by a relaying or proxying
node to identify the node it received the message from.
Failed-AVP Oc
Service-Information Oc This parameter holds the individual service specific parameters as
defined in the corresponding ‘middle tier' TS.
AVP Oc
6.4.4 Re-Auth-Request Message
Table 6.4.4 illustrates the basic structure of a Diameter Credit Control Re-Auth-Request message as used for online
charging.
Table 6.4.4: Re-Auth-Request (RAR) Message Contents for Online Charging
AVP Category Description
Session-Id M This field identifies the operation session.
Origin-Host M This field contains the identification of the source point of the
operation and the realm of the operation originator.
Origin-Realm M This field contains the realm of the operation originator.
Destination-Realm M This field contains the realm of the operator domain. The realm will

be addressed with the domain address of the corresponding public
URI.

Destination-Host M This field contains the destination peer address of the OCS identity.
Auth-Application-Id M The field corresponds to the application ID of the Diameter Credit
Control Application and is defined with the value 4.
Re-Auth-Request-Type M Thi; figld is used to info.rm Fhe C.TF. of the action expected upon
expiration of the Authorization-Lifetime
User-Name Oc This field contains the username.
Origin-State-Id Oc This field contains the state associated to the CTF.
Proxy-Info Oc This field contains information of the host.
Proxy-Host M This field contains the identity of the host that added the Proxy-Info
field.
Proxy-State M This field contains state local information.
Route-Record Oc This field contains an identifier inserted by a relaying or proxying
node to identify the node it received the message from.
G-S-U-Pool-Reference Oc
Service-ldentifier Oc
Rating-Group Oc
AVP Oc
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6.4.5 Re-Auth-Answer Message

Table 6.4.5 illustrates the basic structure of a Diameter Credit Control Re-Auth-Answer message as used for online
charging.

Table 6.4.5: Re-Auth-Answer (RAA) Message Contents for Online Charging

Diameter Credit Control Application AVPs
AVP Used in 3GPP

<Diameter Header: 258, PXY> Yes
<Session-ld> Yes
{Result-Code} Yes
{Origin-Host} Yes
{Origin-Realm} Yes
[User-Name] Yes
[Origin-State-1d] Yes
[Error-Message] Yes
[Error-Reporting-Host] Yes
*[Failed-AVP] Yes
*[Redirect-Host] Yes
[Redirect-Host-Usage] Yes
[Redirect-Max-Cache-Time] Yes
* [Proxy-Info] No

{ Proxy-Host } No

{ Proxy-State } No
*[AVP] Yes

Editor's note: The rationale for "NO" above should be provided. If the message isidentical to the definition in DCC
the table may be replaced by a reference to DCC.

6.4.6. Capabilities-Exchange-Request Message
The Capabilities-Exchange-Request message structure is described in RFC 3588 [401].

6.4.7 Capabilities-Exchange-Answer Message

The Capabilities-Exchange-Answer message structure is described in RFC 3588 [401].
6.4.8 Device-Watchdog-Request Message

The Device-Watchdog-Request message structure is described in RFC 3588 [401].
6.4.9 Device-Watchdog-Answer Message

The Device-Watchdog-Answer message structure is described in RFC 3588 [401].
6.4.10 Disconnect-Peer-Request Message

The Disconnect-Peer-Request message structure is described in RFC 3588 [401].
6.4.11 Disconnect-Peer-Answer Message

The Disconnect-Peer-Answer message structure is described in RFC 3588 [401].
6.4.12 Abort-Session-Request Message

The Abort-Session-Request message structure is described in RFC 3588 [401].

6.4.13 Abort-Session -Answer Message
The Abort-Session-Answer message structure is described in RFC 3588 [401].
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6.5 Other procedural description of the 3GPP charging
applications

6.5.1 Re-authorization

6.5.1.1 Idle timeout

The server may specify an idle timeout associated with a granted quota using the Quota-Holding-Time AVP. If no
traffic associated with the quotais observed for this time, the client shall understand that the traffic has stopped and the
guotais returned to the server. The client shall start the quota holding timer when quota consumption ceases. Thisis
always when traffic ceases, i.e. the timer isre-started at the end of each packet. It applies equally to the granted time
guota and to the granted volume quota. The timer is stopped on sending a CCR and re-initialised on receiving a CCA
with the previous used value or a new value of Quota-Holding-Time if received.

Alternatively, if this AVP is not present, alocally configurable default value in the client shall be used. A Quota-
Holding-Time value of zero indicates that this mechanism shall not be used.

6.5.1.2 Change of charging conditions

There are anumber of mid-session service events (re-authorisation triggers), which could affect the rating of the current
service usage, e.g. end user QoS changes or location updates. When all ocating resources, the server may instruct the
credit control client to re-authorize the quota upon a number of different session related triggers that can affect the
rating conditions. The server instruct the Network Element to monitor for such events by using the Trigger AVP
containing one or more Trigger-Type AVPsin the CCA command. These events are in addition to the static triggers
defined in the service specific document (middletier TS).

Once the OCS has armed one or more triggers using the Trigger AVP at the Network Element, these triggers shall
remain in effect until another Trigger AVP isreceived for the same Rating Group, where the Network Element shall
arm all triggers present in the Trigger AVP and reset all other triggers. The presence of the Trigger AV P without any
Trigger-Type AVPsin a CCA alows OCSto disable all the triggers that were armed in a previous Trigger AVP.

NOTE: Thisremovesthe need for the OCSto send trigger information in every CCA message when they have
not changed.

When one of the armed triggers happen, a credit re-authorization shall be sent to the server including information
related to the service event even if all the granted service units have not been used. The quota.is also being reported.

For example, if the Trigger AVP is used, then the client shall only re-authorise the quota for the service usage
associated with events which were included in the last received Trigger AVP.

If the server does not control the events for re-authorisation using the Trigger AV P, the Network Element shall only
monitor for default events defined in the relevant service specific document (middletier TS).

6.5.1.3 Reporting quota usage

The credit control client shall report the quota usage under a number of circumstances. When this happens, the reason
for the quota being reported is notified to the server through the use of the Reporting-Reason AVP inthe CCR. The
reason for reporting credit usage can occur directly in the Multiple-Services-Credit-Control AVP, or in the Used-
Service-Units AV P, depending on whether it applies for all quotatypes or a particular quota type respectively. It shall
not be used at command level. It shall always and shall only be sent when usage is being reported.

When the reason is RATING_CONDITION_CHANGE, the Trigger AVP shall also be included to indicate the specific
armed trigger events which caused the reporting and re-authorisation request.
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6.5.1.4 Quota consumption
The consumption of quotais captured using mechanisms described in 6.5.1.3.
Volume quotais considered used or consumed in the normal way, corresponding to actua traffic.

The consumption of time quota may be controlled by Quota-Consumption-Time as described in clause 6.5.4, or by
extended mechanisms as described in clause 6.5.7.

6.5.2  Threshold based re-authorization triggers

The server may optionally include as part of the Multiple-Services-Credit-Control AVP, when it is providing a quota, an
indication to the client of the remaining quota threshold that shall trigger a quota re-authorization. The Time-Quota-
Threshold AV P indicates the threshold in seconds when the granted quotais time, and the Volume-Quota-Threshold
AVP indicates the threshold in octets when the granted quota is volume. The Unit-Quota-Threshold AV P indicates the
threshold in service specific units, that are defined in the service specific documents, when the granted quotais service
specific.

If the threshold triggers were included along with the quota granted, the Credit Control client, then, shall seek re-
authorisation from the server for the quota when the quota contents fall bel ow the supplied threshold. The client shall
allow service to continue whilst the re-authorisation is progress, until the original quota had been consumed.

6.5.3 Termination action
The termination action is sent over the Ro reference point. Two different approaches are specified:

= TheFina-Unit-Indication AV P with Final-Unit-Action TERMINATE does not include any other information.
When the user has consumed the final granted units, the network element shall terminate the service. Thisis
the default handling applicable whenever the client receives an unsupported Final-Unit-Action value. If the
Final-Unit-Indication AVP is at Multiple-Services-Credit-Control level, the network element shall send Credit
Control Request message with CC-Request-Type AVP set to the value UPDATE_REQUEST and report the
Used-Service-Unit AVP for the service that has terminated, as defined in RFC 4006 [402].

= Ancther termination action consists in re-directing packets corresponding to aterminated service (consumption
of the final granted units) to an application server. This allows the client to redirect user originated requests to
atop-up server so that network access can be re-instated. This functionality is achieved with the server
returning a"REDIRECT" and redirect-to URL in the Final-Units-Action AV P of the Multiple-Services-Credit-
Control AVP or at command level. Upon receiving this result code, the Network Element shall apply the
redirection. The URL should be categorized so that the End-User’s ability to reach it is guaranteed.

6.5.4 Quota consumption time

The server may optionally indicate to the client that the quota consumption must be stopped after a period equal to the
Quota Consumption Time in which no packets are received or at session termination, whichever is sooner. Thisis
indicated by including the Quota-Consumption-Time AVP in the CCA. Theidle period equal to the Quota Consumption
Timeisincluded in the reported usage. The quotais consumed normally during gaps in traffic of duration less than or
equa to the Quota-Consumption-Time. Quota consumption resumes on receipt of afurther packet belonging to the
service data flow.

If packets are allowed to flow during a Credit Control Request (Update)/Credit Control Answer exchange, and the
Quota-Consumption-Time AV P value in the provided quotais the same as in the previously provided quota, then the
Quota-Consumption-Time runs normally through this procedure. For example, if 5 seconds of a 10 second QCT timer
have passed when a CCR[Update] is triggered, and the CCA[Update] returns 2 seconds later, then the QCT timer will
expire 3 seconds after the receipt of the CCA and the remaining unaccounted 5 seconds of usage will be recorded
against the new quota even though no packets were transmitted with the new quota.

In the case of a new quota with the Quota-Consumption-Time AV P, or when packets are blocked during the
CCR[Update]/CCA procedure then the Quota-Consumption-Time stops running (if it was running) and quota
consumption begins again when the next service data flow packet matching the Charging Rule is received.
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If a Quota-Consumption-Time AV P value of zero is provided, or if no Quota-Consumption-Time AVP is present in the
CCA, the quotais consumed continuously from the point at which it is granted.

6.5.5 Service Termination

The OCF may determine that a service requires termination. The OCF may perform this termination synchronously if it
has a CCR pending processing by returning CCA with Result-Code AV P with value DIAMETER-AUTHORIZATION-
REJECTED. If the OCF does not have a pending request (asynchronous), the OCF may trigger an ASR to terminate the
Diameter session related to the service. On reception of an ASR, the CTF shall close the associated Credit-Control
session by sending a CCR [TERMINATE]. The behaviour of the CTF, in relation to the user session, on reception of an
ASR isdetailed in the middle-tier TS. As an alternative to the ASR, the OCF may trigger a RAR to which the CTF
behaves as described in RFC 4006 [402] and the OCF shall return a CCA with Result-Code AV P with value
DIAMETER-AUTHORIZATION-REJECTED for the resulting CCR.

6.5.6 Envelope reporting

The OCF may determine the need for additional detailed reports identifying start time and end times of specific activity
in addition to the standard quota management provided in RFC 4006 [402]. The OCF controls this by sending a CCA
with Envelope-Report AV P with the appropriate values. The CTF, on receiving the command, will monitor for traffic
for aperiod of time controlled by the Quota-Consumption-Time AV P and report each period as a single envel ope for
each Quota-Consumption-Time expiry where there was traffic. The OCF may request envel ope reports for just time,
time and volume, time and number of events, or time and volume and number of events.

NOTE: Envelope reporting isindependent of quota management (i.e. there is no interaction).

6.5.7 Combinational quota

The Quota-Consumption-Time mechanism, described in clause 6.5.4, may be extended (and replaced) when granting
time based quota to provide potentially more efficient use of the online charging interface, i.e. reduced traffic and the
algorithms in the OCF are potentialy simpler. The alternative handling mechanisms that are defined in this clause are:

1) Continuous Time Period (CTP)
2) Discrete Time Period (DTP)

Both DTP and CTP define time-envelopesin their own manner. The method of forming a time-envelope is controlled
by the Time-Quota-Mechanism AV P, which selects the algorithm and the length of the base time interval.

The base time interval, specified by the Base-Time-Interval AVP, isabasic unit for consuming quota. Quota is deemed
to be consumed at the start of each base timeinterval. The CTF shall alow traffic to pass for the duration of the base
timeinterval.

For DTP, the base time interval defines the length of the discrete time period. A time envelope corresponds to exactly
one DTP (and therefore to one base time interval). Quota consumption resumes only on the first traffic following the
expiry of the DTP (or the closure of the envel ope).

For CTP, the mechanism constructs a time-envel ope out of consecutive base time intervals in which traffic has occurred
up to and including the first base time interval which contains no traffic. Therefore quota consumption continues within
the time envelope, if there was traffic in the previous base time interval. After an envelope has closed, then the quota
consumption resumes only on the first traffic following the closure of the envelope. The envelope for CTP includes the
last base timeinterval, i.e. the one which contained no traffic. The end of an envelope can only be determined
"retrospectively”.

If the CTF receives a Multiple-Services-Credit-Control AV P with both the Quota-Consumption-Time AVP and Time-
Quota-Mechanism AV P, then the Time-Quota-Mechanism AV P takes precedence and the CTF shall behave
accordingly.

If the server requires details of when the DTPs and CTPs occurred then it shall request the reporting of the
corresponding time envelopes, by including the Envelope-Reporting AV P when granting quotain the CCA (INITIAL)
to indicate whether the client shall report the start and end of each time envelope, in those casesin which quotais
consumed in envelopes. The CTF generates envel opes according to the rules described above and carry each envelope
in a separate instance of the Envelope AVP in the CCR.
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6.5.8 Online control of offline charging information

The Offline-Charging AVP is used on the Ro interface by the OCS to control the CTF in relation to the mechanism by
which the CTF generates offline charging information, e.g. for flow based charging controls the formation of service
data containers. The information contained, within the Offline-Charging AV P, takes precedence over the default
configuration at the CTF. If the Offline-Charging AVP is not sent in the CCA, the OCS does not control the offline
charging mechanisms and therefore the default configuration at the CTF is employed.

Controls over time usage, defined in clause 6.5.6 and 6.5.7, are included.

6.6 Bindings of the operation to protocol application

This clause aims to describe the mapping between the protocol independent messages and parameter with the Diameter
messages and AV P utilized on the 3GPP Offline and Online Charging.

6.6.1 Bindings of Charging Data Transfer to Accounting

Table 6.6.1 describes the bindings of the Charging Data Transfer operation parameter to the DBPA AVP for 3GPP
Offline Charging.

Table 6.6.1: Bindings to Accounting

Charging Data Transfer parameter Diameter Accounting AVP
Operation Number Accounting-Record-Number
Operation Type Accounting-Record-Type
Operation Identifier Acct-Application-Id
Operation Interval Acct-Interim-Interval
Destination Domain Destination-Realm
Origination Timestamp Event-Timestamp
Originator Host Origin-Host
Originator Domain Origin-Realm
Origination State Origin-State-Id
Proxy Information Proxy-Info
Operation Result Result-Code
Route Information Route-Record
Service Information Service-Information
Session Identifier Session-Id
Operation Token Service-Context-1d
User Name User-Name
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6.6.2 Bindings of Debit / Reserve Units to Credit-Control

Table 6.6.2 describes the hindings of the Debit / Reserve Units operation parameter to the DCCA AVP for 3GPP Online
Charging.

Table 6.6.2: Bindings to Credit-Control

Debit / Reserve Units parameter DCCA AVP
Destination Domain Destination-Realm
Destination Host Destination-Host
Failed parameter Failed-AVP
Multiple Operation Multiple-Services-Indicator
Multiple Unit Operation Multiple-Services-Credit Control
Operation Failover CC-Session-Failover
Operation Failure Action Credit-Control-Failure-Handling
Operation Identifier Auth-Application-Id
Operation Number CC-Request-Number
Operation Result Result-Code
Operation Token Service-Context-1d
Operation Type CC-Request-Type
Origination State Origin-State-Id
Origination Timestamp Event-Timestamp
Originator Domain Origin-Realm
Originator Host Origin-Host
Proxy Information Proxy-Info
Redirection Cache Time Redirect-Max-Cache-Time
Redirection Host Redirect-Host
Redirection Host Usage Redirect-Host-Usage
Requested Action Requested-Action
Route Information Route-Record
Service Information Service-Information
Session Identifier Session-Id
Subscriber Equipment Number User-Equipment-Info
Subscriber Identifier Subscription-Id
Termination Cause Termination-Cause
User Name User-Name
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7 Summary of used Attribute Value Pairs

7.1 Diameter AVPs

The use of the Attribute Value Pairs (AV Ps) that are defined in the Diameter Protocol is specified in clause 6.2 for
offline charging and in clause 6.4 for online charging. The information is summarized in the table 7.1 in alphabetical
order. Detailed specification of some of these AVPs s available after the table and for the others can be found from
RFC 3588 [401], RFC 4006 [402] and and RFC 4005 [407].

Those Diameter AVPs that are used are marked "M”, “Oy"“or “Oc” in the following table. Thisimplies that their
content can be used by the CDF for offline and by the OCF for online charging purposes. Those Diameter AV Ps that
are not used are marked "-" in the following table.

Table 7.1: Use Of IETF Diameter AVPs

AVP Used in Value AVP Flag rules
AVP Name Code | ACR | ACA | ccr | cca Type Must | May | Should | Must| May
not not |Encr.
Accounting-Input-Octets 363 | Oc - - - |Unsigned64 M P - V Y
Accounting-Input-Packets 365 | Oc - - - |Unsigned64 M P - V Y
Accounting-Output-Octets 364 | Oc - - - |Unsigned64 M P - Vv Y
Accounting-Output-Packets 366 | Oc - - - |Unsigned64 M P - V Y
Accounting-Realtime-Required 483 - - - - |Enumerated - - - - -
Accounting-Record-Number 485 | M M - - |Unsigned32 M P - V Y
Accounting-Record-Type 480 | M M - - |Enumerated M P - V Y
Accounting-Sub-Session-Id 287 - - - - |Unsigned64 - - - - -
Acct-Application-Id 259 | Oc | Oc - - Unsigned32 M P - V N
Acct-Interim-Interval 85 Oc | Oc - - Unsigned32 M P - V Y
Acct-Multi-Session-Id 50 - - - - |Unsigned32 - - - - -
Acct-Session-1d 44 - - - - |OctetString - - - - -
Auth-Application-Id 258 - - M M |Unsigned32 M P - Vv N
AVP * - - - - |Grouped - - - - -
Called-Station-Id 30 Oc - Oc - |UTF8String M P - V N
CC-Correlation-ld 411 - - Oc - |OctetString - P,M - \Y Y
CC-Input-Octets 412 - - Oc | Oc [Unsigned64 M P - V Y
CC-Money 413 - - - - |Grouped - - - - -
CC-Output-Octets 414 - - Oc | Oc |Unsigned64 M P - V Y
CC-Request-Number 415 - - M M |Unsigned32 M P - V Y
CC-Request-Type 416 - - M M |Enumerated M P - V Y
CC-Service-Specific-Units 417 - - Oc | Oc [Unsigned64 M P - V Y
CC-Session-Failover 418 - - - Oc |Enumerated M P - V Y
CC-Sub-Session-Id 419 - - - - |Unsigned64 - - - - -
CC-Time 420 - - Oc | Oc |Unsigned32 M P - \Y Y
CC-Total-Octets 421 - - Oc | Oc [Unsigned64 M P - V Y
CC-Unit-Type 454 - - - M |Enumerated M P - vV Y
Check-Balance-Result 422 - - - - |Enumerated - - - - -
Cost-Information 423 - - - Oc |Grouped M P - \Y Y
Cost-Unit 424 - - - Oc |UTF8String M P - Vv Y
Credit-Control 426 - - - - |Enumerated - - - - -
Credit-Control-Failure-Handling 427 - - - Oc |Enumerated M P - V Y
Currency-Code 425 - - - M |Unsigned32 M P - V Y
Destination-Host 293 - - Oc - |Diamldent M P - V N
Destination-Realm 283 M - M - |Diamldent M P - \ N
Direct-Debiting-Failure-Handling 428 - - - Oc |Enumerated M P - \Y Y
Error-Message 281 - - - - |UTF8String - - - - -
Error-Reporting-Host 294 - Oc - - |Diamldent - P - V.M N
Event-Timestamp 55 Oc | Oc | Oc - |Time M P - V N
Exponent 429 - - - Oc |Integer32 M P - \Y Y
Failed-AVP 279 - - - Oc |[Grouped M P - V N
Filter-1d 11 - - - Oc |UTF8String M P - V Y
Final-Unit-Action 449 - - - Oc |Enumerated M P - V Y
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AVP N AVP Used in Value - - Avgﬁla?dru:\(ﬂes -
ame ust | May ou ust| May
Code |ACR [ACA |CCR|CCA Type not not | Encr.

Final-Unit-Indication 430 - - - Oc |Grouped M P - \Y Y
Granted-Service-Unit 431 - - - Oc |Grouped M P - \Y Y
G-S-U-Pool-Identifier 453 - - - Oc [Unsigned32 M P - Vv Y
G-S-U-Pool-Reference 457 - - - Oc |[Grouped M P - V Y
Location-Type IANA | Oc - Oc - |refer [403]

Location-Information IANA | Oc - Oc - |refer [403]

Multiple-Services-Credit-Control 456 - - Oc | Oc |Grouped M P - \ Y
Multiple-Services-Indicator 455 - - Owm - |Enumerated M P - Y
Operator-Name IANA | Oc - Oc - |refer [403]

Origin-Host 264 | M M M M |Diamldent M P - \Y N
Origin-Realm 296 M M M M |Diamldent M P - V N
Origin-State-Id 278 | Oc | Oc | Oc - |Unsigned32 M P - V N
Proxy-Info 284 | Oc | Oc | Oc | Oc |Grouped M - - P,V N
Proxy-Host 280 M M M M |Diamldent M - - PV N
Proxy-State 33 M M M M |OctetString M - - P,V N
Rating-Group 432 | Oc - Oc | Oc |Unsigned32 M P - V Y
Redirect-Address-Type 433 - - M M |Enumerated M P - V Y
Redirect-Host 292 - - - Oc [DiamURI M P - \Y N
Redirect-Host-Usage 261 - - - Oc |Enumerated M P - V N
Redirect-Max-Cache-Time 262 - - - Oc [Unsigned32 M P - \Y N
Redirect-Server 434 - - - Oc |Grouped M P - \ Y
Redirect-Server-Address 435 - - - M |UTF8String M P - \ Y
Requested-Action 436 - - Oc - |Enumerated M P - V Y
Requested-Service-Unit 437 - - Oc - |Grouped M P - V Y
Restriction-Filter-Rule 438 - - - Oc |IPFilterRule M P - V Y
Result-Code 268 - M - M |Unsigned32 M P - V N
Route-Record 282 | Oc - Oc | Oc |Diamident M - - P,V N
Service-Context-Id 461 | Om - M - |UTF8String M P - V Y
Service-ldentifier 439 | Oc - Oc | Oc | Unsigned32 M P - V Y
Service-Parameter-Info 440 - - - - |Grouped - - - - -
Service-Parameter-Type 441 - - - - |Unsigned32 - - - -
Service-Parameter-Value 442 - - - - |OctetString - - - - -
Session-Id 263 | M M M M |UTF8String M P - V Y
Subscription-Id 443 | Oc - Owm - |Grouped M P - V Y
Subscription-ld-Data 444 | M - M - |UTE8String M P - V Y
Subscription-ld-Type 450 | M - M - |Enumerated M P - V Y
Tariff-Change-Usage 452 - - Oc - |Enumerated M P - V Y
Tariff-Time-Change 451 - - Oc [Time M P - \Y Y
Termination-Cause 295 - - Oc - |Enumerated M P V Y
Unit-Value 445 - - M |Grouped M P - V Y
Used-Service-Unit 446 - Oc - |Grouped M P - Vv Y
User-Equipment-Info 458 | Oc Oc - |Grouped - |PM - Vv Y
User-Equipment-Info-Type 459 | Owm M - |Enumerated - |PM - \Y Y
User-Equipment-Info-Value 460 | Om M - |OctetString - |PM - \Y Y
User-Name 1 Oc | Oc | Oc - |UTF8String M P - V Y
Value-Digits 447 - - - M |Integer64 M P - V Y
Validity-Time 448 - - - Oc [Unsigned32 M P - \Y Y
Vendor-Id 266 - - - - |Unsigned32 - - - - -
Vendor-Specific-Application-Id 260 - - - - |Grouped - - - - -

NOTE: Result-Code AVP isdefined in Diameter Base Protocol in RFC 3588 [401]. However, new values are
used in offline and online charging applications. These additional values are defined below.

7.1.1  Accounting-Input-Octets
The Accounting-Input-Octets AVP (AVP code 363) together with the Accounting-Input-Packets AV P contain the

number of octets (resp packets) ,transmitted during the data container recording interval, reflecting the volume counts
for uplink traffic for a data flow.
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7.1.2 Accounting-Input-Packets

The Accounting-Input-Packets AVP (AVP code 365) together with the Accounting-Input-Octets AV P contain the
number of packets (resp octets) ,transmitted during the data container recording interval, reflecting the volume counts
for uplink traffic for a data flow.

7.1.3  Accounting-Output-Octets

The Accounting-Output-Octets AVP (AVP code 364) together with the Accounting-Output-Packets AVP contain the
number of octets (resp packets) ,transmitted during the data container recording interval, reflecting the volume counts
for downlink traffic for a data flow.

7.1.4  Accounting-Ouput-Packets

The Accounting-Output-Packets AVP (AVP code 366) together with the Accounting-Output-Octets AV P contain the
number of packets (resp octets) ,transmitted during the data container recording interval, reflecting the volume counts
for downlink traffic for a data flow.

7.1.5  Acct-Application-ld AVP

The Acct-Application-Id AVP (AVP code 259) shall contain the value of 3 as defined in RFC 3588 [401] according
TS 29.230 [206].

7.1.6  Auth-Application-Id AVP

The Auth-Application-Id AVP (AVP code 258) shall contain the value of 4 as defined in RFC 4006 [402] according
TS 29.230 [206].

7.1.7 Called-Station-Id

The Called-Sation-1d AVP (AVP code 30) shall contain the Access Point Name (APN) the user is connected to.

7.1.8 Event-Timestamp AVP

The Event-Timestamp AVP (AVP code 55) shall contain the time when the chargeable event is
received in the