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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by 3GPP TSG SA to allow for the standardization in the area of lawful
interception of telecommunications. This document addresses the handover interfaces for lawful interception of Packet-
Data Services, Circuit Switched Services, Multimedia Services within the Universal Mobile Telecommunication
System (UMTS) and Evolved Packet System (EPS). The specification defines the handover interfaces for delivery of
lawful interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement
Monitoring Facility.

Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating
conditions define a need to intercept telecommunications traffic and related information in modern telecommunications
systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or
regional laws and technical regulations. Nothing in this specification, including the definitions, is intended to supplant
national law.

This specification should be used in conjunction with TS 33.106 [18] and TS 33.107 [19] in the same release. This
specification may also be used with earlier releases of 33.106 [18] and 33.107 [19], aswell asfor earlier rel eases of
UMTS and GPRS.
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1 Scope

This specification addresses the handover interfaces for Lawful Interception (L1) of Packet-Data Services, Circuit
Switched Services, Multimedia Services within the UMTS network and Evolved Packet System (EPS). The handover
interface in this context includes the delivery of Intercept Related Information (H12) and Content of Communication
(H13) to the Law Enforcement Monitoring Facility.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present

document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or

non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

(1]

[2]

(3]

[4]

[5A]

[5B]

[5C]

[5D]

[6]

ETSI TR 101 331: “Telecommunications security; Lawful Interception (L1); requirements of Law
Enforcement Agencies'.

ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for
network functions'.

ETSI ETR 330: “Security Techniques Advisory Group (STAG); A guide to legislative and
regulatory environment".

3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Mobile Application Part (MAP) specification.

ITU-T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic
Notation".

ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object
Specification:.

ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint
Specification".

ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of
ASN.1 Specifications'.

ITU-T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

NOTE 1: It isrecommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.

[7]

8]

ITU-T Recommendation X.880: “Information technology - Remote Operations. Concepts, model
and notation".

ITU-T Recommendation X.882: “Information technology - Remote Operations: OSI realizations -
Remote Operations Service Element (ROSE) protocol specification”.

NOTE 2: It isrecommended that for [8] the 1994 specific versions should be used.

[9]

[10]

3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mabile radio interface
Layer 3 specification, Core network protocol; Stage 3.

Void.
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[11]
[12]
[13]
[14]

[15]
[16]
[17]

[18]

[19]

[20]

[21]
[22]
[23]
[24]
[25]

[26]
[27]
[28]
[29]
[30]

[31]

Void.
Void.
IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".

3GPP TS 32.215: “3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Telecommunication Management; Charging Management; Charging data
description for the Packet Switched (PS) domain).

IETF STD0005 (RFC 0791: "Internet Protocol".
IETF STD0007 (RFC 0793): "Transmission Control Protocol™.

3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core
Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) acrossthe Gn
and Gp interface".

3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Lawful Interception Requirements’.

3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Lawful interception architecture and functions'.

3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Quality of Service QoS concepts and architecture”.

Void.

Void.

ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance”.

ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic”.

3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Numbering, addressing, and identification".

IETF RFC 3261: "SIP: Session Initiation Protocol".

IETF RFC 1006: "I SO Transport Service on top of the TCP".

IETF RFC 2126: "1SO Transport Service on top of TCP (ITOT)".

ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes'.

ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System
No.7; ISDN User Part (ISUP) version 3 for the international interface”.

ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber
Signalling System No. one (DSSL) protocol; Signalling network layer for circuit-mode basic call
control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".

NOTE 3: Reference[31] is specific, because ASN.1 parameter "rel ease-Reason-Of - ntercepted-Call" has the

[32]
[33]
[34]

[35]

following comment: "Release cause coded in [31] format". In case later version than the given one
indicated for ISDN specification ETSI EN 300 403-1 has modified format of the "release cause”, keeping
the reference version specific allows to take proper actionsin later versions of this specification.

Void.
Void

ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call
control".

Void.
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[36]
[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]
[50]

IETF RFC 2806: "URLsfor Telephone Calls'.

3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Universal Geographical Area Description (GAD)".

3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Vocabulary for 3GPP Specifications”.

ISO 3166-1: "Codes for the representation of names of countries and their subdivisions -
Part 1: Country codes'.

3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; |P Multimedia Subsystem (IMS); Stage 2".

3GPP TS 29.234: "3 Generation Partnership Project; Technical Specification Group Core
Network and Terminals. 3GPP System to Wireless Local Area Network (WLAN) interworking;
Stage 3".

3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; General Packet Radio Service (GPRS); Service description”.

3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking;
System Description”.

3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access.

3GPP TS 23.402: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Architecture enhancements for non-3GPP accesses'.

3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Access
(GPRS) Tunneling Protocol for Control Plane (GTPv2-C); Stage 3".

3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage
3".

3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunneling protocols; Stage
3".

3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".

3GPP TS 24.304: "Mobility management based on Mobile |Pv4; User Equipment (UE) — Foreign
Agent interface; Stage 3".

| ETF draft-muhanna-mext-binding-revocation-01, available at www.ietf.org

3GPP TS 24.147: "3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Conferencing Using the P Multimedia (IM) Core Network (CN)
subsystem 3GPP Stage 3".

3GPP TS 29.273: "3 Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces'.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [38] and the following apply.
access provider: access provider provides a user of some network with access from the user's terminal to that network.

NOTE 1: Thisdefinition applies specifically for the present document. In a particular case, the access provider and
network operator may be a common commercia entity.

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport
information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.

content of communication: information exchanged between two or more users of a telecommunications service,
excluding intercept related information. This includes information which may, as part of some telecommunications
service, be stored by one user for subsequent retrieval by another.

handover interface: physical and logical interface across which the interception measures are requested from network
operator / access provider / service provider, and the results of interception are delivered from a network operator /
access provider / service provider to alaw enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, asarule
clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or
virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical
access on a case-by-case basis.

inter ception: action (based on the law), performed by a network operator / access provider / service provider, of
making available certain information and providing that information to alaw enforcement monitoring facility.

NOTE 2: In the present document the term interception is not used to describe the action of observing communications by a
law enforcement agency.

inter ception configuration infor mation: information related to the configuration of interception.

inter ception interface: physical and logical locations within the network operator's / access provider's/ service
provider's telecommunications facilities where access to the content of communication and intercept related information
is provided. The interception interface is not necessarily a single, fixed point.

inter ception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to
the relevant national laws and regulations.

inter cept related information: collection of information or data associated with telecommunication servicesinvolving
the target identity, specifically communication associated information or data (e.g. unsuccessful communication
attempts), service associated information or data and location information.

inter ception subject: person or persons, specified in alawful authorization, whose telecommunications are to be
intercepted.

internal inter cepting function: point within a network or network element at which the content of communication and
the intercept related information are made available.

internal network interface: network'sinternal interface between the Internal Intercepting Function and a mediation
device.

invocation and oper ation: describes the action and conditions under which the service is brought into operation; in the
case of alawful interception this may only be on a particular communication. It should be noted that when lawful
interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or
simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3: The definition is based on ITU-T Recommendation X.882 [8], but has been adapted for the special
application of lawful interception, instead of supplementary services.
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law enfor cement agency: organization authorized by alawful authorization based on a national law to request
interception measures and to receive the results of telecommunications interceptions.

law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the
results of interception relating to a particular interception subject.

lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications
and requiring co-operation from a network operator / access provider / service provider. Typicaly thisrefersto a
warrant or order issued by alawfully authorized body.

lawful interception: seeinterception.
lawful interception identifier: identifier for a particular interception.

L ocation Dependent Interception: isinterception of atarget mobile within a network service areathat is restricted to
one or several Interception Areas (1A).

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
interception subject.

mediation device: equipment, which realizes the mediation function.

mediation function: mechanism which passes information between a network operator, an access provider or service
provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such asalocal exchange, higher order switch or service control
processor.

network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.

network identifier: internationally unique identifier that includes a unique identification of the network operator,
access provider, or service provider and, optionaly, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals
between defined network termination points by wire, by microwave, by optical means or by other electromagnetic
means.

precision: the number of digits with which a numerical valueis expressed, e.g., the number of decimal digits or bits.
Note: precision should not be confused with accuracy, which is a difference between a measured/recorded numerical
value and the respective value in the standard reference system.

quality of service: quality specification of atelecommunications channel, system, virtual channel, computer-
telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noiseratio, bit
error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when
used under specific operating conditions.

result of interception: information relating to a target service, including the content of communication and intercept
related information, which is passed by a network operator, an access provider or a service provider to alaw
enforcement agency. Intercept related information shall be provided whether or not call activity istaking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a
network related service or services. The information may be established by a network operator, an access provider, a
service provider or a network user.

service provider: natural or legal person providing one or more public telecommunications services whose provision
consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service
provider needs not necessarily run his own network.

SM S: Short Message Service gives the ability to send character messages to phones. SM 'S messages can be MO (mobile
originate) or MT(mobile terminate).

target identity: technical identity (e.g. the interception's subject directory number), which uniquely identifies a target
of interception. One target may have one or several target identities.
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target service: telecommunications service associated with an interception subject and usually specified in alawful
authorization for interception.

NOTE 4: There may be more than one target service associated with a single interception subject.

telecommunications. any transfer of signs, signals, writing images, sounds, data or intelligence of any nature
transmitted in whole or in part by awire, radio, electromagnetic, photoel ectronic or photo-optical system.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:

AN Access Network

ASN.1 Abstract Syntax Notation, Version 1

ASE Application Service Element

BER Basic Encoding Rules

CC Content of Communication

CSCF Call Session Control Function

DF Delivery Function

DSMIP Dual Stack MIP

EPS Evolved Packet System

e-PDG Evolved PDG

E-UTRAN Evolved UTRAN

FTP File Transfer Protocol

GGSN Gateway GPRS Support Node

GLIC GPRSLI Correlation

GPRS General Packet Radio Service

GSM Global System for Mobile communications
GSN GPRS Support Node (SGSN or GGSN)
GTP GPRS Tunnelling Protocol

HA Home Agent

HI Handover Interface

HI1 Handover Interface Port 1 (for Administrative Information)
HI2 Handover Interface Port 2 (for Intercept Related Information)
HI3 Handover Interface Port 3 (for Content of Communication)
HLC High Layer Compatibility

HSS Home Subscriber Server

1A Interception Area

IA5 International Alphabet No. 5

IAP Interception Access Point

ICl Interception Configuration Information

IE Information Element

IF Internal Interception Function

IMEI International Mobile station Equipment |dentity
IMS IP Multimedia Core Network Subsystem
IMS| International Mobile Subscriber Identity
INI Internal network interface

IP Internet Protocol

IP-CAN IP-Connectivity Access Network

IPS Internet Protocol Stack

IRI Intercept Related Information

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

LI Lawful Interception

LIID Lawful Interception ldentifier

LLC Lower layer compatibility

LSB Least significant bit

MAP Mobile Application Part

ME Mobile Entity

MF Mediation Function

MIP Mobile IP
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MME Mobility Management Entity
MS Mobile Station
MSB Most significant bit
MSISDN Mobile Subscriber ISDN Number
MSN Multiple Subscriber Number
NEID Network Element Identifier
NID Network Identifier
NO Network Operator
OA&M Operation, Administration & Maintenance
P-CSCF Proxy Call Session Control Function
PDG Packet Data Gateway
PDN Packet Data Network
PDN-GW PDN Gateway
PDP Packet Data Protocol
PLMN Public land mobile network
PMIP Proxy Mobile IP
PSTN Public Switched Telephone Network
ROSE Remote Operation Service Element
Ry Receive direction
S-CSCF Serving Call Session Control Function
SGSN Serving GPRS Support Node
SDP Session Description Protocol
SIP Session Initiation Protocol
SMAF Service Management Agent Function
SMF Service Management Function
SMS Short Message Service
SP Service Provider
SGW Serving Gateway
TAU Tracking Area Update
TCP Transmission Control Protocol
TI Target identity
TP Terminal Portability
T-PDU tunneled PDU
Ty Transmit direction
Ul User Interaction
UMTS Universal Mobile Telecommunication System
URI Universal Resource Identifier
URL Universal Resource Locator
UTRAN Universal Terrestrial Radio Access Network
VPN Virtual Private Network
4 General

The present document focuses on the handover interface related to the provision of information related to LI between a
network operator, access provider and/or service provider and a Law Enforcement Agency (LEA).

4.1 Basic principles for the handover interface

The network requirements mentioned in the present document are derived, in part, from the requirements defined in
ETSI ES201 158 [2].

Lawful interception may require functions to be provided in the switching or routing nodes of a telecommunications
network.

The specification of the handover interface is subdivided into three logical ports each optimised to the different
purposes and types of information being exchanged.

Theinterface is extensible. (i.e. the interface may be modified in the future as necessary).
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4.2 Legal requirements

It shall be possible to select elements from the handover interface specification to conform with:
- national requirements,
- nationa law;
- any law applicable to a specific LEA.

As a consequence, the present document shall define, in addition to mandatory requirements, which are always
applicable, supplementary options, in order to take into account the various influences listed above. See also
ETSI TR 101 331 [1] and ETSI ETR 330 [3].

4.3 Functional requirements

A lawful authorization shall describe the kind of information IRI only, or IRI with CC that is required by an LEA, the
identifiers for the interception subject, the start and stop time of LI, and the addresses of the LEASs for delivery of CC
and/or IRI and further information.

A single interception subject may be the subject of interception by different LEAS. It shall be possible strictly to
separate these interception measures.

If two targets are communicating with each other, each target is dealt with separately.

4.4 Overview of handover interface

The generic handover interface adopts a three port structure such that administrative information (HI 1), intercept related
information (HI12), and the content of communication (HI3) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.

The outer circle represents the operator's (NO/AN/SP) domain with respect to lawful interception. It contains the
network internal functions, the internal network interface (INI), the administration function and the mediation functions
for IRl and CC. Theinner circle contains the internal functions of the network (e.g. switching, routing, handling of the
communication process). Within the network internal function the results of interception (i.e. IRl and CC) are generated
in the Internal Interception Function (11F).

The llF provides the CC and the IRI, respectively, at the Internal Network Interface (INI). For both kinds of
information, mediation functions may be used, which provide the final representation of the standardized handover
interfaces at the operator's (NO/AN/SP) domain boundary.
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Figure 4.1: Functional block diagram showing handover interface Hi

NOTE 1: Figure 4.1 shows only areference configuration, with alogical representation of the entitiesinvolved in
lawful interception and does not mandate separate physical entities.

NOTE 2: The mediation functions may be transparent.

NOTE 3: The LEMF isresponsible for collecting and analyzing IRI and CC information. The LEMF isthe
responsibility of the LEA.

4.4.1 Handover interface port 2 (HI2)
The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) I1F to the LEMF.

The delivery of the handover interface port 2 shall be performed via data communication methods which are suitable for
the network infrastructure and for the kind and volume of data to be transmitted. From the operator (NO/AN/SP) to
LEMF delivery is subject to the facilities that may be procured by the government.

The delivery can in principle be made via different types of lower communication layers, which should be standard or
widely used data communication protocols.

Theindividual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the
parameter's information content shall be based on existing telecommunication standards, where possible.

Theindividual IRl parameters have to be sent to the LEMF at least once (if available).

The IRI records are transmitted individually. As an option, IRI records can be aggregated for delivery to the same LEA
(i.e. inasingle delivery interaction). Asthere are time constraints associated with the delivery of IRI, the use of this
optional featureis subject to national or regional requirements. Asagenera principle, IRI records shall be sent
immediately and shall not be withheld in the MF/DF in order to use the IRI record aggregation option.

The IRI records shall contain information available from normal provider (NO/AN/SP) operating procedures. In
addition the IRI records shall include information for identification and control purposes as specifically required by the
HI2 port.
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ThellF is not required to make any attempt to request explicitly extrainformation which has not already been supplied
by a signalling system.
4.4.2 Handover interface port 3 (HI3)

The port HI3 shall transport the CC of the intercepted telecommunication service to the LEMF. The CC shall be
presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional,
communication of the interception subject.

As the appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams
might also be delivered via a common transmission path from aMF to aLEMF. It is possible to correlate HI2 and HI3
packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

4.5 HI2: Interface port for intercept related information

The HI2 interface port shall be used to transport al IR, i.e. the information or data associated with the communication
services of the target identity apparent to the network. It includes signalling information used to establish the
telecommunication service and to control its progress, time stamps, and, if available, further information such as
location information. Only information which is part of standard network signalling procedures shall be used within
communication related IRI.

Sending of the IRI to the LEMF shall in general take place as soon as possible, after the relevant information is
available.

In exceptional cases (e.g. datalink failure), the IRl may be buffered for later transmission for a specified period of time.
Within this section only definitions are made which apply in general for all network technologies. Additional
technology specific HI2 definitions are specified in related Annexes.

45.1 Data transmission protocols

The protocol used by the "LI application" for the encoding and the sending of data between the MF and the LEMF is
based on already standardized data transmission protocols like ROSE or FTP.

The specified data communication methods provide a general means of data communication between the LEA and the
operator's (NO/AN/SP) mediation function. They are used for the delivery of:

- HI2 type of information (IRI records);
- Certain types of content of communication (e.g. SMS).

The present document specifies the use of the two possible methods for delivery: ROSE or FTP on the application layer
and the BER on the presentation layer. The lower layers for data communication may be chosen in agreement with the
operator (NO/AN/SP) and the LEA.

The delivery to the LEMF should use the internet protocol stack.

4.5.2  Application for IRI (HI2 information)
The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) MF to the LEMF.

Theindividual IRl parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where possible, the
format of the information content shall be taken over from existing telecommunication standards, which are used for
these parameters with the network already (e.g. IP). Within the ASN.1 coding for IRI, such standard parameters are

typically defined as octet strings.
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45.3  Types of IRl records

Intercept related information shall be conveyed to the LEMF in messages, or IRI data records, respectively. Four types
of IRI records are defined:

1) IRI-BEGIN record at the first event of a communication attempt,
opening the IRI transaction.

2) IRI-END record at the end of a communication attempt,
closing the IRI transaction.

3) IRI-CONTINUE record  at any time during a communication attempt
within the IRI transaction.

4) IRI-REPORT record used in general for non-communication related events.

For information related to an existing communication case, the record types 1 to 3 shall be used. They form an IRI
transaction for each communication case or communication attempt, which corresponds directly to the communication
phase (set-up, active or release).

For packet oriented data services, the first event of a communication attempt shall be the PDP context activation or a
similar event and an IRI-BEGIN record shall be issued. The end of the communication attempt shall be the PDP context
deactivation and an IRI-END record shall be issued. While a PDP context is active, IRI-CONTINUE records shall be
used for CC relevant IRI data records, IRI-REPORT records otherwise.

Record type 4 is used for non-communication related subscriber action, like subscriber controlled input (SCI) for
service activation. For simple cases, it can aso be applicable for reporting unsuccessful communication attempts. It can
also be applicable to report some subscriber actions which may trigger communication attempts or modifications of an
existing communication, when the communication attempt or the change of the existing communication itself is
reported separately.

For the IMS domain the IRI record types are used in a different way than described in this clause. Details on the IRI
type usage in the IMS domain are defined in clause 7.5.

The record type is an explicit part of the record. The 4 record types are defined independently of target communication
events. The actual indication of one or several communication events, which caused the generation of an IRI record, is
part of further parameters within the record's information content. Consequently, the record types of the IRI transactions
are not related to specific messages of the signalling protocols of a communication case, and are therefore independent
of future enhancements of the intercepted services, of network specific features, etc. Any transport level information
(i.e. higher-level services) on the target communication-state or other target communication related information is
contained within the information content of the IRI records.

For packet oriented data services, if LI is being activated during an already established PDP context or similar, an IRI-
BEGIN record will mark the start of the interception. If L1 is being deactivated during an established PDP context or
similar, no IRI-END record will be transmitted. The end of interception can be communicated to the LEA by other
means (e.g. HI1).

5 Circuit-switch domain

For North Americathe use of JSTD-025-A [23] is recommended.

5.1 Specific identifiers for LI

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different Handover Interfaces (HI1, HI2 and HI3). The identifiers, which apply to al
communication technologies, are defined in the clauses below.
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51.1 Lawful Interception IDentifier (LIID)

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception IDentifier (L11D), which has been agreed between the LEA and the operator (NO/AN/SP). Itis
used within parameters of al HI interface ports.

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge about a specific
interception target limited within the authorized operators (NO/AN/SP) and the handling agents at the LEA.

The Lawful Interception IDentifier L11D is acomponent of the CC delivery procedure and of the IRI records. It shall be
used within any information exchanged at the Handover Interfaces HI2 and HI3 for identification and correlation
purposes.

The LI1ID format shall consist of alphanumeric characters (or digit string for sub-address option, see annex J). It might
for example, among other information, contain alawful authorization reference number, and the date, when the lawful
authorization was issued.

The authorized operator (NO/AN/SP) shall enter for each target identity of the interception subject aunique LIID.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned, relating to each LEA.

5.1.2 Communication IDentifier (CID)

For each activity relating to atarget identity a CID is generated by the relevant network element. The CID consists of
the following two identifiers:

- Network IDentifier (NID);
- Communication Identity Number (CIN) - optional.
NOTE 1. For al non CC related records like SMS, SCI etc. no correlation to a CC could be made.

The CID distinguishes between the different activities of the target identity. It is also used for correlation between IRI
records and CC connections. It is used at the interface ports HI2 and HI3.

The Communication IDentifier is specified in the clauses below. For ASN.1 coding details, see annex B.

5.1.2.1 Network Identifier (NID)

The Network IDentifier is a mandatory parameter; it should be internationally unique. It consists of one or both of the
following two identifiers.

- Operator - (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

- Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the L1 operations, such as LI activation, IRI record sending, etc.

A network element identifier may be:
- an E.164 international node number
- an X.25 address,
- an|Paddress.

National regulations may mandate the sending of the NEID.

5.1.2.2 Communication Identity Number (CIN) — optional

This parameter is mandatory for IRI in case of reporting events for connection-oriented types of communication (e.g.
circuit switched calls).
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The communication identity number is atemporary identifier of an intercepted communication, relating to a specific
target identity.

The Communication Identity Number (CIN) identifies uniquely an intercepted communications session within the
relevant network element. All the results of interception within a single communications session must have the same
CIN. If asingle interception subject has two or more communications sessions through the same operator, and through
the same network element then the CIN for each session shall be different.

NOTE: If two or more target identities, related either to an unique interception subject or to different interception
subjects, are involved in the same communication the same CIN value may be assigned by the relevant
network element to the communication sessions of the different target identities.

5.1.3 CC link identifier (CCLID)

Thisidentifier isonly used at the interface ports HI2 and HI3 in case of the reuse of CC links (option B, see
clause5.4.4.2).

For each CC link, which is set up by the mediation function towards the LEMF, a CC link identifier (CCLID) is
transmitted in the HI2 records and HI3 setup message in addition to CIN and NID. For the correct correlation of
multiparty callsthisidentity number indicatesin the IRI records of each multiparty call, which CC link is used for the
transmission of the CC.

The CCLID may use the same format as the CIN; in this case, it need not be transmitted explicitly during set up of the
CClinks, as part of HI3. The CIN may aso implicitly represent the CCLID.

514 Correlation of CC and IRI

To assure correlation between the independently transmitted Content of Communication (CC) and Intercept Related
Information (IRI) of an intercepted call the following parameters are used:

- Lawful Interception IDentifier (L11D), see clause 5.1.1;
- Communication | Dentifier (CID), see clause 5.1.2;
- CCLink IDentifier (CCLID), see clause 5.1.3.
These parameters are transferred from the MF to the LEMF in:
- HI2: seeclause5.2.2.1;
- HI3: seeclause 5.3.2.
Correlation of the present document ID'sto TS 33.107 [19] ID's.

The ID Lawful Interception Identifier (L11D) out of the present document is supported at the [1F with warrant reference
number.

Parameters out of the present document, see clause 5.1.2:
Communication Identifier (CID)

For each call or other activity relating to atarget identity a CID is generated by the relevant network element. The CID
consists of the following two identifiers:

- Network IDentifier (NID);

- Communication Identity Number (CIN).
Intercepting Node ID is used for the NID inthe UMTS system.
The correlation number is used for the CIN.

For the Communication IDentifier (CID) in the UMTS system we use the combination of Interception Node ID and the
correlation number.
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5.1.5 Usage of ldentifiers

The identifiers are exchanged between the mediation function and the LEMF viathe interfaces HI1, HI2 and HI3. There
exist several interface options for the exchange of information. Tables 5.1 and 5.2 define the usage of numbers and
identifiers depending on these options.

NOTE: X intables5.1 and 5.2: Identifier used within parameters of the interface.

Table 5.1: Usage of identifiers, IRl and CC transmitted; options A, B (see clause 5.4.4)

Identifier IRl and CC transmitted (option A) IRl and CC transmitted (option B)
HI1 HI2 HI3 HI1 HI2 HI3
LIID X X X X X X
NID X X X X
CIN X X X X (see note 1)
CCLID X X (see note 2)
NOTE 1: The CIN of the 1St call for which this CC link has been set-up.
NOTE 2: The CCLID may be omitted, see clause 5.1.3.

Table 5.2: Usage of identifiers, only IRI transmitted

Identifier Only IRI transmitted
HI1 HI2
LIID X X
NID X
CIN X
CCLID

5.2 HI2: interface port for IRI

5.2.1 Definition of Intercept Related Information
Intercept Related Information will in principle be available in the following phases of a call (successful or not):

1) Atcall initiation when the target identity becomes active, at which time call destination information may or may
not be available (set up phase of acall, target may be the originating or terminating party, or be involved
indirectly by a supplementary service).

2) Attheend of acall, when the target identity becomes inactive (release phase of call).
3) At certain times between the above phases, when relevant information becomes available (active phase of call).

In addition, information on non-call related actions of atarget constitutes IRl and is sent via HI2, e.g. information on
subscriber controlled input.

The Intercept Related Information (IRI) may be subdivided into the following categories:
1) Control information for HI2 (e.g. correlation information).
2) Basic call information, for standard calls between two parties.
3) Information related to supplementary services, which have been invoked during acall.

4) Information on non-call related target actions.

5.2.2 Structure of IRI records

Each IRI-record contains several parameters. In the clauses below, the usage of these parametersis explained in more
detail.
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Mandatory parameters are indicated as HI2 control information. Optional parameters are provided depending on the
availability at the MF. For the internal structure of the IRI records, the ASN.1 description, with the application of the
basic encoding rules (BER) is used. This ASN.1 specification is enclosed in annex B.

5.2.2.1 Control Information for HI2

The main purpose of thisinformation is the unique identification of records related to atarget identity, including their
unigque mapping to the links carrying the Content of Communication. In general, parameters of this category are
mandatory, i.e. they have to be provided in any record.

The following items are identified (in brackets: ASN.1 name and reference to the ASN.1 definition or clause B.3a):

1) Record type (IRIContent, see clause B.3a)
IRI-BEGIN, IRI-CONTINUE, IRI-END, IRI-REPORT-record types.

2) Versionindication (iRIversion, see clause B.3a)
Identification of the particular version of the HI2 interface specification.

3) Communication Identifier (Communicationldentifier, see clauses 5.1.2 and B.33).
4) Lawful Interception Identifier (Lawfull nterceptionldentifier, see clauses 5.1.1 and B.3a).

5) Date & time (TimeStamp, see clause B.33)
Date & time of record trigger condition.
The parameter shall have the capability to indicate whether the time information is given as Local time without
time zone, or as UTC. Normally, the operator (NO/AN/SP) shall define these options.

6) CC Link Identifier (CC-Link-ldentifier, see clause 5.1.3 for definition and clause B.3a for ASN.1 definition).

Table 5.3 summarizes the items of HI2 control information. It is mandatory information, except the CID - it may be
omitted for non-call related IRI records - and the CCLID. Their format and coding definition is LI specific, i.e. not
based on other signalling standards.

Table 5.3: Parameters for LI control information in IRl records (HI2 interface port)

IRl parameters: LI control information

IRl parameter name ASN.1 name (used in annex B)
Type of record IRIContent
Version indication iRlversion
Lawful Interception IDentifier (LIID) Lawfullnterceptionldentifier
Communication IDentifier (CID) Communicationldentifier

- Communication Identity Number (CIN)
- Network IDentifier (NID)

Date & time TimeStamp
CC Link IDentifier (CCLID) (only used in case of CC-Link-Identifier
option B)

5.2.2.2 Basic call information

This clause defines parameters within IRI records for basic cals, i.e. calls, for which during their progress no
supplementary services have been invoked. In general, the parameters are related to either the originating or terminating
party of acall; consequently, ASN.1 containers are defined for the originating/terminating types of parties, which allow
to include the relevant, party-related information. The structure of these containers and the representation of individual
items are defined in clause B.3a

NOTE: A third type of party information is defined for the forwarded-to-party (see clause 5.2.2.3 on calls with
supplementary services being invoked).

The items below are to be included, when they become available for the first time during acall in progress. If the same
item appears identically several times during acall, it needs only to be transmitted once, e.g. in an IRI-BEGIN record.
The ASN.1 name of the respective parameters, as defined in clause B.3a, isindicated in brackets.
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1) Direction of call (intercepted-Call-Direct)
Indication, whether the target identity is originating or terminating Party.

2) Address of originating and terminating parties (CallingPartyNumber or CalledPartyNumber)
If e.g. in case of call originated by the target at transmission of the IRI-BEGIN record only a partia terminating
addressis available, it shall be transmitted, the complete address shall follow, when available.

3) Basic Service, LLC (Services-Information)
Parameters as received from signalling protocol (e.g. BC, HLC, TMR, LLC).

4) Cause (I1SUP-parameters or DSS1-parameter s-codeset-0)
Reason for release of intercepted call. Cause value as received from signalling protocol. It is transmitted with the
ASN.1 container of the party, which initiated the release; in case of a network-initiated release, it may be either
one.

5) Additional network parameters
e.g. location information (Location).

Parameters defined within table 5.5 shall be used for existing services, in the given 3GPP format. National extensions
may be possible using the ASN.1 parameter National-Parameters.
5.2.2.3 Information on supplementary services, related to a call in progress

The general principle isto transmit service related information within IRI records, when the corresponding
event/information, which needs to be conveyed to the LEMF, is received from the signalling protocol. Where possible,
the coding of the related information shall use the same formats as defined by standard signalling protocols.

The selection, which types of events or information elements are relevant for transmission to the LEAsis conforming to
the requirements defined in ETSI TR 101 331 [1] and ETSI ES 201 158 [2].

A dedicated ASN.1 parameter is defined for supplementary services related to forwarding or re-routing calls
(forwarded-to-Party information), due to the major relevance of these kinds of services with respect to L1. For the
various cases of forwarded calls, the information related to forwarding isincluded in the

originatingParty/ter minatingParty/forwarded-to-Party information:

1) If acal to thetarget has been previously forwarded, available parameters relating to the redirecting party(ies) are
encapsulated within the originatingPartyl nformation parameter.

2) If the call isforwarded at the target's access (conditional or unconditional forwarding towards the
forwarded-to-party), the parameters which are related to the redirecting party (target) are encapsulated within the
terminatingPartyl nformation parameter.

3) All parametersrelated to the forwarded-to-party or beyond the forwarded-to-party are encapsulated within the
forwarded-to-Party ASN1 coded parameter. In addition, this parameter includes the
supplementary-Services-Information, containing the forwarded-to address, and the redirection information
parameter, with the reason of the call forwarding, the number of redirection, etc.).

For the detailed specification of supplementary services related procedures see clause 5.4.

Parameters defined within table 5.4 shall be used for existing services, in the given format. National extensions may be
possible using the ASN.1 parameter National-Parameters.

5.2.24 Information on non-call related supplementary services
The general principle isto transmit non-call related service information as received from the signalling protocol.
A typical user action to be reported is Subscriber Controlled Input (SCI).

For the detailed specification of the related procedures see clause 5.4.

5.2.3 Delivery of IRI
The events defined in TS 33.107 [19] are used to generate Records for the delivery via HI 2.
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There are eight different events type received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

It is an implementation option if the redundant information will be sent for each further event.

Table 5.4: Structure of the records for UMTS (CS)

Event IRl Record Type
Call establishment BEGIN
Answer CONTINUE
Supplementary service CONTINUE
Handover CONTINUE
Release END
Location update REPORT
Subscriber controlled input  |REPORT
SMS REPORT

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in 3G MSC server or 3G GM SC server or DF2/MF, if thisis
necessary in a specific country. The following table gives the mapping between information received per event and
information sent in records.
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Table 5.5: Description of parameters

Parameter

Definition

ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target
subscriber (monitored subscriber)

Partylnformation/msISDN

observed IMSI

Target Identifier with the IMSI of the target
subscriber (monitored subscriber)

Partylnformation/imsi

observed IMEI

Target Identifier with the IMEI of the target
subscriber (monitored subscriber), it must be
checked for each call over the radio interface

PartyInformation/imei

event type Description of which type of event is delivered: Umts-CS-Event. In case this parameter is not
Establishment, Answer, Supplementary service, |sent over the HI2 interface, the presence of
Handover, Release, SMS, Location update, other parameterson HI2 indicates the event
Subscriber controlled input type (e.g. sMS or sciData parameter

presence)

event date Date of the event generation in the 3G MSC timestamp
server or 3G GMSC server

event time Time of the event generation in the 3G MSC

server or 3G GMSC server

dialled number

Dialled number before digit modification,
IN-modification, etc.

PartyInformation (= originating)/DSS1-
parameters/calledpartynumber

connected number

Number of the answering party

Partylnformation/supplementary-Services-Info

other party

Directory number of the other party for originating

Partylnformation

address calls (= terminating)/calledpartynumber
Calling party for terminating calls Partylnformation/callingpartynumber
call direction Information if the monitored subscriber is calling or |intercepted-Call-Direct
called e.g. MOC/MTC or originating/terminating in
or/out
CID Unique number for each call sent to the DF, to communicationldentifier

help the LEA, to have a correlation between each
call and the IRI (combination of Interception Node
ID and the correlation number)

lawful interception
identifier

Unique number for each surveillance lawful
authorization

Lawfullnterceptionldentifier

SAl

SAl of the target; for the location information

location area code

Location-area-code of the target defines the
Location Area in a PLMN

locationOfTheTarget

basic service

Information about Tele service or bearer service

Partylnformation/DSS1-parameters-codeset-0

supplementary
service

Supplementary services used by the target
e.g. CF, CW, ECT

Partylnformation/Supplementary-Services

forwarded to
number

Forwarded to number at CF

PartyInformation/calledPartyNumber
(party-Qualifier indicating forwarded-to-party)

call release reason

Call release reason of the target call

Release-Reason-Of-intercepted-Call

SMS

The SMS content with header which is sent with
the SMS-service

SMS

SCI Non-call related Subscriber Controlled Input (SCI) |Partylnformation/sciData
which the 3G MSC server receives from the ME
NOTE:  LIID parameter must be present in each record sent to the LEMF.

5.3

HI3: interface port for Content of Communication

The port HI3 shall transport the Content of the Communication (CC) of the intercepted telecommunication service to
the LEMF. The Content of Communication shall be presented as a transparent en-clair copy of the information flow
during an established, frequently bi-directional, communication of the interception subject. It may contain voice or data.

A target call has two directions of transmission associated with it, to the target, and from the target. Two
communication channels to the LEMF are needed for transmission of the Content of Communication (stereo

transmission).

The network does not record or store the Content of Communication.
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5.3.1 Delivery of Content of Communication
CC will be delivered as described in annex J.
Exceptionally, SMS will be delivered via HI 2.

The transmission media used to support the HI3 port shall be standard ISDN calls, based on 64 kbit/s circuit switched
bearer connections. The CC links are set up on demand to the LEMF. The LEMF constitutes an ISDN DSS1 user
function, with an ISDN DSSL1 basic or primary rate access. It may be locally connected to the target switching node, or
it may be located somewhere in the target network or in another network, with or without a transit network in between.

For network signalling, the standard ISDN user part shall be used. No modifications of the existing ISDN protocols
shall berequired. Any information needed for LI, like to enable correlation with the IRI records of acal, can be
inserted in the existing messages and parameters, without the need to extend the ETSI standard protocols for the LI
application.

For each LI activation, afixed LEMF address is assigned; this addressis, within the present document, not used for any
identification purposes; identification and correlation of the CC linksis performed by separate, L1 specific information,
seeclause 5.1.

The functions defined in the ISDN user part standard, Version 1 (ETSI ISUP V1) arerequired as a minimum within the
target network and, if applicable, the destination and transit networks, especialy for the support of:

- Correlation of HI3 information to the other HI port's information, using the supplementary service user-to-user
signaling 1 implicit (UUSL).

- Access verification of the delivery call (see clause 5.3.3).

The bearer capability used for the CC linksis 64 kbit/s unrestricted digital information; this type guarantees that the
information is passed transparently to the LEMF. No specific HLC parameter value is required.

The CC communication channel is aone-way connection, from the operator's (NO/AN/SP) I1F to the LEMF, the
opposite direction is not switched through in the switching node of the target.

The scenario for delivery of the Content of Communication is as follows:

1) At call attempt initiation, for one 64 kbit/s bi-directional target call, two ISDN delivery calls are established from
the MF to the LEMF. One call offers the Content of Communication towards the target identity (CC Rx
call/channel), the other call offers the Content of Communication from the target identity (CC Tx call/channel).
Seefigure 5.1.

2) During the establishment of each of these calls, appropriate checks are made (see clause 5.3.3).

3) The MF passes during call set up, within the signalling protocol elements of the CC link the LI11D and the CID to
the LEMF. The LEMF uses this information to identify the target identity and to correlate between the IRI and
CC.

4) Atthe end of acall attempt, each delivery call associated with that call attempt shall be released by the MF.
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Figure 5.1: Content of Communication transmission from MF to LEMF

Control information for Content of Communication

The delivery calls shall use unmodified standard ISDN protocols (DSS1, ISDN user part). Table 5.6 summarizes
specific settings of parameters for the CC links. The User-to-User service 1 parameter is used during call set up (within
the ISUP Initial Address Message [29] or DSS1 Set Up Message [30], respectively) to transmit LI-specific control
information. Thisinformation is carried transparently and delivered to the specific LEMF remote user.

To identify the delivered information, including correlating the delivery calls with the IRI records, parameters 1 to 3
and 5 shall be included in the call set up. Parameters 6 to 9 specify settings of further relevant information. Other
parameters of the ISDN protocols shall correspond to normal basic calls.

Table 5.6: Definition of HI3 specific signalling information; UUS1 coding details (see clause J.1)

No. Used information element of Information Purpose
CC link signalling protocol
1 CLI-Parameter with attribute See clause 5.3.3 LEMF can check identity of origin of
"network provided" call.
2 UUS1-parameter Lawful Interception IDentifier (LIID); Identifier, identifying target identity
see clause 5.1
3 UUS1-parameter Communication IDentifier (CID), see [ldentifier, identifying specific call of
clause 5.1 target identity
4 UUS1-parameter CC Link IDentifier (CCLID), if Identifier, used for correlation CC
required; see clause 5.1 link-IRI records
5 UUS1-parameter Direction indication Signal from (Tx)/towards (Rx) target
(communication from/towards identity or combined
target/combined (mono))
6 UUS1-parameter Bearer capability of target call Indication to the LEMF of the basic
service in use by the target
7 Closed user group interlock code |Closed user group interlock code Supplementary Service CUG
Security measure at set up of the
CC link
8 Basic Service (BS) Basic Service (BS) of CC link: Guarantee transparent transmission
64 kbit/s unrestricted of CC copy from MF to LEMF
9 ISDN user part forward call ISDN user part preference Guarantee transparent
indicators parameter indicator: "ISDN user part required all (transmission of UUS1 and other
the way" supplementary services information
10 ISDN user part optional forward Connected line identity request Sending of the connected number

call indicators parameter

parameter: requested

by the destination network
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Parameters 2, 3 and 4 are also present in the IRI records, for correlation with the CC links. Parameter 5 indicatesin case
of separate transmission of each communication direction, which part is carried by a CC link. Parameter 6, the basic
service of the target call, can be used by the LEMF for processing of the CC signal, e.g. to apply compression methods
for speech signals, in order to save storage space. Parameter 7 contains the CUG of the LEA. It isoptionally used at set
up the CC link to the LEA. Parameter 8, the basic service of the CC link, is set to "64 kbit/s unrestricted": All
information of the Rx, Tx channels can be transmitted fully transparently to the LEA. The setting of the ISDN user part
indicator guarantees, that the services supporting the LI CC link delivery are available for the complete CC link
connection.

The MF uses en-bloc dialling, i.e. there exists only one message in forward direction to the LEA.

NOTE: TheLEMF should at reception of the set up message not use the alerting state, it should connect
immediately, to minimize time delay until switching through the CC links. Not all networks will support
such atransition. Exceptionally, it may be necessary to send an aerting message before the connected

message.

The maximum length of the user information parameter can be more than the minimum length of 35 octets (national
option, see ITU-T Recommendation Q.763 [29]), i.e. the network transmitting the CC links shall support the standard
maximum size of 131 octets for the UUS1 parameter.

The User-to-User service 1 parameter cannot be discarded by the ETSI ISUP procedures: the only reason, which would
allow the ISUP procedures to discard it would be, if the maximum length of the message carrying UUS1 would be
exceeded. With the specified amount of services used for the CC links, this cannot happen.

The signalling messages of the two CC channels (stereo mode) carry the same parameter values, except for the direction
indication.

See clause J.1 for the ASN.1 definition of the UUSL LI specific content of the UUS1 parameter.

5.3.3 Security requirements at the interface port of HI3

The process of access verification and additional (optional) authentication between the MF and the LEMF shall not
delay the set up of the CC.

For the protection and access verification of the Content of Communication delivery call the ISDN supplementary
services CLIP, COLP and CUG shall be used when available in the network involved.

Generally any authentication shall be processed before the set-up of the CC links between the MF and the LEMF is
completed. If thisistechnically not feasible the authentication may be processed after completion of the CC connection
in parallel to the existing connection.
5.3.3.1 LI access verification
The supplementary service CLIP shall be used to check for the correct origin of the delivery call.

NOTE: When using CLIP, the supplementary service CLIR must not be used.

The supplementary service COLP shall be used to ensure that only the intended terminal on the LEA's side accepts
incoming calls from the Handover Interface (HI).

To ensure access verification the following two checks shall be performed:
- check of Calling-Line Identification Presentation (CLIP) at the LEMF; and

- check of COnnected-Line identification Presentation (COLP) at the Handover Interface (HI) (due to the fact that
the connected number will not always be transported by the networks involved, there shall be the possibility for
deactivating the COLP check for a given interception measure. In addition, the COLP check shall accept two
different numbers as correct numbers, i.e. the user provided number and the network provided number. Usually,
the user provided number contains a DDI extension).
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5.3.3.2 Access protection
In order to prevent faulty connections to the LEA, the CC links may be set up as CUG calls.

In this case, the following settings of the CUG parameters should be used:

- Incoming Access: not allowed,;
- Outgoing Access: not allowed;
- Incoming calls barred within a CUG: no;

- Outgoing calls barred within a CUG: yes.

5.3.33 Authentication

In addition to the minimum access verification mechanisms described above, optional authentication mechanisms
according to the standard series 1SO 9798 "Information technology - Entity authentication - parts 1 to 5" may be used.

These mechanisms shall only be used in addition to the access verification and protection mechanisms.

54 LI procedures for supplementary services

54.1 General

In general, LI shall be possible for all connections and activitiesin which the target isinvolved. The target shall not be
able to distinguish alterations in the offered service. It shall also not be possible to prevent interception by invoking
supplementary services. Consequently, from a supplementary services viewpoint, the status of interactionswith L1 is
"no impact”, i.e. the behaviour of supplementary services shall not be influenced by interception.

Depending on the type of supplementary service, additional CC links to the LEA may be required, in addition to aready
existing CC links.

Within the IRI records, the transmission of additional, supplementary service specific data may be required.

Supplementary services, which have an impact on LI, with respect to CC links or IRI record content, are shown in
table 5.7. Thetable isbased on UMTS services, it considers the services which have been standardized at the time of
finalizing the present document. Future services should be treated following the same principles.

NOTE 1. Co-ordination of handling of new services should be performed via 3GPP SA WG3-LI. If required,
additions will be included in a subsequent version of the present document.

The question of Lawful Interception with Intelligent Networksis not covered in this version (see note 2).

NOTE 2: The general principleis, that LI takes place on the basis of atechnical identity, i.e. a directory number.
Only numbers which are known to the operators (NO/AN/SP), and for which L1 has been activated in the
standard way, can be intercepted. No standardized functions are available yet which would enable an SCF
to request from the SSF the invocation of LI for acall.

Additional CC links are only required, if thetarget isthe served user. IRl Records may also carry data from other
parties being served users.

Clause 5.5 specifies details for relevant services:
- The procedures for CC links, depending on the call scenario of the target.
- Related to the IRI records, the point in time of sending and supplementary service specific information.
- Additional remarks for services with "no impact” on LI.

The specifications for supplementary services interactions are kept as far as possible independent of the details of the
used signalling protocols; service related events are therefore described in more general terms, rather than using
protocol dependent messages or parameters.

ETSI



3GPP TS 33.108 version 9.2.0 Release 9 32 ETSI TS 133 108 V9.2.0 (2010-04)
Interactions with services of the same family, like call diversion services, are commonly specified, if the individual
services behaviour isidentical, with respect to LI.

With respect to the IRI records, clause 5.5 specifies typical cases; the general rules for data which shall be included in
IRI records are defined in clause 5.2, specifically in clause 5.4.3.

Services, which are not part of table 5.7, do not require the generation of LI information: No CC links are generated or
modified, and no specific information on the service is present in the IRI records. That is, these services have "no
impact" on LI, no special functions for LI are required. However, within the I1F, functions may be required to realize
the principle, that the service behaviour shall not be influenced by LI.

"No impact” is not automatically applicable for new services. Each new service hasto be checked for itsimpact on LI.

The present document does not intend to give a complete description of all possible cases and access types of
interactions with supplementary services.
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Table 5.7: Supplementary Services with impact on LI CC links or IRl records content;

see also clause 5.5

Suppl. Service Abbr. CC links: additional calls, impact IRl items related to service
Call Waiting Ccw CC links for active or all calls (option |Target: call waiting indication, calling party
A/B) address
other party: generic notification indicator
Call Hold HOLD CC links for active or all calls (option |Target: call hold indication
A/B) other party: generic notification indicator
Call Retrieve RETRIEVE |CC links for active or all calls (option |Target: call retrieve indication
A/B) other party: generic notification indicator
Explicit Call ECT Before transfer: see HOLD Target: components of Facility IE
Transfer After transfer: LI may or may not be  |other party: generic notification indicator
stopped
Subaddressing SUB No impact on CC links Subaddress IE, as available (calling,
called, ...)
Calling Line CLIP No impact on CC links CLI parameter: part of originating-Party
Identification information
Presentation
Calling Line CLIR No impact on CC links Restriction indicator is part of CLI parameter
Identification
Restriction
Connected Line  [COLP No impact on CC links COL parameter: part of terminating-Party
Identification information
Presentation
Connected Line COLR No impact on CC links Restriction indicator is part of COL parameter
Identification
Restriction
Closed User CUG No impact on CC links CUG interlock code
Group
Multi Party MPTY Initially: held and active calls see Target: components of Facility IE
Conference HOLD other party: generic notification indicator
Conf.: Ty: signal from target; Rx calll
sum signal
CC links depending on option A/B
Call Forwarding  |CFU One CC link for each call, which is Target: see clause 5.2.2.3, point 2, 3.; if
Unconditional, forwarded by the target redirecting no. = target DN: not included
see note Forwarding by other parties: Other party (call to target is a forwarded call):
no impact See clause 5.2.2.3, point 1
Other party (call from target gets forwarded):
See clause 5.2.2.3, point 3
Call Forwarding CFNRy 1) basic call with standards CC links, |1) basic call, released after time-out,
No Reply; released after time-out (incl. CC links) |standard IRI
see note 2) forwarding: same as CFU 2) forwarding: same parameters as for CFU
Call Forwarding CFNRc See CFU See CFU
Not Reachable;
see note
Call Forwarding CFB Network determined user busy: see  |Network determined user busy: see CFU
Busy; see note CFU user determined user busy: see CFNR
User determined user busy: see
CFNR
Call Deflection CD See CFNR See CFNR
User-to-User uus No impact on CC links User-to-user information, more data IE
Signalling 1, 2, 3 (part of HI2 information, see clause B.3a). In
ETSI HI3 was used. Optionally, ETSI's HI3
interface for UUS may be maintained for
backwards compatibility reasons.
Fallback procedure|FB No impact on CC links Target or other party: new basic service IE
(not a supplemen-
tary service)
NOTE: Other variants of Call Forwarding, like Forwarding to fixed numbers, to information services, etc. are
assumed to be covered by the listed services.
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54.2 CC link Impact

The column "CC links. additional calls, impact" (see table 5.7) defines, whether:
- for therelated service CC links shall be set up, in addition to the CC links for abasic call;
- dready existing calls are impacted, for example by disconnecting their information flow.
The CC link impact relates always to actions of atarget being the served user. Servicesinvoked by other parties have no
CC link impact.
5.4.3 IRI Impact, General Principle for Sending IRI records

The column "IRI items related to service" (see table 5.7) specifies, which parameters may be transmitted to the LEA
within the IRI records. For several services, it is differentiated, whether the target or the other party is the served user.

The table specifies, which parameters are applicablein principle. That is, these parameters are normally sent to the
LEA, immediately when they are available from the protocol procedures of the service. In many cases, additional IRI-
CONTINUE records, compared to abasic call, will be generated. However, not each service related signalling event
needs to be sent immediately within an individual record. Exceptions may exist, where several events areincluded in
one record, even if this would result in some delay of reporting an event (this may be implementation dependent). Each
record shall contain al information, which is required by the LEA to enable the interpretation of an action; example: the
indication of call forwarding by the target shall include the forwarded-to number and the indication of the type of
forwarding within the same record.

The complete set of parameters, which are applicable for IRI, is specified in clause 5.2.3 (see table 5.5).

If during procedures involving supplementary services protocol parameters, which are listed in table 5.5 become
available, they shall be included in IRl Records.

IRI data are not stored by the I1F or MF for the purpose of keeping information on call context or call configuration,
including complex multiparty calls. The LEMF (electronically) or the LEA's agent (manually) shall always be able, to
find out the relevant history on the call configuration, to the extent, which is given by the available signalling protocol
based information, within the telecommunication network.

Service invocations, which result in invoke and return result components (as defined in table 5.5) need only be reported
in case of successful invocations. One IRI record, containing the invoke component, possibly including additional
parameters from the return result component, is sufficient.

With respect to the inclusion of LI specific parameters, see a so the parameter specifications and example scenarios in
clause J.2.3 for more details.

Details of e.g. the definition of the used record type, their content, the exact points in time of sending etc. follow from
the according service specifications; in some cases, they are specified explicitly in clauses 5.5 and J.2.3.

54.4 Multi party calls — general principles, options A, B

Each network must adopt option A or B according to local circumstances.

With respect to IRI, each call or call leg owns a separate IRI transaction sequence, independent of whether it is actually
active or not.

With respect to the CC links, two options (A, B) exist, which depend on laws and regulations, see below. Active cal or
call leg meansin this context, that the target is actually in communication with the other party of that call or call leg;
this definition differs from the definition in ETSI EN 300 356 [30].
5441 CC links for active and non-active calls (option A)
For each call, active or not, separate CC links shall be provided. This guarantees, that:

- changesin the call configuration of the target are reflected immediately, with no delay, at the LEMF;

- thesigna from held parties can still be intercepted.

ETSI



3GPP TS 33.108 version 9.2.0 Release 9 35 ETSI TS 133 108 V9.2.0 (2010-04)

It isanetwork option, whether the communication direction of a non-active call, which still carries asignal from the
other party, is switched through to the LEMF, or switched off.

other parties
hold < > P1 on hold
T . on hold 2 > P2 on hold
arget g > p3 active
T
IF
MF

LEMF

Figure 5.2: CC link option A (example for call hold supplementary service)

5.4.4.2 Reuse of CC links for active calls (option B)

CC links are only used for calls active in their communication phase. Changesin the call configuration may not be
reflected at the LEMF immediately, because switching in the IIF/MF isrequired, and the signal from the held party is
not available.

Each time, another target call leg uses an existing CC link, an IRI-CONTINUE record with the correct CID and CCLID
shall be sent.

NOTE: Even when option B is used, more than one CC link may be required simultaneously.

other parties
hold ™ > P1 on hold
T . onho —F * P2 on hold
a[rge < m—— > p3 active
1= L]
MF

LEMF

Figure 5.3: CC link option B (example for call hold supplementary service)
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5.4.5 Subscriber Controlled Input (SCI): Activation / Deactivation /
Interrogation of Services

For user procedures for control of Supplementary Services (Activation/Deactivation/Interrogation), a specia IRI record
type (IRI-REPORT record) is defined to transmit the required information.

The IRI-REPORT record shall contain an indicator, whether the request of the target has been processed successfully or
not.

5.5 Detailed procedures for supplementary services

55.1 Advice of Charge services (AOC)

No impact.

Advice of Charge information is not included in IRI records.

5.5.2 Call Waiting (CW)

5521 Call Waiting at target: CC links

In case of option A "CC linksfor dl calls’, aCC link is set up for the waiting call, using the standard procedures for
terminating calls. In case of option B "CC links for active cals’, no CC link is set up for the waiting call, it is treated
likeaheld call.

With respect to CC links, the same configurations as for Call Hold apply.

Procedure, when the target accepts the waiting call: see retrieve of aheld call (see clause 5.5.3).
5.5.2.2 Call Waiting: IRI records

55.2.2.1 Target is served user

If Call Waiting isinvoked at the target access by another (calling) party: the IRI-BEGIN record or afollowing
IRI-CONTINUE record for the waiting call shall contain the LI specific parameter call waiting indication.

5.5.2.2.2 Other party is served user

If Call Waiting isinvoked at the other (called) party's access: if a CW notification is received by the target's switching
node, it shall be included in an IRI-CONTINUE record; it may be a separate record, or the next record of the basic call
sequence.

553 Call Hold/Retrieve

553.1 CC links for active and non-active calls (option A)

If an active call is put on hold, its CC links shall stay intact; as an option, the signal from the held party is not switched
through to the LEMF.

If the target sets up anew cal, while one call ison hold, this call istreated like anormal originating cal, i.e. anew LI
configuration (CC links, IRI records) is established.

5.5.3.2 Reuse of CC links for active calls (option B)

If an active call is put on hold, its CC links shall not immediately be disconnected; as an option, the signal from the held
party is not switched through to the LEMF.
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If the target sets up anew call, or retrieves a previousy held call, while one target call, which still owns CC links, ison
hold, these CC links shall be used for the signals of the new active call.

5.5.33 IRI records

5.5.3.3.1 Invocation of Call Hold or Retrieve by target

An IRI-CONTINUE record with the L1 specific parameter hold indication or retrieve indication, respectively, shall be
sent.

5.5.3.3.2 Invocation of Call Hold or Retrieve by other parties

An IRI-CONTINUE record with a call hold or retrieve notification shall be sent if it has been received by the signalling
protocol entity of the target call.

5.5.4 Explicit Call Transfer (ECT)

5541 Explicit Call Transfer, CC link
During the preparation phase of atransfer, the procedures for Call Hold/Retrieve are applicable.

If the served (transferring) user isthe target, its original call isreleased. This terminates also the CC link, and causes an
IRI-END record to be sent.

After transfer, two options exist:

1) For thetransferred call, CC links (and IRI records) shall be generated, in principle like for aforwarded call
(similar to proceduresin clause 5.5.12.1.1, case b));

2) Thetransferred call shall not be intercepted.

55.4.2 Explicit Call Transfer, IRI records

In addition to the basic or hold/retrieve/waiting call related records and parameters, during the reconfiguration of the
call, ECT-specific information at the target's accessis sent to the LEMF within IRI-CONTINUE records.

When the target |eaves the call after transfer, an IRI-END record is sent, and the LI transaction is terminated. Options
for the new call, after transfer: see clause 5.5.4.1.

5.5.5  Calling Line Identification Presentation (CLIP) (IRl Records)

5.55.1 Call originated by target (target is served user)

The standard CLI parameter of an originating target isincluded as a supplementary service parameter in the IRl records.

5.5.5.2 Call terminated at target (other party is served user)

The CLI sent from the other party isincluded in the IRI-BEGIN record (originating-Party information), irrespective of
arestriction indication. An eventually received second number (case two number delivery option) isincluded in the IRI
record as supplementary services information (Generic Number parameter).

5.5.6 Calling Line Identification Restriction (CLIR)

For use by L1, the restriction isignored, but copied within the CLI parameter to the IRI record.
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5.5.7 COnnected Line identification Presentation (COLP)

55.7.1 Call terminated at target (target is served user)

A connected number parameter received from the target shall be included in an IRI record (terminating-Party
information).

5.5.7.2 Call originated by target (other party is served user)

If available, a connected number parameter as received from the other (terminating) party shall be included in an IRI
record (terminating-Party information). Any additional number, e.g. a Generic Number, shall also be included in the IRI
record.

5.5.8 COnnected Line identification Restriction (COLR)

For use by L1, the restriction isignored, but copied within the COL parameter to the IRI record.

5.5.9 Closed User Group (CUG)

In case of a CUG call, the closed user group interlock code shall beincluded in an IRI.

5.5.10 Completion of Call to Busy Subscriber (CCBS)

No impact.

Thefirst call, which meets a (terminating) busy subscriber, and is released subsequently, istreated like a standard busy
cal, with no CCBS related IRI information.

The procedures for CCBS, until starting a new call attempt from the served user to the terminating user, including the
CCBSrecall, are not subject of LI.

5.5.11 Multi ParTY call (MPTY)

a) Target is conference controller:
The MPTY conference originates from a configuration with two single calls (one active, one held). When joining
the calls to a conference, the CC links, which have carried the signals of the active target call are used to transmit
the conference signals; that is, the Rx call contains the sum signal of the conference, the Tx call contains the
signal from the target.

The second CC link set, for the previously held call staysintact. If the conference isreleased, and theinitial state
(1 held, 1 active call) is re-established, the required CC links are till available.

Target is passive party of conference:
No impact on CC links.

55.11.2 IRI records

For the events indicating the start and the end of the MPTY conference, IRI records are generated.

5.5.12 DlIVersion Services (DIV)

Cadllsto atarget, with a called party number equal to the intercepted target DN(s), but forwarded, are intercepted,
i.e. CClinksare set up, and IRI records are sent to the LEA. This appliesfor al kinds of call forwarding.

For calls forwarded by the other party (calling or called), the available diversion-related information is sent to the LEA.
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5.5.12.1 Call Diversion by Target

5.5.12.1.1 Call Diversion by Target, CC links

In order to handle call diversion services by applying, as far as possible, common procedures, the following two cases
are differentiated:

a) Cal Forwarding Unconditional (CFU), Call Forwarding Busy (NDUB):
In these cases, forwarding is determined, before seizing the target access. CC links are set up, immediately, for
the forwarded call.

Other variants of Call Forwarding with immediate forwarding, i.e. without first seizing the target access, are
handled in the same way (e.g. unconditional Selective Call Forwarding).

b) Call Forwarding No Reply, Call Forwarding Busy (UDUB), Call Deflection:
Initialy, the target cal is set up, and the call isintercepted like abasic call.

When forwarding takes place (e.g. after expiry of the CFNR timer), the original call isreleased; this may cause
also arelease of the CC links. In such case two optional IRI record handling may apply:

1) For theoriginal call an IRI-END record is sent. For the forwarded call a new set up procedure, including new LI
transaction may take place with new set of IRI records (starting with IRI-BEGIN record sent to the LEA).

2) For the forwarded call the IRI-CONTINUE record is generated and sent to a LEA, indicating the CFNR
invocation.

Other variants of Call Forwarding with forwarding after first seizing the target access, are handled in the same way.

In case of multiple forwarding, one call may be intercepted several times, if several parties are targets. Considering the
maximum number of diversions for one call of 5 (3GPP recommended limit), one call can be intercepted 7 times, from
the same or different LEAS. In principle, these procedures are independent of each other.

5.5.12.1.2 Call Diversion by Target, IRI records
See clause 5.2.2.3, case 2, related to the target's information, and case 3, related to the forwarded-to-party information.

As above for the CC links, the diversion types a) and b1, 2) are differentiated: For case a) and b2) diversions, the IRl is
part of one transaction, IRI-BEGIN, -CONTINUE, -END, for case bl) diversions, afirst transaction informs about the
call section, until diversion isinvoked (corresponding to abasic, prematurely released call), a second transaction
informs about the call section, when diversion isinvoked (corresponding to case a).

5.5.12.2 Forwarded Call Terminated at Target

The CC link is handled in the standard way. The IRI-BEGIN record contains the available call diversion information,
seeclause5.2.2.3 case 1.

5.5.12.3 Call from Target Forwarded

The CClink is handled in the standard way. The IRI-BEGIN and possibly IRI-CONTINUE records contain the
available call diversion related information, see clause 5.2.2.3 case 3.

5.5.13 Variants of call diversion services

Variants of the above "standard” diversion services are treated in the same way as the corresponding "standard”
diversion service.

5.5.14 SUBaddressing (SUB)

The different types of subaddress information elements are part of the IRI records, in al basic and supplementary
services cases, where they are present.
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5.5.15 User-to-User Signalling (UUS)
User-to-User parameters of services UUSL, UUS2 and UUS3 shall be reported as HI2, see clause 5.4.

If User-User information is not delivered from atarget to the other party (e.g. due to overload in the SS No.7 network),
no notification is sent to the LEA.

5.5.16 Incoming Call Barring (ICB)

No impact.

a) Caseterminating call to atarget with ICB active:
In general, the barring condition of atarget is detected before the target access is determined, consequently, an
IRI-REPORT recordsis generated.
If the access would be determined, a standard IRI-END record is generated, with the applicable cause value.

b) Casetarget callsa party with |CB active:
In general, an IRI-BEGIN record has been sent already, and CC links have been set up. Consequently, a standard
IRI-END record is generated, with the applicable cause value.

5.5.17 Outgoing Call Barring (OCB)

No impact.

For abarred call, a standard record may be generated; its type and content are depending on the point in the call, where
the call was released due to OCB restrictions.

5.5.18 Tones, Announcements

No impact.

If the normal procedures, depending on the call state, result in sending the tone or announcement signal on the Rx CC
link channel, this shall be transmitted as CC.

5.6 Functional architecture
The following picture contains the reference configuration for the lawful interception (see TS 33.107 [19]).

There is one Administration Function (ADMF) in the network. Together with the delivery functionsit is used to hide
from the 3G MSC server and 3G GM SC server that there might be multiple activations by different Law Enforcement
Agencies (LEAS) on the same target.
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Figure 5.4: Reference configuration for Circuit switched

The reference configuration is only alogical representation of the entities involved in lawful interception and does not
mandate separate physical entities. This alows for higher levels of integration.

A call could be intercepted based on several identities (MSISDN, IMSI, IMEI) of the same target.

Interception based on IMEI could lead to adelay in start of interception at the beginning of a call and interception of
non-call related eventsis not possible.

For the delivery of the CC and IRI the 3G MSC server or 3G GMSC server provides correlation number and target
identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be
delivered to.

6 Packet data domain

6.1 Identifiers

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsections bel ow.

For the delivery of CC and IRI the SGSN or GGSN provide correlation numbers and target identities to the HI2 and
HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI's of
one PDP context. When the SGSN connects an UE to a S-GW through the $4 interface ([42], see also NOTE) for a
specific communication, the SGSN is not required to provide CC, IRIs for the PDP context associated with CC and
correlation for that communication.

NOTE: The &4 isanintra-PLMN reference point between the SGSN and the S-GW.
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6.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LI1D for each target identity of the interception subject
or asingle LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

6.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. For GSM and UMTS systems
deployed inthe U.S., the network element identifier is required.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
6.1.3  Correlation number
The Correlation Number is unique per PDP context and used for the following purposes:
- correlate CC with IR,
- correlate different IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging
ID.

NOTE: The Correlation Number is at a minimum unigue for each concurrent communication (e.g. PDP context)
of asubject within alawful authorization.

6.2 Performance, reliability, and quality

6.2.1 Timing

Asageneral principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.

Subject to national requirements, the following timing requirements shall be supported:
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- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting nodes clock that is generated
following the detection of the IRI triggering event. The timestamp precision should be at least 1 second
(ETSI TS 101 671 [24]). Defining the required precision of an IRI timestamp however is subject to national
reguirements.

6.2.2 Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
original content of communication. This may be derived from the QoS class used for the original intercepted session,
TS 23.107 [20]. However, when TCPis used asan OSl layer 4 protocol acrossthe HI3, real time delivery of the result
of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by
what operators (NO?AN?SP) and law enforcement agree upon.

6.2.3  Reliability

Thereliability associated with the result of interception should be (at least) equal to the reliability of the original content
of communication. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20].

Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law
enforcement agree upon.

6.3 Security aspects
Security is defined by national requirements.

6.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
interception subject;

- Theability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while
mai ntai ning unobtrusiveness, including between agencies,

- The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects)
legally authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

6.5 IRI for packet domain

The IRI will in principle be available in the following phases of a data transmission:

1. At connection attempt when the target identity becomes active, at which time packet transmission may or may
not occur (set up of a data context, target may be the originating or terminating party);

2. Attheend of aconnection, when the target identity becomes inactive (removal of a data context);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.
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The IRI may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data context information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

Unless other wise noted, the following terminology applies to both GPRS and 3G GSN nodes:

GPRS attach - also applies to Mobile Station attach
GPRS detach - also applies to Mobile Station detach
gPRSEvent - aso appliesto PDP Context events and Mobile Station events

gPRSCorrelationNumber - also appliesto PDP Context Correlation
gPRSOperationErrorCode - also appliesto PDP Context Operation Error Codes

There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 6.1: Mapping between UMTS Data Events and HI2 records type

Event IRl Record Type
GPRS attach REPORT
GPRS detach REPORT
PDP context activation (successful) BEGIN
PDP context modification CONTINUE
PDP context activation (unsuccessful) REPORT
Start of interception with mobile station REPORT

attached (national option)
Start of interception with PDP context active | BEGIN or optionally CONTINUE

PDP context deactivation END

Location update REPORT
SMS REPORT
ServingSystem REPORT

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the GSN or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.
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Table 6.2: Mapping between Events information and IRl information

parameter

description

HI2 ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target
subscriber (monitored subscriber).

partylnformation (party-identiity)

observed IMSI

Target Identifier with the IMSI of the target subscriber
(monitored subscriber).

partylnformation (party-identity)

observed IMEI

Target Identifier with the IMEI of the target subscriber
(monitored subscriber)

partylnformation (party-identity)

observed PDP

PDP address used by the target..

partylnformation

address (services-data-information)
event type Description which type of event is delivered: PDP gPRSevent
Context Activation, PDP Context Deactivation,GPRS
Attach, etc.
event date Date of the event generation in the XxGSN Timestamp
event time Time of the event generation in the xGSN

access point name

The Access Point Name contains a logical name (see
3GPP TS 23.060 [---TBD---])

partylnformation
(services-data-information)

PDP type This field describes the PDP type as defined in TS GSM | partylnformation

09.60, TS GSM 04.08, TS GSM 09.02 (services-data-information)
initiator This field indicates whether the PDP context activation, | initiator

deactivation, or modification is MS directed or network

initiated.
correlation number Unique number for each PDP context delivered to the gPRSCorrelationNumber

LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

location information When authorized, this field provides the location locationOfTheTarget
information of the target that is present at the SGSN at
the time of event record production.

SMS The SMS content with header which is sent with the sMS

SMS-service

failed context
activation reason

This field gives information about the reason for a failed
context activation of the target subscriber.

gPRSOperationErrorCode

failed attach reason

This field gives information about the reason for a failed
attach attempt of the target subscriber.

gPRSOperationErrorCode

service center This field identifies the address of the relevant server serviceCenterAddress
address within the calling (if server is originating) or called (if

server is terminating) party address parameters for

SMS-MO or SMS-MT.
umts QOS This field indicates the Quality of Service associated gos

with the PDP Context procedure.

context deactivation
reason

This field gives information about the reason for context
deactivation of the target subscriber.

gPRSOperationErrorCode

network identifier

Operator ID plus SGSN, GGSN, or HLR address.

networkldentifier

iP assignment

Observed PDP address is statically or dynamically
assigned.

iP-assignment

SMS originating Identifies the originator of the SMS message. DataNodeAddress
address

SMS terminating Identifies the intended recipient of the SMS message. DataNodeAddress
address

SMS initiator Indicates whether the SMS is MO, MT, or Undefined sms-initiator

serving SGSN An E.164 number of the serving SGSN. servingSGSN-Number
number

serving SGSN An IP address of the serving SGSN. servingSGSN-Address
address

NSAPI Network layer Service Access Point Identifier nSAPI

information element contains an NSAPI identifying a
PDP Context in a mobility management context
specified by the Tunnel Endpoint Identifier Control
Plane

This is an optional parameter to help DF/MF and LEA's
to distinguish between the sending mobile access
networks when the GGSN is used as element of the
PDG according TS 23.234 [43].
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NOTE: LIID parameter must be present in each record sent to the LEMF.

6.5.1 Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. Thisfocus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 6-1 Mapping between GPRS Events and HI2
records type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI Record there is a set of events and associated information
elements to support the particular service.

The communication events described in Table 6-1: Mapping between GPRS Events and HI2 record type and
Table 6-2: Mapping between Events information and IRI information convey the basic information for reporting the
disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

Theinformation to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

6.5.1.1 REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:
- theintercept subject's mobile station performs a GPRS attach procedure (successful or unsuccessful);
- theintercept subject's mobile station performs a GPRS detach procedure;
- theintercept subject's mobile station is unsuccessful at performing a PDP context activation procedure;
- theintercept subject's mobile station performs a cell, routing area, or combined cell and routing area update;

- theinterception is activated after intercept subject's mobile station has successfully performed GPRS attach
procedure;

- optionally when the intercept subject's mobile station leaves the old SGSN;
- optionaly when the intercept subject's mobile station enters or leaves | A;

- theintercept subject's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on
national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the
target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;

national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an
SMS-MO communication from the intercept subject's mobile station;

- theintercept subject's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on
national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the
SMS-Centre or, when the 3G SGSN receives naotification that the target M S successfully received the SMS;

national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an
SMS-MT communication from the SMS-Centre destined for the intercept subject's mobile station;
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- asanational option, a mobile terminal is authorized for service with another network operator or service

provider.
Table 6.3: GPRS Attach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide GPRS Attach event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.

failed attach reason C Provide information about the reason for failed attach attempts of the

target subscriber.

Table 6.4: GPRS Detach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide GPRS Detach event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

intercept subject's MS.
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Table 6.5: PDP Context Activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify either the:

- static address requested by the intercept subject's MS in association
with a subject-initiated PDP context activation request for
unsuccessful PDP context activation requests; or

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS rejects the network-initiated PDP context activation.

iP assignment C Provide to indicate observed PDP address is statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify either the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's mobile station is
unsuccessful at performing a PDP context activation procedure (MS
to Network); or

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's mobile station
rejects a network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.
initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information c Provide, when authorized, to identify location information for the
intercept subject's MS.
failed context activation C Provide information about the reason for failed context activation
reason attempts of the target subscriber.
umts QOS C Provide to identify the QOS parameters.
Table 6.6: Location Information Update REPORT Record
Parameter MOC Description/Conditions
observed MSISDN
observed IMS] C Provide at least one and others when available.
observed IMEI
event type C Provide Location Information Update event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the
intercept subject's MS. This parameter, in case of inter-SGSN RAU,
will be sent only by the new SGSN.
old location information (0] Provide (only by the old SGSN), when authorized and if available, to
identify the old location information for the intercept subject's MS.
Idi event (0] Provide, when authorized, to indicate whether the intercept subject is

entering or leaving the interception area (only applicable for location
dependant interception).

Location Information Update REPORT Record shall be sent in the following cases:

- when the intercept subject's mobile station moves to the new SGSN;

- optionaly when the intercept subject's mobile station leaves the old SGSN;
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Table 6.7: SMS-MO and SMS-MT Communication REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type C Provide SMS event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

SMS originating address 0] Provide to identify the originating and destination address of the

SMS destination address SMS message

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

SMS (o Provide, when authorized, to deliver SMS content, including header
which is sent with the SMS-service.

service center address C Provide to identify the address of the relevant SMS-C server. If SMS
content is provided, this parameter is optional.

SMS initiator M Indicates whether the SMS is MO, MT, or Undefined.

Table 6.8: Serving System REPORT Record
Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide Serving System event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event.

lawful intercept identifier M Shall be provided.

servingSGSN-Number C Provide to identify the E.164 number of the serving SGSN.

servingSGSN-Address C Provide to identify the IP address of the serving SGSN.

Table 6.9: Start Of Interception with mobile station attached REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type C Provide Start Of Interception with mobile station attached event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

Start Of Interception with mobile station attached REPORT Record shall be sent in the following case:

- theinterception is activated any time after intercept subject's mobile station has successfully performed GPRS
attach procedure.

6.5.1.2 BEGIN record information
The BEGIN record is used to convey the first event of packet-data communication interception.
The BEGIN record shall be triggered when:

- successful PDP context activation;

- theinterception of a subject's communicationsis started and at least one PDP context is active. If more than one
PDP context is active, a BEGIN record shall be generated for each PDP context that is active;
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- during the inter-SGSN RAU, when the target has at |east one PDP context active and the PLNM has changed;

- thetarget entered an interception area and has at least one PDP context active.

Table 6.10: PDP Context Activation (successful) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify one of the following:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation;

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e. address
is sent by the Network in an Activate PDP Context Accept) for a
successful PDP context activation procedure when the PDP Context
activation request does not contain a static PDP address; or

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

iP assignment C Provide to indicate observed PDP address is statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The

PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

umts QOS C Provide to identify the QOS parameters.

NSAPI O Provided for additional information.
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Table 6.11: Start Of Interception (with PDP Context Active) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e. address
is sent by the Network in an Activate PDP Context Accept) for a
successful PDP context activation procedure when the PDP Context
activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide Start Of Interception With PDP Context Active event type.
event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The

PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

initiator C Provide to indicate whether the PDP context activation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
intercept subject's MS.

umts QOS C Provide to identify the QOS parameters.

NSAPI @) Provided for additional information.

6.5.1.3 CONTINUE record information

The CONTINUE record is used to convey events during an active packet-data communication PDP Context.
The CONTINUE record shall be triggered when:
- Anactive PDP context is modified;

- during the inter-SGSN RAU, when target has got at |east one PDP context active, the PLMN does not change
and the triggering event information is available at the DF/MF.

In order to enable the LEMF to correlate the information on HI3, anew correlation number shall not be generated
within a CONTINUE record.
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Table 6.12: PDP Context Modification CONTINUE Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C The observed address after modification
Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e. address
is sent by the Network in an Activate PDP Context Accept) for a
successful PDP context activation procedure when the PDP Context
activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide the PDP Context Modification event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

initiator C Provide to indicate whether the PDP context modification is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

umts QOS C Provide to identify the QOS parameters.

NSAPI o] Provided for additional information.
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Table 6.13: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e. address
is sent by the Network in an Activate PDP Context Accept) for a
successful PDP context activation procedure when the PDP Context
activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide the Continue interception with active PDP event type.
event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

umts QOS C Provide to identify the QOS parameters.

NSAPI ®) Provided for additional information.

6.5.1.4 END record information

The END record is used to convey the last event of packet-data communication.
The END record shall be triggered when:

- PDP context deactivation.
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Table 6.14: PDP Context Deactivation END Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C Provide to identify the PDP address assigned to the intercept subject,
if available.

event type C Provide PDP Context Deactivation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the packet data network to which the intercept
subject is connected.

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

initiator C Provide to indicate whether the PDP context deactivation is network-
initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEM and
to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

context deactivation reason C Provide to indicate reason for deactivation.

NSAPI @) Provided for additional information.

6.6 IRI reporting for packet domain at GGSN

Interception in the GGSN is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in
TS 23.060 [42], is used in the network, then the GGSN shall perform the interception of IRI.

As anational option, in the case where the GGSN is reporting IRI for an intercept subject, the intercept subject is
handed off to another SGSN and the same GGSN continues to handle the content of communications subject to roaming
agreements, the GGSN shall continue to report the following IRI of the content of communication:;

- PDP context activation;
- PDP context deactivation;
- Start of interception with PDP context active;

- PDP context modification.

6.7 Content of communication interception for packet domain at
GGSN

Interception in the GGSN is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in
TS 23.060 [42], is used in the network, then the GGSN shall perform the interception of content of communication.

As anational option, in the case where the GGSN is performing interception of the content of communications, the
intercept subject is handed off to another SGSN and the same GGSN continues to handle the content of
communications subject to roaming agreements, the GGSN shall continue to perform the interception of the content of
communication.

7 Multi-media domain

This clause deals with IRI reporting in the IMS. IRI reporting in multi-media domain specified in this clause does not
depend on the IP-Connectivity Access Network IP-CAN TS 23.228 [40] used to transport the CC. When the IP-CAN is
the UMTS PS domain, annexes C and G apply for CC interception at the SGSN/GGSN.
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According to TS 33.107 [19], interception shall be supported in S-CSCF and optionally P-CSCF where the S-CSCF and
the P-CSCF are in the same network. For roaming scenarios where the P-CSCF is in the Visited Network, interception
at the P-CSCF is mandatory. For the identification of the intercepted traffic only the SIP-URL and TEL-URL are
available. In the intercepting nodes (CSCF's) the relevant SIP-Messages are duplicated and forwarded to the MF HI 2,

For clarification see following Figure 7.1. If P-CSCF and S-CSCF are in the same network and L1 is provided at both P-
CSCF and S-CSCF, the events are sent twice to the LEMF.

/ Visited /Home Network \

SGSN GGSN P-CSCF S-CSCF

~ 7S

Y N
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CE ’ S
/ N
/ N

P N

v b '\ 4

DF3 DF2
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Figure 7.1: IRI Interception at a CSCF

7.1 Identifiers

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsections bel ow.

For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the
HI2 and HI3. The correlation number provided in the PS domain (SGSN, GGSN) is unique per PDP context and is used
to correlate CC with IRI and the different IRI's of one PDP context.

Interception is performed on an IM S identifier(s) associated with the intercept subject including identifiers such as
SIP-URL and Tel-URL, ETSI EN 300 356 [30].
7.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and theoperator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.
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The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, aunique LIID for each
target identity of the interception subject or asingle LIID for multiple target identities al pertaining to the same
i nterception subject.

Note that, in order to simplify the use of the LIID at LEMF for the purpose of correlating IMS signalling with GSN CC,
the use of asingle LIID in association with potentially numerous IMS identities (SIP and TEL URIS) is recommended.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.
In case the LI1ID of agiven target has different valuesin the GSN and in the CSCF, it is up to the LEMF to recover the

associ ation between the two LIIDs.

7.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRl record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
7.1.3  Correlation number
The GPRS Correlation Number is unique per PDP context and used for the following purposes:
- correlate CC with GSN IR,
- correlate different GSN IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging
ID.

NOTE 1: It isan implementation matter how CSCF generates Correlation number value. However, in thisrelease
CSCF should use gPRSCorrelationNumber ASN.1 parameter as a container.

If two PDP contexts are used for the communication (one for signalling and one for bearer) also two correlation
numbers may be delivered viathe CSCFs.

Different identifiers may be used for correlating target's various SIP messages such as:
- LID;
- implementation dependent number.

NOTE 2: The implementation dependent number may be e.g. a'Call-id'. However, when CSCF acts as a back-to-
back user agent CSCF can have different 'Call-id' values for different legs of signalling. Therefore some
other number would be needed in such a case.

NOTE 3: TheLIID may be used to associate SIP messages with respective GSN IRI records. In case the target has
asingle SIP session active, the L1ID is sufficient to correlate IMS IRI records with GSN IRI records. In
case the target has multiple SIP sessions active, a combination of the L11D and animplementation
dependent number may be used to correlate the IMS IRI records with the GSN IRI records.

In casethe LI1ID of agiven target has different valuesin the GSN and in the CSCF, it is up to the LEMF to recover the
association between the two LIIDs.

SIP correlation number is used to correlate events of one specific SIP session.
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7.2 Performance, reliability, and quality

7.2.1  Timing

Asageneral principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting nodes clock that is generated
following the detection of the IRI triggering event. Subject to national requirements, IMS specific IRI timestamp
should have higher precision than 1 second.

7.2.2 Quiality

QoSis not applicable to SIP signalling and hence not to IMS specific IRI records.
NOTE: The QoS classin PS domain isdefined only for user plane data (CC); refer to subclause 6.2.2.

7.2.3 Reliability

The reliability associated with the result of interception should be (at least) equal to the reliability of the original SIP
signalling. Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and
law enforcement agree upon.

7.3 Security aspects

Security is defined by national requirements.

7.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ability to access and monitor all simultaneous communications originated, received, or redirected by the
interception subject;

- Theability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while
mai ntai ning unobtrusiveness, including between agencies,

- The ahility of the network to simultaneously support a number of separate (i.e. multiple interception subjects)
legally authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content when SIP message
also contains content).

7.5 IRI for IMS

In addition, information on non-transmission related actions of atarget constitute IRI and is sent viaHI2, e.g.
information on SIP message with call forwarding configuration information.

The IRI may be subdivided into the following categories:
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1. Control information for HI2 (e.g. correlation information).
2. Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if thisis required. The following table gives the mapping between event
type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

Event IRl Record Type
SIP-Message REPORT

A set of information is used to generate the record. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new |Es are available and if thisis
necessary in a specific country. The following table gives the mapping between information received per event and
information sent in records.

Once IRI only interception is underway, LEMF receives IM S specific IRI only (SIP IRI) from CSCF. LEMF does not
receive CC, and therefore it is not possible to correlate IMS specific IRI with CC.

Once IRI and CC interception is underway, LEMF receives IMS specific IRl both from a GSN and from a CSCF.
LEMF receives SIP messages also from a GSN within CC.

In certain cases, however, SIP messages may be encrypted between UE and CSCF. In these cases LEMF needsto
receive unencrypted SIP messagesin IMS specific IRI provided from CSCF.

NOTE la GSN has no possihility to decrypt SIP messages based on the IM S security architecture
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Table 7.2: Mapping between IMS Events Information and IRI Information

Parameter

Description

HI2 ASN.1 parameter

Observed SIP URI

Observed SIP URI

partylnformation (sip-uri)

Observed TEL URL

Observed TEL URL

partylnformation (tel-url)

Event type IMS Event iMSevent
Event date Date of the event generation in the CSCF timeStamp
Event time Time of the event generation in the CSCF

Network identifier

Unique number of the intercepting CSCF

networkldentifier

Correlation number Unique number for each PDP context delivered to the gPRSCorrelationNumber
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI. Parameter of Rel. 5 and
on

Correlation Correlation number; unique number for each PDP correlation

context delivered to the LEMF, to help the LEA, to have
a correlation between each PDP Context and the IRI.
ASN.1 as: iri-to-CC

Signalling PDP context correlation number; unique
number for signalling PDP context delivered to the
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

Used in the case two PDP contexts are used.

ASN.1 as: iri-to-CC

SIP correlation number; either Call-id or some
implementation dependent number that uniquely identify
SIP messages of the same SIP session.

ASN.1 as: iri-to-iri

Lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

SIP message

Either whole SIP message, or SIP message header
(plus SDP body, if any). SIP message header (plus SIP
message body part conveying IRI such as SDP) is used
if warrant requires only IRI. In such cases, specific
content in the SIP Message (e.g. 'Message', etc.) must
be deleted; unknown headers shall not be deleted. For
intercepts requiring IRI only delivery, depending on
national regulations, SMS content may be excluded
while SMS headers (which convey information including
originating and destination addresses, SMS centre
address) are included, if available.

sIPMessage

NOTE 1: LIID parameter must be present in each record sent to the LEMF.

NOTE 2: Detailsfor the parameter SIP message. If the warrant requires only signaling information, specific content
in the parameter 'SIP message' like IMS (Immediate Messaging) has to be deleted/filtered. It should be
noted that SDP content within SIP messagesis reported even for warrants requiring only IRI.

NOTE 3: In case of IMS event reporting, the gPRSCorrelationNumber HI2 ASN.1 parameter, which isalso used in
the IRIs coming from PS nodes, is used as container.

7.5.1

Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2
Records Type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI Record there is a set of events and associated information
elements to support the particular service.
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The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-
2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the
disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

Theinformation to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

Table 7.3: SIP-Message REPORT Record

Parameter MOC Description/Conditions

observed SIP-URI SIP URI of the interception target (if available).
observed TEL-URL TEL URL of the interception target (if available).
event type Provide IMS event type.

event date Provide the date and time the event is detected.
event time

network identifier

lawful intercept identifier
correlation number
Correlation

SIP message

Shall be provided.

Shall be provided.

If available and not included in the SIP-message.

If applicable for this communication

The relevant SIP message or SIP message header.

Z0O|I0IZIE| =00

7.6 Correlation indications of IMS IRI with GSN CC at the LEMF

See Annex F.

8 3GPP WLAN Interworking
8.1 Identifiers

8.1.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsections bel ow.

For the delivery of CC and IRI the PDG or AAA server provide correlation numbers and target identities to the HI2 and
HI3. The correlation number is unique per [-WLAN tunnel and is used to correlate CC with IRI and the different IRI's
of one I-WLAN tunnel.

8.1.2 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification to point to atarget identity makes it easier to keep the knowledge about a specific
interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

ETSI



3GPP TS 33.108 version 9.2.0 Release 9 61 ETSI TS 133 108 V9.2.0 (2010-04)
The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LI1D for each target identity of the interception subject
or asingle LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

8.1.3 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
8.1.4  Correlation number
The Correlation Number is unique per I-WLAN tunnel and used for the following purposes:
- correlate CC with IRI (in the PDG),
- correlate different IRI records within one I-WLAN tunnel (for both PDG and AAA server).

NOTE: The Correlation Number is at a minimum unigue for each concurrent communication (e.g. I-WLAN
tunnel) in a specific node (e.g., AAA server or PDG) of an intercept subject within alawful authorization.

8.2 Performance, reliability, and quality

8.2.1 Timing

Asageneral principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

8.2.2 Quiality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
origina content of communication. This may be derived from the QoS class used for the original intercepted session,
TS 23.107 [20]. However, when TCPis used asan OSl layer 4 protocol acrossthe HI3, real time delivery of the result
of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by
what operators (NO/AN/SP) and law enforcement agree upon.
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8.2.3 Reliability

Thereiability associated with the result of interception should be (at least) equal to the reliability of the original content
of communication. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20].

Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law
enforcement agree upon.

8.3 Security aspects

Security is defined by national requirements.

8.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
interception subject;

- Theahility for multiple LEASs (up to five) to monitor, simultaneously, the same interception subject while
mai ntai ning unobtrusiveness, including between agencies,

- The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects)
legally authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

8.5 IRI for I-WLAN

The IRI will in principle be available in the following phases of a data transmission:

1. AtI-WLAN accessinitiation attempt, when the target identity becomes active, at which time packet transmission
may or may not occur (at the set up of al-WLAN tunnel, the target may be the originating or terminating party);

2. Attheend of aconnection, when the target identity becomesinactive (removal of al-WLAN tunnel);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.

The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.
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Table 8.1: Mapping between I-WLAN Events and HI2 records type

Event IRl Record Type
I-WLAN Access Initiation REPORT
I-WLAN Access Termination REPORT
I-WLAN Tunnel Establishment (successful) | BEGIN
I-WLAN Tunnel Establishment REPORT
(unsuccessful)
I-WLAN Tunnel Disconnect END
Start of intercept with I-WLAN BEGIN or REPORT
Communication Active

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.

For the event 'Start of intercept with I-WLAN Communication Active' reported from a AAA server, thisevent is
reported using a

e REPORT record to provide an indication that I-WLAN Access Initiation event has already occurred, but
there are no tunnels established yet.

e BEGIN record to provide an indication that one or more [-WLAN Tunnels are already established.
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Table 8.2: Mapping between Events information and IRl information

parameter

description

HI2 ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target
subscriber (monitored subscriber).

partylnformation (partyldentiity)

observed IMSI

Target Identifier with the IMSI of the target subscriber
(monitored subscriber).

partylnformation (partyldentity)

observed NAI

Target Identifier with the NAI of the target subscriber
(monitored subscriber).

partylnformation (partyldentity)

event type Description which type of event is delivered: I-WLAN i-WLANevent
Access Initiation, I-WLAN Access Termination, I-WLAN
Tunnel Establishment, I-WLAN Tunnel Disconnect, Start
of Intercept with I-WLAN Communication Active, etc.
event date Date of the event generation in the PDG or AAA server. | timestamp
event time Time of the event generation in the PDG or AAA server.

WLAN access point
name

The WLAN Access Point Name contains a logical name
of the access point (see 3GPP TS 23.060 [---TBD---])

partylnformation
(services-Data-Information)

initiator

This field indicates whether the event being reported is
the result of an MS directed action or network initiated
action when either one can initiate the action.

initiator

correlation number

Unique number for each I-WLAN tunnel delivered to the
LEMF, to help the LEA, to have a correlation between
each I-WLAN tunnel and the IRI.

correlationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

WLAN UE Local IP
address

The Local IP address used by the target in a WLAN AN.

partylnformation
(services-data-information)

WLAN UE MAC
address

MAC Address of WLAN UE on the WLAN

i-WLANInformation
(WLANMACAddress)

WLAN Remote IP
address

Itis the IP address of the WLAN UE in the network
being accessed by the WLAN UE and is used in the
data packet encapsulated by the WLAN UE-initiated
tunnel. In addition, it is the source address used by
applications in the WLAN UE.

partylnformation
(services-data-information)

network identifier

Operator ID plus PDG or AAA server address.

networkldentifier

WLAN Operator

This field identifies the WLAN Operator serving the

i-WLANInformation

name intercept subject. (WLANOperatorName)
WLAN Location This field identifies the name of the location of the i-WLANInformation

Name WLAN serving the subject. (WLANLocationName)
WLAN Location This field provides detailed location information about i-WLANInformation
Information the WLAN serving the intercept subject. (WLANLocationInformation)

NAS IP/IPv6 address

An IP address of the serving Network Access Server.

i-WLANInformation
(naslIPIPv6Address)

visited PLMN ID

This field identifies the visited PLMN that will either
terminate or tunnel the intercept subject's
communications to the Home PLMN.

visitedPLMNID

session alive timer

Thi field identifies the expected maximum duraton of the
I-WLAN access being initiated.

i-WLANInformation
(sessionAliveTimer)

failed access reason

This field gives information about the reason for a failed
access initiation attempt of the target subscriber.

i-WLANOperationErrorCode

session termination
reason

This field identifies the reason for the termination of the
I-WLAN access.

i-WLANOperationErrorCode

failed tunnel
establishment reason

This field gives information ("Authentication failed" or
Authorization failed") about the reason for a failed
tunnel establishment of the target subscriber.

i-WLANOperationErrorCode

tunnel disconnect
reason

This field gives information about the reason for tunnel
disconnect of the target subscriber. (For Further Study).

i-WLANOperationErrorCode

NSAPI

Network layer Service Access Point Identifier.
Information element contains an NSAPI identifying a
PDP Context in a mobility management context
specified by the Tunnel Endpoint Identifier Control
Plane.

This is an optional parameter to help DF/MF and LEA's
to distinguish between the sending mobile access
networks when the GGSN is used as element of the
PDG according TS 23.234 [43].

NSAPI
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NOTE: LIID parameter must be present in each record sent to the LEMF.

85.1 Events and information

85.1.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 8.1 Mapping between I-WLAN Events and
HI2 records type and Annex B.7 Intercept related information (HI2). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI record thereis a set of events and associated information
elements to support the particular service.

The communication events described in Table 8.1: Mapping between [-WLAN Events and HI2 record type and
Table 8.2: Mapping between Events information and IRI information convey the basic information for reporting the
disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

Theinformation to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

85.1.2 REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

- theintercept subject's WLAN UE performs a (successful or unsuccessful) I-WLAN access initiation procedure
(triggered by AAA server);

- theintercept subject"s WLAN UE performs a (successful or unsuccessful) re-authentication (triggered by AAA
server);

- theintercept subject's WLAN UE performs al-WLAN access termination detach procedure (triggered by AAA
server);

- theintercept subject's WLAN UE is unsuccessful at performing al-WLAN tunnel establishment procedure
(triggered by AAA server or PDG);

- theinterception of a subject's communicationsis started and the WLAN UE has already successfully performed
al-WLAN access initiation procedure (triggered by AAA server), but there are no tunnels established.
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Table 8.3: I-WLAN Access Initiation REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Initiation event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN Operator Name C Provide, when available, to identify the WLAN operator serving the
intercept subject.

WLAN Location Name C Provide, when available, to identify the name of the WLAN location
serving the intercept subject.

WLAN Location Information C Provide, when available, to identify the location information of the
WLAN serving the intercept subject.

NAS IP/IPv6 address C Provide, when available, to identify the address of the NAS serving the
intercept subject.

WLAN UE MAC address C Provide, when available, to identify the MAC address of the intercept
subject in the WLAN serving the intercept subject.

visited PLMN ID C Provide, when available, to identiy the visited PLMN that will either
terminate or tunnel the subject's communications to the Home PLMN.

session alive time C Provide, when available, to identify the expected maximum duration of
the I-WLAN Access being initiated.

failed access reason C Provide information about the reason for failed access initiation

attempts of the target subscriber.

Table 8.4: I-WLAN Access Termination REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Access Termination event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN Operator Name C Provide, when available, to identify the WLAN operator serving the
intercept subject.

WLAN Location Name C Provide, when available, to identify the name of the WLAN location
serving the intercept subject.

WLAN Location Information C Provide, when authorized, to identify the location information of the
WLAN serving the intercept subject.

NAS IP/IPv6 address C Provide, when available, to identify the address of the NAS serving the
intercept subject.

WLAN UE MAC address C Provide, when available, to identify the MAC address of the intercept
subject in the WLAN serving the intercept subject.

session termination reason C Provide information about the reason for termination of I-WLAN access

of the target subscriber.
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Table 8.5: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject requested to be connected when the intercept subject's WLAN
UE is unsuccessful at performing a I-WLAN tunnel establishment
procedure (MS to Network).

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN UE Local IP address C Provide, when available, to identify the IP address associated with the
intercept subject in the WLAN.

WLAN UE Remote IP address C Provide, when available, to identify the IP address associated with the
intercept subject in the network being accessed by the intercept
subject.

failed I-WLAN tunnel C Provide information about the reason for failed I-WLAN tunnel

establishment reason establishment attempts of the target subscriber.

Table 8.6: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record — AAA Server

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed NAI
event type C Provide I-WLAN Tunnel Establishment event type.
event date M Provide the date and time the event is detected.
event time
WLAN access point name C Provide to identify the packet data network to which the intercept

subject requested to be connected when the intercept subject's WLAN
UE is unsuccessful at performing a I-WLAN tunnel establishment
procedure (MS to Network).

Shall be provided.

Shall be provided.

Provide information about the reason for failed I-WLAN tunnel
establishment attempts of the target subscriber.

Provide, when available, to identiy the visited PLMN that will either
terminate or tunnel the subject's communications to the Home PLMN.

network identifier

lawful intercept identifier
failed I-WLAN tunnel
establishment reason
visited PLMN ID

O] 0O
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Table 8.7: Start of Intercept With I-WLAN Communication Active REPORT Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type Provide Start of Intercept With I-WLAN Communication Active event
type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN Operator Name C Provide, when available, to identify the WLAN operator serving the
intercept subject.

WLAN Location Name C Provide, when available, to identify the name of the WLAN location
serving the intercept subject.

WLAN Location Information C Provide, when available, to identify the location information of the
WLAN serving the intercept subject.

NAS IP/IPv6 address C Provide, when available, to identify the address of the NAS serving the
intercept subject.

WLAN UE MAC address C Provide, when available, to identify the MAC address of the intercept
subject in the WLAN serving the intercept subject.

visited PLMN ID C Provide, when available, to identiy the visited PLMN that will either
terminate or tunnel the subject's communications to the Home PLMN.

session alive time C Provide, when available, to identify the expected maximum duration of
the I-WLAN Access being initiated.

8.5.1.3 BEGIN record information
The BEGIN record is used to convey the first event of I-WLAN interworking communication interception.

The BEGIN record shall be triggered when:

- thereisasuccessful establishment of an I-WLAN tunnel (triggered by AAA server or PDG);

- theinterception of a subject's communicationsis started and at least one I-WLAN tunnel is established. If more
than one I-WLAN tunnel is established, a BEGIN record shall be generated for each I-WLAN tunnel that is
established (triggered by AAA server or PDG).

Table 8.8: I-WLAN Tunnel Establishment (successful) BEGIN Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject requested to be connected when the intercept subject's WLAN
UE is successful at performing a I-WLAN tunnel establishment
procedure.

network identifier M Shall be provided.

WLAN local IP address M Provide to identify the IP address associated with the intercept subject
in the WLAN.

WLAN remote IP address M Provide to identify the IP address associated with the intercept subject
in the network being accessed by the intercept subject for the I-WLAN
tunnel.

correlation number C Provide to allow correlation of CC and IRI and the correlation of IRI
records.

lawful intercept identifier M Shall be provided.

NSAPI o] Provided for additional information.
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Table 8.9: I-WLAN Tunnel Establishment (successful) BEGIN Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject requested to be connected when the intercept subject's WLAN
UE is successful at performing a I-WLAN tunnel establishment
procedure.

network identifier M Shall be provided.

correlation number C Provide to allow correlation of IRI records.

lawful intercept identifier M Shall be provided.

visited PLMN ID C Provide to identify the visited PLMN, if available.

Table 8.10: Start Of Interception (with I-WLAN Tunnel Established) BEGIN Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type c Provide Start Of Interception With I-WLAN Communication Active
event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject requested to be connected when the intercept subject's WLAN
UE is successful at performing a I-WLAN tunnel establishment
procedure.

network identifier M Shall be provided.

WLAN local IP address M Provide to identify the IP address associated with the intercept subject
in the WLAN.

WLAN remote IP address M Provide to identify the IP address associated with the intercept subject
in the network being accessed by the intercept subject for the I-WLAN
tunnel.

correlation number C Provide to allow correlation of CC and IRI and the correlation of IRI
records.

lawful intercept identifier M Shall be provided.

NSAPI o] Provided for additional information.
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Table 8.11: Start Of Interception (with I-WLAN Tunnel Established) BEGIN Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type c Provide Start Of Interception With I-WLAN Communication Active
event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject requested to be connected when the intercept subject's WLAN
UE is successful at performing a I-WLAN tunnel establishment
procedure.

network identifier M Shall be provided.

correlation number C Provide to allow correlation of IRI records.

lawful intercept identifier M Shall be provided.

visited PLMN ID C Provide to identify the visited PLMN, if available.

WLAN Operator Name C Provide, when available (at the time of event generation), to identify
the WLAN operator serving the intercept subject.

WLAN Location Name C Provide, when available (at the time of event generation), to identify
the name of the WLAN location serving the intercept subject.

WLAN Location Information C Provide, when available (at the time of event generation), to identify
the location information of the WLAN serving the intercept subject.

NAS IP/IPv6 address C Provide, when available (at the time of event generation), to identify
the address of the NAS serving the intercept subject.

WLAN UE MAC address C Provide, when available (at the time of event generation), to identify
the MAC address of the intercept subject in the WLAN serving the
intercept subject.

session alive time C Provide, when available (at the time of event generation), to identify
the expected maximum duration of the I-WLAN Access being initiated.

8514 END record information

The END record is used to convey the last event of packet-data communication.
The END record shall be triggered when:
- I-WLAN tunnel disconnect occurs (triggered by the AAA server or the PDG).
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Table 8.12: I-WLAN Tunnel Disconnect END Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Disconnect event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject is connected.

initiator C Provide to indicate whether the I-WLAN tunnel disconnection is
network-initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

WLAN local IP address M Provide to identify the IP address associated with the intercept subject
in the WLAN.

WLAN remote IP address M Provide to identify the IP address associated with the intercept subject
in the network being accessed by the intercept subject for the I-WLAN
tunnel.

correlation number C Provide to allow correlation of CC and IRI and the correlation of IRI
records.

lawful intercept identifier M Shall be provided.

NSAPI o] Provided for additional information.

Table 8.13: I-WLAN Tunnel Disconnect END Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Disconnect event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the intercept
subject is connected.

initiator C Provide to indicate whether the I-WLAN tunnel disconnection is
network-initiated, intercept-subject-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to allow correlation of IRI records.

lawful intercept identifier M Shall be provided.

8.6

CC for I-WLAN

Theinterface protocols and data structures defined in Annex B.4, Annex C, and Annex G of this specification are

applicable to the delivery of the intercepted CC for I-WLAN over the HI3 PSinterface. The mandatory or optionality
of the parametersis not changed for I-WLAN. However the availability of relevant intercepted information will affect

the population of the parameters.
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9 Interception of Multimedia Broadcast/MultiCast
Service (MBMS)

9.1 Identifiers

9.1.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interface (H12). The identifiers are defined in the subsections below.

The MBMS LI solution in this section provides an IRI solution for MBMS only. CC interception is provided by
transport bearer level interception functionality e.g. GSNs. The Correlation Number is unique per subject MBMS
service and MBM S session and is used to correlate different IRI records within one MBMS service and MBM S session.

9.1.2 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification to point to atarget identity makes it easier to keep the knowledge about a specific
interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the IRI records. It shall be used within any information exchanged at the handover
interfaces HI2 for identification and correlation purposes.

The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LI1D for each target identity of the interception subject
or asingle LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique LI1Ds assigned relating to each LEA.

9.1.3 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
9.1.4 Correlation number

The Correlation Number is unique per subject MBM S service and MBMS session. The correlation number is used
for the following purposes:

- Correlate different IRI records within one MBMS service and MBM S session.
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NOTE: Correlation only appliesto MBMS service usage. Correlation of subscription management events is not
required and the ASN.1 subscription event records in Annex B.8 do not provide support for correlation numbers.
Such Subscription management report record events are asynchronous, can occur at any time and are likely to occur
infrequently.

9.2 Performance, reliability, and quality

9.2.1 Timing

Asageneral principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

9.2.2 Quiality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
origind MBMS service.

9.2.3  Reliability

Thereliability associated with the result of interception should be (at least) equal to the reliability of the original content
of communication. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20].

Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law
enforcement agree upon.

9.3 Security aspects

Security is defined by national requirements.

9.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
interception subject;

- Theahility for multiple LEASs (up to five) to monitor, simultaneously, the same interception subject while
mai ntai ning unobtrusiveness, including between agencies,

- The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects)
legally authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).
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The IRI will in principle be available in the following phases of a data transmission:

1. At MBMS Service Joining or Leaving.

2. At MBMS Subscription Activation, Modification and Termination.

3. At certain times when relevant information are available.

The IRI may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data communication information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to

the LEMF.

Table 9.1: Mapping between MBMS Events and HI2 records type

Active

Event IRl Record Type
MBMS Service Joining BEGIN
MBMS Service Leaving END
MBMS Subscription Activation REPORT
MBMS Subscription Modification REPORT
MBMS Subscription Termination REPORT
Start of intercept with MBMS Service BEGIN

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.

NOTE: Support for MBMS over IMSis For Further Study. Asa minimum, IMPU and IMPI reporting support will

be required.
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Table 9.2: Mapping between Events information and IRl information

parameter

Description

HI2 ASN.1 parameter

observed IMSI

Target Identifier with the IMSI of the target subscriber
(monitored subscriber).

partylnformation (partyldentiity)

event type Description which type of event is delivered MBMS mbms-Event
Service Joining, MBMS Service Leaving, MBMS
Subscription Activation, MBMS Subscription
Modification, MBMS Subscription Termination, Start of
intercept with MBMS Service Active etc.
event date Date of the event generation in the BM-SC server. Timestamp
event time Time of the event generation in the BM-SC server. Timestamp
BM-SC Identifier Name or Identifier of BM-SC mbmsinformation
(mbmsBmscName)
initiator This field indicates whether the event being reported is | Initiator

the result of an UE directed action or network initiated/
off-online action when either one can initiate the action.

correlation number

Unique correlation number for each subject MBMS
service and MBMS session. It is used for correlating
different IRI records. However the correlation number is
not used to correlate subscription related events.

correlationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

MBMS Subscribed
Service

Name or Identifier of the MBMS Service to which the
Target Subscriber has subscribed. Must provide explicit
identification of service subscribed from all other
services (e.g. TV Channel name and name of content to
be viewed)

mbmsInformation
(mbmsServiceName)

MBMS Service
Joining Time

MBMS Service Joining Time

mbmslInformation
(mbms-join-time)

MBMS Service
Subscription List

List of all users subscribed to MBMS Service to which
Target Subscriber has requested Joining.
NOTE:- This list may be very long for some services.

mbmsInformation
(MbmsSerSubscriberList)

Visited PLMN ID

Identity of the visited PLMN to which the user is
registered

visitedPLMNID

APN

The Access Point Name contains a logical name on
which IP multicast address is defined (see 3GPP TS
23.060 [---TBD---])

mbmsInformation
(MBMSapn)

Multicast/Broadcast
Mode

MBMS bearer service in broadcast or multicast mode

mbmslinformation
(mbms-Mode)

IP IP/IPv6 multicast
address(multicast
mode only)

IP or IPv6 multicast address identifying the MBMS
bearer described by this MBMS Bearer Context.

mbmslInformation
(mbmsIPIPv6Address)

List of Downstream
Nodes

List of downstream nodes that have requested the
MBMS bearer service and to which notifications and
MBMS data have to be forwarded.

mbmsInformation
(mbmsNodeList)

MBMS Service
Leaving Reason

Indicates whether the UE initated/requested leaving, or
whether BM-SC/network terminated the Serivce to the
UE (eg GSN session dropped or BM-SC subscription
expired etc).

Logically if leaving reason is subscription expiry then
subscription terminated report record will also be
generated.

mbmsinformation
(mbmsLeavingReason)

MBMS Service
Subscription
Terminated Reason

Indicates whether the service subscription termination
was requested initiated/requested by the user (including
via customer services or other off-line means) or
whether subscription expired.

mbmsInformation
(mbmsSubsTermReason)

NOTE:

LIID parameter must be present in each record sent to the LEMF.

ETSI



3GPP TS 33.108 version 9.2.0 Release 9 76 ETSI TS 133 108 V9.2.0 (2010-04)

95.1 Events and information

951.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 9.1 Mapping between MBM S Events and HI2
records type and Annex B.8 Intercept related information (HI2). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI record thereis a set of events and associated information
elements to support the particular service.

The communication events described in Table 9.1: Mapping between MBM S Events and HI 2 record type and
Table 9.2: Mapping between Events information and IRI information convey the basic information for reporting the
disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

Theinformation to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

9512 REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

- theintercept subject's MBMS UE or interception subject via an off-line means (eg viainternet or customer
service centre) performs MBM S Subscription Activation. See Table 9.3

- theintercept subject's MBMS UE or interception subject via an off-line means (eg viainternet or customer
service centre) performs MBM S Subscription Modification. See Table 9.4

- theintercept subject's MBMS UE or interception subject via an off-line means (eg viainternet or customer
service centre) performs MBM S Subscription Termination. See Table 9.5

Table 9.3 MBMS Subscription Activation REPORT Record

Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Sha