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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document describes the overall architecture for Generic Access (GA) to the A/Gb interfaces. It describes
the system concepts, documents the reference architecture, functional entities, network interfaces, and high-level
procedures of GA service.

Generic Accessto the A/Gb interfaces, or GA, is an extension of GSM/GPRS mobile services that is achieved by
tunnelling Non Access Stratum (NAS) protocols between the MS and the Core Network over an IP network. GA isa
complement to traditional GSM/GPRSUTRAN radio coverage.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

¢ References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.
« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 23.002: "Network architecture”.

2] 3GPP TS 23.009: "Handover procedures'.

[3] 3GPP TS 23.271: "Location Services (LCS); Functional description; Stage 2".

[4] 3GPP TS 23.122: "Non-Access-Stratum functions related to Maobile Station (MS) in idle mode".

[5] 3GPP TS 23.236: "Intra-domain connection of Radio Access Network (RAN) nodes to multiple
Core Network (CN) nodes'.

[6] 3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core network protocols; Stage 3".

[7] 3GPP TS 26.071: "AMR speech codec; General description".

[8] 3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking,
Stage 3".

[9] 3GPP TS 33.234: " 3G security; Wireless Local Area Network (WLAN) interworking security”.

[10] 3GPP TS 43.020: " Security related network functions'.

[11] 3GPP TS 48.004: "Base Station System - Mobile-services Switching Centre (BSS-M SC) interface;
Layer 1 specification”.

[12] 3GPP TS 48.006: "Signalling transport mechanism specification for the Base Station System -
M obile-services Switching Centre (BSS-M SC) interface”.

[13] 3GPP TS 48.008: "Mobile Switching Centre - Base Station System (MSC-BSS) interface; Layer 3
specification”.

[14] 3GPP TS 48.014: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving

GPRS Support Node (SGSN) interface; Gb interface Layer 1".

[15] 3GPP TS 48.016: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving
GPRS Support Node (SGSN) interface; Network Service".
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[16]

[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]
[25]
[26]
[27]
[28]

[29]

[30]

[31]

[32]

[39]
[40]
[41]
[42]
[43]

3GPP TS 48.018: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving
GPRS Support Node (SGSN) interface; BSS GPRS protocol”.

3GPP TS 43.059: "Functional stage 2 description of Location Services (LCS) in GERAN".
3GPP TS 45.008: "Radio subsystem link control™.

IETF RFC 793: "Transmission Control Protocol”.

IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications'.
IETF RFC 2451: "The ESP CBC-Mode Cipher Algorithms”.

IETF RFC 3602: "The AES-CBC Cipher Algorithm and Its Use with |Psec”.
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication”.

IETF RFC 2315: "PKCS#7: Cryptographic Message Syntax Version 1.5".

IETF RFC 2404: "The Use of HMAC-SHA-1-96 within ESP and AH".

IETF RFC 2406: "1P Encapsulating Security Payload (ESP)".

IETF RFC 3566: "The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”.

IETF RFC 4434, February 2006: "The AES-XCBC-PRF-128 Algorithm for the Internet Key
Exchange Protocol (IKE)".

IETF RFC 3280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

| ETF draft-haverinen-pppext-eap-sim-16 (December 2004): "Extensible Authentication Protocol
Method for GSM Subscriber Identity Modules (EAP-SIM)".

|ETF draft-ietf-pkidipsec-ikecert-profile-03 (October 2004): "The Internet | P Security PKI Profile
of IKEVI/ISAKMP, IKEV2, and PKIX".

|ETF draft-ietf-ipsec-ikev2-17 (October 2004): "Internet Key Exchange (IKEv2) Protocol".

|ETF draft-ietf-ipsec-ikev2-al gorithms-05 (April 2004): " Cryptographic Algorithms for use in the
Internet Key Exchange Version 2".

|ETF draft-ietf-ipsec-ui-suites-06 (April 2004): " Cryptographic Suites for |Psec”.
IETF RFC 3948: "UDP Encapsulation of |Psec ESP Packets".

IETF RFC 2486: "The Network Access |dentifier”.

IETF RFC 768: "User Datagram Protocol".

|ETF draft-arkko-pppext-eap-aka-15 (December 2004): "Extensible Authentication Protocol
Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".

IETF RFC 791: "Internet Protocol”.

3GPP TS 25.331: "Radio Resource Control (RRC) protocol specification”.
3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
IETF RFC 2409: "The Internet Key Exchange (IKE)".

3GPP TS 23.003: "Numbering, addressing and identification"”.
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

AP-ID: The AP-ID (Access Point-1D) isthe physical identity (e.g. MAC address) of the generic IP access network
point through which the MSis accessing GAN service. Thisidentifier is provided by the M S (obtained via broadcast
from the AP) to the GANC viathe Up interface, when it requests GAN service. The AP-ID may be used by the GANC
to support location services. The AP-ID may also be used by the service provider to restrict GAN service accessvia
only authorized APs.

GERAN/UTRAN Mode: MS mode of operation where the NAS layers communicate through either the GERAN RR or
the UTRAN RRC entities

GAN Mode: MS mode of operation where the NAS layers communicate through the GA-CSR entity
Generic Access Network: access network providing access to A/Gb interfaces via an | P network

Generic Access Network Controller: network node that connects to the M SC and SGSN via the A-interface and Gb
interface and enabl es access via a generic | P network.

Three different logical roles for the GANC are defined in this specification: Provisioning GANC, Default GANC and
Serving GANC.

default GANC: logical role of a GANC in the HPLMN, which redirects an M S performing the GAN Registration
Procedure to a preferred Serving GANC within the HPLMN or VPLMN. The Serving GANC and Default GANC may
be the same entity, in which case no redirection is required.

discovery procedure: process by which the M S discovers the Default GANC in the HPLMN
handover: mobile station engaged in a call moves between 3GPP access networks and GAN
handover in: mobile station moves from 3GPP access networks to GAN

handover out: mobile station moves from GAN to 3GPP access networks

provisioning GANC: logical role of a GANC inthe HPLMN of an MS
When an M S performs the Discovery Procedure to this GANC, the MSis provided the address of the Default GANC in
the HPLMN.

redirection: process by which a Default or Serving GANC redirects an M S to an alternative Serving GANC
This alternative GANC is likely to become the Serving GANC for the MS.

registration procedure: process by which an MS reguests the Generic Access Service from a GANC

rove in: mobile station resel ects from 3GPP access networks to GAN

rove out: mobile station reselects from GAN to 3GPP access networks

roving: action of re-selection between 3GPP access technology and GAN for a mobile station in idle mode

seamless: free from noticeable transitions (i.e. no end-user action is required; speech interruptions are short; service
interruptions are short; incoming calls are not missed; packet sessions are maintained; services work identically)

serving GANC: logical role of the GANC in a PLMN which provides an MS with the Generic Access service

suitable cell: thisisacell on which an MS may camp. It must satisfy criteria which are defined for A/Gb modein
3GPP TS 43.022 and for lu modein 3GPP TS 25.304
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3.2 Symbols

For the purposes of the present document, the following symbols apply:

Up Interface between MS and GANC

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA Authentication, Authorization and Accounting
AKA Authentication and Key Agreement

AP Access Point

AS Access Stratum

BSC Base Station Controller

BSS Base Station Subsystem

BSSGP Base Station System GPRS Protocol
BSSMAP Base Station System Management Application Part
CcC Call Control

CaGl Cell Global Identification

CM Connection Management

CN Core Network

CS Circuit Switched

CTM Cellular Text Telephone Modem

DNS Domain Name System

DTM Dual Transfer Mode

EAP Extensible Authentication Protocol

ETS European Telecommunications Standards I nstitute
FCC US Federal Communications Commission
FQDN Fully Qualified Domain Name

GA-CSR Generic Access - Circuit Switched Resources
GAD Geographical Area Description

GAN Generic Access Network

GANC Generic Access Network Controller

GA-PSR Generic Access - Packet Switched Resources
GA-RC Generic Access - Resource Control

GERAN GSM EDGE Radio Access Network

GGSN Gateway GPRS Support Node

GMM/SM GPRS Mobility Management and Session Management
GPRS General Packet Radio Service

GSM Global System for Mobile communications
GSN GPRS Support Node

HLR Home Location Register

HPLMN Home PLMN

IETF Internet Engineering Task Force

IKE Internet Key Exchange

IMEISV International Mobile station Equipment Identity and Software Version number
IMSI International Mobile Subscriber [dentity

IP Internet Protocol

LA Location Area

LAI Location Area |dentity

LLC Logical Link Control

MAC Medium Access Control

MAC Message Authentication Code

MM Mobility Management

MS Mobile Station

MSC Mobile Switching Center

MTP1 Message Transfer Part layer 1

MTP2 Message Transfer Part layer 2

MTP3 Message Transfer Part layer 3

NAS Non-Access Stratum
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PDP Packet Data Protocol
PDU Protocol Data Unit
PLMN Public Land Mobile Network
PSAP Public Safety Answering Point
NOTE:
PSTN Public Switched Telephone Network
P-TMSI Packet - TMSI
QoS Quiality of Service
RA Routing Area
RAC Routing Area Code
RAI Routing Area I dentity
RAT Radio Access Technology
RLC Radio Link Control
RTCP Real Time Control Protocol
RTP Real Time Protocol
SCCP Signalling Connection Control Part
SEGW SEcurity GateWay
SGSN Serving GPRS Support Node
SIM Subscriber |dentity Module
SMLC Serving Mobile Location Center
SMS Short Message Service
SNDCP Sub-Network Dependent Convergence Protocol
TBF Temporary Block Flow
TC Transport Channel
TCP Transmission Control Protocol
TFO Tandem Free Operation
TMSI Temporary Mobile Subscriber Identity
TrFO Transcoder Free Operation
TTY Text Telephone or TeletY pewriter
UDP User Datagram Protocol
UMTS Universal Mobile Telecommunication System
VLR Visited Location Register
VPLMN Visited Public Land Mobile Network

ETSI TS 143 318 V6.9.0 (2007-03)

A PSAP isan emergency services network element that is responsible for answering emergency calls.

4

Architecture

The Generic Access Network functional architecture isillustrated in figure 1.
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Figure 1. GAN functional architecture

The main features of the GAN architecture are:
* New entities, and entities with enhanced functionality:
- Mobile Station (MS).

- Generic Access Network Controller (GANC). The GANC appears to the core network as a GERAN Base
Station Subsystem (BSS). It includes a Security Gateway (SEGW) that terminates secure remote access
tunnels from the M S, providing mutual authentication, encryption and data integrity for signalling, voice and
data traffic.

¢ A Generic IP Access network provides connectivity between the MS and the GANC. The IP transport
connection extends from the GANC to the MS. A single interface, the Up interface, is defined between the
GANC and the MS.

¢ Co-existence with the GSM/GPRS Radio Access Network (GERAN) and interconnection with the Core Network
(CN) viathe standardized interfaces defined for GERAN A/Gb mode:

A-interface for circuit switched services as defined in 3GPP TS 48.008 [13].

Gb-interface for packet switched services as defined in 3GPP TS 48.018 [16].

Lb-interface for supporting location services as defined in 3GPP TS 43.059 [17].
- CBC-BSCinterface for supporting cell broadcast services as defined in 3GPP TS 23.041

e Transaction control (e.g. CC, SM) and user services are provided by the core network (e.g. MSC/VLR and the
SGSN/GGSN).

e Useof AAA server over the Wm interface as defined by 3GPP TS 29.234 [8]. The AAA server is used to
authenticate the MS when it sets up a secure tunnel. Note that only a subset of the Wm functionalitiesis required
for the GAN application. As a minimum the GANC-SEGW shall support the Wm authentication procedures.

Indication of support for PS Services and of support for DTM is provided through appropriate signalling to the MS.
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5 Functional entities

5.1 Mobile Station (MS)

The MS contains a new functional block to access a Generic Access Network (GAN).

5.2 Generic Access Network Controller (GANC)

The core network interacts with the Generic Access Network Controller (GANC) as though it was an A/Gb mode BSS.
The generic | P access network provides connectivity between the GANC and the MS. The GANC entity inter-works
between the A/Gb interfaces and a generic | P access network, using the following functionality:

e User planecircuit switched services:

- Reframing of AMR/RTP to AMR/(A-interface framing).

- If non-TrFO, transcoding voice to/from the M S to PCM voice from/to the MSC.

- If TrFO, transcoding maybe required if a common codec cannot be negotiated.
e User plane packet switched services:

- Inter-working data transport channels over Up interface to packet flows over Gb interface.
e Control plane functionality:

- Security Gateway (SEGW) for the set-up of a secure tunnel to MS for mutual authentication, encryption and
data integrity. The SEGW provides a subset of the Wm functions, specifically the authentication procedures.

- Registration for GAN access and providing system information.

- Management of GAN bearer paths for CS and PS services, including the establishment, administration, and
release of control and user plane bearers between the MS and the GANC.

- Functionality providing support for paging and handover procedures.

- Transparent transfer of L3 messages (i.e. NAS protocols) between the MS and core network.

6 Control and User Plane Architecture

6.1 CS Domain

6.1.1 CS Domain - Control Plane

6.1.1.1 CS Domain - Control Plane - GAN Architecture

The GAN architecture in support of CS Domain control planeisillustrated in figure 2.
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Figure 2: Up CS Domain Control Plane Architecture

The main features of the Up interface for the CS domain control plane are as follows:

L]

The underlying Access Layers and Transport |P layer provides the generic connectivity between the MS and the
GANC.

The IPsec layer provides encryption and data integrity.

TCP providesreliable transport for the GA-RC between MS and GANC and is transported using the Remote |P
layer.

The GA-RC manages the | P connection, including the GAN registration procedures.

The GA-CSR protocol performs functionality equivalent to the GSM-RR protocol, using the underlying
connection managed by the GA-RC.

Protocols, such as MM and above, are carried transparently between the MS and MSC.
The GANC terminates the GA-CSR protocol and inter-works it to the A-interface using BSSAP messaging.

The Remote | P layer isthe "inner" 1P layer for IPsec tunnel mode and is used by the M S to be addressed by the
GANC. Remote IP layer is configured during the IPsec connection establishment.
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6.1.1.2 CS Domain - Control Plane - MS Architecture

The MS architecture for the CS domain control planein the MSisillustrated in figure 3.

Connection Management (CM)
[ [ [
cc J S J SMS J

MMCC-SAP MMSS-SAP MMSMS-SAP
I N I
p

/

Mobility Management
(MM)

Access
Mode

GANGSM-SAP |

GA-CSR GSM RR

GSMGAN-SAP

Remote IP
IPSec ESP
Transport IP LAPDm

Access GSM
Layers

Baseband

Figure 3: MS CS Domain Control plane Architecture

Figure 3 illustrates the main features of the MS CS Domain Control Plane architecture, which are as follows:
¢ TheRR-SAP interface to the GSM-MM layer is preserved identically for both GSM and GAN access.
¢ Anaccess mode switch is provided to switch between GERAN/UTRAN and GAN modes.

¢ GA-CSR peers with GSM-RR to provide coordination for roving and handover.
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6.1.2 CS Domain - User Plane

6.1.2.1 CS Domain - User Plane - GAN Architecture

The GAN protocol architecture in support of CS domain user planeisillustrated figure 4.

Up Interface Transcoding A
1 (if necessary) 1
1 1
Codec/Rate L Codec/Rate I IWF
Adaptation < I > Adaptation I (if necessary)
1 1
RTP/UDP ¢ } P> RTP/UDP Speech Bearer 1
1 «———+——P| Speech Bearer
Remote IP 4 } > Remote IP 1
IPSecESP |« ] P IPSec ESP 1
. 1
Transport IP <_> Transport IP <_> Transport IP :
Physical Physical
Layers ——Pp Layers
Access Access Access
Layers < > Layers < > Layers :
MS Generic IP Network GANC MSC

Figure 4: Up CS Domain User Plane Protocol Architecture

The main features of the CS domain user plane of the Up interface are as follows:

The underlying Access Layers and Transport IP layer provides the generic connectivity between the M S and the
GANC.

The IPsec layer provides encryption and data integrity.
CSdomain user planeis transported over RTP/UDP between MS and GANC.

Support for AMR FR codec, as specified in 3GPP TS 26.071 [7], is mandatory when operating in GAN mode,
with support for other codecs being optional.

CS-dataistransported over RTP/UDP, by defining a new RTP frame format to carry the TAF-TRAU
(V.110-like) frames over RTP.

TTY istransported using CTM over GSM codec over RTP/UDP.

The GANC re-frames the CS domain user plane between RTP/UDP and the speech bearers over the A-interface.
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6.2 PS Domain

6.2.1 PS Domain - GAN Architecture

6.2.1.1 PS Domain - Control Plane - GAN Architecture

The GAN architecture in support of PS Domain Control Planeisillustrated in figure 5.

Up Interface Gb
1 1
1 1
Upper Layers < 1 1 > Upper Layers
1 1
1 1
LLC < i N > LLC
I Relay I
GA-PSR |« i Pl  GA-PSR I
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GA-RC « I P GA-RC BSSGP <—|—>I BSSGP
TCP < T P TCP 1
Remote IP < : ’ Remote IP :

IPSec ESP |« - P IPSec ESP Network Network

Service <_:_’ Service
Transport IP H Transport IP <_’ Transport IP I
1

Access Access Access . )

Layers < > Layers < > Layers Physical |« P Physical
1

MS Generic IP Network GANC SGSN

Figure 5: Up PS Domain Control Plane Architecture

The main features of the Upinterface for the PS domain control plane are as follows:

e Theunderlying Access Layers and Transport | P layer provides the generic connectivity between the MS and the
GANC.

¢ ThelPsec layer provides encryption and data integrity.
e TCP providesreliable transport for the GA-PSR between MS and GANC.
¢ The GA-RC manages the IP connection, including the GAN registration procedures.

¢ The GA-PSR protocol performs functionality equivalent to the GPRS-RLC protocol. The concept of a TBF is
replaced by mechanisms to manage an | P connection between MS and GANC.

NOTE: No QoS can be assured when utilizing the GA-PSR transport channel.
e Protocols, such asLLC and above, are carried transparently between the MS and CN.

¢ The GANC terminates the GA-PSR protocol and inter-works it to the Gb-interface using BSSGP.
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6.2.1.2 PS Domain - User Plane - GAN Architecture

The GAN architecture for PS Domain User Planeisillustrated in figure 6.

Up Interface Gb
1 1 To GGSN
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1
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Figure 6: Up PS Domain User Plane Protocol Architecture

The main features of the Up interface for PS domain user plane are as follows:

¢ Theunderlying Access Layers and Transport IP layer provides the generic connectivity between the MS and the
GANC.

e ThelPsec layer provides encryption and data integrity.

¢ The GA-PSR operates between the M S to the GANC transporting the upper layer payload (i.e. user plane
data)across the Up interface.

¢ Protocols and data, such as LLC and above, are carried transparently between the MS and CN.

¢ The GANC terminates the GA-PSR protocol and inter-works it to the Gb-interface using BSSGP.
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6.2.2 PS Domain - MS Architecture

The MS architecture for the PS domain isillustrated in more detail in figure 7.
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Transport IP
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Figure 7: MS PS Domain Architecture
Figure 7 illustrates the main features of the MS PS Domain architecture, which are as follows:
¢ The GRR-SAP to the GPRS-LLC layer is preserved.
¢ The GMMRR-SAP interface to the GPRS-GMM layer is preserved.
¢ Anaccess mode switch is provided to switch between GPRS and GAN modes.

¢ GA-PSR peers with GPRS-RLC to provide coordination for roving and handover.
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7 Management functionality
7.1 State diagram for Generic Access
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GA-RC

Transition,
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Handover to GERAN/ Timer is reset.
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Figure 8: State diagram for Generic Access in the MS

7.2 GA-RC (Generic Access Resource Control)

7.2.1 General

The GA-RC protocol provides a resource management layer, with the following functions:
e discovery and Registration with GANC;
e registration Update with GANC;
e application level keep-alive with GANC; and

e support for identification of the AP being used for GAN access.

7.2.2 States of the GA-RC sub-layer

The GA-RC sub-layer in the MS can be in one of two states - GA-RC-DEREGISTERED or GA-RC-REGISTERED -
asillustrated in figure 8.

In the GA-RC-DEREGISTERED state, the MS may bein a GAN coverage area; however, the MS has not registered

successfully with the GAN. The MS may initiate the GAN Registration procedure when in the GA-RC-
DEREGISTERED state. The MSreturnsto GA-RC-DEREGISTERED state on loss of TCP or |Psec connection.
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In the GA-RC-REGISTERED state, the MS isregistered with a GANC, has an |Psec and an TCP connection
established to the Serving GANC, through which the MS may exchange GA-CSR or GA-PSR signaling messages with
the GANC, and the SAP between the GA-CSR and MM entity and the GA-PSR and the GMM entity are not active. In
the GA-RC-REGISTERED state, the MS may be camped on GERAN or UTRAN, active in GERAN or UTRAN (e.g. a
GSM RR or aUTRAN RRC connection may be established) or may have no GERAN or UTRAN service while till
mai ntai ning the registration in the GAN. The MS may re-enter GA-RC-REGISTERED state from GA-CSR-
DEDICATED when Handover from GAN is being performed.

7.3 GA-CSR (Generic Access Circuit Switched Resources)

7.3.1 General

The GA-CSR protocol provides a resource management layer, which is equivalent to the GSM-RR and provides the
following functions:

e setup of bearer for CS traffic between the MS and GANC,;
« handover support between GERAN and GAN; and

« functions such as GPRS suspension, paging, ciphering configuration, classmark change.

7.3.2 States of the GA-CSR sub-layer

The GA-CSR sub-layer inthe MS can be in two states -GA-CSR-IDLE or GA-CSR-DEDICATED asillustrated in
figure 8.

The MS enters GA-CSR-IDLE state from GA-RC-REGISTERED state, when the M S switches the serving RR entity to
GA-CSR and the SAP between the MM and the GA-CSR is activated. Simultaneously, the GA-PSR acquires the
control of the RLC GRR and GMMRR SAPs and transitionsto GA-PSR- STANDBY state. Whilethe MSremainsin
GAN mode it performs registration Update and application level keep-alive with the GANC as per the GA-RC-
REGISTERED state.

The MS moves from the GA-CSR-IDLE state to the GA-CSR-DEDICATED state when the GA-CSR connection is
established and returns to GA-CSR-IDLE state when the GA-CSR connection is released. Upon GA-CSR connection
release an indication that no dedicated resources exist is passed to the upper layers.

The MS may also enter GA-CSR-DEDICATED state from GA-RC-REGISTERED state of GERAN/UTRAN mode
when Handover to GAN is being performed. In the same way, the MS enters GA-RC-REGISTERED state of
GERAN/UTRAN mode from GA-CSR-DEDICATED when Handover from GAN is being performed.

7.4 GA-PSR (Generic Access Packet Switched Resources)

The GA-PSR protocol provides the following services:
e delivery of GPRS signalling, SM'S messages over the secure tunnel;
e paging, flow control, GPRS trangport channel management; and
e transfer of GPRS user plane data.

The GA-PSR Transport Channel (GA-PSR TC) provides the association between the MS and GANC for the transport
of GPRS user data over the Up interface. Given that the GAN user data transport is UDP based, the GA-PSR Transport
Channel is associated with corresponding MS and GANC IP addresses and UDP ports used for GPRS user data transfer.
The MS and GANC manage the GA-PSR Transport Channel based on the requests for data transfer and the
configurable GA-PSR Channel Timer.
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7.4.1 States of the GA-PSR sub-layer

The GA-PSR sub-layer in the MS can be in two states - GA-PSR-STANDBY or GA-PSR-ACTIVE - asillustrated in
figure 8.

* GA-PSR-STANDBY: Thisistheinitial/default state of the mobile station in GAN mode. The MSis not able to
send or receive GPRS user datato and from the GANC. The GA-PSR Transport Channel does not exist when the
MSisin GA-PSR-STANDBY state. The GANC or the MS needs to activate the GA-PSR Transport Channel
before sending any GPRS user data. When the MS GA-PSR successfully establishes a GA-PSR Transport
Channel, it transitions to the GA-PSR-ACTIVE state.

¢ GA-PSR-ACTIVE: The MSisable to send and receive GPRS user data to and from the GANC. The
corresponding GA-PSR Transport Channel exists.

Upon a successful switch to GAN mode, the MS GA-PSR acquires the control of the RLC GRR and GMMRR SAPs
and transitionsto GA-PSR-STANDBY state.

After successful GA-PSR TC activation, the MS GA-PSR transitionsto GA-PSR-ACTIVE state. The following are the
possible triggers for GA-PSR TC activation on the MS side:

e TheLLC initiates the uplink datatransfer using LLC SAPI 3, 5, 9 or 11.

¢ The GANC initiates GA-PSR TC activation; i.e. the MS receives a GA-PSR-ACTIVATE-GPRS-TC-REQ
message from the GANC.

While the GA-PSR isin the GA-PSR-ACTIVE state, the corresponding GA-PSR TC exists and the GPRS user data
transport is enabled both in uplink and downlink direction. Upon the successful GA-PSR TC activation and in parallel
with transition to GA-PSR-ACTIVE state, the MS GA-PSR starts the GA-PSR Channel Timer. When the GA-PSR
Channel Timer expires, the M S sends a message to the GANC to initiate GA-PSR TC deactivation. Upon successful
GA-PSR TC deactivation, the MS GA-PSR transitions to GA-PSR-STANDBY state.

At any time, whilein GAN mode, if the serving RR entity is switched to GSM-RR, the GA-PSR is disconnected from
GPRS SAPs and the M S enters GERAN/UTRAN mode. Simultaneously, the MS will rel ease the associated GA-PSR
TC regardless of the GA-PSR Channel Timer status.

The MS GA-PSR maintains one GA-PSR TC for all active user data flows; i.e. if the GA-PSR isin GA-PSR-ACTIVE
state, any uplink user data packet is transferred using the active GA-PSR TC regardless of the associated PFC and LLC
SAP. The GA-PSR Channel Timer is restarted whenever any uplink user data packet is sent or downlink user data
packet received regardless of the associated PFC and LLC SAP.

7.5 Security Mechanisms

GAN supports security mechanisms at different levels and interfaces as depicted in figure 9.

AIGb

Generic IP interfaces MSC Application

1. Up Interface Security
%
2. CN Authentication, GPRS Ciphering
D >
3. Data application security (e.g. HTTPS)
D R RGnEEELEEETEEET e >

Figure 9: GAN Security Mechanisms
1. The security mechanisms over the Up interface protect signalling, voice and data traffic flows between the MS

and the GANC from unauthorized use, data manipulation and eavesdropping; i.e. authentication, encryption and
data integrity mechanisms are supported.
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2. Authentication of the subscriber by the core network occurs between the MSC/VLR or SGSN and the MSand is
transparent to the GANC - however, there is a cryptographic binding between the MS-CN authentication and the
MS-GANC authentication to prevent man in the middle attacks. GPRS ciphering is the standard LLC layer
ciphering that operates between the M S and the SGSN. These mechanisms are out of scope of the present
document.

3. Additiona application level security mechanisms may be employed in the PS domain to secure the end-to-end
communication between the MS and the application server. For example, the M'S may run the HT TP protocol
over an SSL session for secure web access. These mechanisms are out of scope of the present document.

All signalling traffic and user-plane traffic sent between MS and GANC over the Up interface is protected by an | Psec
tunnel between the M S and GANC-SEGW, that provides mutual authentication (using SIM credentials), encryption and
dataintegrity using the same mechanisms as specified in 3GPP TS 33.234 [9].

8 High-Level Procedures

8.1 Mechanism of Mode Selection in Multi-mode terminals

A Generic Access capable terminal may support any 1P access technology in addition to the GERAN and possibly
UTRAN radio interfaces. The MS may be either in the GERAN/UTRAN mode or in GAN mode of operation.

The MS can be configured to operate in one of the above two modes at any given time. There may be preferred mode of
operation that can be configured by the user, or by the operator through various mechanisms, e.g. device management.

On power up, the MS always startsin GERAN/UTRAN mode and executes the normal power-up sequence as specified
in 3GPP TS 23.122 [4]. Following this, the M S may switch into GAN mode based on mode selection preference
determined by user preferences or operator configuration.

The various preferences for the MS that are possible are as follows:
¢ GERAN/UTRAN -only:
-  The MSRR entity remainsin GERAN/UTRAN mode and does not switch to GAN mode.
¢ GERAN/UTRAN -preferred:

- TheMSRR entity isin GERAN/UTRAN mode as long as there is a suitable GERAN cell or a suitable
UTRAN cell available. If the MS cannot find a suitable GERAN cell or a suitable UTRAN cell to camp on,
and M S has successfully registered with a GANC over the generic I P access network, then the MS switches
to GAN mode. When the MSin GAN modeis able to find a suitable GERAN cell or a suitable UTRAN cell
to camp on, or the M S has de-registered or loses connectivity with the GANC over the generic | P access
network, the MS returns to GERAN/UTRAN mode.

¢ GAN-preferred:

- When the MS has successfully registered with the GAN over the generic | P access network, the MS switches
to GAN mode and stays in this mode as long as the GAN is available. When the M S deregisters, or otherwise
loses connectivity with the GAN over the generic | P access network, the M S switches to GERAN/UTRAN
mode.

¢  GAN-only:

- The MS switchesto GAN mode (after initial power up sequence in GERAN/UTRAN mode to obtain cellular
network information, but excluding (G)MM procedures with GERAN core network) and does not switch to
GERAN/UTRAN mode. During the initial power up sequence in GERAN/UTRAN mode the M S shall
ignore paging message received through GERAN/UTRAN network.
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8.2 PLMN Selection

There shall be no change from the PLMN selection proceduresin the NAS layers (MM and above) inthe MS, with the
exception that in GAN mode the 'in VPLMN background scan' shall be disabled.

A GANC can be only connected to one PLMN.

The PLMN selection in the NAS layers shall not lead to change of mode between GERAN/UTRAN mode and GAN
mode. For a specific instance of PLMN selection only PLMNSs available via GAN or only PLMNs available via
GERAN/UTRAN are provided to the NAS layer (i.e. no combination of the PLMNs available via GERAN/UTRAN and
GAN).

In the case of a GAN capable MS, a GANC selection process also may be required as part of the process of
establishing the connectivity between the MS and the GANC. This takes place when, during GAN registration, a GAN
capable MS may have a choice among two or more GANC-PLMN pairs indicated by the Default GANC (i.e. in the
GA-RC REGISTER REDIRECT message). The GANC selection process takes place while the MSis till in
GERAN/UTRAN mode, and before the MS rovesinto GAN mode. If the current selected PLMN is available via GAN,
it shall be selected. If not, the selection of GANC isimplementation specific.

If the M S does not have any stored information related to the Serving GANC for the CGI or AP to whichthe MSis
currently connected, the M S attempts to register with the Default GANC (always located in the HPLMN) stored in MS.
The MSincludes an indication, identifying the GANC as the Default GANC in the GA-RC REGISTER REQUEST

message.

When an M S attempts to register on the Default GANC including an indication that it isin automatic PLMN selection
mode:

e If the Default GANC wishesto serve the M S, the Default GANC responds with a GA-RC REGISTER ACCEPT
message.

e If the Default GANC wishesto redirect the M S to another GANC within the HPLMN, the Default GANC
responds with a GA-RC REGISTER REDIRECT message, not including alist of PLMN identities.

e If the Default GANC wishesto redirect the MSto a PLMN that is not the HPLMN, the Default GANC responds
with a GA-RC REGISTER REDIRECT message and includes alist of PLMNSs that may provide GAN serviceto
the MSin its current location. The list contains one or more PLMN identities along with the identities of their
associated GANC and SEGW nodes (either in IP address or FQDN format). Following the GANC selection
process, the GA-RC shall attempt to register on the associated GANC.

If at any time the user wishes to perform manual PLMN selection or a"User reselection” irrespective of whether the MS
isin manual or automatic PLMN selection mode, the MS sends a GA-RC REGISTER REQUEST message to the
Default GANC, including an indication that it isin manual PLMN selection mode. The Default GANC is not alowed to
accept the registration and responds with a GA-RC REGISTER REDIRECT message and includes alist of PLMNSs that
may provide GAN serviceto the MSinits current location.

If the MS includes the identity of the current serving GSM network in the GA-RC REGISTER REQUEST message, the
Default GANC uses thisto identify the list of PLMNsto send to the MS in the response message.

After successful registration with a serving GANC, the MS shall not store the PLMN list. The MS shall not use the
PLMN list, provided to the M S during the registration procedure, for background scanning.

NOTE: AnMS cannot use Generic AccessinaVPLMN unless the HPLMN supports and authorises Generic
Access.

8.3 Re-selection between GERAN/UTRAN and GAN modes

8.3.1 Rove-in (from GERAN/UTRAN mode to GAN mode)

This procedureis applicable only if GAN serviceisavailable, aMSisnot in NC2 mode (as defined in 3GPP TS 45.008
[18]) and has an M S preference for:

¢ GAN-only;
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¢ GAN-preferred or;

*«  GERAN/UTRAN-preferred and the MS cannot find a suitable GERAN cell or asuitable UTRAN cell to camp
on.

Following successful GAN registration, the Access modein the MSis switched to GAN mode. GA-CSR entity in the
MS reportsto the NAS, the NAS-related system information received in the GAN Registration Procedure. The NAS
considers the GANC allocated CGl, as the current serving cell.

While in GAN mode, GERAN-RR and UTRAN RRC entities are detached from the RR-SAP in the M S, as aresult the
entities do not:

¢ inform NAS about any GERAN/UTRAN cell re-selection and/or the change of system information of the current
camping cell;

¢ inform NAS about any newly found PLMN over GERAN or UTRAN; and
e act on any paging request message received over GERAN or UTRAN.

Rove-in may be applied to support CS call re-establishment following the loss of an RR connectionin GSM or to
support packet service re-establishment following abnormal TBF release with cell reselection in GPRS. The support for
call re-establishment isindicated to the MS in the GAN system information.

8.3.2 Rove-out (from GAN mode to GERAN/UTRAN mode)

This procedure is applicable when M S detaches from the generic | P access network, and its mode selection is
GAN-preferred or GERAN/UTRAN-preferred.

When the M'S detaches from the generic | P access network, depending on prevailing circumstances the MS may be able
to deregister first with the GANC.

For the GAN-preferred and GERAN/UTRAN-preferred mode selections, the M S detaches GA-CSR from the RR-SAP
and re-attaches GERAN-RR or UTRAN RRC to RR-SAP and restores normal GERAN-RR or UTRAN RRC
functionality.

For the GAN-only mode selection, GA-CSR remains attached to NAS and the MS staysin GAN mode (in "No Service"
condition).

8.4 GAN Registration related procedures

8.4.1 Discovery and Registration for Generic Access

8411 General

The Discovery and Registration procedures are applicable only if the M S preference is operating in GAN-only, GAN-
preferred or, if no allowable PLMN is available through GERAN/UTRAN, in GERAN/UTRAN-preferred mode.

Once the M S has established a connection to the generic | P access network, the mobile determines the appropriate
GANC-SEGW to connect to, by completing the Discovery Procedure to the Provisioning GANC in the HPLMN of the
MS. The Provisioning GANC provides the address of the Default GANC in the HPLMN of the MS, to which the
mobile can register.

The MS attempts to register on the Default GANC provided by the Provisioning GANC during the Discovery
procedure, by completing the Registration Procedure. The Default GANC may accept the Registration; redirect the MS
to another GANC,; or Reject the Registration.
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8.4.1.2 Security Gateway ldentification

The (U)SIM of the MS contains the FQDN (or 1P address) of the Provisioning GANC and the associated SEGW or the
MS derives thisinformation based on information in the (U)SIM. If the MS does not have any information about other
GANCs and associated SEGW stored, then the MS completes the Discovery procedure towards the Provisioning
GANC.

As part of the Registration Procedure, the Default GANC can indicate whether this GANC and SEGW address or the
address of a GANC that the M S is being redirected to, may be stored by the M S.

The MS may also store Serving GANC information for Serving GANCs with which the MS was able to complete a
successful registration procedure. The default GANC isin control of whether the MSis allowed to store Serving GANC
information. If thereis no GERAN/UTRAN coverage in the AP location, the stored Serving GANC information shall
be associated with the AP-ID. If thereis GERAN/UTRAN coverage in the AP location, the stored Serving GANC
information shall be associated with the GSM CGI or LAl and UTRAN CI. The stored Serving GANC information is:

e serving SEGW FQDN or IP address following successful registration;
e serving GANC FQDN or |IP address following successful registration; and
e optionaly, Serving GANC TCP port following successful registration and if returned from the network.

The number of such entriesto be stored in the MS is implementation specific. Only the last successfully registered
GANC association shall be stored when the Default GANC indicates that the MS is allowed to store these addresses. An
MS may preferentially join a generic IP access network point of attachment whose association with a Serving GANC
has been stored in memory.

On connecting to the generic | P access network, if the MS has a stored Serving GANC for the AP-ID or the
GERAN/UTRAN cell, the MS shall attempt to register with the associated Serving GANC in its memory. The GANC
may still reject the MS for any reason even though it may have served the MS before. The MS shall delete from its
stored list the address of the Serving GANC on receiving aregistration reject or if the registration fails for any other
reason (e.g. not receiving any response).

If the MS does not receive aresponse to the Registration Request sent to the Serving GANC (and which is not the
Default GANC), it shall re-attempt to register with the Default GANC. If the M S does not receive a response to the
registration request sent to the Default GANC, it shall attempt the discovery procedure with the Provisioning GANC in
order to obtain a new Default GANC.

In the case when aM S is attempting to register or discover a GANC after failing to register on a GANC, the MS
provides in the Registration or Discovery procedure an indication that the M S has attempted to Register on another
GANC, thefailure reason, and the GANC and SEGW addresses of the failed registration.

When the M S connects to a generic | P access network, for which it does not have a stored Serving GANC iniit's
memory, it shall attempt to register with the Default GANC.

8.4.1.3 GANC capabilities

To be populated with GANC specific information that needs to be transferred to the MS on successful registration.

8.4.1.4 MS capabilities

To be populated with GAN specific capabilities of the MS that needs to be transferred to the GANC during registration
and the interaction to what is reported to the CN is FFS.

8.4.1.4a Required GAN Services

The MS may reguest which GAN services it requires from the GANC as part of the Registration procedures.
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8.4.15 Discovery Procedure

8.4.1.5.1 Normal Case

When an M S supporting GAN first attempts to connect to a GAN, the M S needs to identify the Default GANC. Each
GAN capable M S can be configured with the FQDN (or IP address) of the Provisioning GANC and the associated
SEGW or the M S can derive this FQDN based on information in the (U)SIM (see 3GPP TS 23.003 [43]). The MSfirst
connectsto a Provisioning GANC-SEGW and GANC in the HPLMN of the M S, by establishing a secure 1Psec tunnel
and a TCP connection using the provisioned or derived addresses. The M S obtains the FQDN or IP address of the
Default GANC inthe HPLMN and the associated SEGW, through the Discovery procedure.

If no GERAN/UTRAN coverage is available when an MS connects to the GANC for GAN service, then the GANC
cannot necessarily determine the location of the M S for the purposes of assigning the MS to the correct serving GANC
(to enable handover and location-based services). The GANC shall permit the operator to determine the service policy
in this case; e.g. the operator could provide service to the user with certain limitations (possibly with a user interface
indication onthe MS).

NOTE: When the MSinitiates the Discovery/Registration procedures and no GERAN/UTRAN coverage is
available, the GANC may have insufficient information to correctly route subsequent emergency calls.

Provisioning GANC

MS DNS SEGW DNS GANC

1. DNS quﬂery (provisioned or derived SEGW FQDN)
2. DNS response

-
3. Establish secure tunnel
< i >

4. DNS query(provisioning GANC FQDN)
r

5. DNS response
Sl el ke k] el

6. GA- RC DISCOVERY REQUEST (CID, LAI, IMSI)

|
7. GA- RC DISCOVERY ACCEPT (Default SEGW and GANC address)
< i
8. GA- RC DISCOVERY REJECT (Reject Cause)

9. Release of secure tunnel

Figure 10: Discovery procedure

In the description below it is assumed that the M S has a mode selection of GAN-only or GAN-preferred or
GERAN/UTRAN-preferred and that the M S has already connected to the generic IP access network.

NOTE: Itisimplementation specific what signal level should be deemed as sufficient for triggering the GAN
Discovery and Registration procedures.

1. If the MS has aprovisioned or derived FQDN of the Provisioning SEGW, it performs a DNS query (viathe
generic IP access network interface) to resolve the FQDN to an | P address. If the MS has a provisioned IP
address for the Provisioning SEGW, the DNS step is omitted.

2. The DNS Server returns aresponse including the IP Address of the Provisioning SEGW.
3. The MS establishes a secure tunnel to the Provisioning SEGW.

4. 1If the MS has aprovisioned or derived FQDN of the Provisioning GANC, it performs a DNS query (viathe
secure tunnel) to resolve the FQDN to an IP address. If the M S has a provisioned | P address for the Provisioning
GANC, the DNS step will be omitted.
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5. The DNS Server returns a response including the IP Address of the Provisioning GANC.

6. The MS sets up a TCP connection to a well-defined port on the Provisioning GANC. It then queries the
Provisioning GANC for the Default GANC, using GA-RC DISCOVERY REQUEST. The message contains:

- GSM Cdl Info: Either current camping GSM CGl, or last CGI where the MS successfully registered, along
with anindicator stating which oneitis.

- Generic IP access network attachment point information: AP-1D, as defined in annex C.
- MSIdentity: IMSI.

7. The Provisioning GANC returns the GA-RC DISCOVERY ACCEPT message, using the information provided
by the MS (e.g. the CGl), to provide the FQDN or IP address of the Default GANC and its associated Default
SEGW. Thisisdone so the MSisdirected to a"loca" Default GANC in the HPLMN to optimize network
performance. This message indicates whether the GANC and SEGW address provided shall or shall not be
stored by the MS.

8. If the Provisioning GANC cannot accept the GA-RC DISCOVERY REQUEST message, it returns a GA-RC
DISCOVERY REJECT message indicating the reject cause.

9. The secure |Psec tunnel to the Provisioning SEGW is released. It shall also be possible to reuse the same I1Psec
tunnel for GAN Registration procedures. In this case the IPsec tunnel is not rel eased.

8.4.1.6 Registration procedure

8.4.1.6.1 Normal case

Following the Discovery procedure the M S establishes a secure tunnel with the secure gateway of the Default GANC,
provided by the Provisioning GANC in the Discovery procedure, and attempts to register with the Default GANC. The
Default GANC may become the Serving GANC for that connection by accepting the registration, or the Default GANC
may redirect a mobile performing registration to a different Serving GANC.

GANC redirection may be based on information provided by the MS during the Registration procedure, operator chosen
policy or network load balancing.

The GAN Registration procedure serves the following functions:
* Ensuresthe MSisregistered to the appropriate GANC entity i.e. with use of the redirection process;

¢ Informsthe GANC that the MSis now connected through a generic | P access network and is available at a
particular | P address. The GANC maintains the registration context for the purposes of (for example) mobile-
terminated calling; and

e Providesthe MS with the operating parameters associated with the GAN service. The "GSM System
Information" message content that is applicable to the GAN cell is delivered to the MS during the GAN
registration process. This enables the MS to switch to GAN mode, and following the Registration procedure
trigger NAS procedures with the core network (such as Location/Routing Area Update, mobile originated calls,
mobile terminated calls, etc.).

¢ Enablesthe MSto request which GAN services are required.

ETSI



3GPP TS 43.318 version 6.9.0 Release 6 29 ETSI TS 143 318 V6.9.0 (2007-03)

Default or Serving GANC

MS DNS SEGW DNS GANC

1. DNS query (Default or Serving SEGW FQDN)

2. DNS response

«----1
3. Establish secure tunnel
SR e ey >

4. DNS query(Default or Serving GANC FQDN)
1.

6. GA-RC REGISTER REQUEST (CID, LAI, IMSI)

|
7. GA-RC REGISTER ACCEPT ("GAN System Information")

- |
8. GA-RC REGISTER REJECT (Reject Cause)
B e el il ittt Bty
9. GA-RC REGISTER REDIRECT (see note)
D it Sttt til il Sttty
10. Release of secure tunnel

NOTE: The GA-RC REGISTER REDIRECT message may contain: a single Serving SEGW and GANC address or
a list of PLMN identities and associated Serving SEGW and GANC addresses; and an Indication of
whether GANC address(es) can be stored in the MS for future use.

Figure 11: Registration procedure

1. If the MSwas only provided the FQDN of the Default or Serving SEGW, the MS shall perform a DNS query
(viathe generic I P access network interface) to resolve the FQDN to an IP address. If the MS has a provisioned
IP address for the SEGW, the DNS step is omitted.

2. The DNS Server returns a response.

3. The MS shall then set up a secure IPsec tunnel to the SEGW. This step may be omitted if an IPsec tunnel is
being reused from an earlier Discovery or Registration.

4. If the MS was provided the FQDN of the Default or Serving GANC, the MS shall then perform a DNS query
(viathe secure tunnel) to resolve the FQDN to an IP address. If the MS has an | P address for the GANC, the
DNS step is omitted.

5. The DNS Server returns a response.

6. The MSthen sets up a TCP connection to a TCP port on the GANC. The TCP port can either be awell-known or
one that has been earlier received from the network during Discovery or Registration. The M S shall attempt to
register on the GANC by transmitting the GA-RC REGISTER REQUEST. The message contains:

- GSM Cdl Info: Either current camping GSM CGl, or last CGl where the MS successfully registered, along
with an indicator stating which oneit is.

- Generic | P access network attachment point information: AP-1D, as defined in annex C.
- MSIdentity: IMSI.

- MS Capability Information.

- GAN Services Required

7. If the GANC accepts the registration attempt it shall respond with a GA-RC REGISTER ACCEPT. The message
contains:

- GAN specific system information (e.g.):
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¢ Cell description comprising the BCCH ARFCN, PLMN colour code, and base-station colour code
corresponding to the GAN cell.

» Location-areaidentification comprising the mobile country code, mobile network code, and location area
code corresponding to the GANC cell.

e Cell identity identifying the cell within the location area corresponding to the GAN cell.
- GAN Capability Information.
- Application level Keep Alive timer value (see clause 8.4.4).

In this case the TCP connection and the secure |Psec tunnel are not released and are maintained as long as the
MSisregistered to this GANC.

8. Alternatively, the GANC may reject the request. In this case, it shall respond with a GA-RC REGISTER
REJECT indicating the reject cause. The TCP connection and the secure IPsec tunnel are released and the MS
shall act as defined in clause 8.4.1.3.2.

9. Alternatively, if the GANC wishesto redirect the MS to (another) Serving GANC, it shall respond with a GA-
RC REGISTER REDIRECT providing the FQDN or | P address of the target Serving GANC and the associated
SEGW. In this case the TCP connection is released and the secure | Psec tunnel is optionally released depending
on if the network indicates that the same | Psec tunnel can be reused for the next registration.

8.4.1.6.2 Abnormal cases

If the Serving GANC rejects the Register request and does not provide redirection to another Serving GANC, the MS
shall re-attempt Registration to the Default GANC including a cause indicating the failed registration attempt and the
Serving GANC and SEGW with which the Register request failed. The MS should aso delete all stored information
about this Serving GANC.

If the Default GANC rejects a Registration Request and is unable to provide redirection to suitable Serving GANC, the
MS may re-attempt the Discovery procedure to the Provisioning GANC (including a cause indicating the failed
registration attempt and the Default GANC provided in the last Discovery procedure). The MS should also delete all
stored information about the Default GANC.

8.4.2 De-Reqgistration

The GA-RC De-Registration procedure allows the M S to explicitly inform the GANC that it is leaving GAN mode

(e.g. when it detaches from the generic IP access network), by sending a GA-RC DEREGISTER message to the GANC,
allowing the GANC to free resources that it assigned to the MS. The GANC also supports "implicit GAN
deregistration”, when the TCP connection to the MSis abruptly lost.

The GANC can aso autonomously release the M S registration context, and send a GA-RC DEREGISTER message to
the MS. Alternatively, the GANC can implicitly deregister the MS by closing the TCP connection with the M S.

NOTE: At power-down the GA-RC sublayer of the MS ensures that the MS explicitly detaches from the network,
where possible, before completing the GA-RC De-Registration procedure.

MS GANC

1. GA-RC DEREGISTER

Figure 12: De-Registration initiated by the MS

1. The MS sendsthe GA-RC DEREGISTER to the GANC, which removes the M S context in the GANC.

ETSI



3GPP TS 43.318 version 6.9.0 Release 6 31 ETSI TS 143 318 V6.9.0 (2007-03)

MS GANC

1. GA-RC DEREGISTER

Figure 13: De-Registration initiated by the GANC

1. The GANC sends the GA-RC DEREGISTER to the MS.

8.4.3 Registration Update

The GA-RC Registration Update procedure allows the M S to update information in the GANC regarding changes to the
identity of the overlapping GERAN cell or changes to the generic | P access network point of attachment, by sending a
GA-RC REGISTER UPDATE UPLINK message to the GANC carrying the updated information. This may result in the
MS being redirected to another serving GANC, or being denied service e.g. due to operator policy.

The GAN Registration Update procedure aso allows the GANC to update the GAN system information in the MS, if
needed, by sending a GA-RC REGISTER UPDATE DOWNLINK message to the M S carrying the updated
information.

MS GANC

1. GA-RC REGISTER UPDATE UPLINK

2. GA-RC REGISTER REDIRECT

Figure 14: Registration Update Uplink

1. When the M S detects GSM coverage after reporting no coverage during GAN registration, it shall send the GA-RC
REGISTER UPDATE UPLINK to the GANC with the updated information. Whenever the generic IP access network
point of attachment changes, the MS shall send a GA-RC REGISTER UPDATE UPLINK to the GANC with the
updated generic | P access network point of attachment information. If the M S requires to update the GANC with a new
list of GAN Services required, then the MS sends GA-RC REGISTER UPDATE UPLINK message to the GANC
including the new GAN Services Required list.

2. The GANC may optionally send the GA-RC REGISTER REDIRECT when it wants to redirect the MS based on
updated information.

3. The GANC may also optionally deregister the MS on receiving an update by sending GA-RC DEREGISTER to
the MS.

MS GANC

1. GA-RC REGISTER UPDATE DOWNLINK

Figure 15: Registration Update Downlink

1. The GANC send